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ABSTRACT  

 

State-sponsored cyber hacking has become more common. The victims of cyberattacks might 

have recourse to civil law suits against ordinary hackers. But suing a State is more 

challenging because States are generally immune from the jurisdiction of the courts of fellow 

States. Nevertheless, customary international law recognises that State immunity can be 

overcome for ‘territorial torts’ committed on the territory of the forum State. However, this 

exception is subject to several prerequisites which may not be favourable to situations 

involving cyberattacks launched by foreign States.  

This thesis evaluates whether the ‘territorial tort exception’ to State immunity applies to 

State-sponsored cyberattacks. It finds that the ‘territorial tort exception’ has now extended in 

customary international law to cover both commercial and non-commercial conduct of States. 

It further argues that the exception should be applicable if the author of the tortious act or 

omission is only virtually present in the forum State at the time of the event. Moreover, it 

concludes that victims of cyberattacks committed by a foreign State, can rely on the 

‘territorial tort exception’ to overcome immunity, if the effects of the act or omission, at some 

point, cause physical damage or injury, and is not conducted as part of an armed conflict.  
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CHAPTER I 

INTRODUCTION 
 

 

1.1 Background description 

In 2012, spyware was found on computer networks of Iranian oil companies. This malware 

collected sensitive information from the targeted companies. The authors of the operation 

were never definitely traced, but suspicions indicated that the virus were deployed by the US 

and Israel.1 The same year, Google released information suspecting State hackers to infiltrate 

some of the leading news agencies in the world.2 Also, in 2013, State-sponsored hacking was 

detected when the whistle-blower Edward Snowden exposed a global surveillance program 

conducted by the US National Security Agency. This program had targeted State and non-

State actors worldwide and monitored their private correspondence.3 Moreover, in 2014, 

hackers, allegedly linked to the North Korean government, launched a massive cyberattack on 

Sony Pictures Entertainment.4 This attack destroyed the company’s data system, corrupted 

computers, stole a massive number of confidential documents,5 and resulted in millions of 

dollars in damages for the company.6  

Mischievous use of cyberspace by States has emerged. In 2015, the Group of 

Governmental Experts (GGE) on Developments in the Field of Information and 

Telecommunications in the Context of International Security7 emphasised a ‘disturbing trend’ 

resulting from malicious use of cyber conduct by State officials and private actors.8 Despite 

the endless opportunities created by the advancements of information and communications 

technologies (ICT), technological developments have also generated new ways for States to 

cause harm abroad. Espionage that, for not that long ago, used to require physical bugging 

and tapping can now be carried out through technological means.9 States tend to be frequent 

buyers of different spyware and digital surveillance tools.10 Hence, the modern use of 

                                                           
1 Russell Buchan, ‘Cyber Espionage and International Law’ in Nicholas Tsagourias and Russell Buchan (eds) 

Research Handbook on International Law and Cyberspace (Edward Elgar Publishing 2015) 169.  
2 Scott A Gilmore, ‘Suing the Surveillance States: The (Cyber) Tort Exception to The Foreign Sovereign 

Immunities Act’ (2015) 46(3) Columbia Human Rights Law Review 227, 228.  
3 Russell Buchan (n 1) 169.  
4 Scott A Gilmore (n 2) 229; This accusation has been subject to debate among different experts, where some 

consider the attack to be misattributed, see Beatrice A Walton, ‘Duties Owed: Low-Intensity Cyber Attacks and 

Liability for Transboundary Torts in International Law’ (2017) 126 The Yale Law Journal 1460, 1463.  
5 Scott A Gilmore (n 2) 229; Beatrice A Walton (n 4) 1462. 
6 Beatrice A Walton (n 4)1462.  
7 This group contained governmental experts from the following countries: Belarus, Brazil, China, Colombia, 

Egypt, Estonia, France, Germany, Ghana, Israel, Japan, Kenya, Malaysia, Mexico, Pakistan, Russian Federation, 

Spain, United Kingdom and United States of America, see UNGA, ‘Group of Governmental Experts on 

Developments in the Field of Information and Telecommunications in the Context of International Security’ (22 

July 2015) A/70/174, 5.  
8 Ibid 6 para 5. 
9 Scott A Gilmore (n 2) 231.   
10 Ibid 231.  
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technologies give States huge (unfriendly) advantages, and State officials can now carry out 

operations abroad while being present within their home State.11 

Even if the international community condemns mischievous use of ICT, it can be difficult 

for victims of cyberattacks to seek damages from a foreign State. According to the law on 

State immunity, domestic courts lack competence to exercise jurisdiction over foreign 

States.12  

However, in customary international law (CIL), State immunity can be overcome for 

‘territorial torts’ committed on territory of the forum State.13 Nevertheless, this ‘territorial tort 

exception’ is subject to several prerequisites and limitations which may not be favourable to 

cases concerning State-sponsored cyberattacks. The exception emerged before damage or 

injury could be caused by cross-border digital hacking. Hence, it is uncertain whether victims 

can rely on the exception in CIL to sue the hacking State.   

 

1.2 Purpose and research questions 

This thesis examines the relationship between the ‘territorial tort exception’ to State immunity 

and State-sponsored cyberattacks. Its purpose is to establish whether victims of cyberattacks 

committed by a foreign State can seek redress in their domestic courts. To fulfil this aim, this 

thesis answers three questions: firstly, does the ‘territorial tort exception’ to immunity in CIL 

apply to non-commercial acts; secondly, does the ‘territorial tort exception’ apply when the 

author of the act or omission is only virtually present in the foreign State; and thirdly, what 

forms of cyberattacks may fall within the scope of ‘territorial tort exception’?  

 

1.3 Method and materials 

To answer the questions posed in the previous section, this thesis uses a legal dogmatic 

method. Using this method, subsequent Chapters examine the relationship between the 

‘territorial tort exception’ to State immunity and State-sponsored cyberattacks in 

contemporary international law.14 Relevant material is selected based on the accepted sources 

under international law listed in article 38(1) of the Statute of the International Court of 

Justice (ICJ), namely  

 

a. international conventions, whether general or particular, establishing rules 

expressly recognized by the contesting states;  

b. international custom, as evidence of a general practice accepted as law;  

c. the general principles of law recognized by civilized nations;  

d. … judicial decisions and the teachings of the most highly qualified publicists of 

the various nations, as subsidiary means for the determination of rules of law.15  

                                                           
11 Stephen J Schultze, ‘Hacking Immunity: Computer Attacks on United States Territory by Foreign Sovereigns’ 

(2016) 53 American Criminal Law Review 861, 863.   
12 Hazel Fox and Philippa Webb, The Law of State Immunity (revised and updated 3rd edn, OUP 2015) 27. 
13 Jurisdictional Immunities of the State (Germany v Italy: Greece Intervening) (Judgment) [2012] ICJ Rep 99, 

127, para 64.  
14 According to Jan Kleineman the legal dogmatic method implicates that an author examines and analyses a 

legal problem by using recognised sources of law, see Jan Kleineman, ‘Rättsdogmatisk Metod’ in Fredrik 

Korling and Mauro Zamboni (eds) Juridisk Metodlära (Studentlitteratur 2013) 21.   
15 Statute of the International Court of Justice (adopted 26 June 1945, entered into force 24 October 1945) 1 

UNTS XVI article 38(1)(a)-(d). 
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However, the internet and cyberspace are still developing areas of law. Therefore, the material 

available mostly consists of academic articles and the jurisprudence of domestic courts, 

instead of international conventions. Therefore, this thesis often refers to well-worked 

argumentation of scholars and judges that is in conformity with existing rules in international 

law.   

To define the scope and prerequisites of the ‘territorial tort exception’ this thesis mainly 

relies on the Convention on Jurisdictional Immunities of States and Their Property 

(UNCJISP)16. Even if this convention is not yet in force, nor a definite codification of CIL, it 

can be considered ‘the most comprehensive effort to define the scope of sovereign immunity 

and its exceptions’.17 The convention is the result of a 26 year long drafting process by the 

International Law Commission (ILC) and is frequently referred to in the national and 

international jurisprudence on State immunity. Thus, it represents adequate guidelines and a 

justifiable source for this present topic.  

Regarding the selection of relevant caselaw, a considerable part of the material refers to the 

jurisprudence of the US. This is not an attempt to distort State practice into a line of reasoning 

suitable for this thesis. Instead, since cyberattacks are a relatively new phenomenon, there is a 

lack of caselaw on this area. The US is the leading State when it comes to jurisprudence on 

the applicability of the ‘territorial tort exception’ on cyberattacks. 

In sum, the internet and cyberspace are areas filled with gaps in international law. The 

international community is still working on legal solutions to situations caused by modern 

technologies.18 Hence, the material is limited, and does in this thesis depend on its existence 

and availability.      

 

1.4 Limitations  

This thesis focuses on immunity of the State, and thus immunity from civil jurisdiction 

(which also extends to immunity of State officials from foreign civil jurisdiction).19 It is not 

concerned with the applicability of the ‘territorial tort exception’ with respect to criminal 

jurisdiction. However, this latter part is sporadically referenced only to serve as a tool for 

analysing whether victims of State-sponsored cyberattacks may bring civil suits against the 

hacking State. 

This thesis does also not focus on questions surrounding the attribution of cyberattacks to 

foreign States. Since a hacker may use servers located in one State while being present in 

another, 20 attributing a cyberattack to a particular State is complicated.21 The Tallinn Manual 

                                                           
16 UNGA, ‘Convention on Jurisdictional Immunities of States and Their Property (adopted on 2 December 2004, 

not yet in force) UN Doc A/59/38. 
17 Stephen J Schultze (n 11) 874.  
18 Nicholas Tsagourias, ‘The Legal Status of Cyberspace’ in Nicholas Tsagourias and Russell Buchan (eds) 

Research Handbook on International Law and Cyberspace (Edward Elgar Publishing 2015) 13-14, 28-29. 
19 Jones and Others v The United Kingdom (App nos 34356/06 and 40528/06) EHRR 2014-I 1, 62-63 paras 202-

204. 
20 Susan W Brenner, ‘At Light Speed: Attribution and Response to Cybercrime/Terrorism/Warfare’ (2007) 97(2) 

The Journal of Criminal Law & Criminology 379, 409; Michael N Schmitt, ‘”Below the Threshold” Cyber 

Operations: The Countermeasures Response Option and International Law’ (2014) 54(3) Virginia Journal of 

International Law 697, 708 and 727.  
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on the International Law Applicable to Cyber Warfare (Tallinn Manual) even provides that 

‘[t]he fact that a cyber operation has been routed via the cyber infrastructure located in a State 

is not sufficient evidence for attributing the operation to that State.’22 However, this thesis 

starts with the assumption that the cyberattack has already been traced to a government of a 

foreign State. 

 

1.5 Disposition  

This thesis consists of five Chapters. This first Chapter (CHAPTER I) presents the 

introduction to the thesis. It discusses the background to the issue and introduces the research 

questions. Chapter one also justifies the author’s choice of method and material and gives the 

reader knowledge of this thesis’s limitations. The Second Chapter (CHAPTER II) introduces 

the ‘territorial tort exception’ to State immunity. This chapter evaluates how the exception  is 

defined with respect of it being a treaty norm and a norm in CIL. It also Chapter three 

(CHAPTER III) apply the territorial aspects of the ‘territorial tort exception’ to cyberattacks 

launched by States abroad. It examines whether a territorial connection can be established for 

cross-border cyberattacks where the author or the act or omission has only been virtually 

present in the forum State. The fourth Chapter (CHAPTER IV) analyses what types of 

cyberattacks that may fall under the scope of the ‘territorial tort exception’. Finally, Chapter 5 

(CHAPTER V) summarises the outcomes of previous Chapters and presents the conclusion of 

this thesis.  

 

  

                                                                                                                                                                                     
21 Constantine Antonopoulos, ‘State Responsibility in Cyberspace’ in Nicholas Tsagourias and Russell Buchan 

(eds) Research Handbook on International Law and Cyberspace (Edward Elgar Publishing 2015) 62.  
22 Michael N Schmitt (ed), Tallinn Manual on the International Law Applicable to Cyber Warfare: Prepared by 

the International Group of Experts at the Invitation of the NATO Cooperative Cyber Defence Centre of 

Excellence (CUP 2013) 36 rule 8. 
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CHAPTER II  

STATE IMMUNITY AND THE TERRITORIAL 

TORT EXCEPTION 
 

2.1 Introduction 

With respect to cyberattacks committed by private hackers, victims might have recourse to 

civil law suits. However, it becomes more challenging if the cyberattack is attributed to a 

foreign State, because States are generally immune from the jurisdiction of the courts of 

fellow States. Still, under certain circumstances, State immunity can be overcome. This 

Chapter evaluates the ‘territorial tort exception’ to State immunity and discusses its status 

under contemporary international law. However, before this exception is analysed it is 

appropriate to address the concept of State immunity in international law. Hence, this Chapter 

begins with a review of the law on State immunity. Thereafter, it examines the prerequisites 

of the ‘territorial tort exception’ and how it is defined in contemporary international law.  

 

2.2 State immunity and its exceptions  

The law on State immunity holds a fundamental position in international law and international 

relations.23 It stems from the principle of sovereign equality of States, developed out of the 

principle par in parem non habet imperium.24 States are considered persons ‘of the 

international legal order, not of the system of domestic law where a litigant may seek to sue 

it.’25 This means that a State lacks competence to exercise jurisdiction over other States.26 

Furthermore, the law on State immunity is a long-established rule in CIL, and departing from 

this law equates to ‘a departure from the principle of sovereign equality.’27 Hence, the law on 

State immunity plays an important role in the international community.  

Even though the law on State immunity was initially an absolute rule,28 several exceptions 

to this rule have emerged over the last decades. There is a growing opinion that certain acts or 

behaviours of States and their officials should be exempt from State immunity, namely: 

commercial acts; human rights violations; and territorial torts (which is the exception focused 

on in this thesis). 

The ‘commercial act exception’ emerged in the beginning of the twentieth century, when 

States started to engage in trading. It then became challenged whether States’ commercial 

activities should give rise to immunity. What was suggested was that acts of a non-sovereign 

character should override the immunity of States.29 Thus, this restrictive doctrine implicates 

                                                           
23 Jurisdictional Immunities of the State (Judgment) (n 13) 123 para 57.  
24 Ibid. 
25 Hazel Fox and Philippa Webb (n 12) 25.  
26 Ibid 27. 
27 Jurisdictional Immunities of the State (Judgment) (n 13) 124 para 57. 
28 Hazel Fox and Philippa Webb (n 12) 26-27. 
29 Ibid 32-37.  
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that State immunity only applies to acta jure imperii and not to acta jure gestigonis, that is 

commercial acts.30  

The ‘human rights exception’ began to develop in the 1950s, and especially in the 1990s. 

The absolute character of State immunity was questioned due to the emergence of States’ 

procedural obligations arising from different human rights treaties, as well as the will to 

prevent impunity for perpetrators of grave crimes under international law. The rationale for 

this exception is the growing recognition of the right of individuals to seek redress for other 

harms caused by States, when they act in their sovereign (not commercial) capacity.31 

However, this exception to State immunity is not yet recognised in CIL.32  

The ‘territorial tort exception’ stems from rules on diplomatic immunity,33 and opens for 

an exception to State immunity for certain tortious actions committed on the territory of a 

State. The initial intention of this exception was to apply it in civil proceedings ‘concerning 

personal injury occasioned by negligent driving for which the foreign State was answerable 

under local law’.34 In such cases domestic courts justified the exercise of jurisdiction by the 

idea that ‘the driving of a motor vehicle, including for governmental purposes, was by nature 

an act jure gestionis’.35 Hence, this exception makes it possible to overcome State immunity 

and allow courts to exercise civil jurisdiction over foreign States for non-contractual damage 

caused in the territory of the forum State. 

 

2.3 The territorial tort exception to State immunity 

State immunity from foreign civil jurisdiction is a general rule in CIL. Therefore, to determine 

whether contemporary international law provides for a ‘territorial tort exception’ to State 

immunity, a general norm establishing such exception must exist.36 In other words, ‘[s]ince 

immunity is based on general international law, its absence…may be evidenced either by the 

existence of a special rule or the existence of [CIL], indicating that exceptions to the general 

rule have emerged or are emerging.’37 Since the ‘territorial tort exception’ is included in 

several conventions, a special rule is recognised by the contracting States to these 

conventions. However, this special rule only exists with respect to a limited number of 

States,38 and thus does not automatically represent the will of all States. Therefore, it is 

relevant to evaluate how the ‘territorial tort exception’ is defined both in treaty law and in 

CIL. 

                                                           
30 Matthew McMenamin, ‘State Immunity Before the International Court of Justice: Jurisdictional Immunities of 

the State (Germany v Italy)’ (2013) 44 Victoria University of Wellington Law Review 189, 191-192.  
31 Hazel Fox and Philippa Webb (n 12) 38.  
32 Jurisdictional Immunities of the State (Judgment) (n 13) 139 para 91. 
33 ILC ‘Fifth Report on Immunity of State Officials from Foreign Criminal Jurisdiction, by Concepción Escobar 

Hernández, Special Rapporteur’ (14 June 2016) UN Doc A/CN.4/701, 88 para 225. 
34 Joanne Foakes and Roger O’Keefe, ‘Proceedings in which State Immunity cannot be Invoked, Article 12’ in 

Roger O’Keefe, Christian J Tams (eds) and Antonios Tzanakopoulos (assistant ed), The United Nations 

Convention on Jurisdictional Immunities of States and Their Property: A Commentary (OUP 2013) 210.  
35 Ibid.  
36 Case Concerning the Arrest Warrant of 11 April 2000 (Democratic Republic of the Congo v Belgium) 

(Judgment) [2002] ICJ Rep 3, 24 para 58. 
37 ILC ‘Second Report on Identification of Customary International Law, by Michael Wood, Special Rapporteur’ 

(22 May 2014) UN Doc A/CN.4/672, 10 para 18. 
38 The European Convention on State immunity (1972) is ratified by eight States, and the UNCJISP (n 16) has 

been ratified by 21 States. 
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2.3.1 The territorial tort exception as a treaty norm 

The ‘territorial tort exception’ to State immunity has been codified in two conventions on 

State immunity. The first codification of the exception was the 1976 European Convention on 

State Immunity (ECSI).39 Article 11 in that convention provides that 

 

[a] Contracting State cannot claim immunity from the jurisdiction of a court of 

another Contracting State in proceedings which relate to redress for injury to the 

person or damage to tangible property, if the facts which occasioned the injury or 

damage occurred in the territory of the State of the forum, and if the author of the 

injury or damage was present in that territory at the time when those facts 

occurred.40 

 

The second codification is found in article 12 in UNCJISP. This definition is inspired by the 

formulation in ECSI, and reads as follows 

 

[u]nless otherwise agreed between the States concerned, a State cannot invoke 

immunity from jurisdiction before a court of another State which is otherwise 

competent in a proceeding which relates to pecuniary compensation for death or 

injury to the person, or damage to or loss of tangible property, caused by an act or 

omission which is alleged to be attributable to the State, if the act or omission 

occurred in whole or in part in the territory of that other State and if the author of 

the act or omission was present in that territory at the time of the act or 

omission.41 

 

This latter convention is the result of a comprehensive work conducted by the ILC. The text 

was adopted by the UN General Assembly (UNGA) in 2004, but it has not yet entered into 

force. Nevertheless, article 12 in UNCJISP was designed ‘to provide relief for the individual 

who has suffered an otherwise actionable physical damage to his own person or his deceased 

ancestor or to his property’.42 It was meant to prevent insurance companies from hiding 

behind State immunity.43  

None of the treaty based definitions of ‘the territorial tort exception’ distinguish between 

commercial and non-commercial acts. However, neither article 11 in ECSI nor article 12 in 

UNCJSIP appear to have been a codification of CIL. During the drafting process of UNCJISP 

(which took place after the creation of ECSI) Special Rapporteur Sompong Sucharitkul 

noticed a diversity in and lack of State practice and opinio juris on this area of State 

immunity,44 and some States expressly argued that the application of article 12 to acta jure 

imperii did not reflect CIL.45 However, Sucharitkul emphasised the importance to consider 

the ‘emerging trend in international legal opinion reflecting the mounting practice of States’ 

                                                           
39 ECSI (n 38).  
40 Ibid article 11. 
41 UNCJISP (n 16) article 12. 
42 ILC, ‘Fifth Report on Jurisdictional Immunities of States and Their Property, by Mr. S. Sucharitkul, Special 

Rapporteur’ (22 March and 11 April 1983) UN Doc A/CN.4/363 & Corr.1 and Add.1 & Corr.1, 39 para 67.  
43 ILC, ‘Yearbook of the International Law Commission 1991 vol II Part Two’ (1991) UN Doc 

A/CN.4/SER.A/1991/Add.l, 45 para 4.  
44  Fifth Report by Mr S Sucharitkul, Special Rapporteur (n 42) 41 para 76.  
45Jurisdictional Immunities of the State (Judgment) (n 13) 127 para 64. 
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when formulating article 12 in 1983.46 Hence, the codification of the ‘territorial tort 

exception’ did not reflect existing CIL; it was rather progressive development. 

 

2.3.2 The territorial tort exception as a customary international law norm 

Compared to definitions provided for in international conventions, it is complicated to find an 

equally well-defined definition of the ‘territorial tort exception’ in CIL. The closest definition 

found is based on the wording of the ICJ in Jurisdictional Immunities of the State (Germany v 

Italy: Greece Intervening), where the Court considered the exception to encompass ‘acts 

committed [by a foreign State] on the territory of [that] forum State causing death, personal 

injury or damage to property’.47 It is rather clear in this case that the ICJ did not questioned 

the customary status of this exception with respect to acta jure gestigonis.48 The Court also 

concluded that CIL  

 

continues to require that a State be accorded immunity in proceedings for torts 

allegedly committed on the territory of another State by its armed forces and other 

organs of State in the course of conducting an armed conflict.49 

 

However, what the Court refrained from, was to resolve the question ‘whether there is in 

customary international law a “tort exception” to State immunity applicable to acta jure 

imperii’ in general.50 Therefore, the subsequent sections examine whether victims can rely on 

a norm in CIL to overcome immunity of a foreign State with respect torts committed within 

that State’s non-commercial capacity.  

 

2.3.2.1 How to identify a rule in customary international law 

The identification of a rule in CIL is a two-step process.51 Firstly, the rule must be supported 

by a settled practice among (concerned) states.52 To establish State practice one may observe 

both physical and verbal actions,53 such as 

 

diplomatic correspondence, policy statements, press releases, the opinions of 

government legal advisers, official manuals on legal questions (e.g. manuals of 

military law), executive decisions and practices, orders to military forces (e.g. 

rules of engagement), comments by governments on ILC drafts and corresponding 

commentaries, legislation, international and national judicial decisions, recitals in 

treaties and other international instruments (especially when in “all states” form), 

an extensive pattern of treaties in the same terms, the practice of international 

                                                           
46 Fifth Report by Mr S Sucharitkul, Special Rapporteur (n 42) 45 para 100. 
47 Jurisdictional Immunities of the State (Judgment) (n 13) 127 para 64. 
48 Ibid 127-128 para 65. 
49 Ibid 135, para 78 [emphasis added].  
50 Ibid 127-128 para 65. 
51 Second Report by Michael Wood, Special Rapporteur (n 37), 7 para 21; Jurisdictional Immunities of the State 

(Judgment) (n 13) 122 para 55. 
52 Jurisdictional Immunities of the State (Judgment) (n 13) 122 para 55; North Sea Continental Shelf (Federal 

Republic of Germany/Denmark; Federal Republic of  Germany/Netherlands) (Judgment) [1969] ICJ Rep 3, 44 

para 77. 
53 ILC, ‘Third Report on Identification of Customary International Law, by Michael Wood, Special Rapporteur’ 

(27 March 2015) UN Doc A/CN.4/682, 35 para 48. 
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organs, and resolutions relating to legal questions in UN organs, notably the 

UNGA.54 

 

However, this practice does not have to be perfect, nor completely consistent or uniform.55 

Instead  

 

the conduct of States should, in general, be consistent with [the rule], and that 

instances of State conduct inconsistent with [that] given rule should generally 

have been treated as breaches of that rule, not as indications of the recognition of 

a new rule.56 

 

Secondly, the settled practice must also be accepted as law (opinio juris).57 This means, the 

conduct of States must prove ‘a belief that this practice is rendered obligatory by the existence 

of a rule of law requiring it.58 Hence, the states concerned must ‘feel that they are conforming 

to what amounts to a legal obligation’.59 Opinio juris is usually established through ‘general 

practice, from scholarly consensus or from [the ICJ’s] or other tribunals’ previous 

determinations’.60  

 

2.3.2.2 Does the exception in customary international law apply to non-commercial acts?  

The customary status of the ‘territorial tort exception’ with respect to acta jure imperii has not 

yet been confirmed. Hence, for this thesis to determine whether CIL provides for a ‘territorial 

tort exception’ applicable to non-commercial acts, it must assess existing State practice and 

opinio juris.  

Domestic jurisprudence provides evidence for a ‘territorial tort exception’ in CIL 

applicable to non-commercial acts.61 In 2000, the Greek Court of Cassation held that it was 

generally accepted that the exception now extends to acta jure imperii in CIL.62 The Polish 

Supreme Court ruled in 2010 that, based on legitimate sources under international law, 

domestic courts were not prevented from rejecting State immunity ‘in [all] matters of torts, if 

the actions leading to a tort occurred in the territory of the forum State’.63 Likewise, in 

Schreiber v Federal Republic of Germany and the Attorney General of Canada¸ the Supreme 

Court of Canada rejected a distinction of the ‘territorial tort exception’ and explained that a 

                                                           
54 James R Crawford, Brownlie's Principles of Public International Law (8th edn, OUP 2012) 24. 
55 Case Concerning Military and Paramilitary Activities in and against Nicaragua (Nicaragua v United States of 

America) (Merits) [1986] ICJ Rep 14, 98 para 186; James R Crawford (n 54) 25.  
56 Case Concerning Military and Paramilitary Activities in and against Nicaragua (n 55) 98 para 186. 
57 Jurisdictional Immunities of the State (Judgment) (n 13) 122 para 55; North Sea Continental Shelf (n 52) 44 

para 77. 
58 North Sea Continental Shelf (n 52) 44 para 77. 
59 Ibid 44 para 77. 
60 James R Crawford (n 54) 26.  
61 Prefecture of Voiotia v Federal Republic of Germany (Distomo Massacre Case) Case No 111/2000 ILR Vol 

129 513; Schreiber v Canada (Attorney General) [2002] 3 SCR 269; Natoniewski v Federal Republic of 

Germany, Supreme Court of Poland (2010) 30 Polish Yearbook of International Law.; Ferrini v Federal 

Republic of Germany (Decision No 5044/2004) (for an English translation see (2006) 128 International Law 

Reports 658). 
62 Prefecture of Voiotia v Federal Republic of Germany (n 61) (517-518.  
63 Natoniewski v Federal Republic of Germany (n 61) 300. 
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restriction of the exception ‘would deprive the victims of the worst breaches of basic rights of 

any possibility of redress in domestic courts.’64  

Even though it is limited, domestic legislation provides further support of a practice in 

favour of an extended definition of the ‘territorial tort exception’ to State immunity. The 

‘commercial act restriction’ was actively removed during the drafting process of the US State 

Immunity Act. Even if the Congress observed that the exception was initially intended to 

cover damages caused by traffic accidents, the exception was ‘cast in general terms as 

applying to all tort actions for money damages.’65 Furthermore, of the ten States that have 

statutes on immunity, nine provide for the ‘territorial tort exception’. None of those have 

however made a distinction between acta jure gestigonis and acta jure imperii.66 This might 

seem as too limited to provide evidence for a general practice. However, the adoption and 

application of these statutes have not been subject to nearly any objections by other States,67 

and the objections made by States have mostly concerned tortious acts conducted in an armed 

conflict.68 If States had disagreed with this practice ‘[o]ne would have expected some form of 

protest… since [these statutes were] well known and many States were likely to be 

affected.’69  

There is also a widespread practice showing that immunity does not prevent domestic 

courts from prosecuting foreign officials for non-commercial tortious acts committed in the 

forum State. In several cases concerning killings and attempted killings committed in forum 

States, immunity has not even been asserted. In 1988, Libyan State officials placed a bomb on 

an airplane. As a result of the bomb’s explosion, the airplane crashed in Lockerbie (Scotland) 

and led to the death of more than 200 people.70 Regardless of the involvement of the Libyan 

State,  immunity was never asserted in the trial before the Scottish Court.71 Immunity was also 

never raised nor considered in the British trial of a Russian official for the murder of 

Litvinenko in London 2006.72 Neither was immunity asserted or considered by any party in 

the British case concerning the killing of Iraqi Prime Minister in London in 1978, where one 
                                                           
64 Schreiber v Canada (n 61) 271. 
65 H R REP No 94-1487 20-21.  
66 Jurisdictional Immunities of the State (Judgment) (n 13) 127 para 64; the ‘territorial tort exception’ is 

prescribed for in the American Foreign Sovereign Immunities Act 1976, 28 USC, sect 1605 (a) (5); the UK State 

Immunity Act 1978, sect 5; South Africa Foreign States Immunities Act 1981, sect 6; Canada State Immunity 

Act 1985, sect 6; Australia Foreign States Immunities Act 1985, sect 13; Singapore State Immunity Act 1985, 

sect 7; Argentina Law No 24 488 (Statute on the Immunity of Foreign States before Argentine Tribunals) 1995 

article 2 (e); Israel Foreign State Immunity Law 2008, sect 5; and the Act on the Civil Jurisdiction of Japan with 

respect to a Foreign State 2009 article 10. 
67 Jurisdictional Immunities of the State (Germany v Italy: Greece Intervening) (Dissenting Opinion of Judge Ad 

Hoc Gaja) [2012] ICJ Rep 309, 310-311 para 3.  
68 James R Crawford (n 54) 498-499.  
69 Jurisdictional Immunities of the State (Germany v Italy: Greece Intervening) (Dissenting Opinion of Judge Ad 

Hoc Gaja) (n 67) 311 para 3. 
70 The facts of the case come from the ICJ’s decision in Questions of Interpretation and Application of the 1971 

Montreal Convention arising from the Aerial Incident at Lockerbie (Libyan Arab Jamahiriya v United Kingdom 

and United States of America) (Preliminary Objections) [1998] ICJ Rep 115, 118 para 1; for further facts see 

Elizabeth Helen Franey, Immunity, Individuals and International Law: Which Individuals are Immune from the 

Jurisdiction of National Courts Under International Law? (London School of Economics, Department of Law 

2009) 206-210.  
71 Elizabeth Helen Franey (n 70) 210. 
72 The facts are collected from R (on the application of Litvinenko) v Secretary of State for the Home Department 

[2014] EWHC 194 (Admin) [2014] HRLR 6, paras 3-6; for a further analysis of the facts see Elizabeth Helen 

Franey (n 70) 216-217.  
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of the accused was alleged to be a senior officer of the Iraqi intelligence service. Similarly, in 

a case involving the poisoning of a Hamas leader on Jordanian territory by Israeli officials, 

immunity was never claimed before the Jordanian Court.73 Furthermore, in the ILC’s work on 

the immunity of State officials from foreign criminal jurisdiction, both the former and the 

current Special Rapporteur argue that there is sufficient State practice for assuming that State 

officials do not enjoy immunity for official acts (immunity ratione materiae) from the 

jurisdiction of a State for any criminal act resulting in physical damage, injury or death 

committed in the forum State.74 Concepción Escobar Hernández concludes, in her latest 

report, that due to the importance of the territoriality principle in conjunction with limited, but 

consistent, State practice, the ‘territorial tort exception’ is an acceptable exception to 

immunity ratione materiae.75 Likewise, after analysing domestic cases, Elisabeth Helen 

Franey concludes that  

 

[s]tate practice shows that states demonstrate opinio juris by arresting, charging 

and prosecuting the agents of other states, and by not objecting to their own 

agents being prosecuted [for tortious act committed in the forum State]. States 

demonstrate a responsibility towards their agents, and make great efforts to get 

their agents returned, they make representations and arrange exchanges, but they 

never assert immunity.76  

 

This shows that States consider tortious acts committed in the forum State to fall outside the 

scope of State immunity, even when the actions are characterised as jure imperii. The 

materials available should provide sufficient evidence proving that there is in CIL a ‘territorial 

tort exception’ to State immunity applicable to acta jure imperii. Consequently, despite the 

absence of a formal recognition, the applicability of the ‘territorial tort exception’ to non-

commercial acts, appears to be a norm in CIL. 

 

2.3.3 The need for a territorial connection  

To justify the ‘territorial tort exception’, a territorial connection between the tortious act or 

omission and the forum State must be established. This idea stems from the principle of 

States’ absolute and supreme power and jurisdiction in their own territories.77 It constitutes an 

attempt to restrict a State from exercising extraterritorial jurisdiction over foreign States 

responsible for tortious action.78  

To establish a territorial connection, two conditions may be considered. Firstly, whether 

the act or omission causing the physical damage or injury occurred in the forum State. 

Damage or injury caused by a foreign State outside the forum territory does not trigger the 

                                                           
73 This facts in these cases come from Elizabeth Helen Franey (n 70) 212.  
74 Fifth Report by Concepción Escobar Hernández, Special Rapporteur’ (n 33) 90 para 229 and 95 248; ILC, 

‘Second Report By Roman Anatolevich Kolodkin, Special Rapporteur’ (3 May-4 June and 5July-6 August 2010) 

UN Doc A/CN.4/631, 53 para 85.  
75 Fifth Report by Concepción Escobar Hernández, Special Rapporteur’ (n 33) 90 para 229.  
76 Elizabeth Helen Franey (n 70) 241-242.  
77 Second Report By Roman Anatolevich Kolodkin, Special Rapporteur (n 74) 54 para 81.  
78 Hazel Fox ‘Restraints on the Exercise of Jurisdiction’ in Michael D Evans (ed) International Law (4th edn, 

OUP 2014) 355-356.  
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exception.79 Secondly, whether the author of the act or omission was present in the forum 

State at the time of the act or omission (the ‘presence requirement’).   

The purpose of this latter requirement is ‘to render even closer the territorial connection 

between the State of the forum and the author or individual whose act or omission was the 

cause of the damage in the State of the forum.’80 Thus, the purpose of the inclusion is ‘to 

ensure the exclusion from the application of [the exception] of cases of transboundary injuries 

or transfrontier torts or damage, such as export of explosives, fireworks or dangerous 

substances which could explode or cause damage though negligence, inadvertence or 

accident.’81  

 Even if it not explicitly mentioned in most domestic legislation providing for a ‘territorial 

tort exception’ to State immunity, the ‘presence requirement’ appears essential to legitimatise 

the ‘territorial tort exception’. During the drafting process of UNCJISP, Australia, Germany 

and Thailand wanted to remove the ‘presence requirement’ from article 12.82 This was 

supported by Special Rapporteur Motoo Ogiso, who also proposed an elimination of the 

requirement since he doubted ‘whether the criterion …. can legitimately be viewed as a 

necessary criterion for the exclusion of State immunity’.83 However, this resulted in several 

reservations by States, and Ogiso therefore withdrew his proposal and the ‘presence 

requirement’ was reintroduced in article 12.84 Furthermore, in the ruling of the Polish 

Supreme Court in 2010, the ‘territorial tort exception’ in CIL expressly requires the presence 

of the author.85 Consequently, despite the objections, the requirement strengthens the basis for 

the ‘territorial tort exception’, and it appears to be regarded as critical for the justification of 

the exception. 

 

2.3.4 Torts encompassed by the territorial tort exception  

Not all tortious acts and omissions trigger the ‘territorial tort exception’ to State immunity. To 

minimise the risks of interpreting the ‘territorial tort exception’ too extensive, the scope will 

be assessed based on the wording in article 12 in UNCJISP, which provides for a more 

restrictive definition than the ICJ. Hence, this thesis works from the assumption that the 

‘territorial tort exception’ is limited to acts or omissions resulting in death or personal injury, 

or damage to or loss of tangible property.86  

The tortious acts covered by the ‘territorial tort exception’ refer to injury and damage in a 

physical sense. Hence, the exception cannot be relied upon with respect to ‘torts requiring 

                                                           
79 Al-Adsani v The United Kingdom (App no 35763/97) EHRR 2001-XI 79, 103 para 66.  
80 Yearbook of the International Law Commission (n 43) 45 para 6.  
81 Ibid 45 para 7.  
82 ILC ‘Preliminary Report on Jurisdictional Immunities of States and Their Property, by Mr. Motoo Ogiso, 

Special Rapporteur’ (20 May 1988) UN Doc A/CN.4/415 and Corr.1, 111, para 137. 
83 Ibid 111 para 141.  
84 ILC ‘Third Report on Jurisdictional Immunities of States and Their Property, by Mr. Motoo Ogiso, Special 

Rapporteur’ (11 April 1990) UN Doc A/CN.4/431 and Corr.1, 14 paras 2-3. 
85 Natoniewski v Federal Republic of Germany (n 61) 300.  
86 UNCJISP (n 16) article 12; Hazel Fox and Philippa Webb (n 12)  475; Joanne Foakes and Roger O’Keefe (n 

34)217.  
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proof of malice or committed by word’.87 This exception can also not be applied to damage to 

reputation, slander, defamation or mere economic loss.88  

There is however no absolute definition of term ‘personal injury’. And while physical 

injury clearly falls within the scope of the exception, mental pain and suffering falls within a 

grey zone. According to the Canadian Supreme Court, mental suffering only falls within in 

the ‘territorial tort exception’ if it stems from a physical injury caused by the tortious act or 

omission.89 However, Joanne Foakes and Roger O’Keefe explains that  

 

[i]n many jurisdictions, the development of a recognized psychiatric illness as a 

result of another’s act or omission is deemed in and of itself to constitute injury to 

the person, while in other jurisdictions it may not be. Conversely, while in many 

jurisdictions mere pain and suffering or emotional distress not amounting to a 

recognized psychiatric condition are not compensable unless consequential upon 

some form of physical injury, other jurisdictions may class these things as injury 

to the person in their own right.90  

 

Hence, what is encompassed by the term ‘personal injury’ appears to depend on the definition 

used in the domestic law of the forum State.91  

 

2.4 Conclusion of the Chapter 

Suing a foreign State can be complicated, since States generally enjoy immunity from the 

domestic courts of other States. However, when it comes to damage or injury caused by a 

tortious act on the territory of the forum State, both treaty and CIL provide for an exception to 

State immunity. Despite the existence of limited practice, States seem to agree that the 

‘territorial tort exception’ in CIL applies to acta jure imperii, for several reasons. Firstly, the 

existent State practice on this area has not been subject to nearly any objections. Secondly, the 

(implicit) use of the ‘territorial tort exception’ in criminal proceedings, proves that States 

consider themselves entitled to exercise jurisdiction over both commercial and non-

commercial acts committed by foreign States within itsterritory. Thirdly, the absence of an 

invocation of immunity in criminal cases, provides further support that States accept an 

extended application of the ‘territorial tort exception’ as law.92 It is difficult to believe that 

States will begin to object to an extension, or begin to act in another way, in civil proceedings 

concerning State immunity and the ‘territorial tort exception’. Therefore, the materials 

available should provide sufficient evidence that in CIL the exception cover both acta jure 

gestigonis and acta jure imperii.  

                                                           
87 Hazel Fox and Philippa Webb (n 12) 477.  
88 Fifth Report by Mr S Sucharitkul, Special Rapporteur (n 42) 45 para 100; Hazel Fox and Philippa Webb (n 12) 

476-475; Joanne Foakes and Roger O’Keefe (n 34) 217.  
89 Schreiber v Canada (n 61) 305 para 80; Kazemi Estaate v Islamic Republic of Iran [2014] 3 SCR 176, 220-

221 paras 74-77.  
90 Joanne Foakes and Roger O’Keefe (n 34) 218. 
91 Ibid; Hazel Fox and Philippa Webb (n 12) 476. 
92 Special Rapporteur Kolodkin has concluded that in ‘judicial proceedings concerning cases of this kind, 

immunity has either been asserted but not accepted, or not even asserted’, see Second Report By Roman 

Anatolevich Kolodkin, Special Rapporteur (n 74) 53 para 85. 
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To justify the ‘territorial tort exception’ to State immunity, two territorial conditions must be 

met. Firstly, there must be a territorial connection between the harmful action and the State 

which seeks to adjudicate. Secondly, at the time of the commission, the author of the harmful 

act must have been present that forum State. Moreover, the ‘territorial tort exception’ is 

limited to tortious acts causing death or injury to the person, or loss or damage to tangible 

property. Hence, the exception only applies to damages and injuries in a physical sense.  
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CHAPTER III 

STATE SPONSORED CYBERATTACKS AND 

THE TERRITORIAL ASPECTS OF THE 

TERRITORIAL TORT EXCEPTION 

 

3.1 Introduction  

As precious Chapter showed, the ‘territorial tort exception’ requires a territorial connection 

between the harmful action and the State which seeks to exercise civil jurisdiction. Hence, to 

determine whether the ‘territorial tort exception’ to State immunity can be applied to cross-

border cyberattacks, certain territorial conditions must be discussed. This Chapter focuses on 

the territorial aspects of the ‘territorial tort exception’, and how these stand in relation to 

cyberattacks sponsored by foreign States. It begins with an evaluation of the concept of 

cyberspace. Afterwards, it discusses whether cross-border cyberattacks can be territorially 

connected to the forum State; is it possible to be present and commit and act in another State 

through cyberspace? Put differently, does the ‘territorial tort exception’ apply to situations 

where the author of the act or omission has only been virtually present in the territory of the 

forum State? 

 

3.2 Cyberspace – a paradigm shift 

Cyberspace is an abstract and complex area. It does not correspond with the traditional view 

of geographical borders or territory. Regardless of this matter, international lawyers tend to 

apply an analogical reasoning, and find similarities between cyberspace and physical spaces. 

They also seek to apply essential principles to cyberspace, such as the principle of 

sovereignty.93  

 

3.2.1 The notion of cyberspace 

It is widely agreed that cyberspace is not to be considered a physical place. Instead, it can be 

defined as  

 

a global domain within the information environment whose distinctive and unique 

character is framed by the use of electronics and the electromagnetic spectrum to 

create, store, modify, exchange, and exploit information via interdependent and 

interconnected networks using information-communication technologies.94 

 

                                                           
93 Nicholas Tsagourias (n 18) 15-16. 
94 Daniel T Kuehl, ‘From Cyberspace to Cyberpower: Defining the Problem’ in Franklin D Kramer, Stuart H 

Starr and Larry K Wentz, Cyberpower and National Security (National Defence University Press 2009) 28.  
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Cyberspace ‘defies measurement in any physical dimension or time space continuum.’95 

Wolff Heintschel von Heinegg believes that cyberspace can be assimilated with res communis 

omnium, that is a global common.96 Still, he underlines that cyberspace depends on physical 

equipment which is generally located within the territorial borders of a State.97 According to 

Nicholas Tsagourias, cyberspace can be divided into three layers. Firstly, there is a physical 

layer consisting of computers, cables and communications infrastructure. Secondly, there is a 

layer of ‘software logic’. And thirdly, a layer consisting of ‘data packets and electronics’.98 

He also explains that no matter the virtual character of cyberspace,  

 

it is supported by physical objects such as computers, which connect the 

irreducible part of cyberspace to the physical world; and interactions in 

cyberspace are independent of time or space constraints and are conducted 

through logistics rather than through physical acts.99 

 

Hence, cyberspace is a diffuse and abstract area, but it depends on concrete and physical 

objects with physical locations.  

 

3.2.2 Cyberspace and territoriality   

When it comes to ICT infrastructure, the territorial aspect is rather undisputed.100 Pål Wrange 

explains that ‘the principle of territoriality provides that a state has jurisdiction over servers 

and nodes within its recognized borders’.101 States therefore exercise sovereignty over ICT 

infrastructure located on their territories.102 According to the 2013 GGE on Developments in 

the Field of Information and Telecommunications in the Context of International Security, 

‘State sovereignty and international norms and principles that flow from sovereignty apply to 

State conduct of ICT-related activities, and to their jurisdiction over ICT infrastructure within 

their territory.’103 Furthermore, it appears to be a consensus among States that causing 

physical damage on ICT infrastructure in another State, constitutes a violation of the 

territorial sovereignty of that State.104 As Russell Buchan concludes, interference with 

computer networks located in a State’s territory constitutes a violation of the that State’s 

sovereignty. It can even be argued that the mere intrusion on another States’ ICT 

infrastructure by a foreign State, violates the principle of territorial sovereignty.105 Hence, 

                                                           
95 Wolff Heintschel von Heinegg, ‘Territorial Sovereignty and Neutrality in Cyberspace’ (2013) 89 International 

Law Studies 123, 125.  
96 Wolff Heintschel von Heinegg, ‘Legal Implicactions of Territorial Sovereignty in Cyberspace’ in C Czosseck, 

R Ottis and K Ziolkowski (eds) 2012 4th International Conference on Cyber Conflict (NATO CCD COE 

Publications 2012) 9. 
97 Ibid. 
98 Nicholas Tsagourias (n 18) 15.  
99 Ibid.  
100 Ibid 13.  
101 Pål Wrange, ‘Intervention in National and Private Cyberspace and International Law’ in Jonas Ebbesson, 

Marie Jacobsson, Mark Klamberg, David Langlet and Pål Wrange (eds) International Law and Changing 

Perceptions of Security: Liber Amicorum Said Mahmoudi (Brill/Nijhoff 2014) 2.  
102 Wolff Heintschel von Heinegg (n 96) 10. 
103 UNGA, ‘Group of Governmental Experts on Developments in the Field of Information and 

Telecommunications in the Context of International Security’ (24 June 2013) UN Doc A/69/98, 8 para 20.  
104 Wolff Heintschel von Heinegg (n 96) 11.  
105 Ibid 12. 
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even if accessed from an abstract cyberspace, ICT infrastructure is subject to the principle of 

territoriality in the same way as other physical property located within a State. Therefore, a 

physical destruction of a States’ ICT infrastructure constitutes a violation of that State’s 

territorial sovereignty.  

Contrary to our previous notion of defining borders and territory, cyberspace opens for 

new presumptions of presence and location. According Howard J Grooters, cyberspace is 

‘mere geographic probabilities or uncertainty.’106 Similarly, Jennifer Daskal highlights that 

cyberspace challenges our idea of ‘here’ and ‘there’.107 She explains that data users tend to be 

disconnected from the data, and this obstructs the distinction between territorial and 

extraterritorial.108 She clarifies that ‘the location independence between the data and the 

government agent accessing the data creates the possibility of actors in State A searching or 

seizing data in State B without any readily apparent violation of State B’s territorial 

integrity.’109 Hence, cyberspace reduces the need for a physical connection between the actor 

and the effects of an action, and affects our idea of locating actions and actors.  

Still, territorial borders become more and more common in cyberspace. States tend to 

enforce measures to block access to different websites on their territories. According to Uta 

Kohl, States, through such measures, ‘effectively draw traditional territorial borders onto 

cyberspace.’110 Hence, she claims that this shows a clear trend ‘towards [a] territorial 

fragmentation of the internet’.111 This aspect receives further support from ‘the discussion 

about the possibility of a Europe-only communication network in the wake of the Edward 

Snowden revelations’.112 Thus, regardless of its abstract character, the creation of territorial 

borders in cyberspace has emerged. Presumably, a State or private actor can thus access a 

State’s territorial borders through cyberspace.  

 

3.3 Where does a cross-border cyber tort occur? 

A US Court of Appeals recently ruled, in a case concerning the alleged hacking by Ethiopia of 

a computer located in the US, that the ‘territorial tort exception’ in the American Foreign 

Sovereign Immunities Act (FSIA)113 was inapplicable since the entire tort had not occurred 

within the US (a requirement not expressly mentioned in FSIA). 114 According to the Court 

 

the tortious intent aimed at [the appellant] plainly lay abroad and the tortious acts 

of computer programming likewise occurred abroad. Moreover, Ethiopia’s 

placement of the FinSpy virus on [the appellant’s] computer, although completed 

in the United States when [the appellant] opened the infected e-mail attachment, 

                                                           
106 Howard J Grooters, ‘Territorial Jurisdiction in Cyberspace’ (2002) 4 Oregon Review of International law 3, 

17. 
107 Jennifer Daskal, ‘The Un-Territoriality of Data’ (2015) 125(2) Yale Law Journal 326, 329.  
108 Ibid 330.  
109 Ibid 379.  
110 Uta Kohl, ‘Jurisdiction in Cyberspace’ in Nicholas Tsagourias and Russell Buchan (eds) Research Handbook 

on International Law and Cyberspace (Edward Elgar Publishing 2015) 52. 
111 Ibid.  
112 Ibid 53.  
113 American Foreign Sovereign Immunities Act 1976 sect 1605 (a)(5).  
114 John Doe, also known as Kidane v the Federal Democratic Republic of Ethiopia 851 F3d 7 (DC Cir 2017). 
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began outside the United States. It thus cannot be said that the entire tort occurred 

in the United States.115 

 

Thus, since ‘at least a portion of Ethiopia’s alleged tort occurred abroad’, the Court held that 

the ‘territorial tort exception’ in FSIA was inapplicable and thus upheld the immunity of 

Ethiopia.116  

This judgment however, is not in conformity with earlier jurisprudence on this area. In 

1984, the US Court of Appeals argued in Olsen Sheldon v Government of Mexico Sanchez J 

Cernie Z that one could not require the whole tort to take place in the forum State for the 

‘territorial tort exception’ to apply since such requirement ‘would encourage foreign states to 

allege that some tortious conduct [had occurred abroad]. The foreign state would thus be able 

to establish immunity and diminish the rights of injured persons seeking recovery.’117 

Moreover, in United States v Ivanov, the Court stated that  

 

[t]he fact that the computers were accessed by means of a complex process 

initiated and controlled from a remote location does not alter the fact that the 

accessing of the computers… occurred at the place where the computers were 

physically located…118 

 

Similarly, in United States of America v Vasiliy Vyacheslavovich Gorshkov119, concerning the 

hacking into a Russian computer from US territory, the Court focused on the location of the 

data rather than the authors of the act. The hacking in this case was considered to be an 

extraterritorial action since the computer accessed was located outside the US, even though 

the hackers were present in US territory at the time of the event.120  

This latter understanding on how to establish where the tort occurred also finds support in 

the jurisprudence of the UK. R v Governor of Brixton Prison and Another121 concerned a 

Russian man accused of having committed a cyberattack, while being present in Russia, 

against Citibank located in the US. The US had requested an extradition of the accused from 

the UK, where the accused had been arrested. The accused argued that he had been present in 

Russia while committing the attack; he challenged the extradition since no extradition treaty 

existed between Russia and the US. However, the Court dismissed the accused’s argument 

and held that 

 

[t]he fact that the applicant was physically in St. Petersburg [was] of far less 

significance than the fact that he was looking at and operating on magnetic discs 

located in Parsipenny [in the US]. The essence of what he was doing was done 

there.122  

  

                                                           
115 Ibid 10. 
116 Ibid 6-7.  
117 Olsen Sheldon v Government of Mexico Sanchez J Cernie Z 729 F2d 641 (9th Cir 1984) 646.  
118 United States v Ivanov 175 F Supp 2d 367 (D Conn 2001) 371.  
119 United States of America v Vasiliy Vyacheslavovich Gorshkov 2001 WL 1024026 (United States District 

Court). 
120 Ibid 3.  
121 R v Governor of Brixton Prison and Another [1997] 1 Cr App R 335. 
122 Ibid 350 
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In criminal law, crimes are considered to have been committed in the territory where the 

elements or effects of the conduct have taken place. According to the Permanent Court of 

Justice (PCIJ) in Case of the SS ‘Lotus’ (France v Turkey) 

 

it is certain that the courts of many countries, even of countries which have given 

their criminal legislation a strictly territorial character, interpret criminal law in 

the sense that offences, the authors of which at the moment of commission are in 

the territory of another State, are nevertheless to be regarded as having been 

committed in the national territory, if one of the constituent elements of the 

offence, and more especially its effects, have taken place there.123  

 

Hence, regardless of the transnational nature of the act, domestic and international courts 

usually link the commission of a harmful act with the territory where the damage or injury 

took place.  

Moreover, after a comparison of earlier cases from the US on political assassination with 

remote-controlled surveillance, Scott A Gilmore asks whether the outcome would have 

differed if the killing had been committed by a drone strike.124 There have been several cases 

where 

 

foreign states intentionally target victims in the United States. And they do so 

through coordinated operations that are executed in U.S. territory but directed 

from abroad. The difference? In the 1980s and 1990s, foreign states had to rely on 

human agents to infiltrate U.S. borders. Today, they can use remote-controlled 

malware – or, for that matter, drones – to accomplish the same ends.125 

 

He therefore believes that one ‘should see cyber intrusion for what they are: the functional 

equivalent of physical trespass within [the State] … by installing code on a hard drive located 

[in the forum State], the foreign state has committed a form of trespass’.126  

 To require the whole tort to occur in the forum State in order for State immunity to be 

useful, does not take ICT advancements into account. Modern technology allows for a 

distance between the hacking State and the effects of the cyberattack. Victims right to redress 

should not depend on a State’s chose of means to accomplish the harm in the forum State. 

Cross-border cyberattacks infringe the territorial sovereignty of other States to the same 

extent as when State agents physically infiltrates the borders of a foreign State. Accordingly, 

cross-border cyberattacks should be considered committed in the territory where it has its 

effects.  

 

3.4 The presence of the hacker 

Since one can access a State’s territorial borders through cyberspace, one can work from the 

presumption that someone can be present abroad through cyberspace. Technological 

developments have created possibilities for States and non-State actors to cause physical 

                                                           
123 The Case of the SS ‘Lotus’ (France v Turkey) PCIJ Rep Series A No 10, 23.  
124 Scott A Gilmore (n 2) 256-258. 
125 Ibid 257.  
126 Ibid 258.  
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damage or injury in a foreign State without physical presence in that State.127 Hence, mere 

virtual presence is enough for States to commit harmful attacks abroad.  

In private international law, virtual presence has been equated to physical presence. 

According to the jurisprudence of the Court of Justice of the European Union, presence 

abroad is established if the author manifested intention to cause effects in the targeted State.128 

The ‘intended target test’ has also been used by an Australian High Court and courts within 

the US.129 Thus, if the forum State is an intended target by an author present abroad, the act 

should be considered as committed in the forum State.130  

Another way to establish presence is the minimum contacts doctrine used by courts in the 

US.131 To establish minimum contact, the court examines whether the parties have conducted 

active or passive activity within cyberspace. In other words, to establish presence, the author 

must have actively availed himself in the forum State.132 Such activity is established ‘when an 

entity intentionally reaches beyond its boundaries to conduct business with foreign 

residents.’133 This intention can be established if the virtual presence replicates ‘a physically 

present experience.’134 Hence, these courts seem to agree that virtual presence must, under 

certain circumstances, equate to physical presence. If the author intentionally targets or 

actively avails himself in a foreign State online, he must be considered present in that State to 

the same extent as if he were physically present in the State when performing the action.  

Modern technology makes it possible for States to cause damage on foreign territory 

‘without human presence whatsoever in the target territory.’135 Stephen J Schultze argues that 

even if physical presence of the author  

 

can provide a practical territorial anchor [for the ‘territorial tort exception’] … the 

standard fails to confront the reality of digitally mediated harms. Such an 

inflexible requirement will become unworkable as technology lowers the barrier 

to cross-border injuries of various types… The fact that such conduct would 

traditionally require presence of a human agent should not bar otherwise 

legitimate claims for justice.136 

 

Hence, ICT infrastructure advancements have rendered a strict physical ‘presence 

requirement’ obsolete. As this section has shown, modern technologies and the emergence of 

the internet require a more flexible understanding of presence.137 If a hacker intentionally 
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targets a foreign State through cyberspace, the hacker crosses the territorial borders of that 

States, and should therefore be considered present in that State. Accordingly, the ‘territorial 

tort exception’ to State immunity should apply also where the author of the act or omission is 

only virtually present in the forum State. In cases involving State-sponsored cyberattacks, the 

presence of the hacker should be established through his virtual presence.  

 

3.5 Conclusion of the Chapter 

State immunity is a long-established rule in CIL, while cross-border hacking is a new 

phenomenon.138 Cyberspace is a complex and diffuse area which differs from our 

understanding of the real world. Modern technology allows States to intentionally target and 

cause critical damage abroad without any physical presence in the targeted State. There is an 

undisputed will among States to combat and prevent mischievous use of ICT.139 Therefore, it 

should also be a will among States to apply international law and principles in a way that suit 

such measures. It follows that with respect to cross-border cyberattacks, the focus should be 

on the place where the damage occurs rather than the location of the computer used by the 

author during the attack. Likewise, it should be considered possible to be present abroad 

through cyberspace. A cross-border cyberattack can fulfil the territorial connection required 

by the ‘territorial tort exception’; a cyberattack should be considered committed in the 

territory where it has its effects, and the hacker should be considered present in the territory 

where the harm of the attack occurs. Therefore, the ‘territorial tort exception’ should apply to 

situations where the author of the act or omission is only virtually present in the territory of 

the forum State.   
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CHAPTER IV 

SITUATIONS WHEN CYBERATTACKS 

CONSTITUTE TORTS 
 

 

4.1 Introduction 

Chapters II and III conclude that ‘territorial tort exception’ to State immunity in CIL applies 

to acta jure imperii and that the exception should be applicable in situations where the author 

of the tortious act or omission has been virtually present in the forum State. Thus, previous 

Chapters in this thesis demonstrate that it is, so far, possible to apply the ‘territorial tort 

exception’ on State sponsored cyberattacks. There is however one further aspect that must be 

examined: namely in which situations a cyberattack constitutes a tort encompassed by the 

‘territorial tort exception’ to State immunity. This Chapter presents different forms of low-

intensity cyberattacks and analyses which might fall under the scope of the ‘territorial tort 

exception’ to State immunity. It ends with a discussion on the maximum threshold of the 

exception, namely, the ‘armed conflict exception’ to the ‘territorial tort exception’ to State 

immunity, and how this stands in relation to cyber warfare.   

 

4.2 From low-intensity cyberattacks to cyber warfare – when is it a tort? 

Cross-border cyberattacks, where the hacker has been virtually present in the forum State, fall 

under the scope of the ‘territorial tort exception’ provided that the attack has resulted in 

damage or injury encompassed by the exception. 

A cyberattack can be defined as an act that is ‘reasonably expected to cause injury or death 

to persons or destruction to objects’.140 On one hand, State-sponsored cyberattacks may cause 

physical damage ‘comparable to an attack by conventional weapons.’141 A cyberattack 

directed at a State’s infrastructure could threaten life.142 On the other hand, cyberattacks may 

cause non-physical damage, such as website crashes, deactivation of military defence 

networks, or manipulation of critical information placed on servers.143 Thus, cyberattacks can 

be conducted to either target data, or physical infrastructure.144 

 

4.2.1  Cyberattacks targeting data 

States may target data abroad to achieve different ends. On one hand, the purpose of targeting 

data may be for strictly monitoring purposes, that is surveillance or intrusion. On the other 
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hand, States may target data to accomplish certain effects, such as disruption or 

immobilisation of computer networks. 

 

4.2.1.1 States targeting data for monitoring purposes 

The injection of spyware on the computer networks of Iranian oil companies in 2012, 

provides an example of an attack where the hacker has target data for monitoring purposes. 

The malware used in that attack, collected sensitive information from the targeted 

companies.145 The suspected infiltration of news agencies by State hackers in 2012, 146 and the 

global surveillance program disclosed by Edward Snowden,147 are further examples of attacks 

where States have targeted foreign States to monitor data.   

Since no physical damage can be caused, the application of the ‘territorial tort exception’ 

to State surveillance or intrusion, will most likely depend on whether the victims can show 

personal injury as a result of the surveillance or intrusion. However, as aforementioned, the 

scope of ‘personal injury’ depends on the definitional term provided for in the domestic 

legislation of the forum State.148 Hence, intrusion or surveillance conducted by foreign States 

through cyberspace, may be considered personal injury, and thus torts covered by the 

‘territorial tort exception’. 

 States may also engage in cyberespionage for commercial purposes. This was the case 

where hackers, claimed to be working for the North Korean government, attacked Sony 

Pictures Entertainment and stole a massive number of commercial and personal data.149 

Industrial cyberespionage, where foreign States steal massive amounts of sensitive data and 

intellectual property, increases.150 The internet provides new means for enabling privacy 

intrusions and causing national security and economic harm’.151 According to Russell Buchan, 

States frequently exploit cyberspace, and hack into computer networks to attain confidential 

information.152  

Even though stealing or copying confidential or commercial information located on 

computer servers may have economic consequences on the targeted victim, it is unlikely to 

equate to ‘loss of tangible property’ in the ‘territorial tort exception’. Instead such actions are 

likely to be considered interference with intellectual property, conduct for which a State is 

immune.153   

  

4.2.1.2 States targeting data to cause effect  

In 2007, Estonia suffered from a massive cyberattack which paralysed its economy and 

governmental services.154 Similarly, in 2010, the leading nuclear program of Iran was 
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significantly delayed as a result of the computer virus Stuxnet.155 Moreover, in May 2017, a 

global ransomware attack was launched against computers in more than 150 States. This 

massive cyberattack encrypted data on at least 200 000 computers.156 In Spain, the 

ransomware led to a paralysation of some of the leading telecommunication and gas 

companies.157 In the UK and Indonesia, hospitals were unable to carry out operations and 

medical appointments since the national health service was disrupted, which prevented 

medical personnel from accessing patient data.158  

Assuming that these ‘effects intended attacks’ would be attributed to a foreign State, one 

could ask if the victims could rely on the ‘territorial tort exception’ to seek compensation for 

the damages caused. Despite the non-physical consequences, attacks intended to effect data in 

foreign States can be ‘just as destructive as an attack that produces physical damage.’159 Still, 

unless the injected malware leads to anything else than paralysation of computer networks and 

eventual economic loss, the answer to that question would be negative.  

However, cyberattacks disrupting critical infrastructure of foreign States may bring 

indirect consequences. As underlined by Scott A Gilmore, ‘one should not rule out the 

possibility that interfering with a power grid or water treatment facility could result in 

physical harm or death’.160 That the death or injury to a person, or loss or damage to tangible 

property constitute an immediate result of an act or omission, does not seems critical for the 

application of the ‘territorial tort exception’.161 Hence, there is nothing that prevents victims 

who have suffered indirect physical damage or injury from a cyberattack, to rely on the 

exception to sue the hacking State. 

 

4.2.2 Cyberattacks targeting physical infrastructure  

Whenever there is a concrete physical damage or injury as a result of a tortious act or 

commission, the immunity of the State can be overcome, provided that the other conditions in 

the ‘territorial tort exception’ are met. However, depending on the seriousness of the damages 

cause, the cyberattack may be classified as cyber warfare, and thus be considered a high-

intensity attack exempted from the application of the ‘territorial tort exception’ to State 

immunity. This means, even though a cyberattack causes physical injury or damage abroad, 

the ‘territorial tort exception’ does not override State immunity if the tortious harm is part of 

an armed conflict. 

The classification of an international armed conflict includes several components. In CIL, 

such conflict exists ‘whenever there is a resort to armed force between States’.162 In other 

                                                           
155 Ibid 219-220; Constantine Antonopoulos (n 21) 56.  
156 Dustin Volz and Eric Auchard, 'More disruptions feared from cyber attack; Microsoft slams government 

secrecy' (15 May 2017) Reuters <http://www.reuters.com/article/us-britain-security-hospitals-

idUSKBN18820S> accessed 17 May 2017. 
157 BBC, 'Cyber-attack: Europol says it was unprecedented in scale' (13 May 2017) BBC News 

http://www.bbc.com/news/world-europe-39907965> accessed 17 May 2017 
158Ibid; Dustin Volz and Eric Auchard (n 157). 
159 Russell Buchan (n 141) 213. 
160 Scott A Gilmore (n 2) 240-241. 
161 For instance, there is nothing the commentaries to article 12 in UNCJISP suggesting that the ‘territorial tort 

exception’ should only cover direct or immediate damage or injury, see Yearbook of the International Law 

Commission (n 43) 44-46.  
162 Prosecutor v Dusko Tadic aka ‘Dule’ (Appeals Chamber Decision on Defence Motion for Interlocutory 

Appeal on Jurisdiction) (2 October 1995) IT-94-1-AR72 para 70.  

http://www.bbc.com/news/world-europe-39907965


25 
 

words, ‘any armed clash above the most inconsequential between two or more States results 

in the existence of an international armed conflict’.163 However, to reach this threshold, State 

practice indicates that the violence must reach a level of intensity and duration. Hence, not 

every armed action resulting in death, injury, damage or destruction reaches the threshold. 

Instead, States tend to classify several armed actions ‘as “sporadic border clashes” or naval 

“incidents”’.164 It is therefore not obvious whether an armed attack automatically will reach 

the threshold of an armed conflict.  

Cyberattacks may amount to use of force or armed attacks. According to the ICJ, the 

prohibition on the threat or use of force applies to ‘any use of force, regardless of the weapons 

employed.’165 Consequently, it does matter whether the operation in question is carried out 

through a computer instead of traditional weapons.166 A cyberattack constitutes ‘use of force’ 

when ‘its scale and effects are comparable to non-cyber operations rising to the level of a use 

of force.’167 Moreover, the attack does not have to be carried out by armed forces to be 

classified as ‘use of force’. Instead, ‘use of force’ may be conducted by any actor attributable 

to the State.168 Consequently, if cyberattacks are conducted as a use of force between States to 

such extent that they constitute a resort to armed force between those States, they amount to 

an armed conflict. In such situation, the damages or injuries caused by those operations would 

not be subject to the ‘territorial tort exception’.  

It is however unclear whether disruption of a State’s functioning system may qualify as 

armed force. Today, the majority of societies depend on technological objects to function 

properly. This means, services such as water, healthcare, communication and energy rely on 

technology. However, if a cyber operation against a foreign State that would amount to 

disruption or manipulation, but not physical destruction or death, and deprive the State from 

‘its ability to perform basic functions’, would it equate to armed force?169 Even if no definite 

answer is yet to be given, State practice shows a great amount of tolerance towards such 

operations. Unless the deadly or destructing effects are immediate or direct, the operations 

tend to fall under the threshold of an armed conflict;170 it is more likely that such an attack 

would be classified as a low-intensity cyberattack.  

Anonymity in cyberspace creates further difficulties when it comes to the classifying cyber 

operations as an or part of an armed conflict. Louise Arimastu observes that due to the 

anonymity in cyberspace it can be difficult to apply international humanitarian law, ‘since the 

relevant test for operationalizing the law is contingent on knowledge as the adversary’s 

identity.’171 Still, if damage cannot be traced back to the author, it renders the ‘territorial tort 

exception’ useless anyway. If the author is unknown, the existence of an exception to State 
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immunity makes no difference when it comes to victims’ right to compensation, since there is 

no one to sue in the first place. Hence, this problem falls outside the scope of this thesis.   

 Today, cyberattacks may reach the threshold of an armed conflict and thus fall under the 

exception to the ‘territorial tort exception’. However, no stand-alone cyberattack has yet been 

close to reach the threshold of an armed conflict.172 In fact, it is estimated that only 2.4% of 

every cyberattack conducted in 2015 reached the threshold of an ‘use of force’ 

classification.173 Terry D Gill believes that for a nexus between cyber warfare and an armed 

conflict to exist, the cyberattack must be conducted during an already existing armed 

conflict.174 Thus, physical damage or injury caused on a territory by a cyberattack performed 

by a foreign State’s officials, will probably not be subject to the ‘armed conflict exception’ to 

the ‘territorial tort exception’. In other words, cyberattacks are unlikely to reach the threshold 

of an armed conflict. Instead, they may be considered low-intensity cyberattacks and will 

therefore likely fall within the scope of the ‘territorial tort exception’ (given that all the other 

prerequisites of the exception are met).  

Still, the 2015 GGE on Developments in the Field of Information and Telecommunications 

in the Context of International Security anticipates an emergence of ICTs in future 

conflicts.175 Moreover, Marco Roscini observes that the present characterisation of armed 

force does not pay regard to States need for computers, computer systems or networks. This 

infrastructure does not have to be destroyed to injure States. Instead mere disruption of such 

ICT infrastructure may induce devastating consequences for targeted States.176 Therefore, if 

the characterisation of armed force would be adjusted to suit the modern use of technology, 

cyberattacks alone would more likely reach the threshold of an armed conflict, and thus fall 

outside the scope of the ‘territorial tort exception’.  

 

4.3 Conclusion of the Chapter 

States committ cross-border cyberattacks to achieve different ends. Despite the seriousness of 

the consequences, it can be complicated to overcome immunity of the hacking State, because 

cyberattacks may result in torts not encompassed by the ‘territorial tort exception. However, 

as international law presently stands, the characterisation of armed force does not observe the 

States dependence on technology. Hence, high-intensity cyberattacks may in theory amount to 

use of force, and reach the threshold of an armed conflict. However, it is unlikely that a stand-

alone cyberattack would reach this threshold in practice, and thus be exempted from the scope 

of the ‘territorial tort exception’.    
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CHAPTER V 

CONCLUSION OF THE THESIS 

 

The purpose of this thesis was to examine the relationship between the ‘territorial tort 

exception’ to State immunity and State-sponsored cyberattacks. To fulfil the purpose, this 

thesis aimed to answer three questions. With respect to the first question, this thesis concludes 

that the ‘territorial tort exception’ in CIL applies to both commercial and non-commercial 

acts.  

Regarding the second question, establishment of virtual presence in the forum State 

through cyberspace should be enough to trigger the ‘territorial tort exception’. Since, modern 

technologies make it possible for hackers to be present abroad through cyberspace, the 

exception should apply even if the author of the act is not physically present in the forum 

State at the time of the act or omission.  

Finally, this thesis shows that not every tort, caused by a cyberattack, falls within the scope 

of the ‘territorial tort exception’ to State immunity. For the exception to apply, the victims 

must show either death or injury to the person, or loss or damage to tangible property. 

However, since cyberattacks may only target data, it can be complicated for victims to prove 

physical harm.  

To conclude, cyberattacks are a new phenomenon, but they do not require creation of new 

rules in international law. In accordance with existing law on State immunity, States which 

carry out harmful operations, using ICT instead of classical means, are not under a greater 

protection from the civil jurisdiction of foreign courts. In cases where the conditions of the 

‘territorial tort exception’ are met, victims of cyberattacks can rely on the ‘territorial tort 

exception’ to sue the liable State in their domestic courts. Consequently, it is possible to 

overcome the immunity of the hacking State. 
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