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Sammanfattning 

 
Hemlig mass-övervakning av digital kommunikation utgör ett inneboende hot mot skyddet för 

den personliga integriteten gällande privatliv, kommunikation och personliga uppgifter. Sverige 

är en av de stater i Europa som antagit lagstiftning om hemlig övervakning vilken möjliggör 

storskalig kartläggning av enskildas förhållanden. Det här arbetets syfte är att undersöka till 

vilken grad lag (2008:717) om signalspaning i försvarsunderrättelseverksamhet är förenlig med 

rätten till privatliv och korrespondens i Europakonventionen för de mänskliga rättigheterna och 

EU:s rättighetsstadga. En angränsande fråga består således i omständigheterna under vilka 

rätten till privatliv och korrespondens låter sig begränsas lagenligt och hur.  

 

Europadomstolen för de mänskliga rättigheterna har i flera fall funnit att liknande lagstiftning 

bryter mot rätten till privatliv och korrespondens och hävdat att sådan lagstiftning hotar själva 

kärnan i dessa rättigheter. De omständigheter under vilka rättigheterna kan begränsas är strikt 

reglerade i Europakonventionen men de mest specifika och uttalade bestämmelserna kring hur 

rätten till privatliv och korrespondens lagenligt får begränsas återfinns i Europadomstolens 

omfattande praxis. Denna studie hävdar att lagen om signalspaning i 

försvarsunderrättelseverksamhet bryter mot de mest grundläggande reglerna som 

Europadomstolen utvecklat i relation till hemlig övervakning av kommunikation. Denna 

uppsats har även funnit att större delen av det rättighetsskydd mot intrång i den personliga 

integriteten inom EU-rätten inte verkar vara tillämpbar när medlemsländer antar lagar av 

likartad karaktär på grund av EU:s begränsade kompetens inom området. Lagen om 

signalspaning i försvarsunderrättelseverksamhet kan därför inte i formell mening sägas vara 

oförenlig med rätten till privatliv, kommunikation och skyddet för personliga uppgifter som de 

skyddas i EU-rätten. Samtidigt verkar dessa frågor ställas på sin spets när de olika aspekterna 

av rätten till privatliv och kommunikation utforskas i relation till hemlig övervakning och 

lagring av personliga uppgifter i elektronisk kommunikation.  
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1       Introduction 

The threats from sophisticated criminal networks, terror and cyber-attacks are increasing 

dramatically worldwide, as are protective responses from European states in the form of covert 

surveillance of electronic communication.1 UK, to mention one state, has been subject to 

especial media attention the past few years with reference to its alleged ‘mass-surveillance 

regime’ which has allegedly also targeted NGOs.2 The extensive secret surveillance laws 

enacted by the UK has just now been challenged before the European Court of Human Rights 

(hereinafter ‘ECtHR’) and is said to be one step in several of legal challenges initiated.3 In 2008 

the debates on public surveillance flourished in Sweden as well as there were suspicions that 

new legislation similar to that of UK on highly technological intelligence-measures, would 

allow the government to monitor the entire population. It has been claimed that the Swedish 

legislation is one of the most far reaching legislations in the world as concerns scope of 

authorization of covert surveillance of electronic communication.4 Surveys by the Swedish 

press show that more than a majority of the Swedish population voted against the adoption of 

the Law on Signaling Operations in Intelligence Services 5.6 In a public investigation conducted 

in 2007, before the Swedish law had entered into force, the Swedish ministry of justice 

ascertained that in general, already in the legislative process, the method and structure used 

results in an exclusion of the necessary aspects of integrity.7 A case was referred to the ECtHR 

in 2008 and the court has yet to deliver its opinion as to whether the act can be reconciled with 

the European Convention on Human Rights (hereinafter ‘ECHR8’).9 Additionally, another 

legislative bill in Sweden seeks to legalize covert data-reading by law enforcement authorities.10 

Simultaneously, Swedish governmental investigations show that legislators are incapable of 

                                                            
1 European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU - Volume II: Field Perspectives and Legal Update 2017 (European Union 

Agency for Fundamental Rights, 2017) 3.  
2Alexander J Martin, ‘Court finds GCHQ and MI5 Engaged in Illegal Bulk Data Collection’ 

<https://www.theregister.co.uk/2016/10/17/court_finds_gchq_and_mi5_engaged_in_illegal_bulk_data_collectio

n/> accessed 15 December 2017; Rebecka Hill, ‘UK's Surveillance Regime Challenged in Landmark European 

Court Hearing: Judges Grill Government on Nuances of Spying Laws’ (The Register, 7 November 2017) 

<https://www.theregister.co.uk/2017/11/07/ukgovs_mass_surveillance_regime_grilled_in_landmark_hearing_in

_european_court/>Accessed 26 December 2017. 
3   Rebecka Hill, ‘UK's surveillance regime challenged in landmark European court hearing: Judges grill 

government on nuances of spying laws’ (The Register, 7 November 2017) 

<https://www.theregister.co.uk/2017/11/07/ukgovs_mass_surveillance_regime_grilled_in_landmark_hearing_in

_european_court/>Accessed 26 december 2017. 
4Centrum för Rättvisa, ’Centrum för Rättvisa mot Staten (FRA)’(31 Mars 2011) 

<http://centrumforrattvisa.se/personlig-integritet/centrum-for-rattvisa-tar-fra-lagen-till-europadomstolen>  

accessed 26 December 2017. 
5 Lag (2008:717) om Signalspaning i Försvarsunderrättelseverksamhet. 
6 ’Undersökning: Majoritet säger nej. Ja eller nej till nya FRA-lagen?’ (Sveriges Television, 17 June 2008,)  

<www.svt.se/nyheter/inrikes/undersokning-majoritet-sager-nejja-eller-nej-till-nya-fra-lagen> accessed 12 

december 2017. 
7 Justitiedepartementet, Skyddet för Den Personliga Integriteten - Kartläggning och Analys (Statens Offentliga 

Utredningar 2007:22, Edita Sverige AB 2007). 
8 Council of Europe, European Convention for the Protection of Human Rights and Fundamental Freedoms, as 

amended by Protocols Nos. 11 and 14, 4 November 1950, ETS. 
9 Centrum För Rättvisa v Sweden App no 35252/08 (ECtHR 14 July 2008). 
10 Justitiedepartementet, Hemlig Dataavläsning – ett Viktigt Verktyg i Kampen mot Allvarlig Brottslighet (Statens 

Offentliga Utredningar 2017:89, Elanders Sverige AB 2017) 329. 
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creating an overview of technological developments which makes threats to personal integrity 

by the usage of highly technological means of surveillance hard to properly assess.11 Covert 

general surveillance of communications has been accused of targeting flies with cannonballs, 

yet intelligence agencies claim they can only access a fraction of the information needed to 

carry out their functions without it.12 Reports show that the radically increased governmental 

surveillance activities to protect public safety has gained more public acceptance and 

understanding.13 While states claim that extensive measures of surveillance are strictly 

necessary to combat threats to national and public security, others fear that George Orwell’s 

1984-society is not far from being realized and that it risks to cave individual rights and 

freedoms.14 Whereas the contentious nature of the subject is well known, what is the outlook 

of European human rights law? 

 

1.1            Research Question and Objective 

The thesis seeks to examine to what extent the Swedish Law on Signaling Operations in 

Intelligence Services can be reconciled with the right to respect for private life and 

correspondence protected by European human rights law.  Ultimately, the study will examine 

in what circumstances the right to respect for privacy and communications can be subject to 

lawful restriction by covert surveillance legislation, and if so, how. To answer these questions, 

the protection of private life and correspondence in relation to secret surveillance of 

communication, provided by European regional law, will be examined. Specifically, the 

protection enshrined in article 8 in the ECHR, and articles 7, 8 and 52 of the Charter of 

Fundamental Rights of the European Union15 (hereinafter ‘EU Charter’) will be examined. The 

overall aim of this paper is thus to investigate the premises underlying secret digital mass-

surveillance and how it might threaten the personal integrity related to the right to privacy, 

correspondence and communications.  The concept of integrity encapsulates several aspects of 

life such as one’s home, physical and moral integrity and communications, to mention a few. 

A general notion of the concept of personal integrity which has reached a consensus, however, 

is that it refers to a right of personal space of each individual in which infringements of others 

ought to be rightfully repelled.16 Because of an individual and evolving conception of the term 

‘integrity’ there is no generally agreed definition of it in Swedish law or elsewhere.17 Whenever 

                                                            
11 Justitiedepartementet, Ett samlat ansvar för tillsyn över den personliga integriteten (Statens Offentliga 

Utredningar 2016:65, Elanders Sverige AB 2016) 60.  
12European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU - Volume II: Field Perspectives and Legal Update 2017 (European Union 

Agency for Fundamental Rights, 2017) 53.  
13 Christopher Slobogin, ‘Standing and Covert Surveillance’, [2014] 42 PEPP. L. REV. 517, 518.  
14 Jan Torsten Ahlstrand, ‘Ahlstrand: FRA-Lagen För Oss Mot ”1984”’ (Skånska Dagbladet, 29 June 2008) 

<http://www.skd.se/2008/06/29/ahlstrand-fra-lagen-for-oss-mot-1984> accessed 20 November 2017; Alexander 

J Martin, ’Landmark EU ruling: Legality of UK's Investigatory Powers Act Challenged, Want to Eyeball 

Retained Data? You Need a Decent Reason’ (The Register, 21 December 2016) 

<https://www.theregister.co.uk/2016/12/21/eu_judgment/>   accessed 10 December 2017. 
15 Charter of Fundamental Rights of the European Union [2012] OJ C326/391. 
16 Justitiedepartementet, Ett samlat ansvar för tillsyn över den personliga integriteten (Statens Offentliga 

Utredningar 2016:65, Elanders Sverige AB 2016) 35.  
17 Justitiedepartementet, Ett Samlat Ansvar För Tillsyn över Den Personliga Integriteten (Statens Offentliga 

Utredningar 2016:65, Elanders Sverige AB 2016) 34. 
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this study refers to personal integrity it shall be understood to refer to the just mentioned general 

notion. 

1.2           Method and Material 

This essay uses a legal dogmatic method to establish the applicable European law on human 

rights regarding when covert general surveillance of communication may constitute lawful 

infringements into the rights to private life and communications. Argumentation is based on 

legal sources which are interpreted and studied systematically according to the doctrine of legal 

sources and hierarchy.18 Whereas a number of different definitions of this method has reached 

consensus among lawyers, the said points are agreed.19 Principles connected to the rule of law 

are subject to discussion throughout the thesis.  

Regional material published by the European Union Agency for Fundamental Rights 

(hereinafter ‘EU Rights Agency’) and Council of Europe (hereinafter ‘COE’) and Swedish 

material20 will be used in this study. National Swedish material include legislation, legislative 

bills, doctrine, online sources and public governmental investigation material. Regional sources 

include those adopted by the EU, COE as well as case law from the ECtHR and the ECJ. Official 

publications from EU and COE are extensively used as they provide European standards and 

current reports. Case law assume a significant legal source in this study because the provisions 

and standards set out in European human rights statutes are developed by the judiciary.  

1.3            Delimitation 

Covert surveillance measures may infringe on several human rights; however, this study is 

confined to the rights of protection for private life and correspondence as enshrined in article 8 

ECHR and Article 7 and 8 of the EU. The analysis is confined to encapsulate the ECHR and 

the EU Charter primarily. Only the rights protected under the right to private life and 

correspondence in relationship to covert surveillance of communications will be examined. 

Whereas a number of different state actions and measures may constitute an infringement into 

the rights set out in article 8, this study is confined to infringements posed by national 

legislation. Comparison with other kinds of surveillance systems will be made only to clarify 

and define surveillance in electronic communication. The study will not give reference to 

international perspectives but confines the research to a European human rights law perspective. 

Name references in cases referred to in this study are only made for purposes of source 

references. Any other details or personal information attributable to a certain party or person 

have been excluded.  

 

 

                                                            
18 Legislative bills of a law are generally included in the traditional Swedish legal method, in European law, 

however, they are not consensually regarded as having such value. Åhman K, Grundläggande Rättigheter och 

Juridisk Metod (Norstedts Juridik 2015)18. 
19 Claes Sandgren, ’Är Rättsdogmatiken Dogmatisk?’ Tidsskrift for Rettsvitenskap [2005] 648. 
20 Any translations of material herein are not official translations.  
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1.4            Background and Prior Research 

The EU Rights Agency has published two extensive reports on digital surveillance measures, 

in 2015 and 2017 respectively.21 Prior research related to legislation on surveillance of 

electronic communications relating to the protection of privacy and correspondence is in 

general scarce as this area is, in this point in time, relatively unchartered.  Most prior research 

aims at identifying the impact of surveillance on fundamental rights, for example which 

surveillance measures constitute infringements into the right to private life and correspondence 

and when. Prior research also show that covert surveillance may constitute an infringement into 

other fundamental rights such as the right to freedom of expression or the procedural right to 

remedy. It has been found that aspects of covert surveillance of communications activates the 

protection of both the right to private life and correspondence.22  

 

1.5            Outline  

Chapter 2 describes the right to privacy and correspondence enshrined in the ECHR article 8 

and then examines how those rights may be restricted. Chapter 3 describes the right to privacy, 

communications and the protection of personal data in the EU Charter and then examines how 

those rights may be limited. The first two chapters must necessarily be examined initially as the 

specific research question relating to the compatibility of the Law on Signaling Operations in 

Intelligence Services is dependent on their examination. Chapter 4 describes the Swedish law 

and examines to what degree it can be reconciled with the rights to private life and 

correspondence. Throughout the study, analysis and discussion is incorporated in a separate 

section of each chapter. Chapter 5 is a concluding chapter of further analysis of the implications 

of the key findings of the study including a few future aspects which is followed by general 

conclusion of the thesis.  

 

 

 

 

 

 

 

 

                                                            
21 European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU - Volume II: Field Perspectives and Legal Update 2017 (European Union 

Agency for Fundamental Rights, 2017); European Union Agency for Fundamental Rights, Surveillance by 

Intelligence Services: Fundamental Rights Safeguards and Remedies in the EU: Member States’ Legal 

Frameworks (European Union Agency for Fundamental Rights, 2015). 
22 Halford v the United Kingdom 25 June 1997 ECHR 1997-III, para 44; Weber and Saravia v Germany (dec.) 

no 54934/00 ECHR 2006-XI, para 76; Ursula Kilkelly, ‘A Guide to the Implementation of Article 8 of the 

European Convention on Human Rights’ (Human Rights Handbooks Series No. 1, Council of Europe 2001) 

44-45.  
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2    The Right to Private Life and Correspondence under 

Article 8 ECHR 

 

 2.1           Article 8.1 ECHR  

Article 8.1 in the ECHR states that everyone has a right to respect for their private-and family 

life, home and correspondence. As stated earlier, only the right to private life and 

correspondence is investigated in this thesis. In general terms, article 8 protects a private sphere 

of autonomy from others.23Accordingly, state’s responsibilities under article 8.1, can be said to 

require first and foremost the non-interference of state authorities into individual privacy. The 

character of the rights in article 8 are closely connected to the right to personal integrity, which 

is a concept that has been defined in various ways on both national and regional level due to its 

relative character. Nonetheless, it is agreed that the concept of integrity is based on respect for 

the personal sphere and freedom, and connects to a sense of inviolability.24 Given the wide 

meaning of integrity, ‘private life’ has been recognized as a concept that is incapable of 

exhaustion regarding its substance due to its very wide scope, which is supposed to be dynamic 

and able to expand and adapt to changes in society.25. The right to Privacy as included in private 

life protection ranges from i.e. protection of one’s image and reputation to the protection of 

both the collection and storage of personal data, this is thus the relevant category for the 

purposes of this study.26  

 

The right to correspondence as another category protected under article 8 essentially 

encapsulates protection of confidential communication.27 Both older means of communication 

and new technologies are included by the ECtHR in the scope of article 8 on a regular basis,  

and correspondence’ is interpreted in the light of contemporary conditions.28 The right to private 

life and correspondence in conjunction have been interpreted as giving rise to a right of free 

communication.29 Free communication essentially implies a freedom to communicate in an 

uncensored manner. Surveillance of communications is included in the notion of both private 

life and correspondence, the two rights thus intertwine in this respect and are often treated 

together. In sum, these rights imply that individuals have a fundamental right to exercise control 

over if and how their personal data is used and a freedom to communicate in private without 

interference from the state. Communication of various kinds are protected under the right to 

article 8; internet usage, electronic messages such as e-mail and storage of data on e.g. hard 

                                                            
23 Moeckli D, Shah S, Sivakumaran S, International Human Rights Law (Oxford University Press 2013) 306.  
24 Justitiedepartementet, Skyddet för Den Personliga Integriteten - Kartläggning och Analys (Statens Offentliga 

Utredningar 2007:22, Edita Sverige AB 2007) 53.  
25 Ursula Kilkelly, ‘A Guide to the Implementation of Article 8 of the European Convention on Human Rights’ 

(Human Rights Handbooks Series No. 1, Council of Europe 2001) 10.  
26 Ivana Roagna, ‘Protecting the Right to Respect for Private and Family Life under the European Convention on 

Human Rights’ (Human Rights Handbooks Series, Council of Europe 2012)18-19.  
27 Ivana Roagna, ‘Protecting the Right to Respect for Private and Family Life under the European Convention on 

Human Rights’ (Human Rights Handbooks Series, Council of Europe 2012) 32.  
28 Ivana Roagna, ‘Protecting the Right to Respect for Private and Family Life under the European Convention on 

Human Rights’ (Human Rights Handbooks Series, Council of Europe 2012) 32. 
29 Klass and Others v Germany 6 September 1978 A28.  
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drives.30 The protection offered by article 8 in situations of interception and surveillance of 

communication is irrelevant of the content of such communication as the protection starts 

already at the means used for communication.31 

 

In addition, any collection or interception of personal information by a State without a consent 

from that individual falls within the notion of ‘private life’.32  This protection thus extend to 

secret data gathering by security services and other public organs.33 General and systematic 

covert interception of telecommunications prone to affect anyone using telecommunications 

has been found to fall within the scope of the ECHR in several cases.34 Systematic collection 

and storing of data by security services related to specific individuals has been found to 

constitute an interference with these persons’ rights to private life, despite the fact that the data 

was collected in public.35  

The rights and freedoms contained in article 8 of the ECHR are, in contrast to other rights, not 

absolute rights. Such rights of absolute character, jus cogens norms, which cannot be restricted 

under any circumstances include, for example, the right of freedom from torture.36 In this 

respect, the rights enshrined in article 8 of the ECHR is recognized by the COE as rights of a 

‘special nature’, because in any individual case, the rights and freedoms set out in article 8 must 

be balanced with other interests to see whether it can be justified.37 This balancing of interests 

is a complex assessment in which states have discretion, the so called ‘margin of appreciation’ 

in the determination of the compatibility of state measures with article 8 ECHR. In other words, 

one may claim that the scope of rights, or the protection of the rights, under article 8 are relative 

to states margin of appreciation and shaped much on the basis of which measures can be 

considered to inflict on these rights. For example, in 1978 the ECtHR ruled on covert 

surveillance for one of the first times and expressly included it under the scope of article 8.38 

ECtHR reasoned that the telephone-tapping, which was the kind of surveillance of concern in 

this case, infringed on the applicant’s freedom of communication as protected under both 

                                                            
30 Ivana Roagna, ‘Protecting the Right to Respect for Private and Family Life under the European Convention on 

Human Rights’ (Human Rights Handbooks Series, Council of Europe 2012) 32. 
31 Ivana Roagna, ‘Protecting the Right to Respect for Private and Family Life under the European Convention on 

Human Rights’ (Human Rights Handbooks Series, Council of Europe 2012) 33. 
32 Ursula Kilkelly, ‘A Guide to the Implementation of Article 8 of the European Convention on Human Rights’ 

(Human Rights Handbooks Series No. 1, Council of Europe 2001)13.  
33 Ursula Kilkelly, ‘A Guide to the Implementation of Article 8 of the European Convention on Human Rights’ 

(Human Rights Handbooks Series No. 1, Council of Europe 2001)31 – 32.  
34Weber and Saravia v Germany (dec) no 54934/00, ECHR 2006-XI; Liberty and Others v the United Kingdom 

no 58243/00 1 July 2008; Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015.  
35 Peck v the United Kingdom no 44647/98 ECHR 2003-I, para 59.  
36 Jim Murdoch and Ralph Roche, ‘the European Convention on Human Rights and Policing, A handbook for 

Police Officers and other Law Enforcement Officials’ (Council of Europe, 2013) 33; Greer S, the Margin of 

Appreciation: Interpretation and Discretion under the European Convention on Human Rights, (Council of 

Europe Publishing 2000) 27.  
37 Jean-François Akandji-Kombe, ‘Positive Obligations under the European Convention on Human Rights, a 

Guide to the Implementation of the European Convention on Human Rights’ (Human Rights Handbooks Series 

No. 7, Council of Europe 2007) 36.  
38Klass and others v Germany 6 September 1978 A28. 
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private life and correspondence since telephone conversations is protected under private life 

and correspondence. 

 

2.2              Article 8.2 ECHR  

Anyone who claims to be a victim of a breach by a state member of the COE of a right set out 

in the ECHR may lodge an application with the ECtHR.39 Once an infringement of article 8 has 

been found, the ECtHR will examine whether such infringement can be justified.  Interferences 

with article 8.1 can be justified if three conditions, as set out in article 8.2, are satisfied. An 

interference may be lawful given that it is ‘in accordance with law’; ‘pursues a legitimate aim 

referred to in paragraph 8.2’ and is ‘necessary in a democratic society’ in order to achieve them. 

Conditions are cumulative. Each condition will be reviewed in relation to legislation on covert 

surveillance in the following subchapters. 

ECtHR has declared that secret surveillance constitutes an infringement into the rights under 

article 8 ECHR but that it nevertheless must be tolerated in respect of states ability to protect 

national security, if it can be justified.40 The court has further pointed out, that whereas it can 

assess the authorization of surveillance measures, it does not have competence to assess the 

‘(…) surveillance effect in pursuance of (…)’ the  authorizing law.41 Moreover, ECtHR has 

stated that surveillance measures, once applied to an individual, constitutes an infringement 

into the private life and correspondence.42 Later, ECtHR ruled that national legislation that 

authorizes covert surveillance measures constitute infringements into the rights protected by 

article 8 per se, due to the potential of such legislation to intersect and effect the exercise of the 

rights and freedoms.43 In the case of secret surveillance and gathering of data, the ECtHR has 

developed the ‘Kennedy-test’ which implies that if certain criteria are met, a person may claim 

to be a victim of secret surveillance irrelevant of whether s/he has in fact been subjected to a 

measure. Firstly; the measure must be able to affect the applicant either because s/he is part of 

a group especially targeted by the measure or because such measure is instituted in a way which 

may affect anyone using electronic communications; secondly, the domestic legislation 

authorizing the surveillance measure lacks a system for an effective remedy.44  

 

2.2.1 ‘In Accordance with Law’ 

Any infringements into the rights protected under article 8 must be in accordance with law. The 

first requirement thus implies that any interference must be based on authorization in law. 

Additionally, it also refers to the quality of that law. Certain safeguards have been developed 

by the ECtHR in the light of foreseeability of the law in relation to covert surveillance.  The 

concept of foreseeability has been given a different meaning as concerns surveillance. Laws on 

                                                            
39 Council of Europe, European Convention for the Protection of Human Rights and Fundamental Freedoms, as 

amended by Protocols Nos. 11 and 14, 4 November 1950, ETS, SECTION II EUROPEAN COURT OF 

HUMAN RIGHTS, article 34.  
40 6 September 1978, A28. 
41 Klass and Others v Germany 6 September 1978 A28, para 40.  
42 Klass and Others v Germany 6 September 1978 A28, para 41. 
43 Weber and Saravia v Germany (dec) no 54934/00 ECHR 2006-XI, para 78; Roman Zakharov v Russia [GC] 

no 47143/06 ECHR 2015, para 179. 
44 Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015, para 171. 
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secret surveillance cannot be specific to the point that it allows for subjects to adapt their 

behavior for purposes of circumvention. However, the ECtHR has held that national laws on 

covert surveillance must give all the terms and conditions under which measures of secret 

surveillance may be deployed, so that individuals are given an accurate indication of when the 

government may use such measures.45  Through its case law on covert surveillance, the ECtHR 

has developed the following minimum safeguards that must be expressly stated in domestic law 

to prevent abuses of power and arbitrariness, in order for the covert measure to be considered 

as ‘in accordance with law’:  

(…) the nature of the offences which may give rise to an interception order; a 

definition of the categories of people liable to have their telephones tapped; a limit 

on the duration of telephone tapping; the procedure to be followed for examining, 

using and storing the data obtained; the precautions to be taken when 

communicating the data to other parties; and the circumstances in which recordings 

may or must be erased or the tapes destroyed.46 

ECtHR has ruled that domestic law that grants an excessive margin of appreciation to the state 

by not giving any limits as to what kind of communication that can be subject to interference 

constitutes a violation of article 8. Domestic legislation that does not specify the manner in 

which the discretion can be used in the surveillance measures does not provide adequate 

safeguards against abuse of power and therefore constitutes an infringement into individual’s 

rights protected under article 8 ECHR.47  

Another case before the ECtHR decided in 2015 was selected for case reports and concerned 

covert interception of communication through mobile phones.48  In this case the court has made 

its most articulate legal contribution to the minimum safeguards as mentioned above and 

ultimately to the provisions contained in article 8.2 yet. It discussed 5 segments of law on covert 

surveillance and what specific criteria such laws must prescribe in terms of foreseeability. 

Although the present case concerned targeted surveillance, ECtHR has stated that the standards 

developed therein applies to non-targeted surveillance as well.49 To extract the essence of this 

court reasoning, each segment will be accounted for below.  

Duration of secret surveillance measures; Apart from the requirement that domestic law must 

indicate for how long an interception warrant will be valid, the legislation must also state 

conditions in which such warrants can be renewed and in what situations it must be 

discontinued.50  

Procedures for handling intercepted data; in the present case, the court held that storing 

irrelevant intercepted data for a period of 6 months constitutes a violation of article 8. 

                                                            
45 Weber and Saravia v Germany (dec) no 54934/00 ECHR 2006-XI, para 93.  
46 Weber and Saravia v Germany (dec) no 54934/00 ECHR 2006-XI, para 95.  
47 Liberty and Others v the United Kingdom no 58243/00 1 July 2008, para 69.  
48 Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015. 
49European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU - Volume II: Field Perspectives and Legal Update 2017 (European Union 

Agency for Fundamental Rights, 2017) 37.  
50Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015, para 250.  
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Additionally, domestic provisions must specify the storage, use and communication of 

intercepted material, regardless of whether the data is to be used as evidence in criminal 

proceedings. All treatment of intercepted information must be regulated in law so that the 

subjects of interception has sufficient insight into how their personal data is managed.51  

Authorization of interceptions; The court initiated the discussion on this matter by making clear 

that ‘(…) authorization procedures [must be] capable of ensuring that secret surveillance is not 

ordered haphazardly, irregularly or without due and proper consideration.’52Accordingly, the 

following rules apply. The authorizing body must be independent from the executive branch to 

a satisfying degree. The scope of review of this body must enable it to apply the proportionality 

test in the sense that it must investigate into the possibilities of using less intrusive means to 

achieve the aims sought by the measure. In the present case, the judiciary was denied access to 

information which restrained its ability to carry out its proper work. As regards measures of 

urgency without judicial warrant, the court has held that these are not per se unlawful. However, 

a judicial warrant must be issued within 48 hours. And again, the conditions under which 

urgency measures may be used must be specified in law. Unlimited discretion in this area is 

unlawful which implies that the law must restrict its use.53  

Supervision of Interceptions; for the supervisory function to be adequate, it must be open to 

public scrutiny and be independent of the executive. In addition to safeguarding that 

authorization of interceptions are lawful, legislation must allow such supervision to follow up 

the actual interception to make sure that it was conducted in accordance with the warrant.54  

Notification of interception and available remedies; The court stated that it is not expected of 

a state to notify all subjects of surveillance. If a person or persons can be informed without 

jeopardizing the legitimate aim, however, it is unlawful not to provide such information once 

the surveillance is terminated. In the present case, the state failed in this respect because the law 

did not allow for any disclosure at any point in time. Remedies must be in place and they must 

be effective.55 The court has stated that when there is no obligation on the state to notify subjects 

of covert interception, the possibility of individuals to bring a claim before a court without a 

notification that s/he has been subjected to such measures, is enough to consider remedies 

sufficient.56 

 

2.2.2 ‘Legitimate Aim’ 

In addition to the first condition of article 8.2, any infringement into article 8 must also pursue 

a legitimate aim. All such legitimate aims are named in article 8.2.; ‘(…) national security, 

public safety, economic well-being of the state, for the prevention of disorder or crime, for the 

protection of health or morals, or for the protection of the rights and freedoms of others.’ The 

list of legitimate aims in article 8.2 is exhaustive and cannot be altered. ECtHR has held that 

                                                            
51Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015, paras 253-256. 
52Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015, para 257. 
53Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015, para 266.  
54Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015, paras 273-275; 283. 
55Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015, paras 287-288.  
56Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015, para 288.  
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secret surveillance operations may correspond to the legitimate aims given in article 8.2 and it 

has considered national security in particular.57 ECtHR has also considered national security 

and/or the prevention of crime to be legitimate aims.58 In respect of the aim of protecting 

national security it is acknowledged since long that states have a wide margin of appreciation 

in determining the measures for achieving that aim.59   

 

2.2.3  ‘Necessary in a Democratic Society’ 

Infringements must be ‘necessary in a democratic society’ in the sense that if a less intrusive 

measure is available which is equally effective in achieving the aim sought by such measure, 

that measure must be applied before a more intrusive measure. At the outset, states have a 

certain degree of discretion in determining the necessity of a measure.60 In cases involving 

article 8, the ECtHR must consider the case in its entirety and from that consideration, establish 

if there were adequate reasons underlying a certain infringement posed by a state measure. In 

essence, this is a test of proportionality in the sense that the rights of the individual and the 

interests of the state, which may very well be to protect the rights of others, must strike a fair 

balance in terms of the proportionality of the interference in relation to its aim.61 The COE 

admits that this is a complex task not only for states but also for the ECtHR as the method 

demands a broad view capable of taking into consideration an extensive range of opposite 

interests.62 The ‘interest to be protected from interference’, the ‘nature of the interference’ and 

the ‘pressing social need served by that interference’ must be considered in conjunction. The 

notion of necessary in a ‘democratic society’ implies that a certain interest will be given more 

importance than others which implies that infringements into some interests protected by article 

8 will be harder to defend than others. The nature of an interference includes factors such as 

scope and extent of that infringement. The consideration of a ‘pressing social need’ infers that 

an infringement into the rights under article 8 may be easier to justify with regards to public 

safety than with regards to the protection of morality, given by article 8.2.63 For example, the 

ECtHR held that a more extensive warrant, than what was normally legal, enabling extensive 

interception of tele-communication, could be justified with reference to the complex nature of 

                                                            
57Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015, para 232; 237.  
58 Weber and Saravia v Germany (dec) no 54934/00 ECHR 2006-XI, para 104.  
59Inter alia; Klass and Others v Germany 6 September 1978 A28, para 49; Malone v the United Kingdom 2 

August 1984 Series A82, para 81; Weber and Saravia v Germany (dec) no 54934/00 ECHR 2006-XI, para 106.   
60 Handyside v the United Kingdom 7 December 1976 Series A no 24, para 48- 49. 
61 Ursula Kilkelly ‘A Guide to the Implementation of Article 8 of the European Convention on Human Rights’ 

(Human Rights Handbooks Series No. 1, Council of Europe 2001) 31.  
62 Ursula Kilkelly ‘A Guide to the Implementation of Article 8 of the European Convention on Human Rights’ 

(Human Rights Handbooks Series No. 1, Council of Europe 2001) 32.  
63 Ursula Kilkelly ‘A Guide to the Implementation of Article 8 of the European Convention on Human Rights’ 

(Human Rights Handbooks Series No. 1, Council of Europe 2001)32; see eg in Murray v the United Kingdom 28 

October 1994 Series A no 300-A, the ECtHR ‘(…) adverted to the responsibility of an elected government in a 

democratic society to protect its citizens and its institutions against the threats posed by organized terrorism(…) 

and to the special problems involved in the arrest and detention of persons suspected of terrorist linked 

offences.’. 
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the interest in the prevention of a terrorist-attack, the urgency of which could not be 

undermined.64  

 

2.3               Analysis 

The first part of article 8 holds the actual rights, the scope of which have been established and 

categorized on a case by case basis. It seems that much of the substantial rights protected by 

private life and communication must be extracted e contrario from ECtHR’s case law. It can be 

argued that this way of ‘shaping’ the rights under article 8 hardly serves a human rights 

perspective as it allows for the substantive rights to be manifested and defined with a starting 

point in which infringements are allowed. Nevertheless, the right to private life and 

correspondence protects individual’s rights to freely and confidentially communicate and it also 

protects the proper gathering and storage of personal data. Covert surveillance legislation which 

authorizes monitoring and interception of communications thus activates both the right to 

communicate privately without the interference of public authorities and the protection of 

personal data managed in such interferences, and several components are protected in that 

connection.  

 

Evidently, some interests of democratic value are of such importance that they may lawfully 

restrict the rights and freedoms protected under the right to private life and correspondence. 

However, the fact that covert surveillance legislation serves the objective of public safety or 

national security does not, per se, mean that it is lawful. The second part, article 8.2, regulates 

interferences in those rights and under which conditions they may be regarded as lawful. In its 

case-law, the ECtHR has articulated those requirements. Recent cases before the ECtHR 

concerning article 8 and covert interception of communications tend to relate to domestic laws 

in terms of their quality, under the requirement of ‘in accordance with law’. Prima Facie, this 

requirement may seem like simply requiring that any infringement must be based on measures 

that are regulated in law. However, that is only the most basic premise of article 8.2. More 

specifically, the issues under the condition ‘in accordance with law’ have concerned 

foreseeability of the law related to state-discretion given by that domestic law. In essence, any 

infringement in the right to respect for private life and correspondence, and more specifically 

the right to confidential communication and protection of one’s personal data, must be 

prescribed by legislation which fulfills minimum safeguards against abuse of power, or such 

infringement may not be legitimate. All infringements must also be under a strict scrutiny of 

necessity implying that if less intrusive means are available, the application of those means 

before other, more invasive, ways of achieving the aim must be applied, or the conduct will be 

unlawful. Part of this assessment is the priority of one right over the other. The evaluation herein 

heavily lies in whether there is a pressing social need underlying a certain measure. The 

legitimacy of the aim of legislation on covert surveillance based on interests of public safety or 

national security are thus less complicated to prove. In any case, regardless of the degree of a 

pressing social need, article 8 requires covert surveillance legislation to meet the minimum 

safeguards in order for it to be a legitimate and lawful infringement into article 8. 

                                                            
64 Sher and Others v the United Kingdom no 5201/11 ECHR 2015 (extracts), para 174.  
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Separate criteria of locus standi applies to cases of covert surveillance. This is an exemption 

from the admissibility criteria which the court may avail itself of to secure that the convention 

is applied effectively, and it implies a lower threshold in the assessment of the ‘victim-status’.65 

Furthermore, even though the ECHR expressly states that the judgments of the court has no 

generic legal effect and hence applies only to the parties to a case, the opposite has also been 

stated by the ECtHR itself as regards principles generally applicable.66 This ought to be a 

presumption given that a principal premise for the protection of the ECHR to be effective is 

that it is interpreted as a living instrument.67 Contemplating that much of the standards of the 

provisions in the ECHR are developed through the judiciary system, nevertheless, brings some 

doubt as to the effectiveness of practical effectiveness of the provisions of ECHR. It ultimately 

raises concerns as to the member states appreciation of the binding effect of the standards 

developed in case law especially since compliance with judgments of the court has shown to be 

deficient in many cases.68  In addition to the Swedish case pending the ECtHR, 3 more cases 

brought before the ECtHR on general surveillance of communications were heard in November 

2017.69   

 

 

 

 

 

 

 

 

 

 

 

                                                            
65 Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015, para 177.  
66 Karner v Austria no 40016/98 ECHR 2003-I, para 26; Ireland v the United Kingdom 18 January 1978 A25, 

para 154; Guzzardi v Italy 6 November 1980 Series A39, para 86.  
67 Ivana Roagna, ‘Protecting the Right to Respect for Private and Family Life under the European Convention on 

Human Rights’ (Human Rights Handbooks Series, Council of Europe 2012) 12. 
68 Karin Åhman, Grundläggande Rättigheter och Juridisk Metod (Norstedts Juridik 2015)113. 
69Big Brother Watch and Others v The United Kingdom app no 58170/13 (communicated case) (ECtHR 4 

September 2013); Bureau of Investigative Journalism and Alice Ross v The United Kingdom app no 62322/14 

(communicated case) (ECtHR 11 September 2014); 10 Human Rights Organizations v the United Kingdom no 

24960/15 (communicated case) (ECtHR  20 May 2015). Judgements estimated by the beginning of 2018. 
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3    The right to Private Life, Communications and Protection 

of Personal Data in the EU Charter 

In the past few years the EU Commission has launched an extensive legislation-package to 

reform the protection of integrity in the age of digitalization.70 There are refined regulations 

and directives aimed at the proper processing of personal data for the protection of personal 

integrity, directed at both authorities and companies in member states.71 The Data Protection 

Directive72 is the main EU legal framework for the protection of personal data.73 The main 

human rights instrument in the EU framework is the EU Charter which was adopted in 2000. 

Whereas the EU is obliged to accede to the ECHR, a commitment that would bind EU to the 

provisions in the convention, such accession is still under process.74 However, there are 

indications pointing to a presumption that the charter builds on already existing human rights 

standards as set out in the ECHR which implies that the rights have been given essentially the 

same meaning and there is little risk of conflict between the two instruments.75  

 

3.1  Articles 7 and 8 

ECJ typically review article 7 and 8 in conjunction in cases of interception of electronic 

communications, thus the review of the articles below will be outlined accordingly. Article 7 

states that everyone has a right to ‘private and family life, home and communications’. It is a 

short article which brings little indication as to the substance of the rights. It can be noted, 

however, that ‘communications’ is the term used instead of correspondence, the meaning of 

which is equal but the term more modern.76  

Article 8 holds provisions for the specific protection of personal data. This article implies that 

the right to data protection is a fundamental right within the EU which includes all prior EU 

                                                            
70 European Commission, ’Protection of Personal Data’  

<http://ec.europa.eu/justice/data-protection> accessed 26 December 2017. 
71Council Directive 95/46/EC of 24 October 19951995 on the Protection of Individuals with Regard to the 

Processing of Personal Data and on the Free Movement of such Data (‘Data Protection Directive’) [1995] OJ 

L281/31;Council Regulation (EC) 2016/679, of 27 April 2016 ‘on the Protection of Natural Persons with Regard 

to the Processing of Personal Data and on the Free Movement of such Data(GDPR), and Repealing Directive 

95/46/EC [2016] OJ L119/1; Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 

Concerning the ‘Processing of Personal Data and the Protection of Privacy in the Electronic Communications 

Sector’ [2002] OJ L201/37; Council Directive 2016/680 of 27 April 2016 ‘on the Protection of Natural Persons 

with regard to the Processing of Personal Data by Competent Authorities for the Purposes of the Prevention, 

Investigation, Detection or Prosecution of Criminal Offences or the Execution of Criminal Penalties, and on the 

Free Movement of such Data and Repealing Council Framework Decision 2008/977/JHA’.  
72 Council Directive 95/46/EC of 24 October 1995 ‘Data Protection Directive’ [1995] OJ L281/31. However, it 

will be replaced by GDPR and applicable from 25 May 2018.  
73 European Union Agency for Fundamental Rights, Handbook on European Data Protection Law (Council of 

Europe, European Union Agency for Fundamental Rights, 2nd edition, 2014) 17.  
74 Council of Europe, European Court of Human Rights ‘Accession of the European Union 

http://www.echr.coe.int/Pages/home.aspx?p=basictexts/accessionEU&c= (accessed 2017-12-28). 
75 Charter of Fundamental Rights of the European Union [2012] C 326/02 OJ Article 52(3); Karin Åhman, 

Grundläggande Rättigheter och Juridisk Metod (Norstedts Juridik 2015) 115.  
76 European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU - Volume II: Field Perspectives and Legal Update 2017 (European Union 

Agency for Fundamental Rights, 2017) 35.  
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data protection law.77 The first paragraph states that ‘everyone has the right to protection of 

personal data concerning him or her’. The second paragraph holds important principles on data 

protection and states that the processing of data must be fair and for specified purposes, on 

bases prescribed by law. It also states that everyone has the right to access collected data on 

him or herself as well as a right to remedy. The provision further adds an obligation to establish 

an independent authority for purposes of compliance-control. The right of data protection aims 

at the adequate processing and management of data that contains personal information, in a free 

movement of such data between member states of the EU. Although processing of personal data 

forms an important part of our society and the digital system, the processing of data cannot be 

carried out under unregulated conditions or without safeguards. This provision was, as stated 

before, incorporated after other EU law on data protection. For that reason, one may resort to 

these prior sources to withdraw substantive rights protected under article 8, as they are more 

specifically framed.78 The Data Protection Directive adopted in 1995 will be replaced by 

General Data Protection Regulation (GDPR) in May 2018. Both the Data Protection Directive 

and the GDPR sets out principles that shall govern any processing of personal data, article 5; 

the conditions under which data processing is lawful, article 6, and chapter three of both 

instruments lay out rights of individuals. The protection of personal data includes for example 

the right of access to data in order for individuals to secure that such stored or processed 

personal information about them is accurate.79 Article 7 and 8 protects aspects or elements of 

communication and personal data for example the time, location, means of communication 

including the sender and receiver of the communication, thus not merely the content. The 

underlying reasoning thereto relates to the fact that such aspects of communication enables the 

mapping of an individual’s personal life which lies at the core of an individual’s personal 

integrity.80  

However, the application of the protection of personal data as set out in the directives and 

regulations recently adopted by the commission is limited. They are subject to the ‘national 

security exemption’ as can be read from the provisions on applicational scopes respectively.81 

This exemption renders the protection enshrined in data protection regulations and directives 

                                                            
77 European Union Agency for Fundamental Rights, Handbook on European Data Protection Law (Council of 

Europe, European Union Agency for Fundamental Rights, 2nd edition, 2014) 20.  
78 Council Directive 95/46 EC of 24 October 1995 ‘Data Protection Directive’ [1995] OJ L281/31; Council of 

Europe, Convention for the Protection of Individuals with Regard to the Automatic Processing of Individual Data, 

28 January 1981, ETS 108. The Data Protection Directive has from its entry into force been the main instrument 

on data protection, thus focus is placed on the directive.   
79 Iain Cameron, An Introduction to the European Convention on Human Rights (6th edition, Iustus 7th edition, 

2014) 116. 
80 Joined Cases C-203/15 Tele2 Sverige AB v Post-och telestyrelsen [2016] ECR I and C-698/15 Secretary of 

State for the Home Department v Tom Watson and others [2016] ECR I, paras 98-101.  
81Council Directive 95/46 EC of 24 October 1995 ‘Data Protection Directive’[1995] OJ L281/31, article 3; Council 

Regulation (EC) s2016/679 of 27 April 2016 ‘GDPR’ and Repealing Directive 95/46/EC [2016] OJ L119/1, article 

2.2; Council Directive 2016/680 of 27 April 2016 on the Protection of Natural Persons with regard to the 

Processing of Personal Data by Competent Authorities for the Purposes of the Prevention, Investigation, Detection 

or Prosecution of Criminal Offences or the Execution of Criminal Penalties, and on the Free Movement of such 

Data’, and Repealing Council Framework Decision [2008]/977/JHA OJ, article 2.3 in conjunction with recital 14.  
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inapplicable to activities that concern national security and intelligence services.82 The ECJ has 

treated notions of national security, public security and state security as essentially having equal 

meaning.83 

  

3.2             Article 52  

Article 52.1 of the charter embodies the provisions for conditions under which the rights and 

freedoms in the charter may be restricted and stipulates that infringements into any of the rights 

in the charter 

 (…) must be provided for by law and respect the essence of those rights and 

freedoms. Subject to the principle of proportionality, limitations may be made only 

if they are necessary and genuinely meet objectives of general interest recognized 

by the Union or the need to protect the rights and freedoms of others. 

 

3.2.1 ‘Provided for by Law & Respect for the Essence of Rights’ 

In accordance with the ECtHR, the EJC has also recognized that the mere existence of 

legislation on covert interception and surveillance constitutes, in itself, an infringement into the 

right to private life and communications.84 In a landmark case decided in 2016 the ECJ held 

that retention of data which allows for an interception of the actual content of a communication 

is an attack of the ‘essence’ of the rights and freedoms protected by article 7 and 8 of the EU 

charter.85 As concerns the requirement that any infringement into the rights and freedoms in the 

EU charter must be prescribed by law, the ECJ seemed to set this assessment aside except for 

the presumption that there was an existing legislation.86 

 

3.2.2  ‘The Principle of Proportionality’  

Restrictions into the rights and freedoms set out in the EU Charter may be made only if they 

are necessary. In another case before the ECJ the question before the court related to the ‘data 

retention directive’87 and the proportionality of its article 6 which held that personal data could 

                                                            
82 European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU - Volume II: Field Perspectives and Legal Update 2017 (European Union 

Agency for Fundamental Rights, 2017) 21.  
83 Case C-544/15 Sahar Fahimian v Bundesrepublik Deutschland [2017] OJ C 168, para, 39; Case C-300/11, ZZ 

v Secretary of the State of Home Department [2013] OJ C 225, paras 35; 38; 54. 
84 European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU - Volume II: Field Perspectives and Legal Update 2017 (European Union 

Agency for Fundamental Rights, 2017) 35.  
85 Joined Cases C-203/15 Tele2 Sverige AB v Post-och telestyrelsen [2016] ECR I and C-698/15 Secretary of 

State for the Home Department v Tom Watson and others [2016] ECR I, para 101; C-293/12 Digital Rights 

Ireland Ltd, [2014] OJ C175, para 39.  
86 Joined Cases C-203/15 Tele2 Sverige AB v Post-och telestyrelsen [2016] ECR I and C-698/15 Secretary of 

State for the Home Department v Tom Watson and others [2016] ECR I, paras 94-95.  
87 Council Directive 2006/24/EC of 15 March 2006 on the Retention of Data Generated or Processed in 

Connection with the Provision of Publicly Available Electronic Communications Services or of Public 

Communications Networks and Amending Directive 2002/58/EC [2006] OJ L105/54(no longer in force). 
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be retained for a period of 2 years. 88 The assessment here thus regarded EU secondary 

legislation and not that of member states. Whereas the ‘data retention directive’ was adopted 

for the purpose of ‘ensuring that the data collected and retained [was] available for the purpose 

of the investigation, detection and prosecution of serious crime (…)’89 the disproportional terms 

regarding time of retention rendered the directive incompatible with articles 7, 8 and 52(1) of 

the charter and the directive was consequently invalidated.90 As regards the protection of private 

life and communications under article 7 and the protection of personal data under article 8, the 

ECJ stated that personal data does not have to be sensitive in nature or the individual in question 

does not have to have been ‘inconvenienced’ in any way, for the protection guarantees to apply. 

Subsequently, the directive, in itself, was found to be an interference with these rights.91 The 

ECJ held that the infringements posed by the directive into articles 7 and 8 of the charter were 

extensive and had to be considered especially serious.92 As a generally held premise the ECJ 

has pointed out that the rights and freedoms set out in the Charter may only be limited where 

such infringement is strictly necessary.93 The ECJ has also held that no matter how fundamental 

the general interest of combating organized crime or terrorism may be, that fact in itself, cannot 

justify national legislation that authorizes indiscriminate retention of masses of data, from a 

perspective of necessity.94 This was the conclusion of the ECJ from an interpretation of 

Directive 2002/58 on confidentiality of communications in the light of articles 7,8 and 52 of 

the EU charter.  

 

3.2.3.  ‘Objectives of General Interest Recognized by the Union’ 

The charter itself does not mention any ‘objectives of general interest’, since the standards set 

out in ECHR are said to be equal to those in the Charter, however, one can expect the objectives 

set out in the ECHR to be valid under the Charter. The recent landmark case decided in 2016 

cited in the above section concerned legislation on retention of electronic communications data 

in telephone services based on Directive 2002/58 on confidentiality of communications. 

National legislation allowed and demanded of tele-companies to retain ‘all electronic 

communications necessary to trace and identify the source and destination of a communication 

(…)’, and to provide national authorities with such information.95 The ECJ ruled that only the 

                                                            
88 Joined Cases C-293/12 Digital Rights Ireland [2014] ECR and C-594/12 Kärntner Landesregierung [2014] 

ECR I.   
89 Joined Cases C-293/12 Digital Rights Ireland Ltd [2014] OJ C175 and C-594/12 Kärntner Landesregierung 

[2014] OJ C175, para 21.  
90 Joined Cases C-293/12 Digital Rights Ireland Ltd [2014] OJ C175 and C-594/12 Kärntner Landesregierung 

[2014] OJ C175, paras 68 ;73. 
91Joined Cases C-293/12 Digital Rights Ireland Ltd [2014] OJ C175 and C-594/12 Kärntner Landesregierung 

[2014] OJ C175, paras 33-34.  
92 Joined Cases C-293/12 Digital Rights Ireland Ltd [2014] OJ C175 and C-594/12 Kärntner Landesregierung 

[2014] OJ C175, para 37. 
93 Joined Cases C-293/12 Digital Rights Ireland Ltd [2014] OJ C175 and C-594/12 Kärntner Landesregierung 

[2014] OJ C175 , para 94. 
94Joined Cases C-203/15 Tele2 Sverige AB v Post-och telestyrelsen [2016] ECR I and C-698/15 Secretary of 

State for the Home Department v Tom Watson and others [2016] ECR I, para 103. 
95 Joined Cases C-203/15 Tele2 Sverige AB v Post-och telestyrelsen [2016] ECR I and C-698/15 Secretary of 

State for the Home Department v Tom Watson and others [2016] ECR I, para 17. 
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combating of serious crime may serve as a legitimate objective to enact legislation that 

authorizes indiscriminate access to such retained personal data.96  

 

3.3            Analysis  

The protection of article 7 is activated from the point of enactment of legislation authorizing 

surveillance and intercepting of communications, there is no need for such data to be processed 

or stored. The existence of legislation authorizing surveillance of electronic communications 

constitute, per se, an infringement into article 7 and 8. This view is not accepted globally but 

seems to be agreed between EU and COE.97 Whenever data is processed or stored it engages 

the personal data protection under article 8 of the charter. By contemplating modern terms such 

as ‘communications’ and by incorporating a separate provision for the protection of personal 

data, the EU Charter is convenient for contemporary developments in technology related to 

integrity rights.  

The several specific directives available on data protection and confidentiality of 

communications appears to be as source of strong, or at least precise, protection of the right to 

personal data because of its specificity. Although the EU Rights Agency has declared that both 

law enforcement and intelligence services are exempted from the EU mandate, the ruling in the 

landmark case indicates that the applicability of EU law to some related aspects may not be 

entirely excluded. The ‘national security exemption’ from EU law is subject to debate which 

relies partially on the fact that there is no uniform understanding of the meaning of national 

security and its parameters.98 Judgements by the ECJ has been criticized for leaving this topic 

out of its assessment as opposed to offer some clarification.99 A general remark is that the matter 

of legislation that authorizes retention and interception of communication appears to be a 

relatively new subject under scrutiny for the ECJ. Yet, the court has clarified a number of points 

as regards the conditions under which the right to private life, communication and personal data 

protection may be restricted by such legislation. What seems unresolved is the question of 

whether such premises apply to cases that involve intelligence services. Caselaw from the ECJ 

concern companies that retrieved personal data for purposes of transferring it to law 

enforcement authorities, with the aim of preventing crime. This fact considered together with 

the limitations on EU mandate as concerns national security and intelligence services raises the 

question of whether such legislation is unhindered by EU law. The answer to that question 

                                                            
96 Joined Cases C-203/15 Tele2 Sverige AB v Post-och telestyrelsen [2016] ECR I and C-698/15 Secretary of 

State for the Home Department v Tom Watson and others [2016] ECR I, para 115. 
97 European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU - Volume II: Field Perspectives and Legal Update 2017 (European Union 

Agency for Fundamental Rights, 2017)35.  
98European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU - Volume II: Field Perspectives and Legal Update 2017 (European Union 

Agency for Fundamental Rights, 2017) 10. 
99Orla Lynskey, ‘Joined Cases C-293/12 and 594/12 Digital Rights Ireland and Seitlinger and Others: The Good, 

The Bad and the Ugly’ (European Law Blog, 8 April 2014)  

<https://europeanlawblog.eu/2014/04/08/joined-cases-c-29312-and-59412-digital-rights-ireland-and-seitlinger-

and-others-the-good-the-bad-and-the-ugly/> accessed 19 December 2017) last paragraph.  
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ought to require the contemplation of the confines of EU competences and the purpose of 

human rights protection. Essentially, shall measures that have been found to be unlawful and 

violate rights and freedoms on a large scale be exempted because they are conducted by 

intelligence services? 
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4 Compatibility of the Law on Signaling Operations in 

Intelligence Services with Human Rights Standards 

As seen the term ‘secret surveillance of digital communications’ is one of several terms 

describing different covert measures relating to surveillance of and interception into 

communications which may often include the processing and storing of personal data. There is 

a wide range of measures and forms of communication that fall under its scope. The Swedish 

Law on Signaling Operations in Intelligence Services authorizes  automatic covert surveillance 

measures that intercepts electronic communication travelling through cables or wires.100 

Interception of communication in cables have for long been regarded as especially threatening 

to the personal integrity mainly because the method enables a massive amount of information 

to be collected, in comparison to such operations in the ether.101 This method enables the 

interception of communication by telephone and internet usage and can provide information on 

whom is communicating with whom, for example. This kind of surveillance is often referred to 

as signals intelligence as such measures may intercept radio-signals transmitted in the ether or 

in cables or wires.102 Surveillance carried out in the ether has not been regulated historically 

and has been a common method used in law enforcement by the Swedish police authority.103 

Surveillance in cable-borne communication, on the contrary, is confined to the unit of the 

national intelligence defense and has, until recently, been illegal.104 There are both targeted and 

untargeted surveillance measures. The first mentioned refers to such measures with an 

assumption of prior individualized suspicion of the target, whereas in the case of the latter term, 

there is no such suspicion and surveillance measures are conducted in a general sense. 

Telephone-tapping would be an example of a targeted surveillance.105 The Law on Signaling 

Operations in Intelligence Services is concerned mainly with the untargeted, general, forms of 

covert interceptions of communication and regulates activities carried out by The National 

Defense Radio Establishment (hereinafter ‘Intelligence Service Authority’).106    

 

4.1   The Law on Signaling Operations in Intelligence Services 

 4.1.1.  Background and Purpose  

The Law on Signaling Operations in Intelligence Services entered into force in Sweden in 2009. 

It was adopted in the light of the increasing ‘cross-border, asymmetric, non-military threats’, 

                                                            
100 Lag (2008:717) om Signalspaning i Försvarsunderrättelseverksamhet, Article 2.  
101 Justitiedepartementet, Signalspaning för Polisiära Behov (Statens Offentliga Utredningar 2009:66, Edita 

Sverige AB 2009), 125.  
102 European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU - Volume II: Field Perspectives and Legal Update 2017 (European Union 

Agency for Fundamental Rights, 2017) 29. 
103Justitiedepartementet, Signalspaning för Polisiära Behov (Statens Offentliga Utredningar 2009:66, Edita 

Sverige AB 2009) 12.  
104Försvarsdepartementet, ‘En anpassad Försvarsunderrättelseverksamhet’ (Proposition 2006/07:63, 2007) 1;124.  
105 European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU: Member States’ Legal Frameworks (European Union Agency for 

Fundamental Rights, 2015)17.  
106Lag (2008:717) om Signalspaning i Försvarsunderrättelseverksamhet, Article 4. 
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posed also by private actors, and of other threats from severe international criminality that 

contemporary societies face. Rather than being subject to military forces and historical conflicts 

of state territories, these threats are often posed by private actors in an unpredictable and 

transboundary fashion.107 Specifically, the information that could once be picked up on by 

signals intelligence, now increasingly travels by cable or wire, rather than through the ether as 

it has done historically. Subsequently, the Swedish law appears to pursue several legitimate 

interests as recognized by European Human Rights law. The sections below will examine if and 

to what extent the Law on Signaling Operations in Intelligence Services can be reconciled with 

the minimum standard of safeguards against abuses of power as developed by the ECtHR under 

article 8.2. The minimum standard forms, as stated, part of the requirement of ‘in accordance 

with law’ which is the first and most basic requirement of article 8.2 ECHR and article 52 EU 

Charter. Therefore, the following examination will focus mostly on the requirement of ‘in 

accordance with law’ and specifically the minimum standard as implied.  

 

4.2  Minimum Standard of Protection Test  

Nature of the offences which may give rise to an interception order; 

The Law on Signaling Operations in Intelligence Services consists of 13 paragraphs whereof 

the first chapter defines scope of the signals intelligence operations.  § 1 specifies that signaling 

operations may be carried out only with an object of charting any of the following; 

1. external military threats to the country, 

2. conditions for Swedish participation in peace promotion and humanitarian 

international efforts or threats to the security of Swedish interests in the 

implementation of such efforts, 

3. strategic conditions regarding international terrorism and other serious cross-

border crime that may threaten significant national interests, 

4. development and proliferation of weapons of mass destruction, military 

equipment and products referred to in the Act (2000: 1064) on the Control of dual-

use items and technical assistance, 

5. serious external threats to society's infrastructure, 

6. conflict abroad with consequences for international security, 

7. alien intelligence activities against Swedish interests, or 

8. acts of foreigners or intentions of essential importance to Swedish foreign, 

security or defense policy 

 

Initially, §1 of the Law on Signaling Operations in Intelligence Services sets out an 

exhaustive account of aims that might legitimize a search operation, the nature of which 

appears somewhat clear and which also refers to further specified legislation as in the 

case of point 4. Additionally, some further concretized examples are given in the 

legislative bill of the act.108 However, the next section adds at least 4 more such, generally 

held, aims which are more vaguely formulated: 
                                                            
107 Försvarsdepartementet, ‘En anpassad Försvarsunderrättelseverksamhet’ (Proposition 2006/07:63, 2007) 17. 
108 Försvarsdepartementet, ‘Förstärkt Integritetsskydd vid Signalspaning’ (Proposition 2008/09:201, 2009) 28–

29.  
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If necessary for defense intelligence activities, signals in electronic form may be 

retrieved at signal tension also to 

1. Follow changes in the signal environment in the outside world, technical 

development and signal protection, as well 

2. Continuously develop the technology and methodology required for operations 

in accordance with this law. Lag (2009:967). 

Definition of the categories of people liable to have their communication intercepted; §2 of the 

act limits any data collection in wires to those owned by an operative. Paragraph 2a states that 

collection of data through cables may only be subject to trans-border communication. It has 

been acknowledged, nevertheless, that such distinguished separation of data may not be 

possible which subsequently widens the scope of operation.109Relating to the first criteria of the 

minimum standard, in connection to §1 of the law, several of the grounds given for 

authorization are generally formulated, especially the two last grounds which appears to allow 

for any other gathering of signals when necessary. Such formulation opens up the authorization 

to include anyone. Bearing in mind, also, that the ECtHR has stated that this criterion (possibly 

in conjunction with the first criteria of the minimum standard) entail that individuals must be 

able to predict in what circumstances they are liable to have their communication intercepted.110   

Limit on the duration of a surveillance measure; The last sections of §5 holds that a warrant 

can be granted for a duration of maximum 6 months and can thereafter be renewed for another 

period of maximum 6 months. Procedure to be followed for examining, using and storing the 

data obtained; §5 concerns permission of signals intelligence measures and regulates the 

conditions under which a permission by the defense intelligence court for measures may be 

granted. The provision sets out 5 conditions which must be satisfied for a permission to be 

granted.111 However there are no provisions on the procedure for managing the data obtained 

during such measure. ‘Precautions to be taken when communicating the data to other parties’; 

§§ 8 and 9 regulates that reports of data shall be made to others in accordance with the law on 

defense services.112 ‘Circumstances in which stored data may or must be erased or destroyed’; 

§7 holds 4 clear provisions dictating under which conditions collections of data must be 

destroyed.113 

                                                            
109 Försvarsdepartementet, ‘Förstärkt Integritetsskydd vid Signalspaning’ (Proposition 2008/09:201, 2009)40.  
110 Roman Zakharov v Russia [GC] no 47143/06 ECHR 2015. 
111 1. the search operation must be in accordance with the domestic law on defense intelligence (2003:130) and 

with the present law 

2. the purpose of the data collection cannot be met by less intrusive means 

3. the mission is estimated to provide information whose value evidently is bigger than the integrity infringement 

that a collection of data may entail 

4. the search terms or categories of search terms intended for use must be compatible with §3, and 

5. the application for permission cannot refer to merely one particular person. Lag (2009:967). 
112 Lag (2000:130) om Försvarsunderrättelseverksamhet. 
113([…)’shall be immediately destroyed if the contents 1. Affects a particular natural person and is deemed to 

have no significance for the activities referred to in Section 1, 2. refers to information for which confidentiality 

applies in accordance with Chapter 3, Section 3 of the Press Freedom Regulation or Chapter 2. Section 3 of the 

Freedom of Freedom, or subject to the prohibition of investigations in Chapter 3. Section 4 of the Press Freedom 

Regulation or Chapter 2. Section 4 of the Freedom of Freedom, 3. Includes information in such communications 

between a person suspected of a crime and his or her defendants protected under Chapter 27. Section 22, first 

paragraph, of the Code of Conduct, or 4. refers to data submitted under confiscation or an individual healthcare 

https://lagen.nu/2000:130
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4.3 Analysis  

Sweden is one of few European countries recognized by the EU Human Rights Agency as 

having specified its legislation concerning the conditions under which secret surveillance 

searches may be carried out.114 The Law on Signaling Operations in Intelligence Services 

seemingly holds several provisions that aim at restricting search operations and at exercising 

control before, during and after operations to make sure that measures are taken in accordance 

with the act. It also includes some aspects of treatment of data as relates to discontinuation of 

gathering and also erasure of data.  

However, the Swedish legislation authorizes, by far, one of the most extensive search methods 

existing because it legalizes interception of communication signals traveling through wires. 

Such general surveillance threatens the core of personal integrity by nature because it may allow 

mapping of individual patterns of life. Thereby it can also be concluded that the act, itself, 

institutes an infringement of article 8 ECHR. The Law on Signaling Operations in Intelligence 

Services also grants a seemingly unconfined discretion to the Intelligence Service Authority 

because the conditions under which search operations may be initiated are formulated in an 

open-ended way which omits most predictability for individuals (§1 last section in particular). 

This implies that, in practice, safeguards related to foreseeability of the law and abuse of power, 

principles that must govern this kind of legislation, are obviated to a far extent. When secret 

surveillance of communication is so wide-ranging as in the case of the Swedish legislation, 

safeguards against abuse need to be even stronger. Consequently, the legislation is incompatible 

with the standard required by the ECHR already at the outset.  

The fact that the national police department may direct the search operation by the Intelligence 

Service Authority in accordance with §4 is yet another issue that has been recognized 

concerning the wide discretion that is given by the Law on Signaling Operations in Intelligence 

Services, because the separation of intelligence services and law enforcement is significant 

from a perspective of prevention of arbitrariness.115 How can the legislation guarantee that a 

search directed by regular law enforcement does not exceed what is strictly necessary? The 

provisions are silent on the matter. Whereas the duration of search operations and under which 

circumstances they shall seize is specified, there are significant lacks in the provisions on how 

obtained data shall be treated as well as the report of such data to other actors. Compared to the 

seemingly massive amount of data that is able to be retrieved by the gathering of signals in 

cable, the protection of different aspects of treatment of such data is scarce. Subsequently, the 

law fails to meet several of the requirements established under article 8.2 related to ‘in 

accordance with law’, the so called minimum standard of safeguards against abuse. In essence, 

the discretion in applying secret measures prescribed by the Law on Signaling Operations in 

Intelligence Services is not sufficiently delimited.  

                                                            
facility, unless there are particular grounds for processing the data for purposes specified in section 1, second 

paragraph. Law (2016: 558)’. 
114European Union Agency for Fundamental Rights, Surveillance by Intelligence Services: Fundamental Rights 

Safeguards and Remedies in the EU - Volume II: Field Perspectives and Legal Update 2017 (European Union 

Agency for Fundamental Rights, 2017) 42. 
115 Mark Klamberg, ’Signalspaning ur ett Rättsligt Perspektiv’ [2009] Svensk Juristtidning Vol 4, 519, 540. 
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The ECJ often refers to the case law of the ECtHR in matters of secret surveillance and has not 

been seen to apply an established assessment procedure for infringements, rather, ECJ refers to 

the caselaw of the ECtHR in many cases. As the applicability of EU law to the subject matter 

is contested the present chapter emphasized the infringement-assessment by the ECtHR relative 

to ECHR.   

In previous cases before the ECtHR, it found that national legislation constituted an unjustified 

infringement of article 8 ECHR because national law was formulated in a manner which in 

practice rendered the remedies ineffective.116 In comparison, the Swedish legislation stipulates 

several controlling mechanisms (see eg §§10-11) but it lacks provisions on remedies once a 

control has found an unlawful measure, and appears to effectively withdraw the Law on 

Signaling Operations in Intelligence Services from any public scrutiny. Decisions based on this 

law cannot be appealed in accordance with § 16 and there are no further provisions on remedies 

following a finding that measures have been unlawful. There appears to be no possibilities 

established in the act for an individual to effectively challenge the surveillance measures before 

a competent body. This would engage also the ‘right to an effective remedy’ as protected in 

European human rights law.117    

  

                                                            
116Applicants were required to provide knowledge of their interception, but the national legislation did not allow 

for any notification of interception. See, paras 287-288.  
117 Eg Article 13 ECHR. 
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5           Further Analysis 
 

5.1  Lawful Limitations  

The ECHR only begins to define the scope of the right to private life and correspondence by 

setting out the basic legal framework in article 8. When reviewing caselaw it is apparent that 

different terms are used interchangeably, and categorical structures are occasionally difficult to 

comprehend. The ECtHR has, nevertheless, distinguished the right to protection of personal 

data and the right to communicate confidentially as two such preeminent rights embedded in 

the right to respect for private life and correspondence which are activated by national 

legislation on covert surveillance of communications. National legislation regulating covert 

surveillance constitutes, by existence, an infringement into the rights of private life and 

communications. What is more complex is how these rights can be lawfully restricted by 

legislation that authorizes covert surveillance of communications. The complexity is partly due 

to states margin of appreciation which requires both member states and the ECtHR, in 

proceedings, to make individual assessments of all of the facts in each case. However, the 

standards and principles developed in case law thus far have established certain, generally 

applicable, requirements that answer a greater part of the question as to how the rights may be 

limited in a way that is compatible with human rights law.  

It can be concluded that these rights may be subject to limitation to quite a far extent provided 

that the restrictive measure meets the specific and cumulative requirements of articles 8.2 

ECHR and 52 EU Charter. The balancing of public safety and national security against the right 

to free communication or protection of personal data in cases of secret surveillance, is rarely 

subject to great assessment by the ECtHR. Thus, legislation on covert surveillance tends to be 

adopted for legitimate purposes which generally, in a democratic society, prevail over the right 

to private life and communications. Additionally, legislation on secret surveillance measures 

often serve aims which may involve the combating of complex organized crime etc., which 

often require more extensive measures than in less complex situations. Thus, the requirement 

that infringements into the rights must be necessary is typically not widely assessed by the 

ECtHR either. The fact that states have a margin of appreciation in the assessment of those 

matters reduces the mandate of the ECtHR and ECJ. Subject to greater assessment by the 

ECtHR is, however, the legislation’s capability of indicating how far states margin of 

appreciation/discretion reaches. In comparison to the other requirements in the infringement 

assessment, the present has proven to be the most contentious before the ECHR and ECJ. 

Legislation on covert surveillance of communications are subject to strict formal legal 

requirements as set out under article 8 ECHR and as articulated by the ECtHR in terms of 

minimum standard of safeguards against arbitrariness. The findings of this study thus indicate 

that the rights to private life, communications and protection of personal data may be lawfully 

restricted by legislation that authorizes secret surveillance of communications on the premise 

that it is capable of repelling abuses of power through a number of quality requirements related 

to the substance of such legislation. These premises are closely connected to principles 

originated from the rule of law, which illustrates the delicacy of secret surveillance and personal 

integrity. 
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The caselaw of the ECJ is, overall, less concise and extensive on the matter of covert 

surveillance. Subsequently, the examination herein is restricted by those terms. Protection of 

personal data is more specified and comprehensive in the EU legal framework, but ECHR is 

evidently the legal framework that offers the most specific and articulate legal protection of the 

right to respect for private life and correspondence relating to general surveillance of 

communications overall. Subsequently, one may claim that it makes the ECHR and the ECtHR 

the most effective and powerful sources of protection both in terms of control mechanism and 

remedy. Such finding makes the significance of the human rights perspective and the human 

rights legal order vital to future redress from infringements into personal integrity. Ultimately, 

is there a development towards a right to be ‘free from arbitrary secret surveillance’ or will it 

continue to be treated as a mere ‘infringement’ into the rights under article 8 ECHR?  

The law is currently unsettled as to the extent human rights protection encompasses laws on 

covert surveillance measures operated by intelligence agencies. Precedents from both the 

ECtHR and ECJ concern surveillance and interception mostly by either companies or law 

enforcement authorities. There has been no expressed clarification of the relationship between 

EU human rights provisions and EUs restricted mandate as regards national security and thus 

secret surveillance, areas that appear to face an intertwining. In the case of EU law especially, 

the question of the extent of its applicability to the present matter may need some clarification 

before the question of lawful restrictions of the protection of personal data, which is most 

specifically protected under EU law, may be properly resolved. 

 

5.1.2         The Swedish Law on Signaling Operations in Intelligence Services 

It can be ascertained that the Law on Signaling Operations in Intelligence Services targets the 

right to free communication and the right to protection of personal data. Even if the legislation 

appears to meet legitimate objectives it does not meet the requirements under article 8.2 ‘in 

accordance with law’ as it fails on, at least, the first two requirements of the minimum standards 

of protection developed by the ECtHR. This implies that there would be no need for the ECtHR 

to assess whether the act is ‘necessary in a democratic society’. As seen in caselaw by both the 

ECtHR and ECJ however, such assessment is likely to find that the act serves legitimate 

objectives, whose measures may be necessary in a democratic society. The current legislation 

is especially threatening to the personal integrity due to its undefined discretion which relates 

to interception of wire-born communication capable of collecting massive amounts of data. 

Another issue found is whether surveillance of communication conducted in wires can ever 

meet the minimum standards of requirements with regard especially to the foreseeability as 

enshrined in the two first requirements of the minimum standard, given that searches and 

gatherings of data in wires appears to be so complicated to filter and distinguish properly. This 

issue relates also to the necessity of the measures prescribed by the Swedish law. As regards 

the case pending the ECtHR, it is likely to be admissible in abstracto because of the lack of 

legal remedies provided for by the law. Although the ECtHR has held that its assessment of 

secret surveillance as such is off limits, the legislative authorization of it can, nevertheless, be 

scrutinized by the court. What exactly is embedded in this premise has not been specified or 

explained. The Law on Signaling Operations in Intelligence Services is in several ways similar 

to prior cases tried before the ECtHR and where similar, usually less extensive, legislation has 

found to be unlawful. Nevertheless, the Swedish legislation’s almost exceptionally wide means 
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of gathering data may be a reason for the ECtHR to make a closer assessment of its ‘necessity 

in a democratic’ society, than it normally does. It can be argued that surveillance of 

communication in wires may never meet the requirements of the minimum standard of 

safeguards. Given states margin of appreciation, how far would the ECtHR’s powers of 

examination of such an infringement reach? 

The applicability of protection of private life, communications and personal data enshrined in 

EU law is not as evident. The interception of communication and gathering and storing of 

personal data related to secret surveillance by intelligence services fall outside of the scope of 

EU law on data protection. Article 8 EU Charter which protects personal data acquires its main 

substance from, inapplicable, secondary EU law on personal data protection, does that render 

article 8 inapplicable too? Article 7 shall, in principle, correspond to the protection offered by 

the ECHR which seemingly has a more open approach to the issues of secret surveillance. Does 

this mean that EU Charter in fact does apply to some extent to legislation like the Law on 

Signaling Operations in Intelligence Services? Or must such argument surrender to the fact that 

the EU Charter cannot be interpreted as to extend any EU competence? The Swedish legislation 

and other legislation like it, however, seem to currently meet little, if any, resistance by EU law 

which apparently excludes infringements into the right to protection of personal data when such 

infringements are conducted by intelligence services. 

 

5.2  Prospects  
It seems that the problematic issue is not the enactment of domestic laws on secret surveillance 

as such, or the proper reference to a legitimate aim, but whether the domestic law meets the 

quality requirements of protection of personal integrity as set out by European human rights 

law. This appears to be where most states fail. Moreover, legislation which entitles governments 

to carry out measures that are not compatible with the European human rights is particularly 

troublesome because the existence of that law will potentially make for many human rights 

violations. The imposition of unlawful covert surveillance measures may not only give rise to 

several other violations of human rights law, but may effectively cave the principles of rule of 

law and ultimately of the democratic foundation on which it relies. 

Currently, the COE framework and its judicial system appear to be at the leading edge in 

resolving the matters under scrutiny. The minimum requirements have potential of creating a 

harmonized approach among COE member states in the adoption of laws on secret surveillance. 

Proper implementation of the minimum safeguards would entail that such legislation offers 

adequate protection against unlawful infringements into the freedom of communication and 

protection of personal data, at the outset. This method demanding implementation of regional 

law exercised by the ECtHR resembles that of EU directives which requires implementation of 

EU law in national law, a method which is known to increase compliance. However, this system 

has an inherent weakness due to the fact that it can, in principle, only act and scrutinize once 

infringements into the rights and freedoms of the ECHR have already occurred. Whereas the 

EU cannot legislate on member states measures to protect national or public security, member 

states are bound to legislate in accordance with human rights protection set out in the EU 

Charter. Through this line of argument, one could argue that EU human rights protection, 

including data protection as set out in the mentioned directives, is fully applicable through the 

EU Charter and subsequently ought to be applicable to data processed, retained and transferred 
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even if such data is managed by intelligence services. In the case of protection of personal data, 

is not such articulated protection of even greater importance in cases that concern covert data 

processing largely excluded from public scrutiny, in order to protect the core of personal 

integrity? If EUs position regarding human rights law and the right to data protection relating 

to interception and processing of communications, by intelligence services especially, was to 

be clarified, the point of departure of the matter in question would be different in terms of 

human rights protection. Since EU directives in this area have the potential of being particularly 

articulate and are directly applicable in member states, they may concretely increase the 

compatibility of national law with human rights and ultimately decrease human rights violations 

by default. Hence, should EUs competences be reviewed in this respect? Shall the discretion as 

regard the implementation and assessment of general covert surveillance measures of states be 

reduced? This study suggests an answer in the confirmative. 

 

5.3  Conclusion 

Legislation on general covert surveillance of communications infringes on the fundamental 

right to privacy and is particularly sensitive from an integrity perspective because it may allow 

for the mapping of an individual’s life and subsequently impose on some of the most 

confidential areas of an individual’s personal sphere. Measures in secrecy generally hold an 

increased risk of arbitrariness. The risk thereof alone, is enough to call for especially strong and 

clear procedures for the protection of personal integrity. Given that not all states within the EU 

has adopted specified laws regulating such measures, it is positive to find that there appears to 

be a trend to legislate on the matter. It follows, however, that the implementation of the 

European human rights standards of protection of private life and communications in the area 

of covert surveillance is ever more important. The nature of national legislation on secret 

interception of communication entails that it must be subject to a far-reaching due diligence as 

such legislation risks threatening not only core rights and freedoms of individuals, but also 

foundational characteristics of the rule of law. European human rights protection in the area of 

contemporary secret surveillance measures is, consequently, in its primitive stage and 

apparently has several aspects to clarify and connect. For the time being, it seems as if the public 

will have to accept the implementation of wide-ranging surveillance measures on the rise in 

European states. On that premise, the Orwellian state may prevail. As regards the scope of 

protection of the rights to private life and communication, they appear more as an intervention 

in states discretion in secret largescale surveillance than substantial individual rights and 

freedoms. Nevertheless, an optimistic finding of this study is the engagement in increasing 

protection of personal integrity of both the EU and the COE into these, relatively, controversial 

matters. Conclusively, a few questions are yet to be answered. When covert surveillance 

measures are operated by intelligence services, is protection against infringements into private 

life, communications and personal data by large-scale surveillance of communications 

precluded from protection of EU law altogether or partially? Does this imply that the rights to 

private life and communications enjoy stronger protection under the ECHR? These questions 

need further clarification in order to promote a uniform approach and ultimately to prevent 

human rights violations by default. Hopefully the ECtHR may provide resolution in some of 

these matters in the year to come.  
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