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Abstract 
The purpose of this technical report is to study the economical, code reusability and the 
required time for publishing a web application to multiple cloud service providers for 
achieving better redundancy. The web application will be published to Azure, Amazon cloud, 
and Google cloud. 
 
The thesis covers the most common concerns that companies have adapting cloud computing 
in their business. The internal and external threats such as data corruption, malicious insider, 
insecure authentication in APIs, denial of service attacks, data breaches, physical damage to 
data centers and existing solutions will be discussed in depth to create a better understanding 
if cloud computing is safe for data storing. 
 
The practical project was completed successfully in time and enabled the writers to give an 
educated description over the obstacles that were faced during the transfer of the web 
application between different clouds.   
 
 

Sammanfattning 
Syftet med denna tekniska rapport är att studera följande aspekter: ekonomiska, 
återanvändning av kod och tidsåtgång för att publicera osv till flera molntjänstleverantörer för 
att uppnå bättre redundans. Webapplikationen kommer att publiceras till Azure, Amazon 
Cloud och Google Cloud. 
 
Avhandlingen täcker de vanligaste problemen som företag kan stöta på när de ska migrera sin 
verksamhet till molnet. De interna och yttre hot som datakorruption, skadlig insider, osäker 
autentisering i API: er, beteendeavbrott, dataöverträdelser, fysiska skador på datacenter och 
befintliga lösningar diskuteras djupt för att skapa en bättre förståelse om molntjänster är säkra 
för datalagring. 
 
Det praktiska projektet genomfördes framgångsrikt i tid och möjliggjorde att författarna fick 
en tydlig bild av de hinder som kan uppstå vid överföring av en webbapplikation mellan olika 
molntjänster. 
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1 Introduction 

1.1 Background 
Why to focus on usage of cloud services?  
 
Cloud service is one of the new techniques that has many advantages to be used while dealing 
with information and important data.  
Cloud computing is a model that allows complete, and convenient access across the network 
to a common set of computing resources (network, servers, storage media, applications and 
services) that can be provisioned as needed and delivered with as little human management as 
possible.  
This model fully supports accessibility and consists of five main concepts, three service 
models, four deployment models, and deployment methods.  
 

1.1.1 Five main concepts of cloud computing  
On demand self-service 
This concept is all about the ability and flexibility to help the consumer accessing cloud 
services through a control panel without needing to interact with responsible people. [1] 
 
Broad network access 
The flexibility of accessing computer resources on the cloud from a wide extend of devices 
such as phones, portable devices and even sensors by using thin or thick client platform for 
example. [1]  
 
Resource pooling 
In resource pools cloud users share a huge array of computing resources and can determine 
the nature of the resources and geographical location they prefer. On the other hand, users can 
not determine the exact physical location of these resources. [1] 
 
Rapid elasticity 
Resources from storage information, processing units, networks, and applications are always 
available and can be increased or decreased in an almost immediate way, allowing for high 
scalability to ensure optimal use of resources. [1] 
 
Measured service 
Cloud systems measure performance and consumption for the provider and the consumer. [1] 
 

1.1.2 Three models of cloud computing services (service models) 
Infrastructure as a Service (IaaS) 
IT departments typically use the cloud infrastructure as a client/server model by using virtual 
machines. The cloud service provider manages the network and servers as a storage hardware 
and resources so that purchasing and following up the servers’ operations will not be IT 
manager’s concern, but it still must manage the database, the operating systems and the 
applications that runs. [1] 
 
According to the cloud service provider, the client may be able to manage and allocate some 
of the network resources that are provided, and developers to manage some of the operations 
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through the Application Programming Interface (API) that is provided by cloud service 
provider. [1] 

Software as a service (SaaS) 
It is a platform independent model with no need to install the software on the PC the customer 
uses. The applications run on the cloud infrastructure are accessible for multi end users via the 
client interface such as a browser or a web browser. [1] 
 
In this model, the client or consumer does not manage neither control the underlying cloud 
infrastructure including the servers, operating systems, and storage. On the other hand it gives 
the opportunity to the consumer to adjust the settings and customizing the service as 
appropriate for its needs. [1] 
 
Platform as a service (PaaS) 
Organizations and companies that use this model only develop, install, and manage their 
applications and data, while the cloud service provider manages the rest, including servers, 
operating systems, and storage. [1] 
 
This service allows the customer to deploy applications to the cloud infrastructure which is 
created by using programming languages and tools supported by providers. [1] 
 

1.1.3 Four deployment models 
How cloud computing can be accessed? There are four main and most important ways to 
introduce the accessibility of cloud computing, each model allows the customer to 
differentiate between resource control, cost, size, and availability. [1] 
 
Private cloud 
It is about providing services and infrastructures to many customers or to the public of 
individuals/companies, by the cloud providers. Cloud infrastructure runs privately and be 
managed by its company or a third party in one or several regions. [1]   
  
Community cloud 
A group of many institutions that have some common considerations and share the 
framework, security, implementation policies and regulatory needs of the same infrastructure. 
It can be managed by the company or a third party in one or several regions. [1] 
 
Public cloud 
This model of clouds is available to the general public, business or government organizations 
and even to a large number of industry members and cloud providers provide its infrastructure 
and services to them. [1] 
 
Hybrid cloud 
The cloud infrastructure of this model is a combination of two or more computing models 
such as private, public and community that remains with its own unique entity, however, they 
got linked together to a unified data system. This gives the ability to each service to remain 
independent and at the same time allows to exchange information and data between them 
freely. [1] 
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1.2 Company 
Kommuninvest is the company that these researches are done for. It is a Swedish local 
government funding agency. It has been established by the beginning of the 1980s, while the 
money market grew up very fast. [2] 
 
The major need for a secure access to credit in the Swedish municipal sector, and the 
difficulty to lend money in relation to its credit worthiness. These barriers were the turning 
point that made municipalities start thinking of cooperating and that was the main reason for 
Kommuinvest to get created. [2] 
 
In 1992 Kommuninvest became an economical company. At the same time, the company 
changed its name to Kommuninvest in Sweden AB. [2] 
 
Today, 30 years later, around 90% of Sweden’s municipalities and county councils are now 
the largest lender for the municipal sectors, furthermore, Kommuninvest had 288 members at 
the end of 2017. [2] 
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1.3 Schedule for working  
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x 

Blogging 
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Test 
(practical 
project) 

   
x x x 

 
 

 
Table 1. The work flow for each week under two months of the project 

 

1.4 Thesis 

1.4.1 What is cloud computing?  
Cloud computing is a concept that has been developed through many years, it is only now that 
big companies and the media is catching on the concept of fully creating and hosting complex 
systems on the cloud. [3] 
 
In the early days users in need of access to computers faced many obstacles due to computers 
being big and resulting in expensive maintenance. In the early 1960’s people started 
discussing a way to make better use of the computers by allowing multiple users to operate on 
the same machine. The users have their own typewriter consoles where they have inputs and 
outputs. Then we have a program that sequentially gives each user time to use the computer. 
The switching between users happens so fast that they will not notice any unresponsiveness 
from the computer. This method was called Time Sharing. [3] 
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The internet that we know and use today is a crucial component for cloud computing to 
operate on. Advanced Research Projects Agency Network (ARPANET) was a network 
developed and formulated by computer scientist J C R Licklider who saw a need for a 
network that connect computer users with each other. The network worked with packet 
switching and was the first to implement TCP/IP which became the cornerstone of the 
internet. The network was used in the U S Department of Defense for research purposes. [4] 
 
IBM was the first company to develop an operating system that they called Virtual Machine 
(VM).VM had the ability to control a computer’s resource and enable users to have a whole 
system for them self while sharing those systems on the physical computer hardware. The VM 
allow users to run different operating systems such as DOS and UNIX on a single computer 
hardware. [5] 
 
Amazon was first to launch Amazon Web Services (AWS) in the 2002 where they shared 
technologies and product data with developers enabling them to create powerful applications. 
More than 150,000 developers use AWS to create products and services. In 2006 Amazon 
introduced S3 which allows customers to create storage that is scalable and reliable while 
maintaining low latency. [6] 
 
Thanks to Amazon success in the cloud computing business, many other large companies 
such as google, and Microsoft saw the success of Amazon and they themselves started 
offering similar services. The join of those companies created a highly competitive market 
that benefit the customer with more services for their money. 
 

1.4.2  Cloud computing in practice 
Kommuninvest uses a system that is built in ASP.NET core and uses Azure as their main 
cloud service provider. The problem with using a single cloud service provider is the lack of 
redundancy when Azure have downtimes. Kommuninvest is trying to make their system more 
redundant by making it runnable in multiple cloud environments such as Amazon and Google. 
The practical project will try to move an already created CRUD (Create, Read, Update, 
Delete) application with a connected SQL database to Azure, Amazon and Google cloud. The 
purpose of the project is to give a better view of the moving process for Kommuninvest own 
system. 
 

1.5 Project 
The project that is being developed in this report is a simple website that an employer can 
have access to. The employer can add, delete, view, and update every employee in the 
database. Every employee has a name, gender, department, and city that is shown in the 
website. After creating the website locally, it will be moved to the cloud to get a better picture 
of how the moving process work.    
 

1.6 Purpose 
The IT business is expanding at a rapid rate. Our life depends on many electronic devices and 
services. Companies that create those devices and services are faced with a hard decision 
between running the same system they always had or integrating their systems in the cloud. 
Many concerns are raised for those companies when it comes to moving to the cloud. The 
purpose of this paper is to discuss the risks and the solutions and give an image for the 
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customers of how the market of cloud computing looks like now. 

 

1.7 Requirements 
The requirements for the moving a project on multiple cloud service providers is to obtain a 
conclusion for following questions:  

1. Cost and time measurement for completing the task. 
2. How simple is it to complete the task? 
3. Is it possible to keep the advantages of serverless services while completing the task? 
4. Is the source code reusable after completing the task? 

 

1.8 Division of labor 
Both authors of this report cooperated on the writing of the thesis and working on the 
practical project parts. 
  
Agile software development was used during development of the practical project. 
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2 Thesis  
There are some necessary terms that is often in discussions about handling information on clouds. To 
create a better understanding of cloud security it is necessary to understand these basic terms too. [7] 
 

• Confidentiality  
This term describes the protection of data between clients and their service providers. The 
protection means that the service provider is forced not to share client’s data with anyone else 
except the client itself. [8] 

 
• Integrity 

Integrity of the service provider is very important for clients. Clients need guaranties from the 
service provider that the data that is being stored in the clouds is not being altered. [9] 

 
• Availability 

This expression describes the need to make sure that the cloud services are always available 
for the clients to use. 

 
• Vulnerability  

It describes the weakness of the cloud system and how they can be the reason to a successful 
attack. There are many types of weaknesses such as user error, poor security system and 
software bugs. [10] 

 
• Threat 

A threat is anything that uses the cloud system vulnerabilities to its advantage in order to do 
damage or get access to client data. [11]  

 
• Risk  

Risk is the amount of possibility that an attack can occur on the cloud system. [12] 
 
 
The major and well-known ways of attacking the data that are stored in the cloud can be categorized 
into the following: data corruption, malicious insider threats, insecure authentication APIs, 
distributed denial of service, data breaches, and physical damage to datacenters. 
 
Data stored in the cloud can be stolen or damaged in multiple scenarios, the most commonly 
occurring scenarios that people often hear about in the media will be covered in Sections 2.1 – 
2.6. 
 

2.1 Data corruption 
Data corruption is a problem that usually occurs due to hardware failure and software faults 
such as bugs. Example of data corruption incidents that occurred in real life is the temporary 
loss of 10 % of Facebook images due to hardware failure. Amazon hade data corruption in its 
Simple Storage Service S3 due to a bug in the load balancer. [13] 
 
138 data corruption incidents was recorded in Hadoop bug repository. Hadoop is MapReduce 
system that allows for large data set processing over computer clusters using simple 
programming models. [14] 
 
Only 25 % of data corruption errors are reported in a correct way while 42 % of the errors are 
detected. 21 % of the errors reported are inaccurate and 12 % was falsely raised errors. [13] 
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The main causes of many errors in the Hadoop bug repository is the following: 
 

• Runtime checking 
The runtime input should be checked properly because any problem for example with 
names and unverified ownership of the files can cause data corruption. 
 

• Race conditions 
There is situations where multiple clients are working and writing in a single file and 
multiple threads operating on the same block in multithreading task. 
 

• Inconsistent state 
Race conditions can leave the block in an inconsistent state which can cause data 
corruption. Write operation can cause state inconsistency. Updating a block that 
contain multiple files need to be done in a correct word else it too will cause state 
inconsistency. Hadoop keeps replicas of each block. 
 

• Network failure 
Nodes in the network communicate with each other by using piggybacked messages 
which allows them to make sure that they receive the data send between each other’s. 
If one node fails to send an answer that it received data, the source node will send a 
new copy of the same data. The two copies of the same data will try to reach the same 
output file and cause data corruption. Another type of network failure is if the size of 
the data that is being send is larger than what the software can handle.  
 

• Node crashing 
A new checksum is calculated for a block every time it being transported in pipeline 
multiple nodes. If a node crashes before calculating a new checksum for the block that 
got transported, the result will be a functional block with a checksum that is corrupted.  
 

• Faulty library/commands and Type names 
If a command or a library is used incorrectly, or a faulty name or value is given to 
variable, it can cause data corruption. 
 

• Movement of data 
If the data is being transported in a faulty way it will cause data corruption. 

 
• Data compression 

Hadoop compress some of the data that is being worked on and this process can too 
cause data corruption if done incorrectly. [13] 

 

2.1.1 Data corruption impact 
There are three types of data corruption impact that can occur if the metadata or the block data 
gets corrupted. Those types are integrity, availability, and performance and can be described 
as follows: 

• Integrity 
When data corruption occurs, the client won't be able to retrieve data or retrieve 
damaged which can cause problems in the client's system.  
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• Availability 
Problems with Hadoop nodes such as crashes, restarting or recovery failure can cause 
Hadoop to not be available for the client. Hadoop Distributed File System (HDFS) 
checks metadata and block before sending them to the client. If HDFS detect 
corruption it will stop sending the corrupted data.  

 
• Performance 

Hadoop performance will be lowered if a task or job fails and it needs to rerun which 
will cause a time delay. Data corruption can cause Hadoop to do unnecessary work 
rerunning failing commands. [13] 

 

2.1.2 Data corruption detection 
Now HDFS offers two main methods of checking data corruption. The first method calculates 
a checksum for each block and store it in the blocks metadata. HDFS will then calculate a 
new checksum each time it needs to work with a said block. The newly calculated checksum 
will be compared with the checksum in the metadata of that block to determine if corruption 
did occur. The checksum will be updated if the block is updated. The other method is using a 
block scanner that checks corruption. [13] 
 

2.1.3 Data corruption handling/ fixes 
Hadoop uses two ways to avoid data corruption. The first one is by rerunning the commands 
the failed to run and the second one is to delete the corrupt block and using a functioning 
replica of that block. The second way is a process that is divided by three parts. [13] 
 
The system will add the corrupted block to the first map that keeps track of all the corrupted 
blocks that needs to be deleted. The system at the same time will remove the block from a 
second map that keeps track of all valid blocks. The system will calculate how many valid 
replicas there is for each block in the second map and if the number is under a certain 
threshold a third map will be notified that keeps track of all the blocks that need replication. 
The system will start to replicate the corrupted block and remove it from the third map. The 
replica will be added to the second map and the system will delete the corrupted block from 
the first map. [13] 
 
A data corruption is possible even in this process. The data corruption can occur when an 
incorrupt block is being replicated and the corrupted block being deleted. The system will 
start block replication from an already corrupted replica. A false corruption alarm about a 
block can cause problems later on.  
 
Deleting the corrupted block can cause problems where Hadoop will remove a replica if the 
systems is overloaded with replicas without checking if the replica that is removed is 
corrupted. [13] 
 
Re-execution of commands that Hadoop do can cause problems too where the system will 
recall a command that keeps failing can cause the infinite recalls that make the system loss 
processing and resources. [13] 
 
Other possible data corruption preventions are developing frameworks that help testing the 
system and detect software errors and fix them before system crash if possible. [13] 
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2.2 Malicious insider threats 
One of the concerns that naturally appear when creating a system is the intentions of the 
people that is taking care of that system. Large cloud service providers have big systems with 
many workers were some of them have different types of access to the client data that is being 
stored. European Union Agency for Network and Information Security (ENISA) wrote in its 
2009 report that an insider threat is one of their top concerns in the cloud computing industry. 
[15] 
 
There are many types of insider that may create a threat if they become malicious:  

• A person who work on the client's side 
• A person who work on the cloud service providers side 
• The network provider that connect the client and the cloud service provider 
• Other clients that use the same cloud service provider 
• Cloud service provider employees that provision the services. [15] 

 
The types of malicious insider attacks are the following: 

• Internet service provider 
Data that is being transported between the client and the cloud service provider can be 
accessed by the Internet Service Provider (ISP) and its personal if the it is not 
encrypted. 
 

• Advanced persistent threats 
Advanced persistent threats (APT) describe a person who use multiple exploits on a 
system to reach a certain goal without being detected. Many hackers try to get access 
to the operating systems or a hypervisor that monitor virtual machines. After gaining 
access to one of them the hacker will be able to take control of another hypervisor on 
the same server. Spider Labs discovered that the average time for an attacker to have 
access to the attacked system was 156 days for 200 breaches which means that the 
attacker had time to cover up their attacks and even integrate with the system that they 
hacked. Cloud computing can store a large amount of data which can spike an interest 
for other countries and criminals to harvest that data. 
 

• Client-side malicious insider 
Often clients lower their security where they work as in a company or from home. A 
college or a member of the family who have IT knowledge can access the data and 
harm it or steal it for a various reason such political or ideological. The insider can be 
the client themselves where they are being blackmailed by an organization as an 
example. 

 
• Malicious supervisor 

A supervisor runs multiple operating systems as guests on the same server. The 
operating system cannot detect that are running on hypervisor instead of the main 
hardware. A malicious supervisor can be installed by an attacker between the 
operating systems and the server without the need of a reboot. Once the hypervisor is 
installed the attacker will have root access to runs tasks without being detected. 

 
• Integrity of the cloud service provider 

A client may have a difficulty to determine how trustworthy a cloud service provider 
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is. In an example where a cloud service provider work with a third-party company that 
have access to the clients data, the client should be notified that such action has been 
made by the cloud service provider. [15] 

 

2.3 Insecure authentication APIs 
Cloud computing services usually run on a grid computing infrastructure which allow 
computers to share resources such as information storage and processing power with each 
other as need. Application programming interface or API for short are the interfaces that is 
used to allow both the client and cloud service provider to communicate with each other. All 
the service management and creation is done with the APIs which makes them a target for 
attacks. APIs must have a proper protection system against authorization exploits. An API 
that takes care of access control in secure way will lower its vulnerability for exploits. [16] 
 
There is an already existing authentication methods but they all have their weaknesses: 

• Access Control Matrix (ACM) 
This method stores the permission as an entity in a table. The rows are the users or 
subjects and the columns are the objects or resources such as admin accounts. The 
problem with this method is scalability when it is used by corporations that have large 
amount of employee information that need to be stored and managed. 
 

• Access Control Lists (ACL) 
Each object has a list attached to it of subjects or users that is allowed to access it in 
the operating system. This method makes it easy to look up the users that have 
permission for each object but not the other way around because there is no existing 
list of objects that users have access to. This method is not suitable for big corporation 
due to scalability issues. 
 

• Discretionary Access Control (DAC) 
DAC allow the owner of the file to give access to user. The first problem with DAC is 
that it allows the user to copy the content of files after an access permission is given. 
The second problem is that it allows the owner to give permissions without the need of 
following security standards for the organization the owner works in. 
 

• Mandatory Access Control (MAC) 
MAC allow an authority group to give permission in the form of labels. The problem 
with MAC is that the labelling process is not flexible enough for execution of tasks. 
 

• Role-Based Access Control (RBAC) 
RBAC works by giving roles to users and giving access permission to each role. 
Certain tasks need a dynamic activation of access permission which RBAC lacks. 
 

• Task-Based Authorization Control (TBAC) 
In TBAC the permission is given to each task with limit of authorizations. If the limit 
is reached the permission will be deactivated. The problem with TBAC is the non-
existing separation between tasks and roles. 
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• Task-Role-Based Access Control (TRBAC) 
Allow the users to have permission with the help of using roles. The problem with this 
method is the lack of responsibility assignment process. 

 
 
The API have access control that require username and password to ensure that the user 
belongs in the environment, this control is necessary but not enough in case a malicious 
employee is intending to do harm in the system. A possible solution is combining the current 
process with an improved TRBAC to ensure that each user will be assigned to a role that will 
be deactivated once the employee is done with their task. [16] 
 

2.4 Distributed denial of service 
Distributed Denial of Service (DDoS) attacks became one of the biggest threat that internet 
users can face nowadays by using cloud computing services. DDoS attackers develop a 
specialized malware and send it to as many vulnerable computers as possible for making so 
called unreal traffic. Malware can be spread via email attachments for example. This sort of 
attacking is very dangerous because of the difficulty in the cloud system layers of knowing 
whether these requests are coming from attackers or legitimated users. Large numbers of big 
companies were targeted by DDoS attacks, and the first situation that was reported for such an 
attack was in 1999. Year after year increase the example of these attacks very rapidly 
damaging large companies which leads to an enormous financial loss to those companies and 
websites in general. [17] 
 
DDoS attacks impact each inside or outside cloud system’s layers (SaaS, PaaS, IaaS). 
Attacking external cloud comes from the outside of the cloud surrounding and aiming at 
cloud-based services which affects their accessibility and availability. The most damaged 
layers by an external DDoS attack are SaaS and PaaS. While an internal DDoS attack takes a 
place within the cloud systems, it gets firstly in the PaaS and SaaS layers at various ways, 
such as taking benefits of the trial periods that sellers offer for testing cloud services and 
attackers launch a DoS attack on the victim’s machine from the inside. [17] 
 
Types of DDoS attacks in the cloud systems are the following: 

• IP Spoofing attack 
It is about transmitting packets between the user and the cloud server by sending false 
source or unreachable IP addresses with these packets, which leads to getting the 
response from the legitimated user machine and the server won’t be able to continue 
the transaction because of the false IP address and this will damage the server 
resources. 
 

• SYN flooding attack 
Sending data between a legitimate user and the server by using a Transmission 
Control Protocol (TCP) is like three ways handshaking. The first request is send from 
the user to the server asking for connection in a form of SYN message. Thereafter, the 
server accepts the SYN and send back a call to the valid user by SYN-ACK. Lastly, 
the valid user sends an ACK request to confirm connection. While the hacker sends 
many packets using ACK requests with spoofed IP addresses without continuing with 
the whole process and this makes the server waiting for the incomplete requests which 
makes it difficult to the legitimate request to be received and affects the whole cloud 
system performance. 
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• Smurf attack 
Smurf attack can occurs while using Internet Control Message Protocol (ICMP) to 
send a huge number of echo requests. First the attacker sends a ICMP echo request 
with the victims IP address as source address, and the broadcast IP as destination 
address. Then, the victim will receive ICMP answers from multiple sources. It 
becomes troublesome when the ICMP echo requests increases. [17] 

  

2.5 Data breaches  
Cloud computing systems became one of the most popular systems that grow up fastly and 
are directed to the public, such as the services that are provided by Amazon, Azure, Google, 
and many other telecom providers. [18] 
 
Many companies and firms started using these services to save their data that an amount of 
them are very sensitive and private, for example, financial information or personal images, 
etc. [18] 
 
Due to the importance of these information began cybercrime increase to obtain data illegally, 
or to damage services on clouds to reach to their certain goals such as getting/deleting data on 
the cloud. Hackers take people's properties for their criminal actions and they take in 
consideration the utility of the computing power to attack the same or many networks 
depending on the user itself. [18] 
 
Data breach main cause are criminals’ attacks, as well as system defect. The costs of data 
breach various depending on the reason and the safety level during the data breach. The 
average of total cost for data breach is 4 million dollars, and for each sensitive and important 
data that got stolen the average is about 158 dollars [18]. 
 
The cloud service models (SaaS, PaaS, IaaS), that are used while cloud computing, provide 
the user different sorts of services and each type has its own risks regarding to data breach. In 
addition, the most parts to be afraid for while using cloud services are: data confidentiality, 
web application security, virtualization vulnerability, data security, data integrity, data access, 
data backup process, identity management, and sign on process. [18] 
 
Each model has its own naive sides that hackers use to breach users’ data. IaaS is in the first 
or ground layer which supplies the whole cloud with strong functions and gives the users a 
complete environment which includes virtual machines that work with different operating 
systems. This model is known to create new drives on virtual machines to put their data there. 
What hackers do is renting virtual machines, studying their weak points, and attacking users’ 
virtual machines that use the same cloud. [18] 
 
While SaaS is the middle layer that organizations use to manage the commercial activities and 
store customers’ data in their main data centre. These data can be accessed by the company's 
employees intentionally or unintentionally depending on employees themselves, furthermore, 
hackers can get this information even if they do not work at the company by using hack 
techniques like spying on the network channel. [18] 
 
PaaS model, the third and the last one, gives users the ability to their own applications while 
the developers utilize and try the software integrity of data usage through the System 
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Development Life Cycle (SDLC). Nevertheless, there are still security problems between 
application or maybe host and the network itself. [18] 
  
Data misusing and data breach is a very common problem in cloud computing systems. 
Before having a strong computing infrastructure, it took hackers large number of computers 
and a very long time to attack computer, but now it became easier and faster for hackers to get 
what they want by using these methods for example: 

• Misuse of cloud computational resources 
It is about using a specific technique to break passwords for users’ accounts which is 
called a brute force attack, in addition they use also DoS attacks to destroy a whole 
cloud and the services that the cloud is offering. 
 

• Data breaches 
It occurs in many ways, such as  

1. Malicious insider 
As it is mentioned above, malicious insider is also one kind of data breaches 
that companies face nowadays. 
 

2. Online cyber theft 
Online cyber theft is a way that hackers try to get users private information and 
their last four digits of credit cards, and that what happened for Zappos (a 
shopping site that is owned by Amazon) that was the sacrifice of cyber thefts 
which put 24 million clients’ accounts in danger. Not just shopping sites can be 
attacked, but also it happens on social networking sites such as Facebook, 
Twitter, LinkedIn, etc, where hackers interact with colleagues, friends, or 
partners of them. All these thefts done by hackers can be summed up to many 
millions dollars.  
 

3. Malware injection attack 
Malware injection attack is one of risks that is categorized as web-based 
attacks and it is a growing concern for many companies.  Via a web browser 
can internet users achieve a plenty of applications that are based on application 
servers. These attacks abuse individuals’ rights and properties that are stored 
on clouds. Hackers launch targeted attacks on cloud service models (SaaS, 
PaaS, IaaS) by injecting them with a malicious applications and virtual 
machines. As well as the injection is completed, hackers will be able to do 
whatever they want, for example, stealing data, and data doctrinaire. Another 
way to send malware injections is attacking databases’ administrator, such as 
SQL database applications. [18] 

 

2.6 Physical damage to datacenters  
Protecting important data means knowing the threats that can be faced and trying to stop/find 
solutions for them before they happen. Physical threats are unlike digital threats, because they 
probably relate to environmental problems, such as fire, leak, and air quality or maybe to 
human errors. Some of these problem like the cool problem can for example be solved by 
building capabilities of power cooling. [19] 
 
To avoid natural disasters, companies usually pic safe zones to build their data centres, but 
there are still some disasters that they would not be able to control such as water damage, and 
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fire. The problem with fire damages are that the total cost is not just including the gaining 
lost, but also many other essential damages that follows the whole disaster situation. Some 
examples of these damages are the following: 

• Productivity losses 
Users that have their work/data on services and applications, will be damaged and this 
causes the reduction of their effectivities when these applications stop working. 
 

• Customer disruption 
Customer disruption is one of damage consequences that can affect the customer 
service which makes customers unsatisfied of using it and start thinking of changing 
their business centre to other places. 
 

• Reputation damage 
IT problems can negatively affect the organization fame and reputation which can lead 
to future loss of sales for this company.  
 

• Isolation and repair costs 
During the downtime, the searching for finding a solution is going also to cost the 
company until they found a solution to get rid of the damage.  
 

• Loss of data and records 
Loss of data and records it is the main problem, of course, when such a damage 
occurs. 
 

• Lawsuits 
Lawsuits complaining the company may face from customer/users. [19] 

 
 
Anyhow, the serious physical data centre threats in which it can be important to know about 
and try to save the situation as quick as possible and start to think of such problems not just 
the very common ones. Example of these dangerous threats are the following: 

• Air quality threats to IT equipment (temperature, humidity) 
Equipment fails or even decreasing their life span which makes it unable to configure 
temperature changes or maybe intensification problems at high humidity points.  
 

• Liquid leaks 
Liquid deterioration to cabling and equipment can cause problems to the computer 
room air conditioning. 
 

• Human presence of unusual activity 
Problems that human can affect such as damaging equipment, theft, equipment 
downtime, or losing data not on purpose maybe.  
 

• Air quality threats to personnel 
Dangerous situations of chemical gases that can be released like hydrogen that comes 
from batteries for example. [20] 
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3 Methods and tools 
Chapter 3 will describe all the languages, programs and frameworks that was used for the 
example application. 
 

3.1 Methods, programming languages and program library  
In the project programming languages as C# and Typescript were used. 
 

3.1.1 C# 
C# is an object-oriented language designed and developed by Microsoft for creating programs 
that on the .NET framework. The language supports the creation of Windows client 
applications, XML web services and database application. The example application was built 
in C#. [21] 
 

3.1.2 Typescript 
Typescript is language developed by Microsoft that take into consideration application 
development in JavaScript. Microsoft are developing Typescript and making it compatible 
with Visual Studio. The view folder in MVC project uses Typescript and html code 
combined, where MVC is the Model-View-Controller acronym [22].  
 

3.2 Tools 
To complete the project a number of tools were required: computers with Windows 10, Visual 
Studio, IIS express, Jquery, Bower, Asp.net core, Azure web SQL, Azure development 
workload, Firefox, Microsoft SQL server management studio, Google Cloud SDK, Google 
cloud tools for Visual Studio, and Amazon Web Services Toolkit Package. 
 

3.2.1 Computers with Windows 10 
The computers that were used for information gathering and project development had 
Microsoft released Windows 10 installed on them as an operating system. [23] 
 

3.2.2 Visual Studio IDE 2017 
In the computers Visual Studio was used as the development environment. Visual Studio was 
developed by Microsoft for editing and viewing many types of code. Visual Studio allows user to 
build, debug and publish apps for various platforms such as android, windows, iOS and cloud. Visual 
Studio was used due to its superb intelligence and compatibility with the example application. [24] 
 

3.2.3 IIS express 
As web server, the lightweight version of Internet Information Services (IIS), also called IIS express, 
was used. IIS was created by Microsoft for Windows, and is secure and manageable for creating web 
applications and streamed media. IIS is created to be scalable to care of the most demanding tasks. 
Visual Studio uses IIS express to create a local server for running web applications. [25] 
 
IIS express has all the core functions of IIS 7. Still, there are differences. For example IIS express… 

• doesn't need administrator rights to run most tasks and it doesn't run as a service 
• is compatible with ASP.NET and PHP apps 
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• allows multiple users of it to work on the same computer independently.  
 

3.2.4 Jquery 
Jquery is JavaScript library that allow the user to manipulate html files, add events and animations. 
The library is versatile and extensible. Jquery is used by the application as dependency.  [26] 
 

3.2.5 Bower 
Bower is package manager for packages such as frameworks and libraries. Bower manages 
components in multiple languages such as HTML, CSS, and JavaScript. Bower was used for 
downloading and managing dependencies that is used by the application. [27] 
 

3.2.6 Asp.net core 
Asp.net core is an open-source and cross-platform framework developed by Microsoft for creating 
application that is cloud-based and connected to the internet. Asp.net core was the framework that was 
used by example application. [28] 
 

3.2.7 Azure web SQL 
Azure allows developers to create and maintain a functioning SQL database on the cloud. This type of 
database was used due to its compatibility with example application. [29] 
 

3.2.8 Azure development workload 
Azure workload is used operations such as viewing and creating resources in the cloud. This workload 
was used for publishing the example application to Azure cloud. [30] 
 

3.2.9 Firefox 
Firefox is an open-source web browser developed by Mozilla. The web browser was used to test the 
functionality of the example application. [31] 
 

3.2.10 Microsoft SQL server management studio 2017 (SSMS) 
SSMS is an environment created by Microsoft that allow the developer to manage SQL 
servers and SQL databases. SSMS was used to manage all the databases that was created 
locally and on the cloud. [32] 
 

3.2.11 Google Cloud SDK 
The SDK allow the developer to access to services such as google cloud SQL and compute 
engine with the help of google cloud tools for Visual Studio. The SDK was used to publish 
the example application to Google cloud. [33] 
 
 

3.2.12 Google cloud tools for Visual Studio  
An environment designed by Google for building and developing application in Windows and .NET. 
The environment allows the developer to deploy application to the cloud and manage all the cloud 
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resources that Google offer. The tools was used to manage all the services that was used by the 
example application. [34] 
 

3.2.13 Amazon Web Services Toolkit Package 
This toolkit allows developers using Microsoft Visual Studio to debug, deploy and build their 
application directly to Amazon Web Services in an easier and faster way. The tools were used to 
publish the example application to Amazon cloud. [35] 
 

3.3 Other resources 

3.3.1 GWS 
Google offers big amount of services for all sizes of companies beginning from single 
developers to enterprises. Services such computing instances, data storage and Cloud AI are 
the main flagship of Google cloud services. [36] 
 

3.3.2 AWS 
AWS refers to all the cloud services that is offered by Amazon. Amazon was the first to begin 
offering cloud services and now the largest competitor in the cloud computing industry. Most 
known services that Amazon offer is S3 for storage, and EC2 and Lambda function for 
computing. [37] 
 

3.3.3 Azure 
Azure is Microsoft's version of cloud services. Azure is the now the only competitor to AWS 
when to comes to the mount of services that is being offered. Azure is created with integration 
in Visual Studio in mind. [38] 
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4 Implementation 
A simple CRUD (Create, Read, Update, Delete) program was used to experiment with in the 
practical project. The program is created in ASP.NET Core web framework using Visual 
Studio as development environment and uses MVC as an architectural pattern. In addition, an 
SQL Server was used to create a database that could be accessed and modified. [39]  
 
The storage part was a straightforward procedure where a database created in SQL server. A 
table was created in that database with a primary key as Employee ID that is unique for each 
employee and information about each employee such as name, city, department and gender. It 
is needed something called Stored Procedures (SP). [40] 
 
To store data from users into the table in our database. Stored procedure is a transactions 
statements in SQL that can accept input and output parameters from a calling program which 
is the program that is being worked on in this case. Four stored procedures were created 
(spAddEmployee, spUpdate Employee, spDelete Employee and spGetAllEmployees). The 
four stored procedures that were created will take care of creating, showing, deleting, and 
updating employee data in our database. SQL Server Management Studio 2017 (SSMS) was 
used for creating the table and stored procedures. 
 
The web application project was created in Visual Studio to make sure that the application 
can be run locally with local database. A new project was created in Visual Studio with 
Asp.net core web application as a project type. In the next window Asp.net core 2.0 was 
chosen in combination with web application (model-view-controller) as a template. The new 
project that was created comes with skeleton code shown in Figure 1. 
 
 

 
Figure 1. A new project in Visual Studio. 

 
 
The default MVC project includes folders that are necessary to have a basic running webpage. 
The folders that were modified are controllers, models, and views. 
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4.1 Models 
A class called Employee.cs was added that include attributes (ID, name, gender, department, 
city) that describes each employee. 
 
A second class called EmployeeDataAccessLayer.cs was created to handle the connections 
between the application and the database. The class create a connections string to the database 
and have a list of functions to access the database. Each function opens a connection to the 
database and uses one of the stored procedures in the database to manipulate data and then 
closing the connection. The class contain those functions: 

1. GetAllEmployees () 
This function creates a list and stores each employee in it. The function uses the stored 
procedure spGetAllEmployees to get access to each row in the table and it later in the 
list that was created previously. 
 

2. AddEmployee () 
This function uses the stored procedure called prospAddEmployee to add values into 
the table. 
 

3. UpdateEmployee () 
This function is like AddEmployee () with minor deference. The stored procedure 
spUpdateEmployee that is used in this function picks the employee id and update the 
reset of the information for that employee. 
 

4. Employee GetEmployeeData () 
This function uses a simple SQL query the gets the whole row of table for employee id 
that is passed in through the functions parameter.  
 

5. DeleteEmployee () 
This function uses the stored procedure called spDeleteEmployee combined with 
employee id to that is passed through the functions parameters to delete all 
information that is related to that employee id in the table. 

 

4.2 Views 
Inside the views folder another folder was created and named Employee. The folder contains 
all the html files that will render the pages need for the application to function. The most 
important html file in Employee folder is index.cshtml which takes care of displaying all the 
employees in the table and allows the user to access other operations such as delete, create 
new and edit. See Figure 2. 
 

By pressing the buttons (Delete, Create New, Details and Edit) shown in Figure 2, the html 
pages can be accessed. The opened page for editing can be seen in Figure 3. 
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Figure 2. The page rendered by index.cshtml 

 

4.2.1 Editing 
This html page takes input by user and send it to the controller folder and render this page, as 
in Figure 3. 
 

 
             

 
Figure 3. Editing page 

 

4.2.2 Showing details 
By pressing the Details button (see Figure 2), the file shows the information for each 
employee in the following order shown in Figure 4. 
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Figure 4. Details page 

 

4.2.3 Deletion 
By pressing the Delete button (see Figure 2), the user gets send to a secondary page that asks 
the user if they are sure to delete that employee. The file will render the following page shown 
in Figure 5. 
 

 
Figure 5. Deletion page 

 
 

4.2.4 Creating 
By pressing the Create New button in the index page (see Figure 2), the user will be 
redirected to the page seen in Figure 6. By pressing the button Create New, all the user input 
will be saved in the table. 
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Figure 6. Creating page 

  

4.3 Controllers  
A class called EmployeeController.cs was added the take care of the logic between the view 
and the model folder. See Figure 7 for the MVC principle. By using Visual Studio 
(Microsoft.AspNetCore.Mvc.IActionResult) allows the program to execute actions 
(functions) based on http requests that comes from the html pages. There is a few actions in 
EmployeeController.cs class and most of them will return to the index page at the end of their 
part. EmployeeController.cs contains the following actions: 

• Index () 
This function creates a list of all the employees and shows them for the user of the 
application. 
 

• Create () 
This function listens to the Create New button on the application. If the button is 
pressed the user will be send to the create page. 
 

• Create () 
This function will pick the input by the user and use AddEmployee () function in the 
model’s folder to save it. The function will then send the user back to the index page.  
 

• Edit () 
This function listens to the Edit button and will send the user to the Edit page if the 
button is pressed. 
 

• Edit ()  
This function will get the user input and will use UpdateEmployee () function in the 
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model’s folder to update the current employee. The function will then send the user 
back to the index page.  
 

• Details () 
This function listens to the Details button and will send the user to the Details page if 
the button is pressed. 
 

• Delete () 
This function listens to the Delete button on the index page and will send the user to 
the Delete page if the button is pressed. 
 

• DeleteConfirmed () 
This function listens to the Delete button in the Delete page and will call 
DeleteEmployee () function in the model folder if the button is pressed. The user will 
then be redirected to the index page. 

 

 
Figure 7. The Model-View-Controller principle [41] 

 

4.4 Moving to Azure cloud 
After creating and successfully running the program locally with a local database Azure 
development was installed on Visual Studio. The Azure SDK that was installed gives the 
ability to publish web apps directly to Azure. An Azure account was created to be able to 
publish the application to the cloud. 
 



  29 (46) 

After creating an Azure account, the following development kits were installed with the help 
of Visual Studio installer. The installed kits are shown in Figure 8. 
 

 
 

Figure 8. Installed kits [42] 
 
 
Those kits give the ability to publish directly to an Azure account from the solution explorer 
by right clicking on an opened project and clicking publish in the menu that appears. [42] 
 
When the publish button is pressed the developer will be send to a new window that asks the 
type of host the project will be published to. By pressing the Microsoft Azure app service 
option, the developer will be send to another window to fill important information about the 
project. [42] 
 
In the same window the publisher need to login to the same Azure account that was created 
before. The window also contains text boxes for Web app name, subscription, resource group 
and App service plan. [42] 
 
The subscription text box refers to the type of account subscription that the web app will be 
host on. The subscription type is a free Azure account in this case. A resource group is a place 
to manage web apps, storage accounts and databases. An app service plan defines the type of 
server that the web app will be hosted on like location and size. The size was Free (Azure free 
account) and the location was north Europe (Lowest latency) for this web app. [42] 
 
The create button was pressed after filling all the necessary information to start publishing the 
web app. Visual Studio takes a couple of minutes to deploy the web app in the cloud. The app 
will be functional if the local database is available. [42] 
 

4.4.1 Creating a database in Azure 
This step was simple to implement with the help of Azure portal which is hub for all the 
services that Microsoft offer. In Azure portal the SQL database gets created by pressing on 
the “create a new resource” button the top left of Azure portal. The developer navigates to 
databases and picks SQL database in that menu. The developer will present with a new 
window that require name of the database, subscription, resource group and choose resource. 
Choose resource are the only part that was new while the same subscription and resource 
group was reused from the web app. An empty database was chosen in Choose resource. [43] 
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A server was created to enable the database to work. The following information is needed to 
create the server name, login for the admin, password, subscription, resource group and a 
location (north Europe for low latency).A free database was chosen for the price level and the 
process of creating a database was started by pressing the create button in the end of the 
menu. [43] 
 
By pressing on the database in Azure portal the developer will get access to the connection 
string that will replace the one used for the local database in the model folder. [43] 
 
The database was accessed with SQL Server Management Studio to create the table and the 
stored procedures that will be used by the web application. [43] 
 

4.5 Moving to Amazon Web Service cloud 
Amazon offer a free tier account that offer developers a limited usage of their most used 
services such as EC2, Amazon RDS and Lambda functions. That type of account was created 
for this project. AWS offer a kit called AWSToolkitPackage that was used for publishing the 
web app on AWS. After installing the kit, the developer will be able to publish the web app 
by right clicking on the project and pressing the “publish to AWS” button. [44] 
 
A new window will open where it asks the developer to login with their AWS account and 
choosing between creating an environment or reusing an existing one. A second window will 
open where the developer can configure the Project build configuration, app pool and app 
path. In the next window the deployment process will begin. After few minutes the web 
application will be running. [44] 
 

4.5.1 Creating a database in Amazon Web Services cloud 
Creating an SQL database is done in the AWS portal by navigating to RDS and then selecting 
Microsoft SQL web server as a database engine. AWS will ask the developer to input the type 
of license, database engine version and database instance class which refer to the specification 
of the machine that the database will be run on. In the settings section the developer will be 
entering the database name, master username and master password. AWS will send the 
developer to another window where security can be configured such as which connections are 
allowed to the database. The rest of the configurations such as backup, maintenance and 
database port are left to the default option. [45] 
 
AWS offer an endpoint to the database which was used in SQL Server Management Studio 
for creating a table and stored procedures for the web application. A connection string 
including the source of the database, the name of the database, the master’s name and 
password was created for the connection of the database with model folder in the web 
application. [45] 
 

4.6 Moving to Google web service cloud 
A google web service account was made to access the services. In the google portal page a 
project was created where the web app will be published too. Two SDK kits Google Cloud 
SDK and Tools for google was download and installed on the developer’s computer. The 
developer is required to login in google cloud explorer in Visual Studio and choose the cloud 
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project that was created previously. The web app publishing process will begin by pressing 
the right click on the project in Visual Studio and pressing publish to google. The developer 
will be asked to choose between app engine flex, container engine and compute engine. App 
engine flex was chosen to host the project. [46] 
 

4.6.1 Creating a database in Google cloud service 
Google doesn't have support for Microsoft SQL, google only support MySQL and 
PostgreSQL. A MySQL database was chosen to store the data coming from the website. The 
class in the model folder that takes care of accessing the database was altered to work with 
MySQL. The queries for creating a table and stored procedures was altered to make the 
database understand them. A new connection string was obtained from the google portal to 
enable the program to connect to the database. [47] 
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5 Results 
This chapter describes the solutions that can be implemented for solving the problems that are 
presented in both thesis part and the practical project part of this report. 
 

5.1 Results of thesis 
Should companies trust cloud computing to protect their data? It is a very loaded question 
with many aspects that needed to be taken into consideration. These papers focused on the 
most common problems that can threaten the data that are being stored in the cloud. Some 
problems have a clear and very effective solution while others may never have any solution at 
all. 
 

5.1.1 Malicious insider 
People usually think that a malicious insider is person working on the cloud service providers-
end but in reality, they can exist on any part of the chain where the data is being transmitted 
and managed. A malicious insider that is working in the company of the cloud service 
provider is assigned to a specific access permission that is required for them to their job. 
Other insiders such as people cleaning and maintaining the cloud service providers building 
should be monitored and prevented from entering rooms that stores the data in case they do 
physical damage to the data servers. 
 
ISP insider can also be a threat if the data is not encrypted which not a big problem due to 
cloud services encrypting data before transportation. Insiders being politically influenced or 
threatened to do damage to data is also a threat that can be prevented to some extent with the 
help of access limiting.   
 
The final threat is a malicious insider on the clients-end which is the most difficult threat to 
create a solution for it. The difficulty comes from not being able to differ between the client 
and the malicious insider due to them operating from the same account that is managing the 
services. 
 

5.1.2 Data corruption 
What cloud computing excels in is redundancy and security of the data that is being stored. 
Cloud computing companies are being able to offer such features by create multiple replica of 
the data and store it in multiple regions. These companies use Hadoop to manage the 
replication of healthy data and deletion of corrupted data. If an error appears during the 
replication and deletion process, the data that is being handled will get corrupted. Companies 
are investing in framework developing and bug characterization studies to make it possible 
for catching errors before they appear and cause a partial or a full system crash.   
 

5.1.3 Authentication in API 
 Application programming interfaces is the connecting part for all of the services that is being 
offered by cloud service provider therefore they need to be secure especially in user 
authentication. Probably configured authentication system will limit the users to only 
accessing parts that the need to work with. A suggested solution to the problem is adding 
Task-Role-Based Access Control with responsibility assignment process to improve 
authentication process.  
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5.1.4 Distributed denial of service 
After the huge increase of DDoS attacks and the majority ways for hacker to launch attacks, 
makes it companies’ goals to find solutions to avoid such attacks.  
The tracing for the IP spoofing attack is troublesome and hard by reason of these fake IP 
addresses and by applying some methods in the PaaS layer can be helpful to detect the IP 
spoofing attack or by the IaaS layer on the network resources. But because of the hardness of 
using diverse sorts of network resources in the cloud system, there is an ability to use HCF 
(hop- count filtering) to differentiate the legitimate IPs from the fake IPs in the PaaS layer. 
Depending on the number of jumps/hops calculates HCF the value of the Time-to-Live (TTL) 
in the IP header, while the IP-to-Hop-Count (IP2HC) detect the spoofed packet. The results of 
using HCF method shows that it can detect up to 90 % of spoofed addresses.  
 
To build a good protection against SYN flooding attacks is to use the SYN cookies – that it 
may lower the cloud rendering – in the PaaS layer to find out the SYN flooding attacks. While 
some protection methods that can be used in the IaaS layer are filtering and security system 
monitoring by splitting the TCP connection.  
 
As well as, stopping a Smurf attack can be hard. However, using these two methods helps 
reducing such attacks. The first method is using the IaaS layer to tack of routers to damage the 
IP directed broadcast orders, but hackers would be able the attacked devices in the cloud 
system and send ICMP echo requests to the broadcast, which makes this solution weak to be 
used. That is way the second solution that uses the PaaS layer to configure the operating 
system at this level to check the response between the ICMP packets that are send to the IP 
broadcast addresses.  
  

5.1.5 Cloud computing security breaches and threats  
It is an insider attack that occurs by several ways, as it is mentioned in Section 2.5, accidently 
or in purpose. By gathering information to get a clear image of where to start investigating 
and making security testing to know that the information system is protecting and maintaining 
as it is supposed to be. Some of the tools to get the targeted information are: 

• Nslookup 
A tool to set up as an average program for plurality of operating systems and it is a method of 
questioning DNS servers to locate data about specific targets. It is also very easy to use as well 
a it gives a plenty amount of information.  
 

• W3snoop 
Snooping website’s passing traffic, server IP and locations, etc.  It is such like a following 
method to packets across an IP to measure the delaying time of them to detect and get a deep 
level information of a particular area.  

 
While the vulnerability analysis highlights the focus on SQL injections and identifying the 
problem kernel and the behaviour to apply advanced security tools to transact with the insider 
threats.  

5.1.6 Physical damage to data centres 
To protect data centres from being damaged can be by using for example a high value and 
more sensitive electrical equipment, sensors that should be put where the data centres exit. 
Briefly, fire protection ways can be presented in the following two solutions:  
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• Water Based Fire Suppression Systems 
The idea of using this way for solving fire problems is not focusing on fire extinguishment, 
however it is used to control the fire. Sprinkler systems use about 25 gallons per minute, and 
it, of course, damages the electrical systems that are around, and it can be worse than the fire 
damage itself, but these systems are programmed to be used at a very high temperature which 
makes the fire already well developed. Water mist systems are not very recommended to be 
used to get rid of fire issues.  
 

• Clean agent 
This method aiming at a gaseous clean agent system to blow out the fire rapidly which borders 
the fire damage on objects that are implicated in the fire. The advantages and real benefits of 
clean agents are the following: 
− Clean extinguishment: Fires are turned off without damaging. 
− Quick extinguishment through the beginning stages of fire growth 
− Capability to extinguish complex fires, such as obstructed or three-dimensional ones.  

In addition, the clean agent systems are about a set of quick discovering of the fire and fast 
agent emptying, supplying fire extinguishing at its earlier stages.  
 
While solving the dangerous physical problems that damages the data centre can be by 
placing several types of sensors to supply early alerts before any threat occur and it becomes 
too late to stop it. However, the exact number of how many sensors to be put depends on the 
many conditions such as the budget, the cost of the reach and the kind of risk. After placing 
the sensors and discussing the amount of them, it is very important is checking connection 
and analyse the data received by sensors, instead of sending these data to a central connection 
point. Therefore, sending the sampled information to the notification list to sort each action in 
one of three ways: alerting that depends on the conditions that could threat specific devices, or 
it could be sorted as an automatic action which is based on specific alerts, otherwise, it is send 
to analysis and reporting to optimize the failure measurements.  

 

5.2 Results of the practical project 
The practical project was created in Asp.net core framework with Microsoft SQL for the data 
storage. The web application was published successfully to Azure, Amazon cloud and Google 
cloud, all the web applications functionalities was preserved. Azure had many tools that 
worked seamlessly with project due to it being created in a Microsoft environment. Amazon 
and Google offer SDK kits that makes the whole publishing process more understandable for 
new developers. For developers who wants to truly go serverless which means using lambda 
and Azure functions, the process of moving to another service provider can a little bit 
complicated. The developer needs be aware of the multiple environments to be able to 
develop an application that is easily adaptable in said environments. Services such as 
serverless.com offer a toolkit that can be used to develop application that can be run on 
multiple environments without the concern of adaptation problems.    
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Cloud service 
provider 

Positives Negatives 

AWS • Microsoft SQL support 
• Scaling is automatic 
• Easy to publish projects 

 

• Confusing IAM system 

GWS • Easy to publish projects 
• Understandable IAM 

system 

• No Microsoft SQL support 
• Not many services (compared to 

Azure and AWS) 
• Scaling is manual 

Azure • Easy to publish projects 
• Microsoft SQL support 
• Understandable IAM 

system 

• Scaling is manual 

 

Table 2. Ease of use comparison 
  

 

Cloud 
Service 
Provider 

Storage Hosting instance 

AWS • db.t2. small = CPU: 1 , Size: 
2 GB 

• High price due to Microsoft 
SQL license  

• 1 SEK/hour 

• t2. micro = CPU: 3, Memory: 1 
GB, Storage: Elastic Block Storage 
Only 

• Free tier 
• 0 SEK/hour 

GWS • For running db-f1-micro = 
0,091 SEK/hour, Storage 
(SSD): 1,47 SEK/GB 

• MySQL: 0.1 SEK/hour 

• Flexible = CPU: 0,46 SEK/core 
hour, RAM: 0,062 SEK/GB hour, 
Storage: 0,35 SEK/GB per month 

• 0.5 SEK/hour 

Azure • Basic = DTU: 5, Size: 2 GB 
• 1,27 SEK/day 

• F1 = CPU core: 1, Memory 2 GB, 
Storage 16 GB, Network 
bandwidth: moderate 

• Free tier 
• 0 SEK/hour 

 
Table 3. Price comparison of the practical project 
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Cloud 
Service 
Provider 

Storage Hosting instance 

AWS • Database was connected to Microsoft 
SQL Server Management Studio 
(SSMS) for management.  

•  Amazon cloud 
Publishing tools were 
installed for Visual 
Studio. 

GWS • MySQL workbench was installed for 
database management. 

• EmployeeDataAccessLayer.cs class 
was altered to work with MySQL 
database. 

• Google cloud 
publishing tools were 
installed for Visual 
Studio. 

• Google cloud SDK 
was installed to 
enable Google cloud 
tools to work 
correctly. 

Azure • Database was connected to SSMS for 
management. 

• Resource group was created for 
collecting all the service in one place 
for easier management. 

• Azure publishing 
tools were installed 
for Visual Studio. 

 
Table 4. Changes/adaptations that were made for publishing to each cloud service provider 
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6 Discussion 

6.1 Compliance with the project requirements 
At thesis part the most important security – internal and external – worriers have been 
discussed after storing the data on clouds, and several solutions were picked, some of them 
may not solved the problem from its roots. 
 
But the main question is to discuss the security state of storing data on the cloud. According 
to cloud security alliance statistics there are clear growth of incidents due to vulnerabilities in 
the cloud systems. The reason for such a growth is partially connected to the growing usage 
of cloud computing due to it is becoming more popular and it takes a very large part in our 
lives.  Threats that are caused by humans who want access the data will always exist because 
of the value that is associated to the data. 
 
 

 
 

Figure 9. Frequency of cloud vulnerability incidents [48] 
   

Threats that are caused by software errors can be prevented by studying previous errors and 
improving the software. In addition, the software errors that are caused by humans misusing 
or developers’ mistakes can be prevented by writing clear commands for avoiding the red line 
problems. 
  
While hardware errors are another problem that can be prevented to a limit. The reason such a 
limit exist is due to hardware getting smaller and more complicated which create errors that is 
difficult to solve. 
 
We suggest that companies store their data with multiple cloud providers and regions to 
increase the system redundancy. For higher redundancy a company should store their data in 
slow storage that is located in the company. 
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While writing the report some updates in Europe was made that have an impact on storing 
personal and business data. The update is a set of regulations that is called General Data 
Protection Regulation (GDPR). GDPR is regulations in EU law that is made to protect the 
privacy and security of individual data in the European Economic Area (EEA). The regulation 
also addresses data that is being transferred outside of EU and EEA. The goal of GDPR is to 
give individuals more control over their data and make more unified in EU to avoid 
international regulation conflicts. [49] 
 
GDPR also applies to business to business relationships where one partner need to notify the 
other partner of what they are doing with the data they receive. Same rules that was 
mentioned before for individuals apply on business too, the cloud service provider must 
ensure security and privacy of the data that is being handled by them. [50] 
 
When it comes to security of the stored data we recommend the companies to improve their 
access security to computer to limit the employees from accessing more resources than 
needed. Logging programs can be installed that track all the incoming and outgoing data to 
make sure that no harm can be done. Companies should do background checks of the cloud 
provider and which third part companies they work with before using the cloud provider’s 
services.     
 
We had the following requirements for the practical project: 

1. Cost and time measurement for completing the task. 
2. How simple is it to complete the task? 
3. Is it possible to keep the advantages of serverless services while completing the task? 
4. Is the source code reusable after completing the task? 

 
 
Most of the requirements was fulfilled while the rest had the “it depends” answer. The first 
requirement was to measure the amount of time and cost that is needed to complete the 
project. The project that we worked with was built in Asp.net core which meant publishing it 
to cloud in working state was the main focus. All the three cloud providers have their own 
toolkits to make less time consuming for developers to publish their application. Creating 
serverless SQL database was a simple to create and connect to the application. Google doesn't 
have support for Microsoft SQL which took an extra amount of time to modify the application 
to make compatible with the Google database. There was a big cost difference between cloud 
providers for running the application due to licensing. Creating a SQL database in Azure is 
much cheaper compared to the same type of database in Amazon. All three provider offer free 
tier account that allow the developer to use the services with a set limit. Hosting the 
application on Azure and Amazon was complete free which is an advantage that favour them 
over Google.  
 
All three providers offer scalability and low maintenance of the already running application. 
The only nit-pick problem is that Azure and Google offer manual scalability makes the 
developer responsible for the upscaling process when it is needed. Most of the source code 
reused except the class that takes care of the data accessing. The queries for creating a table 
and stored procedures was altered to work in MySQL.  
  
The project gave an insight over the moving process of an application which was the main 
goal. The problem that we faced compatibility issues due outdated drivers that was necessary 
for running the needed tools. Updating the drivers was the solution to all those issues. 
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The other option a company can use is running fully serverless which means using functions 
and storage services that is directly integrated in the cloud providers environment. The 
problem with this option is moving code in to other cloud providers. If a developer wants to 
move an Azure function to Amazon lambda, they will face a difficulty where in some cases 
the whole code will need to be rewritten. There are services like (serverless.com) that can be 
used to avoid such problems, but they have their own limitations. 
 

6.2 Social and economic implications 
Many companies such car manufacturers, food producers and banks are adapting cloud 
computing and using it in their systems. A majority of these companies have big impact on the 
average person which is why it is important that they need to stay operational. Problems in 
their systems caused by the clouds can threaten human lives and the economy. Understanding 
and preventing those types of problems is necessary to prevent catastrophic events. Improving 
the security and availability of cloud computing will cause the companies using it to focus 
on developing their systems instead of worrying about system crashes and loss of data.  
Individual’s life can be ruined if their cloud stored data gets leaked or destroyed. It is 
therefore very important to make sure that the clouds store the data and manage it very 
securely. 
  

6.3 Project development 
More methods can be developed to lower the amount of vulnerabilities in the cloud systems. 
Existing systems can be further developed to make it more difficult for malicious people to 
obtain stored data on the clouds. Programs can be created that take care of web application 
adaptability for multiple cloud provider during the development. 
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7 Reflection on own learning 
The majority of the help seeking was made on programming forums and instructional videos. 
A good amount of problems did not have a clear solution on the internet which were solved 
by searching for similar problems and trying to adapt the solution to the main problem. This 
type of problem solving was a new tactic to be learned. This tactic had a huge impact on the 
work with the practical project. The supervisor had a helpful impact on the practical project 
due to their extensive knowledge in Azure and asp.net environment. 

 

7.1 Knowledge and comprehension 
The practical project created a deeper understanding of how web application is developed and 
deployed. The project gave an insight over how cloud services work and how they can be 
managed and used. 
 
Defining the thesis part was a very important step to prevent the report from going all over the 
place and going outside of the main subject, and to give the readers a clear image about the 
importance of security problems that they may face when storing data on the cloud.  
 
Chapter 2. Thesis deepened on the theoretical knowledge within one area of the whole subject 
areas. This area is the security problems and the existing solutions to solve/reduce them. The 
security problems that were highlighted in Sections 2.1 – 2.6 were the most commonly 
occurring problems in the industry at the moment, and that is why they were chosen as 
specific techniques to write about.  
 
 
 

7.2 Proficiency and ability 
This report improved the writers’ ability for searching reliable and trustworthy articles. Search 
engines such as IEEE Xplore Digital Library and DIVA was used for article searching on a 
detailed level.  
 
The articles that was used in this rapport helped in the shaping of the writers' opinions which 
was used in the discussion part of the report. The writers had to make some limitation to both 
the thesis and the practical project subjects. The requirements in Section 1.7 were written to 
define the questions that needed to be answered at the end of the report, Chapter 5. Results.  
 
In Chapter 6. Discussion solutions for both the thesis and the practical project were discussed 
and some suggestions were made to improve those solutions. Thanks to the scheduled that 
was created in Section 1.3, the rapport was written just in time without any delaying or 
complications.  
 
While the result part has been divided into two sub parts. The first part, Section 5.1 Results of 
thesis, were the results were discussed in details and many solutions were picked to solve 
these problems and cover all the problems' sides. In addition, the second part, Section 5.2 
Results of the practical project, multiple tables were created to criticize, compare and 
analyse specific aspects of using cloud providers to store data on them. The most important 
aspects that were discussed in this report were the economical and the time requirement for 
publishing applications.    
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7.3 Values and attitude 
Large amount of cooperation was made between the writers and the supervisor at the 
company to solve problems that face the work in the practical project. The rest of the work 
was done independently for each writer with problem structuring and solving. In Section 6.2 
the economic, social and other aspects of the rapport were brought up and the ways they were 
affected by cloud computing in general were discussed in detail.              
 
Regular meetings with the company supervisor and the client was made to ensure that the 
writers had good understanding of the project requirements. The web application was tested 
each time it was moved to ensure the functionality was still present. 
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