
  
  
 Örebro universitet  Örebro University 
 Institutionen för  School of Science and Technology 
 naturvetenskap och teknik   SE-701 82 Örebro, Sweden 
 701 82 Örebro   
 
 
 
 
 
 

 
 
 
 

Datateknik C, Bachelor thesis, 15 University points 
  
 

”PLC DEMONSTRATION APPLICATION” 
A CLOSER LOOK AT THE NEW INDUSTRIAL 

REVOLUTION 4.0. 
 

Ivar Tika 
 

Computer engineer program, 180 points 
 

Örebro VT2018  
 
 
 
 
 
 

Examinator: Farhang Nemati. 
 
 

 
 
 
 
 

 



  1 (59) 

Abstract 
In this thesis we will look at the new industrial revolution 4.0. I will explain what the 
revolution 4.0 is, how it correlates with generic industrial automation and I will also present 
design aspects of the industrie 4.0 and central communication technologies that are in line 
with the industrial revolution 4.0. 
In parallel with the study and research of the revolution 4.0 – I will, on Honeywell’s behalf, 
make a demonstrational human machine interface for a programmable logic controller. You 
the reader will have a solid understanding of the hierarchies that are found in the process and 
manufacturing industry. And how central communication technologies of the industrial 
revolution 4.0 correlates with the Honeywell HMI/PLC project. 
 
 
	  



 

  2 (59) 

Sammanfattning 
Denna rapport går igenom den nya industriella revolution 4.0. Vi kommer se över hur den nya 
revolution 4.0 och process and producering industrin korrelerar.  
En genomgång av vad revolution 4.0 egentligen är, hur den är uppbyggd och vad den innebär. 
Vi kommer även gå igenom design aspekterna av ”industrie 4.0”. 
Parallellt med min undersökning av revolution 4.0 kommer jag att, på förteget Honeywell’s 
bekostnad, göra ett HMI till en PLC. 
Jag knyta ihop allt genom att visa parallellerna mellan centrala delar i revolutionen 4.0, så 
som kommunikations protokoll, och mitt projekt på Honeywell . 
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1 Introduction 

1.1 Project Background 
 
My project consists of programming a Human Machine Interface1, for the company 
Honeywell, to use when demonstrating their new Programmable Logic Controller2 for new 
and existing clients. 
 
Honeywell international is a well-known and established company in several industries like:  
Automation and control solution, Aerospace, Performance Materials and Technologies etc. 
 
Honeywell own description follows: 

“Honeywell creates solutions that improve quality of life for people around 
the globe — generating clean, healthy energy, and using it more efficiently; 

increasing our safety and security; enabling people to connect, 
communicate, and collaborate; and equipping our customers to be even 

more productive. Our Great Positions in Good Industries have been a huge 
driver of our portfolio development and organic growth across industries, 
including homes and building, aviation, defense and space, oil and gas, 

industrial, chemicals and vehicles.” 

 
Honeywell International has three office locations in Sweden – Gothenburg, Stockholm and 
Örebro. The Swedish affiliate focuses on many different clients in several businesses.  
 
My project is focused on clients in the process and manufacturing industry. 
 
Industries have always been a perfect environment to try out and use new technology. 
Technology can be used in everything from automation to safety and is used because of its 
ability to make industries more effective, safe and profitable.  
Honeywell provides countless process and manufacturing control solutions. Everything from 
standard hardware/software solutions to highly specialized solutions created by Honeywell’s 
own engineers and experts. 
 
The process and manufacturing industry is a typical industry where technology works in 
parallel with people.  
If we look at a typical industrial facility, with under 100 employees, whom for the sake of this 
example – produce and pack cardboard boxes. We’ll most probably see a hierarchy that starts 
off with different types of field devices – at the bottom. Flowed by a few employees and other 
machines. The third tier will involve fewer machines and employees – but more computerized 
technology. The higher up in hierarchy we look – we’ll see more controlling systems and 
usually a handful authorized personal who monitor and control the systems.  
This is a pattern that one usually can see in process and manufacturing industries.  
 
 

                                                
1 Abbreviated as “HMI”. I will hereon refer to Human Machine Interfaces as “HMI”. 
2 Abbreviated as ”PLC”. I will hereon refer to the Programmable Logic Controller as ”PLC”. 
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My project is about helping Honeywell create an effective and appealing HMI for their new 
PLC. This will allow them to demonstrate the PLC’s abilities to current and potential clients.  
 
For any large company to effectively cover all their client’s need’s they have to offer a longer 
range of products that may be appealing for all industry plant sizes. Everything from a fairly 
small industrial facility with 10 employees to larger plants with hundreds of employees. 
Honeywell has offered PLC’s, the Master Logic PLC, to clients before. What Honeywell 
lacks are original equipment manufactured3 PLC’s directed to clients with industrial facilities. 
This is where the new PLC from Honeywell is meant to fit in. Whether it’s used together with 
current DCS’s4, PLC’S, field devices and systems or as a standalone product – the PLC will 
serve as an introduction to Honeywell process solution products, or as an extension to already 
setup systems at both small and large industrial facilities. 
 
The PLC will be presented in chapter 2.2.2. 
	
1.2 Project Overview 
 
This thesis, and the project that is carried out in parallel- is going to focus on hardware and 
software used in the process and manufacturing industry. More specific the project is about 
creating a web-based HMI for a PLC. 
Whereas the thesis targets communication architectures used to establish communication 
between the PLC and HMI. The thesis will also bring up the overall technical advancement in 
the process and manufacturing industry, such as the new industrial revolution 4.0.  
 
Honeywell wanted to reenter their current market in the industry, but with a different strategy 
– providing clients with OEM PLC’s. To achieve success in this endeavor they needed a way 
to present their new PLC to the market. A part of the strategy was to demonstrate their own 
PLC to potential and current clients.  
This would be done through an HMI connected to the PLC – simulating a process control 
situation.  
The HMI could show an digital visual representation of how the PLC would control filling up 
and/or emptying a virtual water tank.  
This was so that the viewers could relate to using the PLC at their industrial facility. 
 

This would in turn lead to more revenue by attracting new potential clients, and/or new orders 
from existing ones. Allowing Honeywell to offer additional comprehensive solutions to their 
clients! 

	  

                                                
3 Abbreviated as ”OEM”. I will hereon refer to the Original Equipment Manufactured as “OEM”.  
4 Abbreviated as ”DCS”. I will hereon refer to the Distributed control system as ”DCS”. 
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User case: 

 
Figure 1 – Example of a user case. 

The user case above shows an example where cardboard boxes are sorted. This is only a 
visual representation for the reader to get a better understanding of how a system with a PLC 
may look like.  
Let’s have a walkthrough of the example above: 

1. Employee feeds unsorted boxes on to a conveyor belt. 
2. The boxes are moved past a pair of sensors that determine the size of the cardboard 

box.  
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3. The batch of boxes then reach a station where a machine pushes the boxes that are 
greater than or equal to 20cm2 to the first endpoint. Boxes less than 20cm2  keep 
moving forward. 

4. Boxes less than 20cm2  reach the their end point.  
The PLC’s main objective in a setup like this may be: 

- Control the machine that handles the pushing mechanism. 

- Control the conveyor belt. 
- Control the overall process (Communication between sensors and machines, start stop 

functions etc.)  

1.3 Objective/Requirements. 
This report is dived into two part, one is my thesis and it’s research. Second part is the 
HMI/PLC project collaboration with Honeywell. 
The thesis’s objective was to research the “new industrial revolution 4.0” and take a closer 
look at the communication protocol Open Platform Communications Unified Architecture5.  
The project’s objective was to create an visually appealing and functional demonstrational 
HMI for Honeywell’s new PLC. 
Here follows a list of part objectives, first part correlates with the PLC/HMI project, second 
list has to do with the thesis’s objectives: 

Thesis Objective: 

• Study the new industrial revolution 4.0. 

• Investigate OPC UA. 

• Find parallels between the industrial revolution 4.0 and technology’s such as OPC 
UA. 

• Study and identify hardware/software elements that are of importance to the project. 
 
Project Objectives: 

• Wire the PLC. 

• Enabling OPC UA communication. 

• Providing function block code to simulate a process control situation. 

• HMI Mockup. 

• HMI Flow diagram.  

• Create a working HMI. 

• Construct hierarchical flowcharts of the architecture, system and important individual 
parts. 

 

                                                
5Abbreviated as ”OPC UA”. I will hereon refer to the Open Platform Communications Unified Architecture as 
”OPC UA”. 
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1.4 Demarcations 
I will here clarify to what extent I’ll work on my objectives: 
 
The project: 
 
PLC 

- I will only briefly discuss/evaluate the wiring and the hardware setup of the PLC. 
- I will not discuss or evaluate the programming language used to program the PLC in 

any extent.  
- I will not go into depth about the specific PLC used by Honeywell or it’s components.  

 
HMI 

- The HMI is going to be programmed to run as a demonstrational software. Meaning 
there will be a “web-HMI” that can run on any computer with a web browser. 

- The HMI will be programmed with Node-red, JavaScript and HTML/CSS, and I will 
also provide Honeywell with documents that correlate with my written code. This is so 
that Honeywell may develop and implement this HMI – in the future, for the use with 
Experion Process Knowledge System6. 

 
As the demonstrational HMI and PLC are not made for a specific client or industrial facility, I 
will not discuss the implementation of a HMI/PLC solution extensively. However I will 
explain the usage of PLC’s and HMI’s in industrial facilities in an overall perspective.   
 
The thesis: 
 
The industrial revolution 4.0 is going to be the covering umbrella of this thesis. Meaning that 
most technologies brought up in this thesis have a direct correlation with the process and 
manufacturing industry and are in one way or another – part of the industrial revolution 4.0.  
The reader will have a basic understanding of the history behind the industrial revolution 4.0, 
how is it ongoing and a solid understanding of what the industrial revolution 4.0 actually 
implies.  
 
OPC UA – I will discuss OPC UA on a technical level. Not going into further detail about 
how OPC UA works on bit level nor how the information protocol actually works behinds 
scenes. After reading my thesis the reader will have a solid understanding of what OPC UA 
is, how it’s used and where it’s implemented. The reader will also be able to understand how 
OPC UA connects with my project at Honeywell. 
 
Hardware and software is a big part of both the industrial revolution 4.0 and the actual 
industry’s. Therefore I will present and discuss some hardware and software solutions. The 
reader will understand what hardware and software is most prominent in the process industry, 
and have a good understanding of how they correlate. The reader will also have a solid 
understanding of what type of hardware and software is used in the Honeywell project. 
 

	  

                                                
6 Abbreviated as ”PKS”. I will hereon refer to the Process Knowledge System as ”PKS”. 
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2 Process Control in Industry Automation. 
 
This chapter of the thesis will present the most important technical information. The chapter 
should be read by readers whom have not came into contact with the process and 
manufacturing industry. 

The content will be the basis for my project and research. It will also be the topic of 
discussion and basis for my conclusions – in later chapters.  

2.1 Background  

2.1.1 The 4:th industrial Revolution  
Throughout the history of mankind, we have experienced several industrial revolutions. 
 

 
Figure 2: The industrial revolution and future view [17] 
 
In the 18:th century we experienced going from hand production to machine production – as 
you may see at the 1:st part of figure 2. The 19:th century presented a mass production 
revolution, corresponding to the 2:nd part figure 2. A century later there was the 20:th century 
revolution which was the start of the computerized and automated industrial revolution. The 
next talked about industrial revolution is the 4:th one also referred to as Industrial revolution 
4.0, “Industrie 4.0”[1, [2, [3] or as the “Industrial Internet”[4]. 
 
The industrial revolution 4.0 involves integrating Cyber-Physical systems7 into manufacturing 
and process industries by implementing Industrial Internet of Things8 and create networks of 
connected devices and processes.  
 
 
 
 
 

                                                
7 Abbreviated as ”CPS”. I will heron refer to Cyber-Physical Systems as ”CPS”. 
8 Abbreviated as ”IIoT. I will heron refer to Industrial internet of things as ”IIoT”. 
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Several governing bodies and prominent industrial companies have embraced the industrial 
revolution 4.0. Industrie 4.0 is a German federal announced project that is a big part of their 
high-tech strategy that started 2011. The name got public recognition when an initiative called 
“Industrie 4.0” presented it’s idea to deliver  “fundamental improvements to the industrial 
processes involved in manufacturing, engineering, material usage and supply chain and life 
cycle management”[3].[2] 
 
Industrie 4.0 is considered a major actor in the industrial revolution 4.0. 
 
For companies to be able to incorporate the essence of the industrial revolution, there are 
design principles to follow, one of which is shown in the figure below. The principles will aid 
companies in engineering and developing technology that goes hand in hand with the goals of 
the industrial revolution.[2] 
  
 
 

 
Figure 3: Industrie 4.0 Design Principles. [2]  
 

These design principles are guides for practitioners and scientist on how to absorb the “new” 
industrial revolution 4.0, and in this case Industrie 4.0.[2]  
Here follows an explanation of the design principles that outline Industrie 4.0: 

Interconnection: 
Is a three part process. First part is about connecting: Machines, devices and sensor – Internet 
of Things9. With  people – Internet of People10, forming the Internet of Everything11.  
Via the IoE, objects and people can share relevant information and data.  
 
First part of the interconnection is collaboration in the IoE – Human to Human, Human to 
Machine and Machine to Machine - collaboration.  
	  

                                                
9 Abbreviated as ”IoT”. I will heron refer to Internet of Things as ”IoT”. 
10 Abbreviated as ”IoP”. I will heron refer to Internet of People as ”IoP”. 
11 Abbreviated as ”IoE”. I will heron refer to Internet of Everything as ”IoE”. 
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These type of collaborations enable the collaborators to reach common objectives. 
Communication protocols such as wireless communication is prominent in the interaction in 
IoE and therefore a crucial subject of matter.[2] 
 
Second part is about creating common communication standards so that IoT and IoE can 
interact effectively. In order to make industries in the Industrie 4.0 able to adapt to various 
situations. [2] 
Such standards could be HART, OPC UA, SCADA, fieldbus etc. Some of which I’ll discuss 
later in chapter 2.2.  
 
Third part is about how security should be thought of - as the size of IoE network in industrial 
facilities, grow larger with time. Making the them prone to attacks because of political and/or 
economic reasons. [2] 
 
Information Transparency: 
Transparency at an industrial facility is about fusing the physical and virtual world together. 
By creating a virtual copy of the physical we enable a new form of information 
transparency.[2]  
 
This allows for a new way of providing information to all practitioners of the network. Virtual 
data such as digital documents, simulations etc. And physical data such as information about 
tool and machine condition and positioning – all play an important role in giving the 
practitioners enough data to make appropriate decisions.[2]   
 
Decentralized decisions: 
Decentralized decision making is based on a two part collaboration. The first part is the 
interconnection and the second consist of information transparency.[2]   
The idea is to allow for a facility to work as autonomously as possible. Only in cases of 
interference or any other problems, the task is forwarded to a decision maker. Whom have 
access to local and global information that may aid them in their decision making process.[2] 
 
Technical assistance:   
As CPS’s are incorporated into industries in Industrie 4.0 humans role as operators shift 
towards a strategic decision-making and problem solving role.[2] 
Humans need to be supported by assistance systems that provide comprehensive information 
to ensure that informed decisions can be made and urgent problems can be solved by the 
human - relatively quick. This is what one would call virtual assistance.[2] 
 
Physical assistance on the other hand is when technology give physical help to humans – 
whether that’s assistance by letting robots and autonomous devices handle dangerous, unsafe 
and unpleasant tasks. Or helping humans by performing heavy duty and exhausting tasks. The 
objective is the same – machines helping humans to perform their jobs safe, effective and 
successfully.[2] 
With further research and development of robots, smooth and intuitive interactions with 
humans will develop. This, together with educating of the human counterparts in how to work 
side by side with machines, is the foundation on which the technical assistance stands on. [2] 
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2.2 Generic Industrial Automation 

2.2.1 Field Devices 
Field device is a collective name that describes various devices at field level in e.g. industrial  
facilities.  
They are used in many ways – monitoring, enabling, controlling and collecting information in 
different processes on a local level. Sensors, actuators etc. are all considered field devices. 
Field devices communicate through different communication protocols and technologies, 
some of which I’ll discuss further in this thesis. 

2.2.2 Programmable Logic Controller (PLC) 
The process and manufacturing industry contain networks of hardware and software solutions 
to monitor and perform tasks – PLC is one of the hardware solution for that purpose. The PLC 
is a ruggedized computer-based, solid state electronic device that is made to operate in harsh 
environments such as industrial facilities.[5] 
The PLC is used to control and monitor process, sensors or/and machines by receiving 
information from field devices and trigger outputs based on the pre-programmed code.[6]  

PLC’s and PC’s are closely related at the hardware level. Much like a PC the PLC normally 
contains a power supply, processor, I/O module and a communication module - in a 
ruggedized case. To be noted is that the Honeywell PLC contains a router to allow for 
wireless connection to it and communication through OPC UA (explained in chapter 2.2.7). 

 

 
Figure 4: Honeywell Demo PLC used in the project. First picture represents the PLC, second is the rugged case. 
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The PLC’s components are usually interchangeable. This together with the size and 
robustness - allows for quick and easy maintenance and installations of new components.[5]  

The PLC’s strength lays in its programmability. IEC 61131 is a standard that defines five 
programming language used to program the PLC:[5]  

- Ladder programming. 

- Sequential function chart.  

- Function block diagram.  
- Structured Text. 
- Instruction List. 

In this project the PLC will be programmed in function block diagrams. The objective of the 
PLC in this project is to work as the central point between a water tank and the HMI used to 
control a virtual water tank. The HMI/PLC combination has the ability to control filling and 
emptying a water tank – either through the HMI or manually on the PLC. A visual 
representation of the objective will be seen further into this thesis. 

2.2.3 Distributed Control System (DCS) 
A DCS is usually provided as a hardware and software combination-solution. The DCS’s job, 
much like SCADA (presented in part 2.2.6) – is there to communicate between the control 
hardware, e.g. a PLC, and the HMI or a control system in a control room.[5] 
The majority of industrial networks relies on information being sent between field devices 
and controller, controllers to controllers and controller to software responsible for presenting 
an HMI or any other “engineering” interface.  
Because DCS are not used in this project, I will not elaborate on its technical functionality. 
This technology should not be considered unnecessary – therefore I have included 
information about how the DCS could be used if applied, this can be seen further into the 
thesis where I present system architecture diagrams. The DCS is similar to SCADA [5] – 
which is a technology that I’ll give a more detailed description on in part 2.2.6.  
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2.2.4 Proportional – Integral – Derivate Control 
Proportional – Integral – Derivate, or PID, is one of the most commonly used controllers 
when it comes to industry’s with process controls. [15] 
It is a process control tool that allows the user to control e.g. temperature in a house, cruise 
control in a car or filling up tanks with liquids.  
 
The mathematical calculation, or rather control law, that is PID is a sum of three terms 
(simplified version): 
PID = proportional + Integral + Derivate. 
 
A more advanced mathematical description follows (t is the input): 
u(t) = up(t) + ui(t) + ud(t) [15] 
 
up(t) or “the proportional value” is a simple feedback of subtraction between a setpoint (SP) 
and a measured process value (PV). What we are left with is an error value – also referred to 
as e. [15] 
The setpoint (SP) is the desired or target value for a variable, whereas the process value (PV) 
is the current measured value of a particular process.  
 
A simplified mathematical definition follows: 
e(t) = PV(t) – SP(t)  or in other words  up(t) = PV(t) – SP(t). 
 
ui(t) or “the integral value” is the difference SP – PV. Simply put the I in PID is responsible 
for taking action if the error value is not equal to zero. Meaning if the e value is large – the 
correction has to be large to reach zero, which is the ideal value. If the e value is small the 
correction will also be small. [15] 
 
ud(t) or “the derivative” provides anticipative action. In layman terms, this is the part of PID 
that makes sure we don’t overshoot the SP. It uses information of current change rate – and 
makes sure that the trajectory of the linear extrapolation doesn’t exceed the SP.[15] 
 
A PID regulator will be used in the PLC to regulate the water flow when simulating the tank 
fill up. The reader can see how it’s implemented in function block diagrams in appendix 3. 

2.2.5 Highway Addressable Remote Transducer (HART) 
HART is a two way digital communication protocol that acts between a system and field 
devices. The HART communication protocol is based on 4 – 20 mA current signal. HART is 
part of the fieldbus family. [7]  
As the industry evolves so does the communication in field devices. HART enables field 
devices to convert analog signals to digital communication protocols. By oversampling the 
analog 4 – 20mA signal with 1200Hz and 2200Hz signals where the 1200Hz signal represents 
a logical “1” and 2200Hz represents a logical “0”. [8[7] 
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Figure 5: HART frequency [8] 

 

Figure 5 shows how the analog signal, the straight horizontal line, is oversampled by the 
digital HART signal, shown by the sinus curve. 

HART communication is available as a wireless technology too.[7]  
HART communication is divided into three main layers, each layer can be seen in figure 6: 

Physical Layer – This layer specifies the physical HART communication and transmission 
medium.[8]  
Data Link Layer – The Data Link Layer specifies the HART frame format. [8]   
In practice this means that the Data Link Layer provides a reliable communication path for 
field devices.[8] 

Application Layer – The application layer contains three commands that are used for data 
transferring:[8] 

1. Common protocol – Here one finds common commands for all products that are 
HART enabled. 

2. General protocol – General commands that work for most HART enabled devices.  
3. Device specific protocol -  Device specific commands that work with special products 

and offer special functions.  
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Figure 6: HART Protocol layers. [8] 

2.2.6 Supervisory Control and Data Acquisition (SCADA) 
SCADA is a software solution that allows for data acquisition to a central system like a HMI. 
SCADA is a type of software layer that enables monitoring geographically decentralized 
control hardware such as DCS’s and PLC’s by communicating through e.g. Remote Terminal 
Units (RTU). The SCADA system is not used to control any processes – but rather to work in 
a supervisory fashion. [5] 
 
The SCADA software enables users to use several field devices from different vendors – and 
still be able to monitor and acquire data from all the field devices to a central HMI. 
For SCADA to work properly field devices, PLC’s/DCS’s and HMI’s have to be SCADA 
enabled.  
 
The SCADA system usually consist of two application layers, client and server. The client 
layer would be responsible for presenting the HMI, display recorded data and manage 
communication with control devices. The server layer work as a communicator. [5]  
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2.2.7 Open Platform Communications Unified Architecture  
In the process and manufacturing industry, there is a need for technological solutions that 
allows for visualization and process control capabilities.  
OPC UA is a universally accepted standard that provides the ability to communicate data 
between different industrial automation systems – independent of platforms.[10] 
Most equipment directed to systems in the process and manufacturing industry must support 
OPC interfaces today.[10]  
One can use the analogy of OPC UA being a universal driver for systems in the automation 
industry. Meaning equipment that are OPC UA enabled are “plug and play”.  
 
OPC UA derives from the first version OPC, which was a platform based communication 
solution. OPC UA is a new Unified Architecture (UA) standard that makes OPC scalable and 
much more versatile.[10] 
Today OPC UA is used in many levels of the automation pyramid and in a wide range of 
applications.[10]   
 
The OPC foundation is a combination of several companies in the automation industry, they 
all came together to create OPC back in 1994.[10]   
 
The OPC Foundation present themselves and their technology as following: 

“OPC Unified Architecture (OPC UA) is the data exchange standard for 
safe, reliable, manufacturer and platform-independent industrial 

communication. It enables data exchange between products from different 
manufacturers and across operating systems. The OPC UA standard is 

based on specifications that were developed in close cooperation between 
manufacturers, users, research institutes and consortia, in order to enable 

safe information exchange in heterogeneous systems.”[9]   

 
Contrary to the old OPC standard OPC UA does satisfy important design aspects of the 
industrie 4.0, and should be considered to be in line with the industrial revolution 4.0.[9]  
The unified architecture was created to provide users with a communication protocol that 
follow the idea of the industrial revolution 4.0 – making it easier to implement OPC UA in 
industries.  
 
OPC UA is a complicated multilayered technology. Let’s start with an overview over the 
technology: 
The objective of OPC UA is to standardize a communication protocol that will enable e.g. 
industrial facilities to use equipment and system from multiple vendors – without having to be 
bound to their software or hardware solutions.  
 
Multilayered means that OPC UA is built up by several layers of technology. Some are older 
– OPC DA, HA, A&E. And some are new to UA. Here follows a description of the 
multilayered technology that makes up the new OPC UA standard.  
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Figure 7: OPC UA Layer Model showing the different layers of the OPC UA architecture[9]. 
 

2.2.7.1 The OPC UA Layer model 
 
First tier: 

• Transport – This block is where the mechanism for data exchange between OPC UA 
applications happen. There are different transport protocols used for various 
requirements.  

• Meta Model – Second block at the base level is where rules that state how to model 
and show information with OPC UA.  

 
Second tier: 

• Base Services – They work as the interface between a server, as information provider 
and the client, as a user of the information. 

 
Third tier: 

• Data access (DA) – Describes the modeling of real-time data.[9] 
• Alarms and conditions (AC) – Specifies an advanced model for how states and 

dialogs, that require interaction with an user, are handled.[9]  
• Historical access (HA) – Defines the specific mechanism for accessing historical data 

and events.[10] 
• Programs (Prg) – Specifies a mechanism to handle an execution of a program.[10] 
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Fourth tier: 
• Collaboration models – This is the part where organizations can built their own 

model. There are special committees dealing with preparing technology-specific 
information models to OPC UA. Electronic Device Description Languages (EDDL), 
Field device tools (FDI) are examples of these models.   

 
Fifth tier: 

• Vendor specific extensions – Are specific models that vendors may want to 
implement separately or however they find suitable. Using any of the tiers presented 
above.  

 
To understand the whole concept of OPC Unified Architecture – one has to understand how 
the OPC UA is built up. What I want the reader to take with him form this chapter is that OPC 
UA is a layered model technology this allows users to manipulate the communication layers 
according to their needs. This allows for a very flexible unified architecture, built on the same 
base – but with different top layers! 

2.2.7.2 OPC UA Specifications 
OPC UA is partitioned into thirteen parts, which I’ll go briefly explain in this chapter. The 
partition of OPC UA fulfills the requirements for IEC 6254112, which is an international 
standard for electronic technologies,  and will therefore be known as the IEC 62541 standard. 
The different specification parts are there to explain how OPC UA is built or may be built. 
This allow for users to develop and engineer software, hardware etc. according to the OPC 
UA specification.  
 
The following figure may aid the reader in understanding the OPC UA specification. 
 

 
Figure 8:  OPC UA specifications.[9] 
Part 1: 

                                                
12 IEC – International Electronic Commission. Is a standard in the process and manufacturing industry.  
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Gives an overview over OPC UA.[10]  
 
Part 2 : 

Describes security models and requirements for OPC UA.[10] 
 
Part 3 & 4  
 Are the most important parts of the specification. They define how to model and 

access information in OPC UA. And  how OPC UA client and server can interact etc. 
These two parts are the most important because they are key documents for the design 
and development of OPC UA application.[10] 

 
Part 5: 

Provides the framework for all information models using OPC UA. It defines four 
points. I won’t include them in this thesis, but I urge the reader to read up on these 
four point as they may give the reader a much deeper understanding of OPC UA.[10]   

 
Part 6:  

Maps services to messages and defines the security mechanism applied to messages 
etc. In short part 6 help the client to understand what is sent to it by the server. [10]    

 
Part 7 : 

Defines useful subsets of OPC UA features. [10]    
 
Part 8, 9, 10, 11 and 13: 

 Are self-explanatory, for further information – check “third tier” in section 2.2.7.1. 
 
Part 12:  

Defines how to find servers in a network. And also provides necessary information 
about how users can establishing client to server connection, e.g. connecting a client 
device such as a mobile device to a server.[10]   

 
To sum all the parts up, what the reader should know and understand is that OPC UA 
specification is a thirteen part specification that explains everything from the OPC UA 
overview to details about how messages between server and client are encrypted.  
All parts are important in one way or another, but for different people.  
 
The OPC foundation provides architects, programmers, developers etc. with essential 
technology in form of e.g. software plugins. This is so that architects, programmers etc. can 
focus on their task and not have to make extensive research in areas that may not be in their 
expertise.[10]   
 
OPC UA is what enables the HMI and the PLC in this project – to communicate. This means 
that engineers at Honeywell have used the OPC layer model together with the specifications 
and implemented OPC UA in their new PLC. 
I use standard Node-red OPC-UA nodes that enable me to connect to the PLC and read/write 
to it from the HMI. The OPC UA is a key feature in my HMI/PLC project!   
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2.2.8 Human Machine Interface (HMI) 
HMI is a user interface. This type of user interface is usually present in areas like e.g. 
industrial automation, process industries and manufacturing industries. The HMI’s main 
objective is to, in a as simple way as possible, visually display information and data that are 
of importance for the user. Field device data in industrial facilities is one area of use. [11]  
 

 
Figure 9: Example of a HMI.[16] 
 
HMI are made to operate on computers, handheld devices and/or built in touchscreens – such 
as the one in figure 10. To be noted, the HMI created in the project will be made to operate on 
any specific device using a web-browser. 

 
Figure 10: Honeywell Experion PanelPC HMI.[19] 
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In a hierarchy of field devices and control systems, the HMI is there to help operators to  
monitor and control processes. 
HMI are highly veritably in the way that they are programmable and customizable which 
makes it easy for users to develop effective HMI for their processes.[11] 

2.2.8.1 HMI Design principles  
When it comes to the process and manufacturing industry - it is often critical that the user 
understand the information portraited in the HMI. This demands that HMI’s follows some 
type of design standard or guideline.  
 
A well designed interface should follow three main requirements: [20] 

1. The HMI should provide the user with adequate information to develop an abstract 
concept of the principles of the HMI. 

2. Use visual objects, such as graphs, animation, color etc. to demonstrate the content.  
3. Appeal to the user in such way to stimulate their desire to practice and study the HMI.  

 
The question is how does one fulfill the requirements?   
Visualization design-based information is one way. This way of portraying information means 
to transform the complex information into graphics with colors, shapes etc.[20]  
 
There are design principles of the interface information visualization that one can follow: 

1. User central principles:[20] 
a. The HMI should consider the user as its operator. Meaning the interface should 

allow the user to adapt to the interface in multiple ways.  
b. The design should be based on the users previous experience.  
c. The interface design should be consistent with modes that the user is familiar 

with.  
d. The interface should be well structured, systematic and as simple as possible.  
e. The interface should make it easy for the user to operate the HMI.  

 
2. Visualization design principles:[20] 

a. Principle of reasonable adaption of visual elements:  
- Involves using graphics or other vision-related elements in the HMI. 

b. The principle of avoiding visual disorder:  
- Talks about how redundant visual elements should be kept to a 

minimum. Using simple geometrical shapes and least saturated 
colors, while important elements are in sharp contrast.  

c. The principle of the main elements and backgrounds distinguishable:  
- Is about how background and foreground can use colors to create a 

well-balanced ratio between the information elements and the 
background.  

d. Space-coordination principle:  
- Talks about how space should be applied to elements in the interface. 

Applying blanks between elements, around visual elements and on 
the edges of the page - to create a less crowded and appealing 
interface.  
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e. The principle of reasonable adoption of colors:  
- Is about how colors and psychological reactions go hand in hand. 

This principle consist of how using colors and symbols may 
emphasize important information. E.g. red for “danger” or green for 
“pass”. 

f.  The principle of reasonable layout:  
- Talks about how elements with similar functions and features should 

be pared. And how similar symmetric objects should be placed 
symmetrically together.  

g. Emotional principle:  
- Is about how the design should appeal to the users emotional needs 

such as rational thinking, challenge, exploration etc. Fulfilling the 
third point of how a well-designed HMI should look like (see first 
section of 2.2.8.1) 

h. Principle of assist through multiple-ways:  
- Talks about the user should experience the HMI in a visual and a 

auditory way. Meaning that e.g. warnings give of a visual response 
and a auditory response.  

 
In essence a well-designed HMI features a clear and readable informational interface.  
 
What should be noted is that these are only principles. Meaning that they should be 
considered as guidelines when creating certain HMI’s.  
I will follow the above principles, as much as possible, when sketching and creating my HMI 
for the PLC.  

2.3 Software 
Throughout this project there were several software applications that I had to use to aid me in 
the process of the thesis. The following list will give the reader an explanation on what 
software application were used and an a trivial explanation to how it’s used thought the 
project.  

2.3.1 Node-Red 
Node red is an flow based programming tool originally developed by IBM and is now an open 
source project backed by the JS Foundation since 2016.[12]  
 
Flow based programming is characterized by programming in networks of “black boxes” 
which exchange information through connections. Flow based programming can be found in 
both the PLC (function block diagram) and the HMI (Node-red). I refer the reader to appendix 
1 – 3 for a visual representation of flow based programming.  
It’s used as a programming/wiring tool for the Internet of Things13. Using your browser one 
can edit and manage flows using several libraries provided by people part of the open source 
community. 
 
I used Node-Red to connect the function block code, stored in the PLC, to the HMI. And then 
created a HMI in Node-Red to be used together with the PLC when demonstrating it! This 
was done with libraries, presented in section 3.3.3. 
 
                                                
13 Abbreviated as ”IoT”. I will hereon refer to Internet of Things as “IoT”. 



 

  26 (59) 

2.3.2 Experion PKS 
Experion is like a umbrella system for all other systems that Honeywell offers. It is an 
integrated control and safety system.  
 
Honeywell have expressed that in the future they want the HMI for the PLC to be used with a 
Experion Panel PC, as for the demonstrational HMI – it’ll be web browser based. The Panel 
PC is a touchscreen used on the field level (seen in figure 10, section 2.2.2)  to extend the 
Experion system. Honeywell want to implement the HMI to be accessible on the Panel PC for 
operators to use when needed. I personally took this into consideration when programming 
the demonstrational HMI for the PLC. 

2.3.3 Field Device Manager (FDM) 
Field Device Manager is a complete instrument asset management system that can range from 
a single self-contained server/client node to a very distributed architecture. It is a part of the 
much larger Experion PKS system.[13]  
 
FDM is used for configuration, commissioning, and maintenance of smart field devices based 
on HART, SCADA, PROFIBUS, Fieldbus and other protocols.[13]  
 
The FDM can be configured to maintain both PLC’s and DCS’s in various different 
combinations.  

2.3.4 Prosys OPC-UA client 
Prosys is the OPC-UA client used to access and configure the PLC.  
The function block code is “connected” with the I/O on the PLC. Prosys was used to access 
namespaces, datatypes etc. of these connections. Meaning I could search for specific 
information relating to the I/O.  
Prosys is one of the leading providers of OPC and OPC UA software.  

2.3.5 ControlEdge Builder 
ControlEdge Builder or CEB as it’s also called – is the IDE used to program the PLC and its 
hardware. Using function block diagrams one can program the PLC. 
CEB is a Honeywell provided software and is intended to be used with their own PLC’s and 
other programmable hardware. 

The following figure will give the reader a visual presentation of some software’s used in this 
project and where they are used. 
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Figure 11: Software Application diagram. 
 
I added FDM for the sake of understanding the structure of software-usage. To be noted: 
I won’t use or implement FDM in my project. Nevertheless FDM is an important part of the 
systems used by Honeywell clients in the process and manufacturing industry. 
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3 Methods and Tools 

3.1 Method 
I used Trello to work with my thesis and project. The Trello table was setup to be agile – and 
followed a version of the agile workflow while I was working with my thesis. I chose an agile 
workflow because I check most of the twelve “Agile software development principles”[14] 
that are usually followed and used when working in Agile projects. 
 
Honeywell employee, Steven Johansson, had at the time I started my project at Honeywell 
done some work on this project. Mainly diagnostics and setting up the PLC with Control Edge 
Builder. There was also some function block code for the PLC, made available for me to work 
with. 
 
Diagrams and flowcharts were created in Draw.io, a google provided application. 
 
Microsoft office 360 was used for writing and making PowerPoints.  
 
Programming was done in Node Red and Control Edge builder. I chose Node-red as this was 
the most prominent software when it comes to IoT and it also includes OPC UA libraries.  
Control edge builder was used for programming function block diagrams for the PLC. 

3.2 Programming languages and libraries.  

3.3 Tools 

3.3.1 Tools: 
- Macbook pro 2016 with Mac OSX Sierra. 
- Dell latitude E6430 with Windows XP. 
- Control Edge Builder (Honeywell) – IDE for the PLC, provided by Honeywell. 
- Prosys OPC UA client – For handling/administrating all OPC connections. 
- Node red – Flow-based programming tool creating a HMI for the PLC. 

3.3.2 Programming languages: 
- Function block programming for the PLC.  
- JavaScript. 
- HTML. 
- CSS. 

3.3.3 Programming libraries: 
- Node-red-IIoT 
- Node-red-contrib-iiot-opcua. 
- Node-red-Dashboard 
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4 System architecture 

4.1 Introduction 
The wiring and programming involved in this project was not at all complicated. The 
complexity lies in how all the part intervene together, or at least that was my perception.  
In this chapter I’ll go through how the architecture of my project at Honeywell looks like, I’ll 
clarify the relation between hardware and software and I’ll touch up on other parts that may 
be of interest and importance for the reader - to understand the overall picture. 

4.2 Overall Example Overview 

 
Figure 12: Example overview of working industry systems. 

 

The above figure represents an example of how an hierarchy of industrial devices and 
software solution could look like. 
From the bottom we have some type of managing software available for operators - to 
monitor and control processes in the facility, such a software could be FDM.  
The software would be able to manage field devices, and in some cases even the actual 
PLC/DCS to some extent. However – I will not discuss the type of communication or software 
used between the managing software and the rest of the hierarchy as I won’t implement any of 
it. The HMI comes in handy when overviewing and supervising the processes.  
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It uses data from devices such as the PLC and DCS, mentioned in section 2.2.2 and 2.2.3, 
to present a visual representations of information that is of certain importance for the 
operator. HMI data can be accessed in several different ways according to implementation. 
Either through a managing software or as a standalone application – such as the one 
programmed and used in this project. 
 
Communication between the HMI and PLC/DCS can be through OPC UA or SCADA, as 
mentioned in chapter 2. However I must clarify that there are other communication 
possibility’s other than OPC UA and SCADA. There are several fieldbus protocols such as 
Modbus, PROFIBUS etc. I will not bring up any communication technology other than OPC 
UA and SCADA – in this thesis. The PLC and HMI will be enabled for OPC UA 
communication. SCADA will not be a priority in my project.  
The PLC and DCS are the systems that communicate with - and control e.g. field devices out 
in the industrial facility. Field devices, mentioned in section 2.2.1, in this case, could be 
anything from a simple temperature sensor – to something much more complex. The 
PLC/DCS’s communicate with field devices through, in this case, HART technology. Yet 
again I must clarify that there are other fieldbus communication technologies available . I 
won’t address them in any depth in this thesis.   

Next we’ll look at how the architecture of this project looks like. 
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4.3 Honeywell Project Overview 

 
Figure 13: Project hierarchy overview. 
 

Figure 13 represent the hierarchy of my HMI/PLC solution for Honeywell.  
The HMI should be considered to be at the “top” of the hierarchy from a user’s perspective. 
Meaning that most of the interaction with the whole system is made through the HMI.  
One can also control the process through the PLC - manually. 
The HMI sends and receives information from the PLC. The PLC in this case contains a 
function block program that trigger actions according to the user input. The actions are 
performed by field devices. In this case – there are no field devices. Because the project is 
about creating a demonstrational HMI showing the PLC capability’s – I use arbitrary example 
data. 
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4.4 Process control levels 

 
Figure 14: Process control level overview. 

 

Figure 14 is a visual representation of a pyramid where each block represents the “size” and 
“placement” of a process level. Notice that this is a complete pyramid, meaning that I cover 
most parts of the process control levels in the process and manufacturing industry – although 
only the last three blocks apply to my project. Thus the HMI could be considered the 
“management level” in my project. 

Starting from the top we have some type of management software e.g Experion. 
Second tier is where the DCS, SCADA (software application) and in some cases the HMI 
(standalone application or integrated in some type of system) could be placed. This tier also 
have operational software that can be implemented here, such as FDM. 
Third tier is where the PLC and in other cases the HMI - can be placed. This could be a scene 
that’s similar to the user case process example used in chapter one figure 1. 

Fourth tier is solely reserved for field devices. 
The four tiers have several different communication possibilities. Whether it’s through 
HART, Fieldbus, SCADA or OPC UA – all blocks have their way of communicating. 
Communication technology has been discussed and will be discussed some more further into 
this thesis. 
To be noted is that this is not mandatory, this is only a representation of how it could look 
like!  
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4.5 Hardware hierarchy 

 
Figure 15: Hardware hierarchy overview.  

Figure 15 shows an example of how hardware may be implemented in the industry. As you 
can see there are two main units – PLC and DCS.  

What should be noted is that the main business system can control: 

• One or several DCS’s together with one or several PLC’s. 

• Only one (or several) DCS’s. 

• Only one (or several) PLC’s. 

This means that the devices are very flexible when it comes to installation in an industrial 
facility. Honeywell client may thus use only PLC’s or a combination of PLC’s and DCS’s.  
I’ll mention some guidelines used by Honeywell when discussing solutions for clients. 
Usually a combination of DCS’s and PLC’s are used when the client want to control and 
manage lager industrial facilities. Whereas PLC’s on their own are used by client with smaller 
facilities.  
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Figure 16: Hardware, Software and communication diagram. 

4.6 Hardware 
I refer the reader to figure 16, color blue.  

This figure emphasis the actual hardware I used, or that may be used in similar projects. As I 
mentioned in earlier chapter – I do not have any physical field devices to use when 
demonstrating the PLC/HMI solution. But I still feel the need to express that the figure 16 
shows a possible setup in the process and manufacturing industry. 

To be noted is that the dotted line between field devices and DCS is only there to show the 
reader that a connection like this is possible. 

  



 

  35 (59) 

4.7 Software  
I refer the user to figure 16, orange colors. 

Building a system like the one in this project requires the use of additional software. Figure 
16 shows the particular software used to program and communicate with the different parties 
involved in the project. A more in depth explanation of the software used can be found in 
chapter 2.3. 

I want to add that there are several other software solutions from different vendors etc. that 
could have been used in my particular case. For example one could have used any type of 
popular IDE that handles JavaScript, HTML and CSS to build an HMI – instead of using 
Node-red.  

To be noted is that the dotted line between PLC and DCS is only there to show the reader that 
a connection like that is possible. 

4.8 Communication 
I refer the reader to figure 16, green blue.  
Figure 16 visual representation of the type of communication between the different parts of 
the project. This is for aiding the reader in understanding the system as a whole.  
Here the reader can see how communication is established between the HMI, PLC /(DCS) 
and the field devices. Although there are no DCS’s nor physical field devices used in my 
particular project – the communication may still follow this type of setup. I refer the reader to 
chapters 2.2.4 and 2.2.6 for a more in depth explanation of the communication protocols 
shown in the figure.  
To be noted is that the dotted line between HMI and DCS is only there to show the reader that 
a connection like that is possible. 
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5 Implementation 
This chapter will go through the implementation of a HMI for a PLC. The reader will 
understand how the HMI was programmed and how the PLC was setup. We’ll also look at the 
code that makes up the PLC. 

5.1 Background 
A demonstrational HMI for Honeywell’s new PLC – that was my project objective.  

The HMI was intended to show how the PLC could work in a process or/and manufacturing 
industry. The best way to show off its capability’s would be to demonstrate a real life scenario 
that mimics some type of work at an industrial facility.  
The PLC arrived to Honeywell with a non-working demonstrational HMI, implemented in 
Experion PKS.  
The non-working demonstration should have simulated:  

- Filling up a large water tank and situations like 

- Alarms going off when levels are too high or too low. 

- Setting set points for the water level. 

- Pump failure. 
- The ability to switch from manual to automatic control.   

- And tracking the regulator while it works on filling up or emptying the water tank. 
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Figure 17 – Honeywell Non-working demonstrational HMI. 

The old HMI displays: 

- Pump controls. 
- Level controls: Process value, Set point, Measured value. 

- Mode: Automatic or manual. 

- Regulator: PID values. 

- Alarms: High alarm and low alarm. 
The non-working HMI is not intuitive and there is no explanation to what are inputs and what 
are outputs. To be noted is that people in the industry that may have worked with similar 
HMI’s could make calculated guesses on what is displayed as inputs/outputs etc.  
Looking at the non-working HMI, my opinion is that it does not fulfill its duty as an intuitive 
and incomplex visual aid for operators – as it should according to part 2.2.8. 
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I felt like the water tank  idea would be a suitable scenario to demonstrate for potential buyers 
and used the files that I managed to extract from the previous non-working demonstrational 
HMI – as inspiration for my HMI. Before I started programming the HMI, I did a mockup, 
seen in chapter 5.3.1. As I progressed in making the final HMI I had to adapt new design 
aspects, as we’ll see in chapter 5.3.3. The functionality of the HMI has on the other hand not 
changed at all. The following functions were planned and are implemented in the new HMI: 

Manual mode: 
1. Stop/Run Pump A and B. 
2. Set MV (manual value, % value).  
3. Change P I D in PID Regulator. 
4. Set High and Low alarms. 
5. Track changes in the graphs. 

 
During the manual presentation the “operator” has to turn a lever, seen in figure 20 – nr.15, 
to simulate filling/emptying of the tank.  
 
Automatic mode: 

1. User will be able to set SP (setpoint).  
2. User can set high and low alarm.  
3. User can follow the process on the graphs.  

 
The following chapters will give the reader a good understanding of how the HMI, PLC and 
the node-red flow all work together. 
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5.2 PLC 

5.2.1 PLC Function Block Diagram 
In this chapter I’ll provide the reader with a basic list of the functionality of every major part 
in the function block diagram that makes up the PLC.  
 
Pump A, Pump B 
Pump A function block diagram can be seen in appendix 1. And pump B function block 
diagram can be seen in appendix 2.  
Pump A works as the main pump that pumps water into the tank. If  pump A breaks (aka 
“trip”)– pump B is supposed to step in.  
I won’t go into greater detail about the logic of the function block diagram. The reader needs 
to understand that pump A and B work together. 
 
Regulator: 
The regulator is seen in appendix 3. Let us go through each block: 
Block 1 (first one from the left): 

This block provides conversion from analog input data type to regulatory control data type. It 
provides alarms and some other functionalities. Basically this is what translates the analog 
input from the physical PLC to input that can be read by the PID regulator. 
 

Block 2 (second one from the left): 

Is the block that supports the PID algorithms. It accepts two inputs – PV and SP and 
calculates outputs based on an algorithm (I did mention this in chapter 2.2.4). 
 

Block 3 (third one from the left): 

Analog output channel block. This block is used to connect the PID block (Block 2) to a 
analog output – such as a display (figure 20, number 17). 
These three blocks are what make up the PID regulator.  

Wiring 
The PLC is wired according to the diagram seen in appendix 4.  
I want to briefly touch on  this topic. The diagram seen in appendix 4 was used when trying to 
figure out what I/O etc. were connected to what namespace in the function block diagram.  
The diagram is there to give the reader a basic understanding of how the PLC is wired.  
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5.2.2 PLC to Node-red connection – OPC UA: 
The PLC is connected to the HMI by node-red nodes. Node-red provides palettes, which are 
libraries of nodes that can be used to create node-red flows. One such library is “Node-red-
contrib-iiot-opcua”. This library contains certain nodes that enables the user to connect the 
PLC to Node-red.  

 
 
Figure 18: Node-red, I/O flow. 
 
The figure above shows how the I/O flow is constructed in Node-red. We start off with an 
Inject-Node (GET Switch States, 1).The node, when used, builds an inject object to read data 
from the OPC UA server – the PLC in this case. 
The “Read Bool Switch States” (2) reads boolean values that come with the inject node and 
pass them forward to DI1 – DI8 nodes (3).  
These are Result Filter nodes. Their main objective is to handle your read output from 
previous stage. Meaning it filters and converts the payload (message) from step 2 into 
something “useful” or specific. In this case we need it to filter out the boolean of step 2. The 
boolean value from each switch in step 3 is then forwarded to a user interface switch node. 
This node is displayed as following in the UI: 
 

  
Figure 19: Node-red HMI UI switches.  
 

This is how most of the flows in node-red look. Nodes are used according to the wanted result 
and can be placed as one wishes.  
The reader may ignore the green node, this is a debug node used during programming.  
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5.2.3 Physical PLC 

 
Figure 20 and 21: Front panel of Honeywell PLC and I/O diagram, they correspond to each other. 
 
The switches seen beside 15 (right above 5 and 6) in figure 20 are the switches that I read off 
in the node-red (previous chapter) and present in the HMI seen in figure 19. 
 
The HMI switches seen in figure 19, chapter 5.2.2,  are going to have actions connected to 
them. Switching from automatic to manual mode, turning pump A on, simulate pump A “trip” 
etc. Same goes for the diodes seen besides number 14 in figure 20. They are wired to react 
when pumps are working, tripping etc. The analog input/output on the PLC is often used 
when an operator want to make manual changes onsite. For the safety of the operator – there 
are “master” switches that turn the HMI control off, to allow the operator to work safely.  
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5.3 HMI 
This chapter will go present the HMI mockup and go through the final HMI that was made for 
the PLC. I’ll also give the reader a basic understanding of how the node-red flows correlate 
with the HMI. 

5.3.1 HMI Mockup 

 
Figure 22: HMI Mockup. 
 
The figure above shows a HMI mockup that I wanted to implement. The mockup was only to 
support later design work with the final HMI.  
As work progressed with the final HMI, I quickly realized that there are some design aspects 
that may need rethinking. Looking at the mockup – one cannot easily understand what are 
inputs and what are outputs. The colors and the round blocks give off a cartoon like feeling. 
There is no contrast between the background and the blocks. Some information is hard to 
display in this HMI design – pumps tripping, water level, system resets, master stops etc.  
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All things considered – I had to make some design changes to the final HMI, seen in the next 
chapter. 
 

5.3.2 Final HMI 

 
Figure 23: Final HMI for Honeywell PLC. 
 
My final HMI consist of seven information blocks. Each block either displays information or 
lets the user input information. To be noted is that the manual/automatic switch seen in the 
Man/Auto block in figure 23, controls what inputs are allowed for that function. As the reader 
may see in figure 23 the “Setpoint (SP)” in the PID block – is grayed out. That is because the 
used is not allowed to input a setpoint when in manual mode. As one switches over to 
automatic following blocks will be grayed out: 

1. Pump A 
2. Pump B 
3. PID (Usually preset, in manual mode or to standard values, before turning to auto 

mode) 
a. Set P value. 
b. Set I value. 
c. Set D value. 
d. Set manual value (MV) 

 
This is a type of failsafe that ensures that no inputs are pasted as the processes is working! 
The HMI will always start in manual mode as a standard.  
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5.3.3 HMI/PLC functionality walkthrough 
I urge the reader to check through this chapter to get a understanding of what Honeywell 
wanted the HMI to be able to handle. The flowing list provides information about what 
different parts of the overall process were implemented in the final HMI seen in figure 23. 
I have added a short description of the connection between the functionality and the final 
HMI in figure 23. The final HMI contains some additional functions not mentioned here. 
These functions will be presented in the chapter 5.4. 
 
Pump A = Main pump.  
Pump B = Backup pump. When triggered the backup pump’s objective is to help filling of a 
tank. 
 
Mode (Man/Auto block): 
Man = Manual control of the process. There is a switch on the PLC  and a switch in the HMI 
that allows for manual control.  
Auto = Automatic control. The HMI will control filling up the tank according to value input 
from the user. 
 
Pump Control (Pump A & Pump B block): 
Pump A Run = Run pump A. 
Pump A Stop = Stop pump A.  
Pump B Run = Run pump B. 
Pump B Stop = Stop pump B. 
 
Alarms (Alarm block): 
PV = Process value.   
High SP = High Set Point alarm. Gives of an alarm when PV reaches this level. 
Low SP = Low Set Point alarm. Gives of an alarm when PV reaches this level. 
 
PID Regulator (PID block): 
P = Proportional, show the speed of which the pumps have to work to reach SP. 
I = Integral, show the amount of correction needed at a certain point. 
D = Derivate, show the change rate at which the pumps have to decrease filling up the tank.  
 
Level control and display (Graph and PID block): 
PV = Process value. 
SP = Setpoint. 
MV = Manipulated value. 
 
It is crucial that the reader understands that the functions presented above are connected to the 
function block diagrams in the PLC and communicate with the HMI through OPC UA. In 
other words, the functions presented above can be controlled and monitored in the HMI. 
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5.3.4 Node-red Flows  
 
This chapter has to do with the final HMI and 
 
Because the node-red flows are a little unpractical to add in this thesis, I’ll explain how 
different parts of the final HMI are programmed with node-red. I will present every part of the 
HMI as “blocks” which are the different groups the reader can see in the figure 23.   
 
Man/Auto block 
This block consist of a switch that can control whether we are in automatic or manual mode. 
And here we also allow the user to stop and reset all processes.  
 
The flow consist of some button and switch nodes:

  
 
Figure 23 and 24: Master stop/reset buttons and man/auto switch. 
 
This was a very basic flow with some additional design nodes for making sure that the user 
would understand what button has been pressed or what parts of the HMI are available in this 
mode. Figure xxx is the mode set switch, this one decides whether we are in auto or manual 
mode. 
 
Pump A and Pump B block: 
The buttons for pump a and b are structured as following: 

 
Figure 25: Start/Stop buttons for pump a and pump b. 
 
Figure 25 shows the buttons for run and stop for both pumps. The “Turn off PUMP_A and 
PUMP_B in auto” node in figure 23 controls these run/stop nodes. When in auto mode the 
button nodes in figure 25 are grayed out – and not clickable. 
 



 

  46 (59) 

The reader may also notice that in the HMI, figure 23, we also have “LED” lights for when 
the pumps are working or an error has occurred.  
Those nodes are connected with the LED’s on the PLC, I refer the reader to figure 20 part 14 
– LED lights.  
Meaning – as soon as the pumps show any kind of work or error, such as a pump tripping – 
the HMI and PLC will output the same information.   
 

 
Figure 26: Node flow of “On” and “ERROR” LED’s in figure 23. 
 
Above is the whole flow of the “OK” and “ERROR” LED’s seen in Pump A and Pump B 
blocks – figure 23. In conclusion these nodes sit and wait for any change to happen to the 
LED’s on the physical PLC – if there is any change, the HMI will light or darken the 
corresponding LED’s. 
 
Water Tank block: 
 
The water node is a very simple one. 

 
Figure 27: Water tank level node. Corresponds to the Water Tank block in figure 23. 
 
This is a combination of nodes that reads values displayed on the digital output display, 
number 16 in figure 20. As this is only a simulation of filling up a water tank – one can 
increase and decrease the water level with the help of the lever seen in figure 20 number 12.   
The increase and decrease of water level will be shown in the HMI – block “water tank” and 
on the PLC display. Number 16 figure 20.  
 
Graph block: 
 

 
Figure 28: PV, SP and MV graph nodes. 
 
The following figure shows how the PV, SP and MV nodes seen in the “Graph” block in 
figure 23 – look like. They are based on a simple read flow that reads values of the PLC. To 
give the reader a picture of the actual process – the read node in figure 28 reads information 
of blocks seen in appendix 3. More specific the HWPID block, seen in the middle in appendix 
3. 
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PID block: 
 

 
Figure 29: PID block nodes.  
 
The PID block is a little more complex compared to the other ones. The node flow shown in 
figure 29 shows the nodes that allow HMI users to input values to the PID regulator – seen in 
appendix 3. Usually the P, I and D values are calculated to work with the regulator in a certain 
way. But in my case – I want to show that one can change the values as they wish. The P, I, D 
and manual value (MV) inputs, seen in figure 23, are only visible and usable when in manual 
mode. As one changes to automatic they will be disabled and the “Setpoint (SP)”, seen in 
block PID figure 23, will be enabled.  
 
The reader may see that there are additional information portrait in the PID block in figure 23, 
and the corresponding nodes are not shown in figure 29. I will leave them out as they are only 
nodes that display information. These types of nodes can be seen in e.g figure 27. This is 
enough to give the reader a basic understanding of how the HMI is programed.  
 
To be noted is that: when demonstrating the PLC and HMI, I will most likely input values in 
P, I and D on forehand for the sake of the demonstration. The consequences of not inputting 
values on forehand is that the PID regulator will not works as needed. 
 
 
Alarm block: 

 
Figure 30: Low/high alarm nodes. 
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5.4 User guide 
 

The final HMI contains seven blocks. Each block has a specific function. I’ll go through each 
of the blocks so that the reader may get a basic understanding of what they do and how they 
work. 
 
We’ll start from the left in figure 23 and work our self to the right. 
 

 
Figure 30: Demo drop down. 
 
There is a “demo” button at the top left where one can control what the HMI shows. The 
different options can be seen in the right part of figure 30. 
 

 
Figure 32: Man/Auto block. 
 
The Man/Auto block controls what mode we are in. It allows the user to turn the master stop 
on/off which will stop or start all processes. I also added a reset button that will allow the user 
to reset the HMI and all its values if so needed.  
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Figure 33: Pump A and Pump B controls. 
 
Pump A and Pump B controls. They allow the user to stop, start and overview pump A and B. 
The start/stop button may only be used when in manual mode.  
 

  
Figure 40: Water tank level. 
 
The water tank level block only shows the level of water in the tank at any given moment.  
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Figure 41: Graph block. 
 
The	graph	block	will	show	Setpoint,	Process	value	and	Manual	value.	When	hovering	
over	each	graph	with	the	mouse	–	it	will	show	the	exact	current	value.		
The	graph	block	works	in	both	manual	and	auto	mode.	To	be	noted	is:	when	in	manual	
mode	–	the	MV	will	show	the	user’s	Manual	value	input.		
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Figure 42: PID control block. 
	
The	PID	block	allows	the	user	to	input	P,	I	D	and	Manual	value.	One	can	also	set	the	
setpoint	in	this	block.	PID	output	will	show	the	regulator	output.	
	
To	be	noted	is	that	the	P,	I	and	D	values	can	only	be	set	in	when	in	manual	mode.	For	
resetting	the	PID	values,	one	has	to	turn	to	manual	mode	–	reset	the	values	and	then	
turn	back	to	Automatic	mode.	The	Manual	value(MV)	can	only	be	set	when	in	manual	
mode	whereas	the	Setpoint	(SP)	can	only	be	set	in	auto	mode.		
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Figure 43: High and low alarm. 
	
The	alarm	block	allows	the	user	to	set	and	overview	alarms.		
	
The	different	blocks	may	be	used	in	several	ways	depending	on	what	mode	is	turned	on.	
The	HMI	has	been	programmed	in	such	a	way	that	suits	Honeywell	and	all	functions	are	
according	to	their	“specification”.		
	
To	be	noted	is	that	as	of	now	–	this	HMI	has	not	been	tested	with	a	physical	water	tank	
and	field	devices.	All	simulations	are	made	by	the	physical	PLC	–	which	was	the	
objective.		
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6 Results 
 
I’m very satisfied with the HMI that I created for Honeywell. I feel like it is everything a 
good designed HMI should be. Interactive, intuitive and easy to understand.  
The research of how a HMI should look and what type of design aspects it should follow, 
presented in chapter 2.2.8, really helped me in my project at Honeywell.  
The final HMI looks and works as it should.  
 
The final HMI can be seen in figure 23! 
 
The research and study of the industrial revolution 4.0 resulted in me having a much better 
understanding of what it is, how it works and how the revolution 4.0 will change the 
industries as we know them. 
 
I have presented the most of my results through the thesis. Meaning that the objectives 
presented in chapter 1.3 are all in one way or another – fulfilled in different chapters. 
Therefore I won’t present any extensive material in this result chapter.   
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7 Discussion 
 
In this chapter I’ll discuss my project at Honeywell and my research of the process and 
manufacturing industry. My goal is to tie the project and my research together.  

7.1 Research discussion 
The industrial revolution 4.0, or “evolution” as I rather call it, is the future of all industries. 
The lack of advanced and interconnected technology in business like process and 
manufacturing industries is something that may no longer be accepted. Industries such as the 
ones mentioned here – are made to be as effective as possible. This means that production, 
unit volumes, economy, safety and several other factors have to be accounted for. And the 
result has to be an environment that enables effective, safe and economical work flows. This 
is what the industrial revolution 4.0 and everything that goes under it – will provide!  
OPC UA, smart field devices, versatile PLC’s, SCADA solutions, well-structured HMI’s and 
overall systems – will all play a huge role in making the industrial “evolution” 4.0 a success. 
The thought of interconnecting everything into larger networks will unlock the true potential 
of the process and manufacturing industry. Decreasing risks, increasing profit and 
streamlining the industries is the key to true success. 

I really enjoy reading about how the industrial revolution 4.0 is about creating environments 
where machines, systems and humans work together. Unloading humans of tasks that does 
not utilize humans true potential!  
With all technological solutions comes some type of risks. Hacking attacks, system failures 
etc. are all real potential threats. As economy and politics are involved in the industries – the 
risk of being struck by some type of hacking attack or in any other way experience negative 
technical consequences – becomes much higher!  
In a situation where the consequences may be risking employees health and safety – it is 
utterly important that security is though about through and through.  
When it comes to References - a lot of the technology presented in this thesis are backed up 
by their own foundations it is sometimes hard to critically read information about the 
technologies. Because I do not have any prior knowledge – it is really hard to spot if there is 
any bias information. Therefore I had to pick information that was hard to present in a bias 
way. One can easily check if e.g. HART frequencies are between 1200-2200 Hz. But it’s 
much harder to state that HART communication is the most prominent way of technology – 
even though the reference argues that. One has to remind themselves of the fact that the 
information one gets is directly from the people that develop and provide the  technology – 
and has to look at it critically! I do feel as I did my best in that sense that I made sure to 
collect information from several sources – minimizing the risk of getting bias information. 

The industrial revolution 4.0 became pretty much the center of this thesis, even though I did 
not plan for it. That is because; throughout my research I found information about 
technologies that in one way or another - point towards the industrial revolution 4.0 again and 
again. Even though e.g. field devices with wireless HART enabled – are not directly 
connected to the industrial revolution 4.0. They definitively enable the idea of IIoT to be 
implemented. This is in essence the goal of the industrial revolution 4.0.  
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7.2 Project discussion 
My objectives with the project was pretty straight forward. Much of the work with the 
physical PLC was done by or with some help of Steven Johansson at Honeywell.  
Much of the work with the actual project was programming the actual HMI.  
There is one design aspect that I would like to change if there was any time left. The colors of 
each graph in the graph block. For some reason the graph do not use the colors specified in 
the code. After some research about this problem – I found out that this is a common problem. 
I did not try to solve this as I felt like it would use up too much of my time – and the colors of 
the bars were not very important for Honeywell.  
 
All the work with the PLC gave me good insight of how it actually works and what goes into 
this type of technology. This knowledge together with the research I made about the process 
and manufacturing industry really came together in the end. I felt like, even though the project 
and the research did not go hand in hand – they definitely worked in parallel with each other. 
Meaning that I could quite often see parallels between the Honeywell PLC/HMI project and 
my research.  
The combination of a project such as this one and researching topics such as the industrial 
revolution 4.0 did help me get a very broad overview over the whole industry and also let me 
focus on a specific task that implements some of the researched technologies. 

7.3 Compliance with project and thesis requirements 
The PLC/HMI project was a quite uncomplicated project. The hard part was understanding 
the underlying technology. As this was a completely new area for me, it was quite hard to 
distinguish all the different aspect and parts of the process and manufacturing industry. 
Understanding, or rather pinpointing, the difference between PLC’s and DCS’s is an excellent 
example of how equipment overlap each other in a way I have not experienced before.  

However that did not pose any larger problems. I feel like I’ve complied with all of my 
objectives. Now I actually feel like I could have added some more requirements. Or maybe 
change some of them. I would gladly research the industrial revolution 4.0 in more detail. 
Focusing on how one could convert industries that implement legacy systems – to something 
that is more in accordance to the industrial revolution 4.0.  

7.4 Project development potential 
In my opinion there is more work that can be done under the “umbrella” of the industrial 
revolution 4.0. Meaning that the Industrie 4.0 initiative is an excellent motivation to research 
and create new or improved technology. At Honeywell they are well on their way towards 
being able to present more technologically advanced solution for their clients.  
But there is still a way to go. Several other large companies have invested huge amounts of 
money and time into researching and testing technologically advanced solutions for their 
industries. All in line with the industrial revolution 4.0. And I feel as that is the right way to 
go. 
This specific project has the potential to develop into something much larger. It is already set 
up for the “future”, hence the OPC UA enabled PLC, wireless HART communication etc. I 
don’t necessarily see an economical or strategical reason to develop this specific project much 
more.  
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I do on the other hand see potential in this being a part of a much larger project – where the 
objective would be to present complete solutions that is in line with to the industrial 
resolution 4.0.  

7.5 Social and economic implications 
The new industrial revolution 4.0 is definitely something that I think, based on what I’ve read 
and the research I’ve made, is going to be the future of the industry. There are countless 
economic, social, efficiency and safety aspects that will drive the outdated process and 
manufacturing industry towards a more interconnected and highly technological era! 
But I do see some bumps in the road. A lot of the “old” industries that have already invested 
in much of its technology or equipment – can’t just throw that away and buy new equipment. 
This is not economically defendable nor effective. I rather see industries gradually incorporate 
technology that are in accordance to the industrial revolution 4.0.  
Does the industrial revolution 4.0 pose a threat to human employees and their jobs? Well this 
is a quite hot topic right now. It is not in my place to draw any conclusions about this question 
– I don’t feel as I have enough experience nor knowledge about it. But what I may say is that 
I do see a potential for machines and humans to work together in a very effective and 
synchronized way – without that being the beginning of a “human less” era in the industry. I 
think that companies and engineers need to find ways of implementing technology in 
industries with the purpose of complimenting the employees – not replacing them.  
I really hope that countries, companies, engineers etc. may see the potential of technology in 
industries and businesses and keep pushing for technology advancement. I feel like that is 
what will help mankind reach new levels!   
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8 Personal reflections  
 
This was truly something new for me. I knew that industries usually are hesitant to implement 
new technology because of several different reasons – economical, safety, workflow etc.  
It was really fun to see that several industries have chosen to invest in new tech! 
 
There were some limitations and some bumps in the road. The most obvious limitations were 
knowledge wise. I had very little knowledge of the process and manufacturing industry. The 
only thing that I actually recognized was the function block diagrams for the PLC. Other than 
that – I knew nothing about communication technologies, hardware etc. This posed great 
difficulties understanding what I should research, to what extent I should research it and 
separating important aspects from less important ones. It felt a lot of times as the references I 
found were directed towards engineers or other personal in the industry.  
 
However I feel as I did choose a very good “theme” to research and work in. The process and 
manufacturing industry really appeals to me. Especially how it’s evolving and how companies 
start to implement more interconnected technology. I would like to research this further, but 
focus on problem solving in a more specific way. My opinion is that it would be much easier 
to research and work on a project where the research would give me enough information and 
knowledge to solve a concrete problem. Rather than working on research and a project – 
separately.  
The research I made for this thesis did give me a better understanding of the process and 
manufacturing industry – but I did not feel as it gave me any additional information about 
how to produce a HMI for a PLC, which was the project. I do have a much better 
understanding of the “big picture”. One would probably be able to make a HMI for a PLC 
without understanding the industrial revolution 4.0, OPC UA, SCADA, PLC’s and DCS’s or 
other equipment used in the industry.  
 
I’m glad I got to take this route through the deep forests of what is the process and 
manufacturing industry. And I hope that I may do this again in the future! 
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