
 

 

 

 

 

 

J U R I D I C U M 
 

Intermediary Liability for Copyright Infringements 

Striking a Fair Balance Between the Right to Intellectual Property and 

Other Fundamental Rights of the Charter of Fundamental Rights of 

the European Union 

 

Antti Lankinen 

Spring Term 2018 

 

 

  

  

  

  

 

 

 

JU600G, Bachelor Thesis, Master of Laws Programme, 15 HE Credits  

Examiner: Professor Eleonor Kristoffersson and Professor Annina H Persson 

Supervisor: Erika Lunell   



i 

 

Summary 

This study explains how the different parts of legislation in the area of copyright and interme-

diary liability for copyright infringements together form a delicate system that aims to guarantee 

a fair balance between the specific fundamental rights of the EUCFR. The study also aims to 

explain how this system currently works. The legislation in the area of copyright takes into 

account the interests of all the opposing parties. However, the balance cannot always stay the 

same and thus it has to shift depending on evolution of the society. Finding ‘a fair balance’ has 

been the main objective of the CJEU in cases that actualise the question of intermediary liability 

for copyright infringements. For copyright-related cases, the ‘fair balance’-criterion was intro-

duced in the C-275/06 Promusicae-case and has been used ever since. The study analyses the 

case law of the CJEU and tries to find some guidelines and an outline for how the balancing 

should be approached. The CJEU has not explicitly explained how the balancing should be 

done and it has caused criticism towards using the ‘fair balance’-approach when balancing the 

fundamental rights. It has also created many questions that lack clear answers. The study there-

fore aims to explain what ‘a fair balance’ currently means and what the balance is at the mo-

ment, according to the case law of the CJEU. The study also discusses the proposed changes to 

the legislation in the area of copyright. It also explains why the Value Gap Proposal should be 

modified for some parts and why the Value Gap Proposal does not seem like the best way to 

move forward. The study presents two proposals for making the balancing more accurate and 

predictable. The first proposal is a result of analysing the case law of the CJEU and it does not 

include using different notice-and-action regimes. The second proposal derives from the idea 

of the first proposal but adds also the different notice-and-action regimes. Therefore, with these 

proposed changes, legal certainty could be increased and the current, mainly well-working sys-

tem, could be kept intact. The proposed changes of this study are not major changes and would 

not fix all of the problems in the current copyright legislation. The proposed changes would 

still be a step towards increased legal certainty without losing the advantages of the current 

system such as the flexibility in the judgments. 
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Sammanfattning 

Den här uppsatsen förklarar hur de olika delarna av lagstiftningen på upphovsrättens område 

och mellanhandsansvar för upphovsrättsinkränkning tillsammans utformar ett system som syf-

tar till att försäkra en rättvis balans (’a fair balance’) mellan de grundläggande rättigheterna 

som EUCFR skyddar. Uppsatsen förklarar även hur det här systemet fungerar. Lagstiftningen 

på upphovsrättens område tar hänsyn till alla parternas intressen. Balansen mellan de intressena 

måste anpassas beroende på samhällsutvecklingen. Att hitta en rättvis balans har varit det hu-

vudsakliga målet för EU-domstolen i de rättsfall där rättsfrågan har berört mellanhandsansvar 

för upphovsrättsinkränkning. EU-domstolen introducerade ’a fair balance’-begreppet för första 

gången på upphovsrättens område i C-275/06 Promusicae och har använt begreppet i senare 

domar. Uppsatsen analyserar EU-domstolens rättspraxis och försöker hitta några allmänna rikt-

linjer för balanseringen av de grundläggande rättigheterna. EU-domstolen har inte förklarat hur 

balanseringen ska göras och det har orsakat kritik mot användandet av ’rättvis balans’-begrep-

pet. Att inte ge några riktlinjer har även väckt många obesvarade frågor. Uppsatsen förklarar 

därför vad en rättvis balans betyder och var balansen ligger just nu enligt EU-domstolens praxis. 

Uppsatsen diskuterar också de föreslagna ändringarna till lagstiftningen på upphovsrättens om-

råde. Uppsatsen förklarar även hur Value Gap Proposal borde ändras och varför Value Gap 

Proposal troligtvis inte är den bästa vägen framåt. Två förslag för ökad rättssäkerhet och förut-

sebarhet är presenterat i uppsatsen. Det första förslaget är ett resultat av analysering av EU-

domstolens rättspraxis och det inkluderar inte de olika notice-and-action modellerna. Det andra 

förslaget baserar sig på det första förslaget men använder också de olika notice-and-action mo-

dellerna. Med dessa föreslagna ändringar skulle rättssäkerheten kunna förbättras och det nuva-

rande systemet annars skulle kunna förvaras. Dessa föreslagna ändringar skulle inte åtgärda alla 

brister i den nuvarande lagstiftningen på upphovsrättens område men dessa ändringar skulle 

ändå vara ett steg framåt mot ökad rättssäkerhet. Detta skulle kunna göras utan att förlora de 

fördelar som det nuvarande systemet har. En av dessa fördelar är flexibilitet för att kunna ga-

rantera att domarna blir ändamålsenliga.  
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Abbreviations 

CJEU The Court of Justice of the European Union 

DCG The Draft Copyright Directive 

DSMS The Digital Single Market Strategy 

ECHR The European Convention on Human Rights 

ECtHR The European Court of Human Rights 

EU The European Union 

EUCFR The Charter of Fundamental Rights of the European Union 

GDPR The General Data Protection Regulation 

IP-address Internet Protocol address 

ISP Internet Service Provider 

NGO Non-governmental organisation 

SME Small and medium-sized enterprises 

TEU The Treaty on European Union 

TFEU The Treaty on the Functioning of the European Union 

VGP The Value Gap Proposal 
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1 Background 

1.1 Introduction 

Technology has developed rapidly in the last decades. This development has led to increased 

importance of protection of intellectual property, especially in the area of copyright, which 

nowadays includes an increasing number of things that cannot be protected in the same tradi-

tional ways in which property is protected.1 Still, even the more traditional rights such as the 

freedom of expression and the freedom to conduct a business maintain their position as funda-

mental rights.  

The protection of personal data was added to this mix already in 1995, when the Directive 

95/46/EC2 was adopted. By that time only few could probably foresee what big importance data 

protection would get later. Exponentially growing amount of data stored by different companies 

and other actors in society has created difficult moral and ethical questions about how much 

privacy people should have.3 Data can nowadays be collected and stored so precisely that it is 

possible to construct detailed profiles based on data about people.4 This data can then be pro-

cessed and organised in a way that serves the interest of a specific company or other actor. It 

can be used for inter alia targeting advertisements to specific people or for making user expe-

rience better for a user of an application.5 The importance of data to markets is huge and by 

now, it should be clear that data has great value.6 Especially this holds true with the companies 

and other actors who have capacity to create detailed reports, sort, and organise the data that is 

collected. The increasing importance of data requires more detailed legislation, which is ad-

justed to answer the challenges of today’s society. To accomplish this, the GDPR 2016/6797 

was implemented. Implementing the GDPR might solve a problem of balance between the pri-

vacy of users and the freedom to conduct a business but many unsolved problems persist in 

relation to the area of intellectual property. 

                                                             
1 About importance of intellectual property and its protection, see for example Recitals 1-3 and 32 of the Directive 

2004/48/EC of the European Parliament and of the Council of 29 April 2004 on the enforcement of intellectual 

property rights [2004] OJ L195/16 (the Enforcement Directive). 
2 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of 

individuals with regard to the processing of personal data and on the free movement of such data [1995] OJ 

L281/31 (the Data Protection Directive). 
3 See for example Neil M. Richards, Jonathan King, ‘Three Paradoxes of Big Data’ (2013) 66 Stanford Law Re-

view Online 41 <https://ssrn.com/abstract=2325537> accessed 11 May 2018. 
4 Arnold Roosendaal, Digital Personae and Profiles in Law: Protecting Individuals' Rights in Online Contexts 

(Wolf Legal Publishers 2013) Chapters 2-3, 5-6. 
5 Torsten Körber, ‘Is Knowledge (Market) Power? - On the Relationship Between Data Protection, “Data Power” 

and Competition Law’ (2016) 4(7) Neue Zeitschrift für Kartellrecht 3-5 <https://ssrn.com/abstract=3112232> ac-

cessed 11 May 2018. 
6 Arnold Roosendaal, Digital Personae and Profiles in Law: Protecting Individuals' Rights in Online Contexts 

(Wolf Legal Publishers 2013) 5; Torsten Körber, ‘Is Knowledge (Market) Power? - On the Relationship Between 

Data Protection, “Data Power” and Competition Law’ (2016) 4(7) Neue Zeitschrift für Kartellrecht 303-348 

<https://ssrn.com/abstract=3112232> accessed 11 May 2018. 
7 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 

natural persons with regard to the processing of personal data and on the free movement of such data, and repealing 

Directive 95/46/EC [2016] OJ L119/1 (the General Data Protection Regulation). 
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The right to intellectual property has gotten a strong position in the decisions of the Court of 

Justice of the European Union (CJEU) and lately, it has been given priority before other funda-

mental rights. The balance has therefore shifted towards an active role of intermediaries and 

sometimes even users, in ensuring effective protection of intellectual property rights. The Value 

Gap Proposal8 takes this even further and would require intermediaries to implement measures 

that would allow intermediaries to distinguish copyright infringing content in their service and 

therefore end and prevent copyright infringements more effectively. While this would give a 

very strong protection for intellectual property rights, it would probably require much more 

data collection, monitoring, and more checks done by intermediaries. A question that arises is 

if this would guarantee a fair balance between the protection of personal data, the freedom of 

expression, the freedom to conduct a business, and the right to intellectual property. An active 

role of intermediaries, increased responsibility, and obligations could seriously infringe the 

freedom to conduct a business because many small and medium-sized enterprises (SME) would 

possibly face insuperable challenges when trying to comply with the requirement to guarantee 

effective protection of intellectual property rights. Another aspect is that while the GDPR in-

creases the level of protection of personal data, the requirement of more active role of interme-

diaries would probably make it necessary to collect and store more data from users. Complying 

with both the GDPR and the requirement to ensure effective protection of intellectual property 

rights sets intermediaries in a difficult position where they have to find a fair balance between 

these rights. The area in which compliance would be reached, would probably be very narrow.  

Last but not least of the rights, is the freedom of expression. Increased monitoring and espe-

cially content checks before publishing could infringe the freedom of expression. In current 

legislation there might not be enough safeguards for the freedom of expression if intermediaries 

would be let to decide what content infringes copyright. Invoking the requirement to ensure 

effective protection of copyright could be abused for censorship purposes because the content 

would be filtered by an intermediary, and the intermediary alone. The CJEU has the possibility 

of clarifying how the abovementioned rights should be balanced in order to strike a fair balance 

between the rights. 

1.2 Methodology and Material 

The main methods used in this study are the traditional legal dogmatic method9 and the Euro-

pean legal method10. Using the legal dogmatic method means that the current state of law (de 

                                                             
8 Commission, ‘Proposal for a Directive of the European Parliament and of the Council on copyright in the Digital 

Single Market’ COM (2016) 593 final. 
9 Jan M Smits, ‘What is Legal Doctrine? On the Aims and Methods of Legal-Dogmatic Research’ in Rob van 

Gestel, Hans-W Micklitz, Edward L Rubin (eds), Rethinking Legal Scholarship: A Transatlantic Dialogue (Cam-

bridge University Press 2017) 207-228; Rob Van Gestel, Hans-W Micklitz, Miguel Poiares Maduro, ‘Methodol-

ogy in the New Legal World’ (2012) EUI Working Papers LAW 1-9 <doi.org/10.2139/ssrn.2069872> accessed 7 

May 2018; Jan Kleineman, ’Rättsdogmatisk metod’ in Fredric Korling, Mauro Zamboni (eds), Juridisk Metodlära 

(Studentlitteratur 2013) 21-46. 
10 Sanne Taekema, ‘Introduction: The Foundations of a European Legal Method’ (2011) 4(1) Erasmus Law Review 

1-2 <https://ssrn.com/abstract=1924856> accessed 7 May 2018; Ulla Neergaard, Ruth Nielsen, Lynn M Rose-

berry, European Legal Method: Paradoxes and Revitalisation (Djoef Publishing 2011); Christina Eckes, ‘Euro-

pean Union Legal Methods – Moving Away from Integration’ in Ulla Neergaard, Ruth Nielsen (eds), European 

Legal method ‐ Towards a New European Legal Realism? (DJOF Publishing 2013) 163-188; Martijn W Hesselink, 

‘How Many Systems of Private Law are There in Europe? On Plural Legal Sources, Multiple Identities and the 
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lex lata) is analysed by using the universally recognised sources of law. The internal hierarchy 

of these sources is maintained. De lege ferenda-perspective is also used for analysing how the 

legal certainty and predictability in the balancing of the fundamental rights could be improved. 

The European legal method is used because it can be used for analysing and interpreting EU-

law.11 The study focuses on EU-level regulation and therefore the legal sources of EU-law are 

used. This includes using primary sources and secondary sources of EU-law. EU-law has pri-

macy over national laws of the Member States of the EU.12 The case law of the CJEU is also 

used for analysing the current balance between the fundamental rights. There is a lot of case 

law on this subject and therefore case law is also used for predicting if the balance will continue 

to shift towards the same direction as before. Legal doctrine consisting of books and articles is 

used for interpreting definitions and the case law of the CJEU. Some proposals from legal doc-

trine about evolving the current regulations and shifting the current balance between fundamen-

tal rights are also analysed. 

1.3 Purpose and Research Questions 

The purpose of this study is to explain how interests of different parties are currently balanced 

in the legislation in the area of copyright and in cases of intermediary liability for copyright 

infringements. The purpose of this study is also to analyse how intellectual property, especially 

copyright, is protected at EU-level. It is also analysed how this protection, in copyright infringe-

ment cases, is currently balanced with other fundamental rights of the Charter of Fundamental 

Rights of the European Union13, such as the freedom of expression, the freedom to conduct a 

business and the protection of personal data. The purpose is also to analyse whether the current 

balance of the fundamental rights should stay the same or if it should be changed in some way, 

for example, in a way it is proposed in the Value Gap Proposal. It is also evaluated how such 

changes would comply with other legislation affecting the area of copyright. Finally, the pur-

pose is to present some means for improving legal certainty and predictability of the balancing 

of the fundamental rights in cases of intermediary liability for copyright infringement. In short, 

the study seeks to clarify the current balance between Articles 8, 11, 16 and 17(2) of the EUCFR 

and to clarify whether a shift of balance would be suitable or necessary. It also offers solutions 

that would help to improve the current legislation and give more legal certainty for the balanc-

ing. 

1.4 Outline 

This study clarifies the current balance between the fundamental rights in Articles 8, 11, 16 and 

17(2) of the EUCFR and after that, it evaluates if the balance should be shifted towards a spe-

                                                             
Unity of Law’ (2013) in Leone Niglia (ed), Pluralism and European Private Law (Hart Publishing 2013) 199-247; 

Martijn W Hesselink, ‘A European Legal Method? On European Private Law and Scientific Method’ (2009) 1(15) 

European Law Journal 20-45 <https://ssrn.com/abstract=1113450> accessed 7 May 2018; Jörgen Hettne, Ida Ot-

ken Eriksson (eds), EU-rättslig metod: Teori och genomslag i svensk rättstillämpning (Norstedts Juridik 2011) 

34-47; Ansgar Ohly, Justine Pila, The Europeanization of Intellectual Property Law: Towards a European Legal 

Methodology (Oxford University Press 2013) Chapters 1-2, 8, 13-14. 
11 Martijn W Hesselink ‘How Many Systems of Private Law are There in Europe? On Plural Legal Sources, Mul-

tiple Identities and the Unity of Law’ (n 10) 199-247. 
12 Further information about this in Chapter 2. 
13 The Charter of Fundamental Rights of the European Union [2016] OJ C202/02 (EUCFR). 
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cific direction. At first, some main points about the EU and its legislation are explained. Be-

sides, relevant legislation for the area of copyright is explained and some key principles of the 

EU are clarified. After that some key definitions are explained. This is done in Chapter 2 to 

outline the relevant legislation and other material for the study and explain the basics of the 

EU-law, which is important to understand in order to understand the rest of the study. Thereaf-

ter, different areas of law, which affect the balancing of the fundamental rights are clarified. 

Chapter 3 explains the definition of an intermediary. The definition of an intermediary has 

changed in CJEU’s case law and it is therefore important to clarify what is the current definition 

of an intermediary and who is included in this definition. Chapter 4 focuses on defining copy-

right, copyright infringement and criteria that must be met to qualify an act as copyright in-

fringement. Besides, primary and secondary liability are scrutinised, as well as, the enforcement 

of liability for copyright infringement. These components form one side of the regulatory 

framework, which protects and ensures the right to intellectual property. These components 

also ensure the freedom to conduct a business from the rightsholders’ perspective. Chapter 5 

focuses on the safe harbour-articles in the E-Commerce Directive14 and the meaning of the ‘safe 

harbours’. The safe harbours protect intermediaries’ freedom to conduct a business. The free-

dom of expression and the protection of personal data are also strengthened by the safe har-

bours. The safe harbours thus affect for the balance between fundamental rights. In Chapter 5 

intermediary injunctions, and criteria to issue them, are also explained. Even some problems 

with cost distribution in issuing intermediary injunctions are discussed. Intermediary injunc-

tions in relation to the fundamental rights have their biggest impact on the right to intellectual 

property. After the previously mentioned topics are covered, the study explains and discusses 

how the fundamental rights are currently balanced and how the balance over the past years has 

shifted in the case law of the CJEU. This is done in Chapter 6. In Chapter 7, it is discussed 

whether the current balance should be shifted more towards some direction or if it should be 

maintained. The discussion takes into account inter alia the Value Gap Proposal and possible 

balance-shifting-effect of the GDPR. A possible trend towards increased responsibilities and 

obligations of intermediaries is discussed and its effects are evaluated. In addition, some other 

important points are raised and scrutinised. Finally, in Chapter 8, new proposals for improving 

the balancing of the fundamental rights are presented. The first proposal without using the no-

tice-and-action regimes, and the second proposal with using the notice-and-action regimes. 

Both of these changes would keep the current system of copyright protection and intermediary 

liability intact. The changes would still improve legal certainty and predictability in the balanc-

ing of the fundamental rights.  

1.5 Delimitations 

This study is focusing on legislation on EU-level and therefore national legislation of countries 

will not be subject to the study. The GDPR and its relevance to the subject is mentioned only 

shortly, and will not be discussed in detail. The study does not focus on analysing case law of 

the European Court of Human Rights (ECtHR) or the European Convention for the Protection 

                                                             
14 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of 

information society services, in particular electronic commerce, in the Internal Market ('Directive on electronic 

commerce') [2000] OJ L178/1 (the E-Commerce Directive). 
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of Human Rights and Fundamental Freedoms15. This delimitation is done because the questions 

about copyright infringement have mostly actualised in the case law of the CJEU. Besides, even 

though the ECtHR uses proportionality for balancing the rights of the ECHR it also uses the 

complementary principle of the margin of appreciation.16 Therefore, balancing in the ECtHR 

differs from balancing in the CJEU. Although the ECHR sets a minimum for scope and meaning 

of the rights that are protected by both the ECHR and the CJEU, it does not have effect for 

balancing the fundamental rights of the EUCFR done by the CJEU as long as the CJEU does 

stay above the minimum in its judgments. Article 52(3) of the EUCFR requires the CJEU to 

respect the minimum set by the ECHR and thus it can be presumed that the CJEU takes the 

minimum into account also when it balances the rights of the EUCFR. Case law of the ECtHR 

could be used for determining the very substance of the rights but determining the very sub-

stance falls outside the scope of this study. The purpose of the study is only to provide a frame-

work, which could be later completed with more detailed studies about the scope of the very 

substance. The ECHR is therefore mentioned in some parts but it is not scrutinised on in detail. 

2 EU-Law and Its Sources 

This chapter explains how EU-law affects the Member States. It also shortly explains how leg-

islation in the area of copyright is formed on an EU-level. Finally, it presents the most relevant 

legislation in the area of copyright. 

EU-law can be divided into primary law and secondary law. Primary law is the highest level of 

hierarchy of laws in the EU. Primary law consists of the Treaty of European Union17, the Treaty 

on the Functioning of the European Union18 and the Treaty establishing the European Atomic 

Energy Community19. Protocols and annexes of these Treaties are also a part of primary law. 

Article 6 of the TEU states that the EUCFR shall have the same value as the Treaties, and 

therefore the EUCFR is a part of the primary law in the EU.20 The meaning of ‘Treaties’ and 

legal value of Treaties as primary law are defined in Article 1(3) of the TEU and in Article 1(2) 

of the TFEU. 

Fundamental rights, that are guaranteed in the ECHR and are a result of the constitutional tra-

ditions common to the Member States, constitute general principles of the EU-law according 

to Article 6(1) TEU. General principles have higher status than secondary law in the hierarchy 

of laws and therefore general principles constitute a part of primary law of the EU.21 The ECHR 

                                                             
15 The Convention for the Protection of Human Rights and Fundamental Freedoms (European Convention on 

Human Rights, as amended) [1950] (ECHR). 
16 Christina Angelopoulos, European Intermediary Liability in Copyright - A Tort-Based Analysis (Kluwer Law 

International 2016) 80-84; See also Paul Gallagher, ‘The European Convention on Human Rights and the Margin 

of Appreciation’ (2012) UCD Working Papers in Law, Criminology & Socio-Legal Studies Research Paper No. 

52/2011, 1-21 <dx.doi.org/10.2139/ssrn.1982661> accessed 13 May 2018. 
17 The Treaty on European Union [2016] OJ C202/01 (TEU). 
18 The Treaty on the Functioning of the European Union [2016] OJ C202/01 (TFEU). 
19 The Treaty Establishing the European Atomic Energy Community [2016] OJ C203/01. 
20 Lucia Serena Rossi, ‘“Same Legal Value as the Treaties”? Rank, Primacy, and Direct Effects of the EU Charter 

of Fundamental Rights’, (2017) 18(4) German Law Journal 775 <http://www.germanlawjournal.com/volume-18-

no-04> accessed 10 May 2018. 
21 Case C-101/08 Audiolux and Others [2009] ECLI:EU:C:2009:626, para 63; Koen Lenaerts, Jose A Gutiérrez-

Fons, ‘The Constitutional Allocation of Powers and General Principles of EU Law’ (2010) 47(6) Common Market 
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sets a minimum level of protection of rights if a right is protected both in the ECHR and the 

EUCFR. This is stated in Article 52(3) of the EUCFR, which does not prevent EU-law to pro-

vide more extensive protection than what the ECHR offers. 

Secondary law of the EU consists of unilateral acts, conventions and agreements. Unilateral 

acts are partly listed in Article 288 of the TFEU. Communications and recommendations, white 

papers and green papers are not listed in Article 288 of the TFEU but are also included in the 

definition of unilateral acts. Recommendations and opinions are not binding according to Arti-

cle 288(5) of the TFEU. Conventions and agreements can be inter alia international agreements 

between the EU and a third country or between the EU and an organisation. According to Arti-

cle 216(2) of the TFEU agreements can also be made between the Member States or between 

institutions of the EU.22 

According to Article 289 of the TFEU, the EU can enact legislation by using treaties, regula-

tions or directives. Regulations have general application according to Article 288(2) of the 

TFEU. Regulations are also binding in their entirety and directly applicable in all the Member 

States. Decisions are also binding in their entirety but if a decision specifies for whom it is 

addressed, it only is binding for those who it is addressed to. Directives are binding, as to the 

result to be achieved, but must be implemented in a suitable way by the Member States. This 

follows from Article 288(3) of the TFEU. Non-legislative acts are inter alia delegated acts 

(Article 290 of the TFEU), implementing acts (Article 291 of the TFEU), recommendations 

and opinions. 

All legislation enacted must have an appropriate legal basis to be valid.23 All the legal bases 

can be found in the TFEU.24 Most of the copyright legislation has been enacted with the legal 

basis of Article 114 of the TFEU (former Article 95 of the TEC25), which allows the legislator 

to enact harmonising legislation that aims to approximation of laws with the purpose to create 

and enhance the Single Market. For enacting legislation in the area of intellectual property it is 

also possible to use Article 118 of the TFEU as a legal basis. Still, Article 114 of the TFEU is 

often used, and for example, Recitals 1-3 and 6 of the InfoSoc Directive indicate that Article 

114 of the TFEU was used as legal basis for the InfoSoc Directive. 

When enacting new legislation, three general principles of the EU should be taken into account. 

These principles are the principle of subsidiarity, the principle of proportionality and the prin-

ciple of conferral. According to the principle of proportionality, which is defined in Article 5(4) 

                                                             
Law Review 1641 <https://www.kluwerlawonline.com/abstract.php?area=Journals&id=COLA2010069> ac-

cessed 7 May 2018; Koen Lenaerts, Tim Corthaut, ‘Of Birds and Hedges: The Role of Primacy in Invoking Norms 

of EU Law’ (2006) 31(3) European Law Review 290-291 <Westlaw> accessed 7 May 2018; Lucia Serena Rossi, 

Federico Casolari, The EU after Lisbon: Amending or Coping with the Existing Treaties? (Springer International 

Publishing 2014) 86, 181. 
22 Publications Office, ‘Sources of European Union law’ (2017) <https://eur-lex.europa.eu/legal-con-

tent/EN/TXT/?uri=LEGISSUM%3Al14534> accessed 17 April 2018. 
23 Case C-376/98 Germany v Parliament and Council [2000] ECLI:EU:C:2000:544, paras 116-118; Case C-547/14 

Philip Morris Brands and Others [2016] ECLI:EU:C:2016:325, paras 54-65, 116-126. 
24 About choosing the correct legal basis, see for example Case C-338/01 Commission v Council [2004] 

ECLI:EU:C:2004:253, para 54; Case C-376/98 Germany v Parliament and Council [2000] ECLI:EU:C:2000:544, 

para 59. 
25 The Treaty establishing the European Community [2002] OJ C325/33 (TEC). 
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of the TEU, the content and form of the EU actions shall not exceed what is necessary to achieve 

the objectives of the Treaties.26 The principle of subsidiarity in Article 5(3) of the TEU means 

that the EU shall only act when objectives of the proposed action can better be reached at EU-

level or when the Member States cannot reach the objectives of the proposed action only by 

means of their national legislation. The principle of conferral in Article 5(1) and Article 5(2) of 

the TEU limits the competences of the EU-institutions and the competences of the EU in rela-

tion to the Member States. The competences are defined in Articles 2-6 of the TFEU. 

The area of copyright law is for the most part legislated by directives at EU-level. Directives 

cannot be applied directly in every situation in the Member States, but the directives must in-

stead be implemented by the Member States.27 EU-law has primacy over national legislation 

and directives must be implemented in a way that gives them full effect.28 Implemented national 

legislation has to be interpreted and applied in conformity with the directives.29 According to 

Article 288(3) of the TFEU directives are binding for all the Member States but national au-

thorities are left freedom to choose the form and method for achieving the result the directive 

aims to achieve. The main objectives with directives and other EU-level legislation are to har-

monise legislation in the Member States and therefore ensure the functioning of the Single 

Market, and to secure the four fundamental freedoms of the EU.30 According to Recital 9 of the 

InfoSoc Directive 2001/29/EC31, harmonisation of the area of copyright aims to guarantee a 

high level of protection for copyright and related rights. The most important legislation in the 

area of copyright are the InfoSoc Directive 2001/29/EC, the E-Commerce Directive 

2001/31/EC and the Enforcement Directive 2004/48/EG. 

                                                             
26 See for example, Case C-210/03 Swedish Match [2004] ECLI:EU:C:2004:802, para 48. 
27 Case C-26/62 Van Gend en Loos v. Administratie der Belastingen [1963] ECLI:EU:C:1963:1; Case C-41/74 

Yvonne van Duyn v Home Office [1974] ECLI:EU:C:1974:133, para 12; Case C-129/96 Inter-Environnement Wal-

lonie v Région wallonne [1997] ECLI:EU:C:1997:628, paras 19-30; Case C-14/83 Von Colson and Kamann v 

Land Nordrhein-Westfalen [1984] ECLI:EU:C:1984:153, paras 16-19; In some situations, it is not possible to use 

the direct effect of a directive, see Case C-152/84 Marshall v Southampton and South-West Hampshire Area 

Health Authority [1986] ECLI:EU:C:1986:84, paras 16-19; Case C-91/92 Paola Faccini Dori v Recreb Srl [1994] 

ECLI:EU:C:1994:292, paras 22-23. 
28 Ibid. 
29 Case C-6/64 Costa v E.N.E.L. [1964] ECLI:EU:C:1964:66; Case C-106/89 Marleasing SA v La Comercial In-

ternacional de Alimentacion SA [1990] ECLI:EU:C:1990:395, para 8; Case C-11/70 Internationale Handelsgesell-

schaft mbH v Einfuhr- und Vorratsstelle für Getreide und Futtermittel [1970] ECLI:EU:C:1970:114, paras 3-4; 

Case C-106/77 Amministrazione delle finanze dello Stato v Simmenthal [1978] ECLI:EU:C:1978:49, para 17; 

Joined cases C-10/97 to C-22/97 Ministero delle Finanze v IN.CO.GE.'90 and Others [1998] 

ECLI:EU:C:1998:498, para 21: Joined Cases C-397/01 to C-403/01 Pfeiffer and Others [2004] 

ECLI:EU:C:2004:584, paras 114-118; Case C-213/89 The Queen v Secretary of State for Transport, ex parte: 

Factortame Ltd and others [1990] ECLI:EU:C:1990:257, paras 19-23; See also the TFEU Declaration number 17. 
30 See Articles 26, 114 of the TFEU; Catherine Barnard, The Substantive Law of the EU: The Four Freedoms (5th 

edn, Oxford University Press 2016) 10-12; Raffaele Torino, Introduction to European Union Internal Market Law 

(Roma Tre Press 2017) 15. 
31 Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the harmonisation of 

certain aspects of copyright and related rights in the information society [2001] OJ L167/10 (the InfoSoc Di-

rective). 
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3 The Definition of an Intermediary 

In the case law of the CJEU and in doctrine, different hyponyms for ‘intermediary’ are used 

often to more specifically define which intermediary is the subject to the case.32 In this study, 

‘intermediary’ will be used as a hypernym for these terms, and therefore the term includes inter 

alia service providers and online platforms33. The definition of an intermediary is not included 

in legislation but ‘intermediary’ is still used in some recitals and articles.34 Intermediary can in 

the simplest way be defined as a part who is in between a rightsholder and a third part. Its role 

can differ from just making it possible to access content in the Internet by providing Internet 

access, to actively managing, modifying, advertising and checking content which is uploaded 

or otherwise transmitted through the intermediary’s service.35 The meaning of ‘Services’ is de-

fined more in detail in conjunction with Articles 12-15 of the E-Commerce Directive and the 

safe harbours.36 It is worth stressing even here that ‘services’ should be understood in the same 

way as in Article 57 of the TFEU. Classification to an intermediary requires that a service pro-

vided by an economic operator can by third party be used to infringe intellectual property 

rights.37 Therefore, it can be stated that an Internet service provider (ISP) can be classified as 

an intermediary.38 An intermediary can also be an operator of a physical marketplace and this 

conclusion has support even in Recital 10 of the Enforcement Directive which states that a high, 

equivalent and homogeneous protection of intellectual property rights shall be ensured.39 A 

contract between the economic operator and the third party is not required.40 From the case law 

of the CJEU a conclusion can be made that ‘an intermediary' shall be given a broad interpreta-

tion. 

Intermediaries can be divided into two groups, that are passive intermediaries and active inter-

mediaries. The classification has a big importance because an intermediary that is classified to 

be active and therefore facilitating the copyright infringement, would be excluded eligibility 

for the safe harbour-articles in Articles 12-15 of the E-Commerce Directive. These articles and 

                                                             
32 For example in Joined Cases C-236/08 to C-238/08 Google France and Google [2010] ECLI:EU:C:2010:159, 

paras 112-114 – ‘intermediary service provider’; Case C-324/09 L'Oréal and Others [2011] ECLI:EU:C:2011:474, 

paras 111-113 – ‘internet service provider’, ‘intermediary provider’; Case C-291/13 Papasavvas [2014] 

ECLI:EU:C:2014:2209, paras 39-45 – ‘information society service provider’, ‘intermediary service provider’, 

‘service provider’. 
33 All ‘online platforms’ cannot be classified as information society services or intermediaries within the meaning 

of Article 1(2) of Directive 98/34/EC of the European Parliament and of the Council of 22 June 1998 laying down 

a procedure for the provision of information in the field of technical standards and regulations [1998] OJ L204/37 

(no longer in force), to which Article 2(a) of Directive 2000/31 refers, See Case C-434/15 Asociación Profesional 

Elite Taxi [2017] ECLI:EU:C:2017:981 paras 40-41, 48. 
34 For example, Recital 23, Article 9, Article 11 of the Enforcement Directive 2004/48/EC; Recital 33, Recital 59, 

Article 5, Article 8 of the InfoSoc Directive; Recital 14, Recital 40, Recital 45, Recital 50, Article 1, Article 11, 

Article 12, Article 13 of the E-Commerce Directive. 
35 An example of the first category could be an ISP, and of the second category, the Pirate Bay. 
36 See Chapter 5; Articles 2(a)-2(c) of the E-Commerce Directive; Recitals 18, 41, 42, 50 of the E-Commerce 

Directive; Case C-291/13 Papasavvas (n 32), paras 28-29; Joined cases C‑51/96 and C‑191/97 Deliège [2000] 

ECLI:EU:C:2000:199, para 56. 
37 Case C-494/15 Tommy Hilfiger Licensing and Others [2016] ECLI:EU:C:2016:528, para 23. 
38 Case C-557/07 LSG-Gesellschaft zur Wahrnehmung von Leistungsschutzrechten [2009] ECLI:EU:C:2009:107, 

paras 43-44; Case C‑314/12 UPC Telekabel Wien [2014] ECLI:EU:C:2014:192, para 32. 
39 Case C-494/15 Tommy Hilfiger Licensing and Others (n 37), paras 28-30. 
40 Case C‑314/12 UPC Telekabel Wien (n 38), paras 34-35; Case C-494/15 Tommy Hilfiger Licensing and Others 

(n 37), para 23. 



 

9 

 

the safe harbours will be analysed in detail in Chapter 5. Lately, the debate has moved more 

towards online platforms such as YouTube, Google etc. and questions have been raised if online 

platforms should be required to take a more active role in fighting against copyright infringe-

ments.41 

4 Copyright Infringement 

This chapter presents and explains the most important legislation in the area of copyright in-

fringements. Thereafter, it explains the meaning of the right of communication to the public. 

After that, it scrutinises the criteria for the right of communication to the public in detail. Re-

citals 58 and 59 of the InfoSoc Directive state that the Member States have to provide effective 

sanctions and remedies for infringements of rights and obligations set by this Directive. Rights 

and exceptions are included in Chapter 2 of the InfoSoc Directive. Article 2 of the InfoSoc 

Directive gives rightsholders the exclusive right to authorise or prohibit all forms of reproduc-

tion in whole or in part. Even authorising or prohibiting the right of communication to the public 

and the right of making available to the public is limited exclusively for rightsholders to decide. 

This right is defined in Article 3 of the InfoSoc Directive. The last right in Chapter 2 of the 

InfoSoc Directive is the distribution right in Article 4. Article 5 of the InfoSoc Directive defines 

the exceptions and limitations to these rights.42 Copyright infringement is therefore committed 

if any of the Articles 2-4 of the InfoSoc Directive is breached and there is no exception that can 

be applied to the case. Third parties can obtain the rights described above by making a license 

agreement with the rightsholder. Third party is liable for copyright infringement if there is no 

agreement between the rightsholder and the third party commits an act which the rightsholder 

exclusively has a right to do. Recitals 9 and 10 of the InfoSoc Directive provide that the objec-

tive of the InfoSoc Directive is to establish a high level of protection of authors. Primary liabil-

ity for copyright infringement is harmonised at EU-level. Secondary liability is still legislated 

at national level and thus not harmonised at EU-level.43 Liability for copyright infringement 

can in some cases be precluded by Articles 12-14 of the E-Commerce Directive. These safe 

harbour-articles can especially be applied for a specific type of intermediaries.44 The meaning 

and scope of the right of communication to the public have shown to be important but challeng-

ing tools for determining liability in different cases. 

                                                             
41 For example, the Value Gap Proposal Article 13, which is analysed more in detail in Chapter 7. 
42 These exception and limitations are exhaustively enumerated in the text of Article 5, see Recital 32 of the In-

foSoc Directive; Stefan Bechtold, ‘Directive 2001/29/EC – on the harmonization of certain aspects of copyright 

and related rights in the information society (Information Society Directive)’ in Thomas Dreier, P Bernt 

Hugenholtz (eds), Concise European Copyright Law (2nd edn, Kluwer Law International 2015) 369; For interpre-

tation of the exceptions, see for example, Case C‑527/15 Stichting Brein (Filmspeler) [2017] 

ECLI:EU:C:2017:300, paras 59-72; Case C-160/15 GS Media [2016] ECLI:EU:C:2016:644, para 53. 
43 Giancarlo F Frosio, ‘From Horizontal to Vertical: An Intermediary Liability Earthquake in Europe’ (2017) 12(7) 

Oxford Journal of Intellectual Property Law and Practice 570 <doi.org/10.1093/jiplp/jpx061> accessed 7 May 

2018; Pekka Savola, ‘EU Copyright Liability for Internet Linking, EU Copyright Liability for Internet Linking’ 

(2017) 8(2) Journal of Intellectual Property, Information Technology and E-Commerce Law 143 

<https://www.jipitec.eu/issues/jipitec-8-2-2017/4563> accessed 7 May 2018. 
44 More about the safe harbours and eligibility to the safe harbours in Chapter 5. 
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4.1 Right of Communication to the Public 

According to Article 3(1) of the InfoSoc Directive, the right of communication of works to the 

public is exclusively reserved for the rightsholders of works. Therefore, the rightsholders also 

have the right to authorise or prohibit making the works available to the public. Communication 

to the public is defined ambiguously in Article 3(1), Recital 23, and in Recital 27 of the InfoSoc 

Directive but the CJEU has interpreted and defined ‘communication to the public’ in a series 

of cases beginning from the 2006 SGAE-case.45 Recital 23 of the InfoSoc Directive states that 

‘communication to the public’ must be given a broad interpretation. The meaning of broad 

interpretation has been defined in the FAPL-case46 and the ITV-case47. 

The latest case in the abovementioned series is C-610/15 Ziggo48, where the CJEU had found 

in its judgment that making links available to torrent files that allow sharing and downloading 

works that are protected by copyright creates liability for copyright infringement for the inter-

mediary.49 Liability could in this case not be excluded because, in addition to making available, 

the intermediary (a website) had also managed, indexed and checked content of the links and 

therefore facilitated copyright infringements committed by third parties.50 The CJEU might 

have expanded the requirement of actual knowledge of ongoing copyright infringement to also 

include constructive knowledge of the intermediary. This means that if the intermediary could 

not be unaware of the copyright infringement, it can be held liable.51 In the Ziggo-case this was 

indicated by the fact that the intermediary was informed that the works were published without 

an authorisation from the rightsholders and were therefore committing a copyright infringe-

ment.52 The intermediary had also on the website stated that the purpose of the website is to 

make copyright protected works available.53  

The judgment of the CJEU in the Ziggo-case might affect the threshold of what can be qualified 

as communication by confirming the ‘access approach’.54 If communication to the public would 

                                                             
45 Case C-306/05 SGAE [2006] ECLI:EU:C:2006:764. 
46 Joined Cases C‑403/08 and C‑429/08 Football Association Premier League and Others [2011] 

ECLI:EU:C:2011:631, para 186. 
47 Case C‑607/11 ITV Broadcasting and Others [2013] ECLI:EU:C:2013:147, para 20. 
48 Case C-610/15 Stichting Brein (Ziggo) [2017] ECLI:EU:C:2017:456. 
49 Case C-610/15 Stichting Brein (Ziggo) (n 48). 
50 Case C-610/15 Stichting Brein (Ziggo) (n 48), paras 9-10, 36-38, 48; The intermediary could not be classified 

as ‘a passive intermediary’, see Chapter 5.2. Compare to Case C-324/09 L'Oréal and Others (n 32) paras 112-124. 
51 See Case C-306/05 SGAE (n 45) [2006] ECLI:EU:C:2006:764; Jaani Riordan, The Liability of Internet Inter-

mediaries (Oxford University Press 2016) 263; ‘Actual Knowledge’ can be said to be subjective side of knowledge 

and ‘Constructive knowledge’ is then the objective side of knowledge, see Sverker K Hogberg, ‘The Search for 

Intent-Based Doctrines of Secondary Liability in Copyright Law’ (2006) 106(4) Columbia Law Review 920 <Hei-

nOnline> accessed 26 April 2018. 
52 Case C-610/15 Stichting Brein (Ziggo) (n 48), paras 36, 45. 
53 Case C-610/15 Stichting Brein (Ziggo) (n 48), para 45. 
54 For more information about the access approach, see Justin Koo, ‘Away we Ziggo: the latest chapter in the EU 

communication to the public story’ (2018) Journal of Intellectual Property Law & Practice 

<https://doi.org/10.1093/jiplp/jpx218> accessed 7 May 2018 referring to for example Thomas Dreier, P Bernt 

Hugenholtz, Concise European Copyright Law (2nd edn, Kluwer Law International 2015) 361; Sam Ricketson, 

Jane Ginsburg, International Copyright and Neighbouring Rights: The Berne Convention and Beyond (2nd edn, 

Oxford University Press 2006) para 12.58; Jane C Ginsburg, ‘Hyperlinking and “Making Available”’ (2014) 36(3) 

European Intellectual Property Review 147 <Westlaw> accessed 7 May 2018; Alexander Tsoutsanis ‘Why Cop-
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be interpreted stricto sensu, it would only include providing of the copyright protected works. 

It would not include facilitating communication to the public by making copyright protected 

works available. This stricto sensu interpretation would be the interpretation that the ‘transmis-

sion approach’ provides.55 Case law and doctrine provide a strong support for the access ap-

proach and thus it should be prevalent today. 

4.2 Criteria for Right of Communication to the Public 

Communication to the public in Article 3 of the Infosoc Directive includes two cumulative 

criteria. There must be an act of communication and a public for which the copyright protected 

work is communicated to.56 An individual assessment must be done on a case-by-case basis. 

An individual assessment includes different parts which vary depending on the circumstances 

of the case.57 Profit-making nature is not necessary, and alone not sufficient, to qualify an act 

as communication to the public.58 

First of the two cumulative criteria to qualify an act as communication to the public is act of 

communication. To qualify an act as an act of communication, a person who is committing the 

act has to have knowledge of the consequences of his action to provide access to copyright 

protected work.59 An act of communication lets the customers of an intermediary to access a 

copyright protected work, to which the customers otherwise would not have access to.60 The 

customers do not have to utilise this possibility, and to qualify an act as an act of communication 

it is sufficient that they would have had access to the work from wherever and whenever they 

                                                             
yright and Linking Can Tango’ (2014) 9(6) Journal of Intellectual Property Law & Practice <doi.org/10.1093/ji-

plp/jpu024> accessed 7 May 2018 495, 498-501; See also Case C-306/05 SGAE (n 45) [2006] 

ECLI:EU:C:2006:764, para 42; Case C‑466/12 Svensson and Others [2014] ECLI:EU:C:2014:76, para 19. 
55 For more information about the transmission approach, see Recital 27 of the InfoSoc Directive; Joined Cases 

C‑403/08 and C‑429/08 Football Association Premier League and Others (n 46), para 193; Justin Koo, ‘Away we 

Ziggo: the latest chapter in the EU communication to the public story’ (n 54), referring to Irini Stamatoudi, Paul 

Torremans, EU Copyright Law: A Commentary (Edward Elgar Publishing 2014) 412, para 11.24; Michel Walter, 

Silke von Lewinski, European Copyright Law: A Commentary (Oxford University Press 2010) para 11.3.30; Sari 

Depreeuw, The Variable Scope of the Exclusive Economic Rights in Copyright (Wolters Kluwer Law & Business 

2014) 353-344, 439; European Copyright Society, ‘Opinion on the Reference to the CJEU in Case C-461/12 

Svensson’ (2013) <https://europeancopyrightsociety.org/how-the-ecs-works/ecs-opinions/> accessed 13 May 

2018 2, 6; Mihály Ficsor, The Law of Copyright and the Internet: The 1996 WIPO Treaties, their Interpretation 

and Implementation (Oxford University Press 2002) 499, para C8.08. 
56 Case C-610/15 Stichting Brein (Ziggo) (n 48), paras 21, 24; Case C-160/15 GS Media (n 42), para 32; Case 

C‑466/12 Svensson and Others (n 54), para 16; Case C‑325/14 SBS Belgium [2015] ECLI:EU:C:2015:764, para 

15; Case C‑117/15 Reha Training [2016] ECLI:EU:C:2016:379, para 37; Case C‑527/15 Stichting Brein 

(Filmspeler) (n 42), para 26. 
57 Case C-610/15 Stichting Brein (Ziggo) (n 48), para 25; Case C-160/15 GS Media (n 42), para 34; Case C‑135/10 

SCF [2012] ECLI:EU:C:2012:140, para 79; Case C‑162/10 Phonographic Performance (Ireland) [2012] 

ECLI:EU:C:2012:141, para 30; Case C‑117/15 Reha Training [2016] ECLI:EU:C:2016:379, para 35; Stichting 

Brein (Filmspeler) (n 42), para 30. 
58 Case C-610/15 Stichting Brein (Ziggo) (n 48), para 29; Case C-306/05 SGAE (n 45) [2006] 

ECLI:EU:C:2006:764, para 44; Stichting Brein (Filmspeler) (n 42), para 34; Christina Angelopoulos, European 

Intermediary Liability in Copyright - A Tort-Based Analysis (n 16) 39; About linking and profits, see Tito Rendas, 

‘How Playboy Photos Compromised EU Copyright Law: The GS Media Judgment’ (2017) 20(11) Journal of In-

ternet Law 14 <https://ssrn.com/abstract=2920677> accessed 7 May 2018. 
59 Case C-610/15 Stichting Brein (Ziggo) (n 48), para 26; Case C‑527/15 Stichting Brein (Filmspeler) (n 42), para 

31. 
60 Case C-610/15 Stichting Brein (Ziggo) (n 48), para 45; See also Case C-160/15 GS Media (n 42), para 35; Case 

C‑135/10 SCF (n 57), para 82; Case C‑162/10 Phonographic Performance (Ireland) (n 57), para 31. 
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individually choose.61 The CJEU might have shed light on what the threshold is to qualify an 

act as an act of communication in the Ziggo-case. The judgment can be interpreted in a way 

that a person making an act of communication does not need to have actual knowledge that he 

infringes a copyright. It would be sufficient that from the circumstances of the case it could be 

stated that he could not have been unaware that he commits a copyright infringement.62 

The second criterion is that there must be a public to which a work is communicated to. To 

fulfil this criterion there must be ‘an indeterminate number of potential viewers and [the term 

‘public’] implies, moreover, a fairly large number of people’.63 The public must also be ‘new’ 

in the meaning that the rightsholder has not taken this public into account when it authorised 

the use of the work initially.64 For example, if a rightsholder authorises an intermediary to make 

a work available on a website, on which the content can be accessed by anyone without limita-

tions, a link leading to the website on another website would not be considered making the work 

available to a new public. If the rightsholder has not given its consent for the initial publication, 

then links leading to a website where the work is available would constitute a copyright in-

fringement because linking would be classified as a communication to the public without au-

thorisation from the rightsholder. 

A person, linking for profit, has to ensure that the service the link leads to has gotten authori-

sation from the rightsholder to make the work available to the public. If there is no consent, the 

person who provides the link, is presumed to know this circumstance. A person, linking not for 

profit, does not commit a copyright infringement if he did not know and could not have known 

that the work was initially made available without a consent from the rightsholder.65  

The difference between the GS Media-case66 and the Ziggo-case was that in GS Media, the 

question was whether the creator of a link could be held liable for a copyright infringement.67 

In Ziggo, the question was not about the liability of the creator of a link, but whether the inter-

mediary, who had made links available, could be held liable for a copyright infringement.68 In 

                                                             
61 Case C-610/15 Stichting Brein (Ziggo) (n 48), para 31; Case C‑527/15 Stichting Brein (Filmspeler) (n 42), para 

36. 
62 Compare to Case C-306/05 SGAE (n 45); Jaani Riordan, The Liability of Internet Intermediaries (n 51) 263; 

‘Actual Knowledge’ can be said to be the subjective side of knowledge and ‘Constructive knowledge’ is then the 

objective side of knowledge, see Sverker K Hogberg, ‘The Search for Intent-Based Doctrines of Secondary Lia-

bility in Copyright Law’ (n 51) 920; Case C-610/15 Stichting Brein (Ziggo) (n 48), para 45; See also Case C-

160/15 GS Media (n 42), para 35; Case C‑135/10 SCF (n 57), para 82; Case C‑162/10 Phonographic Performance 

(Ireland) (n 57), para 31. 
63 Case C-160/15 GS Media (n 42), para 36; Case C‑135/10 SCF (n 57), para 84; Case C‑162/10 Phonographic 

Performance (Ireland) (n 57), para 33; Case C-138/16 AKM [2017] ECLI:EU:C:2017:218, para 24; Case C-151/15 

Sociedade Portuguesa de Autores [2015] ECLI:EU:C:2015:468 (available only in French and German). 
64 Case C-160/15 GS Media (n 42), para 37; Case C‑466/12 Svensson and Others (n 54), paras 24-31; Case 

C‑348/13 BestWater International [2014] ECLI:EU:C:2014:2315 (available only in French and German) para 14; 

Joined Cases C‑403/08 and C‑429/08 Football Association Premier League and Others (n 46), para 197; Joined 

Cases C-431/09 and C-432/09 Airfield and Canal Digitaal [2011] ECLI:EU:C:2011:648, para 72; Case C-136/09 

Organismos Sillogikis Diacheirisis Dimiourgon Theatrikon kai Optikoakoustikon Ergon [2010] 

ECLI:EU:C:2010:151, para 38. 
65 Case C-160/15 GS Media (n 42), paras 47-51. 
66 Case C-160/15 GS Media (n 42). 
67 Case C-160/15 GS Media (n 42), para 24. 
68 Case C-610/15 Stichting Brein (Ziggo) (n 48) para 17. 



 

13 

 

both cases, the communication was classified as a communication to the public. The commu-

nication to the public was done without consent from the rightsholders. Therefore, both inter-

mediaries were found liable.69  

Technological solutions used for making copyright infringement possible do not have effect on 

liability as long as the communication can fulfil the criteria for communication to the public.70 

This was confirmed in the Filmspeler-case71. Therefore, making links available that allowed 

for users to acquire copyrighted material by using Peer-to-Peer-technology72 did not prevent 

finding that the intermediary could be held liable. 

Definition of communication to the public should therefore be clear for now but new techno-

logical innovations, increasing amount of data and changes in society can quickly create a need 

to change this definition. It can therefore be said that the CJEU will probably have questions 

relating to this definition even in the future and it probably has to adjust the interpretation if big 

changes happen. 

5 Safe Harbours 

The previous chapter explained how the legislation in the area of copyright infringements pro-

tects the rightsholders’ right to intellectual property and their freedom to conduct a business. 

However, this legislation alone cannot ensure a fair balance between the interests of the parties. 

EU-law has to guarantee even the protection of personal data and the freedom of expression. It 

also has to guarantee the intermediaries’ freedom to conduct a business. This chapter explains 

what safe harbours are and why the safe harbours were implemented. It also explains what the 

purpose of intermediary injunction is. It also scrutinises in which cases intermediary injunctions 

can be issued and how the intermediary injunctions help to protect the right to intellectual prop-

erty. Thereafter this chapter explains in which cases an intermediary can be eligible for the safe 

harbours. Finally, it analyses criteria for mere conduit, caching and hosting more in detail. 

5.1 The Meaning of Safe Harbours 

Articles 12, 13 and 14 of The E-Commerce Directive 2000/31/EC are the so-called safe har-

bour-articles. The purpose of the safe harbours is to exclude liability from specific intermedi-

aries73 The safe harbours even guarantee the freedom of expression, the protection of personal 

data and the freedom to conduct a business. The requisites for qualification to the safe harbours 

should not only be interpreted in the light of the wording of Articles 12-14 of the E-Commerce 

Directive. Even context and the objectives of the rules should be taken into account.74  

                                                             
69 Case C-160/15 GS Media (n 42), paras 54-55; Case C-610/15 Stichting Brein (Ziggo) (n 48), paras 47-48. 
70 Case C‑527/15 Stichting Brein (Filmspeler) (n 42), paras 49-52. 
71 Case C‑527/15 Stichting Brein (Filmspeler) (n 42). 
72 In peer-to-peer-network every connected node acts both as a server and as a client.   
73 Recitals 42, 46 of the E-Commerce Directive; Joined Cases C-236/08 to C-238/08 Google France and Google 

(n 32), para 107; Case C-324/09 L'Oréal and Others (n 32), para 107. 
74 Case C-324/09 L'Oréal and Others (n 32), para 111; Case C‑298/07 Deutsche Internet Versicherung [2008] 

ECLI:EU:C:2008:572, para 15; Case C-301/98 KVS International [2000] ECLI:EU:C:2000:269, para 21; Case C-

156/98 Germany v Commission [2000] ECLI:EU:C:2000:467, para 50; Case C-53/05 Commission v Portugal 

[2006] ECLI:EU:C:2006:448, para 20; Case C-300/05 ZVK [2006] ECLI:EU:C:2006:735, para 15. 
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The huge amount of data is transmitted through services that intermediaries provide and can 

include content that is protected by copyright. A general obligation to check and control that 

the provided content does not infringe any copyright would be very burdensome for intermedi-

aries. The safe harbours are an attempt to reduce obligations of intermediaries and to find bal-

ance between fundamental rights that are in conflict with each other. These fundamental rights 

are the freedom to conduct a business, the protection of personal data, the freedom of expres-

sion, and the right to intellectual property.75 Both the EUCFR and the ECHR guarantee these 

rights and provide that if these fundamental rights are in conflict with each other, they should 

be limited as little as possible. The main objective is to strike a fair balance between these rights. 

All limitations of the fundamental rights should be suitable, necessary and stricto sensu.76  

Rightsholders’ rights are guaranteed even by the possibility to get intermediary injunctions is-

sued. Intermediary injunctions require the intermediaries to take down the content that infringes 

copyright. Article 11 of the Enforcement Directive and Article 8(3) of the InfoSoc Directive 

require the Member States to ensure the possibility of getting intermediary injunctions issued. 

Issuing an intermediary injunction often requires wrongfulness of the act in the way it’s defined 

in national tort law.77 Usually neither damage nor fault is required to get an intermediary in-

junction issued.78 Therefore, the E-Commerce Directive and its safe harbour-articles do not 

affect the possibility to get an intermediary injunction issued because intermediary injunctions 

can be issued without prejudice to the failing liability of an intermediary.79 Effectiveness of 

intermediary injunctions depends on the strictness of the requirements that are set for the inter-

mediary. Article 3 of the Enforcement Directive provides that intermediaries have to make sure 

that copyright infringement is stopped and also future copyright infringements are prevented.80 

The requirement to stop an ongoing copyright infringement affects smaller intermediaries who 

have more limited resources compared to bigger intermediaries differently. There is no require-

ment for active monitoring of content because that would require a lot of resources from the 

intermediaries. In fact, Article 15 of the E-Commerce Directive explicitly forbids the Member 

States to enact legislation, which would require intermediaries to implement content filtering 

                                                             
75 Articles 7, 8, 11, 16, 17 of the EUCFR; Articles 8, 10, Protocol 1 Article 1 of the ECHR.  
76 Article 52 of the EUCFR. 
77 Martin Husovec, ‘Injunctions Against Innocent Third Parties - Case of Website Blocking’ (2013) 4(2) Journal 

of Intellectual Property, Information Technology and E-Commerce Law 120 <doi.org/10.2139/ssrn.2257232> ac-

cessed 7 May 2018. 
78 Martin Husovec, ‘Injunctions Against Innocent Third Parties - Case of Website Blocking’ (n 77) 119. 
79 See Recital 45 of the E-Commerce Directive; Recital 59 of the Infosoc Directive; Recital 23 of the Enforcement 

Directive; Brigitte Lindner, Ted Shapiro, Copyright in the Information Society: A Guide to National Implementa-

tion of the European Directive (Edward Elgar Publishing 2011) 54-55; the InfoSoc Directive Art 8(3); See also 

Article 12(3), Article 13(2) and Article 14(3) of the E-Commerce Directive. 
80 Preventive measures are permissible according to Article 18 of the E-Commerce Directive, Recital 24 of the 

Enforcement Directive, and Case C-324/09 L'Oréal and Others (n 32), but to ‘end and prevent future copyright 

infringements’ does not mean that notice-and-takedown regime would be allowed to be extended to a take-down-

and-stay-down-obligation because stay-down-obligation would often in practice require general monitoring from 

intermediaries and thus be contrary with Article 15 of the E-Commerce Directive, see Tatiana-Eleni Synodinou, 

Philippe Jougleux, Christiana Markou, Thalia Prastitou, EU Internet Law: Regulation and Enforcement (Springer 

2017) 272; Martin Husovec, Injunctions against intermediaries in the European Union: Accountable But Not Li-

able? (Cambridge University Press 2017) 18; See also Case C‑314/12 UPC Telekabel Wien (n 38), para 37; Case 

C-70/10 Scarlet Extended [2011] ECLI:EU:C:2011:771, para 31; Case C-360/10 SABAM [2012] 

ECLI:EU:C:2012:85, para 31. 
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systems or which otherwise would set them an obligation to generally monitor the data trans-

mitted through the service they provide.81 This balances the effects between different sizes of 

intermediaries. 

5.2 Eligibility for Safe Harbours 

To be eligible for safe harbours the intermediary has to have a passive role.82 This means that 

they have to fulfil the requisites in Articles 12, 13, or 14 of the E-Commerce Directive. Accord-

ing to Recital 42 and Recital 43 of the E-Commerce Directive they cannot modify the transmit-

ted information by any other means than by a modification, that has a technical nature. Besides, 

their role in a transmission should only be technical, automatic and passive.83 Summarised, they 

should only have passive role in relation to data, and they should only make it possible for a 

sender of data to reach recipients/third parties. An intermediary is eligible for the safe harbours 

if the intermediary’s acts only consists of mere conduit, caching or hosting. Definitions of these 

terms can be found in Articles 12, 13, 14 and 15 of the E-Commerce Directive. According to 

Article 15 of the E-Commerce Directive there are no general obligations to monitor transmitted 

data when an intermediary provides services. Intermediaries that facilitate third parties to com-

mit a copyright infringement cannot benefit from the safe harbours because they are not eligible 

for it due to their active role.84 Eligibility is excluded also in some cases where the third party 

could not have had possibility to commit copyright infringement without the services that in-

termediary provides. Excluding eligibility for the safe harbours requires even in this case active 

measures from the intermediary and therefore processing of search results might not in every 

case be enough to exclude eligibility to use the safe harbour-articles as a defence.85 

5.1.1 Mere Conduit 

Mere conduit in Article 12 of the E-Commerce Directive is one of the liability-excluding Arti-

cles of the safe harbours. The CJEU has clarified the definitions and requirements of mere con-

duit in the Mc Fadden-case86 where it followed the line of AG Szpunar’s opinion on require-

ments for mere conduit. According to Article 12 of the E-Commerce Directive, three cumula-

tive conditions must be fulfilled to qualify for mere conduit: the provider of the information 

society service (1) must not have initiated the transmission; (2) must not have selected the re-

                                                             
81 Jennifer M Urban, Joe Karaganis, Brianna Schofield, ‘Notice and Takedown in Everyday Practice’ (2017) UC 

Berkeley Public Law Research Paper 52-64 <doi.org/10.2139/ssrn.2755628> accessed 7 May 2018. 
82 Joined Cases C-236/08 to C-238/08 Google France and Google (n 32), para 114; About criticism again ‘passive 

role’, see Bart Van der Sloot, ‘Welcome to the Jungle: The Liability of Internet Intermediaries for Privacy Viola-

tions in Europe’ (2015) 6(3) Journal of Intellectual Property, Information Technology and Electronic Commerce 

Law 214 <http://nbn-resolving.de/urn:nbn:de:0009-29-43183> accessed 7 May 2018. 
83 Case C-484/14 Mc Fadden [2016] ECLI:EU:C:2016:689, para 71; Case C-484/14 Mc Fadden AG Szpunar 

opinion ECLI:EU:C:2016:170, para 65; Tatiana-Eleni Synodinou, Philippe Jougleux, Christiana Markou, Thalia 

Prastitou, EU Internet Law: Regulation and Enforcement (n 80) 273-275; Irini Stamatoudi, Paul Torremans, EU 

Copyright Law: A Commentary (n 55) 510; Note also that according to Article 2 of the Enforcement Directive, the 

Enforcement Directive shall not affect Articles 12-15 of the E-Commerce Directive in particular. 
84 Case C-324/09 L'Oréal and Others (n 32), paras 113–116, 123–124; Joined Cases C-236/08 to C-238/08 Google 

France and Google (n 32), para 120. 
85 Martin Husovec, Injunctions against intermediaries in the European Union: Accountable But Not Liable? (n 

80) Chapter 4.1; Case C-291/13 Papasavvas (n 32); See also Recital 27 of the Infosoc Directive. 
86 Case C-484/14 Mc Fadden (n 83). 
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cipient of the transmission; and (3) must not have selected or modified the information con-

tained in the transmission.87 Besides, in line with the Recital 42 of the E-Commerce Directive, 

the information service provider shall not have either knowledge or control over the information 

which is transmitted or stored.88  

In the Mc Fadden-case, the CJEU was required to decide what could be defined as an infor-

mation society service before answering the question if all above-mentioned requisites for mere 

conduit were fulfilled. Article 2(1) of the E-Commerce Directive refers to Directive 98/34/EC89 

and in that directive, ‘services’ are understood in the same way as in Article 57 of the TFEU. 

Services are normally provided for remuneration, and this in the context of information society 

service means that such a service is provided by electronic means at the individual request of a 

recipient of services and normally for remuneration.90 The CJEU still confirms in the case that 

remuneration does not have to be paid by a user of the services if the services represent an 

economic activity.91 Thus, for example a network which is provided free of charge for the pur-

poses of advertising the goods sold or services supplied by the service provider, is also an in-

formation society service as meant in Article 12 of the E-Commerce Directive.92 

5.1.2 Caching93 

Article 13 of the E-Commerce Directive provides that if an intermediary is only caching infor-

mation, its liability for copyright infringement will be precluded. All five cumulative requisites 

in the Article 13 must be fulfilled. In caching the data is only saved for transmission purposes. 

These requirements are that the intermediary must: (1) not modify the information; (2) comply 

with conditions on access to the information; (3) comply with rules regarding the updating of 

the information, specified in a manner widely recognised and used by industry; (4) must not 

interfere with the lawful use of technology, widely recognised and used by industry, to obtain 

data on the use of the information; and (5) act expeditiously to remove or to disable access to 

the information it has stored upon obtaining actual knowledge of the fact that the information 

at the initial source of the transmission has been removed from the network, or access to it has 

                                                             
87 For more detailed explanation of these criteria, see Case C-484/14 Mc Fadden (n 83), para 71; Case C-484/14 

Mc Fadden (n 83) AG Szpunar opinion para 65; Irini Stamatoudi, Paul Torremans, EU Copyright Law: A Com-

mentary (n 55) 510-511; Arno R Lodder, Andrew D Murray, EU Regulation of E-Commerce: A Commentary 

(Edward Elgar Publishing 2017) 48-49. 
88 Case C-484/14 Mc Fadden (n 83), para 61; Case C-484/14 Mc Fadden (n 83) AG Szpunar opinion para 66. 
89 Directive 98/34/EC of the European Parliament and of the Council of 22 June 1998 laying down a procedure for 

the provision of information in the field of technical standards and regulations [1998] OJ L204/37 (no longer in 

force). 
90 Case C-484/14 Mc Fadden (n 83), paras 37–38. 
91 Case C-484/14 Mc Fadden (n 83), paras 40–42, Case C-291/13 Papasavvas (n 32), paras 28–29. 
92 Case C-484/14 Mc Fadden (n 83), paras 42-43; See also Articles 2(a)-2(c) of the E-Commerce Directive, and 

Recitals 18, 41, 42 and 50 of the E-Commerce Directive; Case C-291/13 Papasavvas (n 32), paras 28-29; Joined 

cases C‑51/96 and C‑191/97 Deliège (n 36), para 56. 
93 Caching can be used to make for example an application or a software more efficient by temporarily allocating 

specific data blocks on user’s device. By doing this, the most frequently needed data or the data, which otherwise 

would be obtained the slowest, will be obtained faster. Caching reduces usage of network and therefore enhances 

loading speeds of networks. 
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been disabled, or that a court or an administrative authority has ordered such removal or disa-

blement.94 The first requirement should be interpreted in light of Recitals 42 and 43 of the E-

Commerce Directive, which means that the intermediary should have a passive role other than 

what is required for modifications of a technical nature. For the fifth requirement it is important 

to notice that Article 13(5) of the E-Commerce Directive is not the same as the notice-and-

takedown procedure because according to the Article 13(5) the obligation to takedown the 

cached content is not triggered by notice from the injured party. Instead, obligation to takedown 

requires that the intermediary obtains actual knowledge about removal of the original or initial 

source of transmission.95 Difference between mere conduit and caching is that in caching tem-

porary copies are made for a longer period of time than in mere conduit.96 

5.1.3 Hosting 

An intermediary is not liable for copyright infringement if its activity fulfils all requisites in 

Article 14 of the E-Commerce Directive. Article 14 has similarities with Article 12 because 

according to Recital 42 of the E-Commerce Directive, both services are of mere technical, au-

tomatic and passive nature.97 However, the CJEU also clarified the differences between mere 

conduit and hosting in the Mc Fadden-case. In line with Recital 42 of the E-Commerce Di-

rective, the CJEU held that hosting, in difference to mere conduit, is of a more permanent nature 

than mere conduit, and that these two are therefore not comparable with each other.98 An im-

portant point to notice is the service provider’s possibility to manage the service by removing 

certain information or disabling access to it.99 An Internet website host has this possibility while 

a service provider only serving as a mere conduit or providing caching has no such possibility. 

An example of hosting service providers is online social networking platforms that store infor-

mation provided by their users. Besides, the information must be stored to the platform’s servers 

in order to platform to qualify as a hosting service provider.100 Providing general information 

to customers, and providing advertisement services or an online marketplace, even if the service 

is remunerated, does not automatically mean that the intermediary would be presumed to have 

knowledge or control over the data that is entered into the service by its advertisers or users.101 

If the intermediary would get the information from the advertisers and then itself enter it into 

the service, then the intermediary would have an active role, and could be excluded from the 

scope of Article 14 of the E-Commerce Directive, and held liable for a copyright infringement. 

                                                             
94 Examples and more details about these criteria, see Irini Stamatoudi, Paul Torremans, EU Copyright Law: A 

Commentary (n 55) 511; Arno R Lodder, Andrew D Murray, EU Regulation of E-Commerce: A Commentary (n 

87) 49-50. 
95 Uta Kohl ‘Access providers’ in Diane Rowland, Uta Kohl, Andrew Charlesworth (eds), Information Technology 

Law (Routledge 2016) Chapter 3; Christina Angelopoulos, European Intermediary Liability in Copyright - A Tort-

Based Analysis (n 16) 51. 
96 Christina Angelopoulos, European Intermediary Liability in Copyright - A Tort-Based Analysis (n 16) 51, re-

ferring to Peggy Valcke, Egbert Dommering, ‘E-Commerce Directive’ in Oliver Castendyk, Egbert Dommering, 

Alexander Scheuer (eds), European Media Law (Kluwer Law International 2008) 1101. 
97 Case C-484/14 Mc Fadden (n 83), para 61; Joined Cases C-236/08 to C-238/08 Google France and Google (n 

32), paras 113-114, 120; Case C-324/09 L'Oréal and Others (n 32), para 113. 
98 Case C-484/14 Mc Fadden (n 83), paras 61–62. 
99 Case C-484/14 Mc Fadden (n 83), para 63. 
100 Case C-360/10 SABAM (n 80), para 27. 
101 Joined Cases C-236/08 to C-238/08 Google France and Google (n 32), paras 115, 117; Case C-324/09 L'Oréal 

and Others (n 32), paras 114-115. 
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Even indexing, removing false content, providing search functions, or managing content can 

cause the intermediary to be classified as active and to be excluded from the scope of Article 

14 of the E-Commerce Directive, and therefore to be held liable.102 An intermediary can also 

be classified as active if it optimises and promotes specific content on the provided service, and 

therefore does not take a neutral position.103  

If the intermediary is classified as passive, it might still be held liable in cases where it has 

obtained knowledge of the unlawful content on its provided service, and it has failed to remove 

the content or to disable access to the content.104 If knowledge is obtained from a third party, it 

does not automatically prevent the intermediary from invoking Article 14 of the E-Commerce 

Directive as a defence.105 Ignorance about illegality of the content does not exempt the inter-

mediary from liability if ‘a diligent economic operator should have identified the illegality in 

question and acted in accordance with Article 14(1)(b) of Directive 2000/31’.106 Notice-and-

take-down regime applies only to Article 14 of the E-Commerce Directive, but not to Article 

12 or Article 13. There is no explicit notice-and-take-down rule in Article 12 or in Article 13. 

Neither can Article 14(1)(b) be applied by analogy to cases of mere conduit or caching.107 

6 Balancing Fundamental Rights and Striking a Fair Balance Between Them 

The previous chapters have explained how legislation in the areas of copyright infringements, 

safe harbours and intermediary injunctions together form a system that aims to ensure the in-

terests of the opposing parties. These opposing interests are protected as fundamental rights and 

therefore the balance between the rights has to be adjusted on a case-by-case basis. This chapter 

first explains which fundamental rights are in conflict with each other in cases of intermediary 

liability for copyright infringements. It also presents where in EU-law these rights are protected. 

After that, the chapter explains what kind of tests the CJEU uses to balance the fundamental 

rights. Finally, it analyses case law of the CJEU to find the current balance between the funda-

mental rights. 

Intellectual property rights form a part of the right to property and the protection of copyright 

is guaranteed in Article 17(2) of the EUCFR and in Article 1, First Protocol of the ECHR.108 

According to Article 52(3) of the EUCFR, a minimum level of protection is set by the ECHR, 

but more extensive protection is allowed. Same kind of protection is guaranteed for the freedom 

of expression, which is protected by Article 11 of the EUCFR and Article 10 of the ECHR. 

Article 16 of the EUCFR guarantees the freedom to conduct a business. The minimum level of 

protection is decided by the EUCFR. This right is codification of the CJEU’s earlier case law.109 

The protection of personal data is guaranteed by Article 8 of the EUCFR and Article 8 of the 

                                                             
102 See Case C-610/15 Stichting Brein (Ziggo) (n 48), paras 36-38. 
103 Case C-324/09 L'Oréal and Others (n 32), para 116. 
104 See Joined Cases C-236/08 to C-238/08 Google France and Google (n 32), para 120; Case C-324/09 L'Oréal 

and Others (n 32), para 119. 
105 Case C-324/09 L'Oréal and Others (n 32), paras 121-122, para 122 provides in which cases a notification of 

alleged illegal activities does not prevent invoking Article 14 of the E-Commerce Directive as a defence. 
106 Case C-324/09 L'Oréal and Others (n 32), para 120. 
107 Case C-484/14 Mc Fadden (n 83), paras 63–65. For more information about hosting, see Arno R Lodder, An-

drew D Murray, EU Regulation of E-Commerce: A Commentary (n 87) 50-53. 
108 See Case C-479/04 Laserdisken [2006] ECLI:EU:C:2006:549, para 65. 
109 Case C-4/73 Nold KG v Commission [1974] ECLI:EU:C:1974:51, para 14. 
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ECHR. Therefore, the ECHR sets the minimum level of the protection of personal data. The 

Member States have to in their legislation also provide an effective remedy against possible 

infringements of the fundamental rights. This follows from Article 47 of the EUCFR. The fun-

damental rights are not absolute and the rights can be limited.110 The Wachauf-case111 and the 

Nold-case112 provide limits to restrictions and states that restrictions shall not interfere dispro-

portionately and intolerably with the very substance of the rights. The very substance shall not 

be impaired with the restrictions.113  

The fundamental rights in the EUCFR are at the same level with each other in the hierarchy of 

laws and therefore balancing must be done when these rights are in conflict with each other. 

The CJEU has a large margin of appreciation114 when it balances the rights and it has used 

different kind of proportionality tests when two or more fundamental rights have been in con-

flict with each other.115 The main objective with these tests is to strike a fair balance between 

the fundamental rights.116 The objective to maintain a fair balance is also stated in Recitals 3 

and 31 of the InfoSoc Directive. The fundamental rights are therefore not absolute but the rights 

should not be limited more than it is necessary in order to achieve balance. This follows from 

Article 52(1) of the EUCFR which states that all limitations of the fundamental rights must be 

proportional, necessary and stricto sensu. It has not always been clear which criteria are used 

by the CJEU and what circumstances affect balancing because the CJEU does not always ex-

plain in detail how balancing has been done. The different kind of proportionality tests used by 

the CJEU can be divided in ‘simple proportionality tests’ and ‘double proportionality tests’.117  

                                                             
110 See for example, Case C-5/88 Wachauf v Bundesamt für Ernährung und Forstwirtschaft [1989] 

ECLI:EU:C:1989:321, para 18; Case C-200/96 Metronome Musik v Music Point Hokamp [1998] 

ECLI:EU:C:1998:172, para 21; Case C-44/94 The Queen v Minister of Agriculture, Fisheries and Food, ex parte 

Fishermen's Organisations and Others [1995] ECLI:EU:C:1995:325, para 55; Case C-280/93, Federal Republic 

of Germany v Council of the European Union [1994] ECLI:EU:C:1994:367, para 78 (about limiting the right to 

property); About limiting the protection of personal data, see Directive 2002/58/EC of the European Parliament 

and of the Council of 12 July 2002 concerning the processing of personal data and the protection of privacy in the 

electronic communications sector (Directive on privacy and electronic communications) OJ L201/37 Article 15; 

Article 13 of the Data Protection Directive. 
111 Case C-5/88 Wachauf v Bundesamt für Ernährung und Forstwirtschaft (n 110). 
112 Case C-4/73 Nold KG v Commission (n 109). 
113 Case C-5/88 Wachauf v Bundesamt für Ernährung und Forstwirtschaft (n 110), para 18; Case C-4/73 Nold KG 

v Commission (n 109), para 14, Case C-200/96 Metronome Musik v Music Point Hokamp (n 110), para 21; Case 

C-44/94 The Queen v Minister of Agriculture, Fisheries and Food, ex parte Fishermen's Organisations and Others 

(n 110), para 55; Case C-280/93, Federal Republic of Germany v Council of the European Union (n 110), para 78 

(about limiting the right to property). 
114 By this I mean that the CJEU can fully take into account specific circumstances of each case. This should not 

be confused with the margin of appreciation of ECtHR. 
115 Martin Mörk, ‘An End to the Possibilities – on Horizontal Liability in Laval and the Limits of Judicial Rights 

Protection’ in Ulf Bernitz, Stephen Weatherill, Sybe de Vries (eds), The Protection of Fundamental Rights in the 

EU After Lisbon (Hart Publishing 2013) 136; Xavier Groussot, Laurent Pech, Gunnar Thor Petursson, ‘The Reach 

of Fundamental Rights on Member State Action after Lisbon’ in Ulf Bernitz, Stephen Weatherill, Sybe de Vries 

(eds), The Protection of Fundamental Rights in the EU After Lisbon (Hart Publishing 2013) 94. 
116 Case C-275/06 Promusicae [2008] ECLI:EU:C:2008:54, paras 68, 70; Case C-101/01 Lindqvist [2003] 

ECLI:EU:C:2003:596, para 87; Case C‑305/05 Ordre des barreaux francophones and germanophone and Others 

[2007] ECLI:EU:C:2007:383, para 28; See also Recital 31 of the Infosoc Directive about fair balance. 
117 For more details about the proportionality tests, see Sybe De Vries, ‘Balancing Fundamental Rights with Eco-

nomic Freedoms According to the European Court of Justice’ (2013) 9 Utrecht Law Review 188-191 

<doi.org/10.18352/ulr.220> accessed 7 May 2018. 
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In a double proportionality test, the balancing is done twice. For example, in case if Article 

17(2) of the EUCFR would be in conflict with Article 16 of the EUCFR, Article 17(2) in relation 

to Article 16 would not be allowed to be limited more than what is proportional, necessary and 

stricto sensu in order to also ensure the rights guaranteed in Article 16. After this, it should be 

checked that Article 16, in relation to Article 17(2), is not limited more than what is propor-

tional, necessary and stricto sensu to also ensure protection of the rights guaranteed in Article 

17(2). By using this test, the same status of these rights in the hierarchy between the laws is 

maintained.118 This kind of double proportionality test has been used in the Schmidberger-

case119 and a similar test in Volker & Scheke120. An advantage of double proportionality test is 

that none of the conflicting fundamental rights are limited more than absolutely needed in order 

to also guarantee the opposing right or the rights. The conflicting rights can then be said to be 

infringed by each other, but not seriously infringed. The ‘heart’ of the rights remains intact and 

only the ‘outer edge’ of the rights is limited.121 The area which leaves the very substance of all 

the conflicting fundamental rights untouched, is the area where a fair balance is struck. Defining 

the very substance must be done by interpreting the main purpose of each of the conflicting 

fundamental right and also by interpreting the case law of the CJEU. Defining the very sub-

stance of the specific fundamental rights falls outside of the research question of this study and 

therefore it will not be scrutinised in detail. 

In simple proportionality tests, the balancing is done only once. With the same example as 

above, it would only be checked that Article 17(2), in relation to Article 16, is not limited more 

than what is proportional, necessary and stricto sensu to guarantee the right protected in Article 

17(2). It might be done also vice versa but the main point is that the balancing is only done 

once. This kind of balancing might lead to ‘false balance’ because it might sometimes give a 

stronger position to the right which is set as a ‘base’ (in example above ‘base’ would be Article 

17(2)) because only the ‘base' is limited only as much as needed to achieve the minimum to 

guarantee also the conflicting right. The conflicting right can therefore be limited more than 

what is proportional, necessary or stricto sensu. From this follows that the area where a fair 

balance is struck reaches deeper towards the conflicting right’s very substance. The CJEU has 

used the simple proportionality test more often than the double proportionality test and it seems 

to be the predominant test at the moment.122 

                                                             
118 Frank Vandenbroucke, Catherine Barnard, Geert De Baere (eds), A European Social Union after the Crisis 

(Cambridge University Press 2017) 341; Sybe De Vries, ‘Balancing Fundamental Rights with Economic Freedoms 

According to the European Court of Justice’ (2013) 9 Utrecht Law Review 188-191 <doi.org/10.18352/ulr.220> 

accessed 7 May 2018. 
119 Case C-112/00 Schmidberger [2003] ECLI:EU:C:2003:333; See also AG Trstenjak Opinion 

ECLI:EU:C:2010:183 in Case C-271/08 Commission v Germany [2010] ECLI:EU:C:2010:426; Joined Cases C-

92/09 and C-93/09 Volker und Markus Schecke and Eifert [2010] ECLI:EU:C:2010:662, paras 75, 80. 
120 Joined Cases C-92/09 and C-93/09 Volker und Markus Schecke and Eifert [2010] ECLI:EU:C:2010:662, paras 

75, 80. 
121 Compare to Case C-5/88 Wachauf v Bundesamt für Ernährung und Forstwirtschaft (n 110), para 18; Case C-

200/96 Metronome Musik v Music Point Hokamp (n 110), para 21; Case C-44/94 The Queen v Minister of Agri-

culture, Fisheries and Food, ex parte Fishermen's Organisations and Others (n 110), para 55. 
122 Single propotionality test has been used in, for example Case C-36/02 Omega [2004] ECLI:EU:C:2004:614; 
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6.1 Balancing in the Case Law of the CJEU 

The Promusicae-case123 was the first case where the right to intellectual property was in conflict 

with other fundamental rights. It was confirmed by the CJEU that the Member States are al-

lowed, but not obligated, to enact legislation that lays down an obligation to disclose personal 

data also in civil proceedings.124 The CJEU found that a fair balance must be struck between 

these rights but it did not provide any guidelines how this should be done. Some examples for 

balancing the fundamental rights can be found from the L'Oréal-case125 where the CJEU pro-

vides that even barriers to legitimate trade might comply with the requirement of striking a fair 

balance between the fundamental rights of the EUCFR.126 To achieve a fair balance, required 

actions must be effective and proportionate to end the copyright infringement. The actions taken 

must still make sure that the opposing right’s very substance is not impaired. The CJEU found 

that an injunction, which requires an intermediary to suspend an ongoing infringement of intel-

lectual property and to prevent similar further infringements, can be issued if the intermediary 

does not on its own initiative suspend the infringement.127 Even though the CJEU mentions that 

the actions required must be effective and proportionate, it does not explain in detail what is 

meant by that and which criteria should be taken into account when the proportionality is de-

cided. However, it is clear that the taken measures are not allowed to make it impossible or 

excessively difficult to exercise the rights provided by EU-law.128 It can be interpreted from the 

judgement that users’ access to a service provided by an intermediary can in some cases be 

suspended. In cases where the infringer is not operating in a private matter, it can also be re-

quired to take measures to identify users of its service.129 Therefore, it can be said that these 

measures are not considered to impair the very substance of the protection of personal data and 

the freedom to conduct a business. The CJEU came to same conclusion in the Tommy Hilfiger-

case130 but extended the definition of intermediaries to include even physical ‘offline’-market-

places.131 

6.1.1 A Requirement to Implement Content Filtering Systems Does Not Guarantee a Fair Balance 

The CJEU had to strike a fair balance between Article 16 of the EUCFR (the freedom to conduct 

a business) and Article 17(2) of the EUCFR (the right to intellectual property) in the Scarlet 

Extended-case132 where the question was if a requirement to implement a content filtering sys-

                                                             
123 Case C-275/06 Promusicae (n 116). 
124 Case C-275/06 Promusicae (n 116), paras 53-55. 
125 Case C-324/09 L'Oréal and Others (n 32). 
126 Case C-324/09 L'Oréal and Others (n 32), paras 139-141. 
127 Case C-324/09 L'Oréal and Others (n 32), para 141. 
128 Case C-324/09 L'Oréal and Others (n 32), para 136; Case C-5/88 Wachauf v Bundesamt für Ernährung und 
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ECLI:EU:C:2003:656, para 25; Joined cases C‑222/05 to C‑225/05 van der Weerd and Others [2007] 
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tem for unlimited time could seriously infringe the intermediary’s freedom to conduct a busi-

ness. The CJEU found that the requirement to implement a filtering system would even infringe 

Articles 8 and 11 of the EUCFR and therefore these had to also be taken into account in bal-

ancing the fundamental freedoms.  

In the Scarlet Extended-case, the CJEU found that a filtering system would collect users’ IP-

addresses, which are protected personal data because tracing IP-address could be used to iden-

tify users.133 It should be noted that the first part is not contentious and an IP-address is classi-

fied to be personal data.134 However, the accuracy of an IP-address for identifying of a user can 

be questioned because an IP-address alone is not always reliable in identifying users precisely. 

Providing a wireless network, which is not protected by a password, would allow other users in 

radius of the signal of the wireless network to use the network. By doing this, the requests for 

downloading and uploading data would come from the same IP-address. Even password pro-

tected wireless network can have multiple users and therefore an IP-address cannot be used for 

reliably pinpointing the exact user of the network. The CJEU seems not to have taken this into 

account in this case.135 This can be seen from two different aspects, on one hand it does not 

infringe the protection of personal data as much as a system that would be able to precisely 

identify the user of the network, but on the other hand it does not provide reliable and necessary 

information to end and prevent a copyright infringement and it therefore it might not be an 

effective method to guarantee rightsholders’ rights. 

As the CJEU noticed, a content filtering system would not be able to distinguish between lawful 

and unlawful content and it would thus block even some lawful content. Therefore, it would 

seriously infringe users’ freedom of expression.136 A content filtering system would also seri-

ously infringe the protection of personal data and requirements set by the directives that were 

relevant for the case.137 How the balancing between the fundamental rights is done is not ex-

plained in the judgment and the CJEU seemed to just do ‘overall balancing’. The CJEU found 

that requiring the service provider to implement a content filtering system would not strike a 

fair balance between the fundamental rights in question.138 Excessiveness of the required con-

tent filtering system would also have been in contrary with Article 3(1) of the Enforcement 

Directive and this has probably affected the judgment too. 

In the SABAM-case139, similarly to the Scarlet Extended-case, Articles 8, 11, 16 and 17 of the 

EUCFR were in conflict with each other when the rightsholder required the intermediary to 

implement a filtering system, which would end and prevent copyright infringements. The in-

termediary in this case was an online social networking platform. A filtering system would have 

                                                             
133 Case C-70/10 Scarlet Extended (n 80), para 51. 
134 Article 2(a) of the Data Protection Directive; Article 4(1) of the GDPR; Case C-582/14 Breyer [2016] 
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seriously infringed Article 16 of the EUCFR, been in contrary with Article 3(1) of the Enforce-

ment Directive, and also been in contrary with Article 15 of the E-Commerce Directive. The 

requirement to implement a filtering system would therefore not strike a fair balance between 

fundamental rights. The CJEU applied Scarlet Extended by analogy to most parts of the 

SABAM-case. Both judgments are given only three months between them and have a lot of 

similarities in circumstances and it is therefore understandable that both judgments come to the 

same conclusion on striking a fair balance between the fundamental rights. 

6.1.2 The Right to Intellectual Property Can Get Priority Over Banking Secrecy 

Article 8 and Article 17(2) of the EUCFR were in conflict with each other in the Coty Germany-

case140. The CJEU held that an unlimited and unconditional authorisation to invoke banking 

secrecy to prevent procedures of Article 8(1) of the Enforcement Directive would seriously 

infringe the fundamental right guaranteed in Article 17(2) of the EUCFR.141 The authorisation 

was therefore found not to comply with the requirement of a fair balance between the funda-

mental rights in question.  

The CJEU did not rule out a possibility to protect personal data because it is a fundamental right 

guaranteed by Article 8 of the EUCFR but at the same time the means to protect the data would 

have to be proportional and guarantee also rightsholders’ rights to intellectual property. If na-

tional legislation would have other means that could be used in a way described in Article 8(1) 

of the Enforcement Directive, then the authorisation would not make protecting of the right to 

intellectual property impossible.142 Therefore, Article 17(2) of the EUCFR would not be seri-

ously impaired and a fair balance could be reached. 

The CJEU seems to be ready to let intermediaries limit other fundamental rights in order to 

secure a rightsholder’s right to intellectual property. Even the banking secrecy was not a strong 

enough reason to protect private data if there were no other effective means to protect the right 

to intellectual property than to require the bank to leave over personal data to the competent 

national authorities. It has been argued that the account holder in this case did not have any 

legitimate interest to keep his identity as a secret while the rightsholder had legitimate interest 

to effectively stop and prevent the copyright infringement.143 The protection of personal data is 

a fundamental right and probably the burden of proof is on the person who claims that there is 

no legitimate interest to keep someone’s identity as a secret. However, the right to intellectual 

property seems to have a strong position in comparison to the protection of personal data as the 

case shows. 
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6.1.3 Suitable Intermediary Injunction for a Fair Balance 

In the Mc Fadden-case when deciding suitable intermediary injunction, the CJEU had to strike 

a fair balance between the EUCFR Art 11 (the freedom of expression), the EUCFR Art 16 (the 

freedom to conduct a business), and the EUCFR Art 17(2) (the right to intellectual property). 

Because the referring national court had found that the addressee of the injunction had only 

three different possibilities to end the infringement, the CJEU only scrutinised these alterna-

tives. The CJEU found that the general obligation to monitor all the information transmitted 

would be in contrary with Article 15(1) of the E-Commerce Directive.144 The second alterna-

tive, which was to terminate the internet connection completely, would not have struck a fair 

balance between the fundamental rights in this case.145 The CJEU did refer to the Scarlet Ex-

tended-case and to the Coty Germany-case by analogy when it found that the second alternative 

was not suitable.146 The second alternative would probably have seriously infringed the freedom 

of expression and therefore this alternative would not have struck a fair balance between the 

fundamental rights. The third alternative, which was to require the service provider to protect 

the internet connection with a password, was found to limit both the freedom to conduct a busi-

ness and the freedom of expression. However, the limitation would have been done stricto sensu 

and therefore would only have limited the fundamental rights of the service provider margin-

ally. Because this alternative was limiting both the service provider’s rights and the service 

recipients’ rights the least, while it still was necessary to effectively guarantee the rightsholder’s 

rights, it was found to strike a fair balance between the fundamental rights in conflict with each 

other. The CJEU held that to ensure effectiveness of password protection in preventing a cop-

yright infringement, the users should be required to reveal their identity in order to obtain the 

password.147  

It should be noted that in the Mc Fadden-case the CJEU left it to the addressee of the injunction 

to decide the measures taken as long as the objective of the injunction would be fulfilled. If the 

purpose could be achieved by means that infringe conflicting fundamental rights less than pass-

word-locking, then these measures should be used.148 The CJEU adjusted its previous view that 

it had in the Scarlet Extended-case about the significance of an IP-address in identifying the 

users precisely. It seems that the CJEU does accept the unreliability of an IP-address for speci-

fying exactly which person has used the network.149 

6.1.4 Linking and a Fair Balance 

In the GS Media-case, Articles 17(2) and 11 of the EUCFR had to be balanced. From the judg-

ment can be read that if a person provides a hyperlink to a copyright protected material, which 

is freely available on another website, the person has to check that the material was published 
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with consent of the rightsholder.150 ‘Checking’ in this case means that the person has thoroughly 

enough investigated if the material infringes a copyright and still did not know and reasonably 

could not have known that the material was published without consent of the rightsholder. 

When linking is carried for profit, the person who posts a link is required to carry out necessary 

checks to ensure that the material is not illegally published on the website to which the link 

leads. The knowledge of a copyright infringement is presumed when a person, for profit, posts 

links leading to copyright protected material, which is published without consent of the 

rightsholders.151 This presumption is rebuttable. By this way restricting right for linking, the 

freedom of expression in Article 11 of the EUCFR is infringed too. The CJEU found that the 

restrictions to linking would still strike a fair balance between the right to intellectual property 

and the freedom of expression.  

Considering the earlier case law of the CJEU the judgement in the GS Media-case can be inter-

preted so that the CJEU finds that the requirement to check or ensure lawfulness of the content 

to which the link leads, does not seriously infringe the freedom of expression. However, it sets 

a far-reaching requirement to people who are linking for profit. This requires a person to mon-

itor lawfulness of the links or otherwise the person risks to be found liable for copyright in-

fringement if any of the links on the service infringes copyright protection. In order to avoid 

liability, one option is once again to implement a content filtering system to control lawfulness 

and unlawfulness of the published links. This might then be in contrary with Article 15 of the 

E-Commerce Directive if the implementing is not done voluntarily and if a content filter system 

is used for general monitoring. 

6.1.5 A Requirement to Ensure Genuine Protection of the Right to Intellectual Property 

In UPC Telekabel Wien152 the CJEU had to balance the rights guaranteed in Articles 11, 16 and 

17 of the EUCFR. An intermediary injunction to require the ISP to block its customers to access 

a website which was committing a copyright infringement was found proportional. The inter-

mediary was given a possibility to choose how it wants to implement the issued intermediary 

injunction. A requirement for the measures taken based on the intermediary injunction was that 

it had to be sufficiently effective to ensure genuine protection of the right to intellectual prop-

erty.153 Effectiveness of the measures were found sufficient if the measures would prevent an 

unauthorised access to the copyright protected material or at least, would make the access dif-

ficult to achieve, and would seriously discourage users to access such a material.154 This kind 

of injunction would not seriously infringe the freedom of expression or the freedom to conduct 

a business while still effectively guaranteeing the right to intellectual property. A fair balance 

between in this case conflicting fundamental rights was therefore struck. To this affected the 

facts that the intermediary got possibility to choose the measures which it would find to be the 
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most suitable for the purpose, and by doing that, the intermediary would avoid incurring coer-

cive penalties if it had taken all reasonable measures to end and prevent copyright infringe-

ments.  

Still, the judgment can be interpreted in a way that the judgment requires the intermediary to 

make sure that the balance between the freedom of expression of the users of services, and 

effectively ending and preventing the copyright infringement would be maintained.155 This usu-

ally requires the intermediary to be able to distinguish between lawful and unlawful content 

because websites often have a lot of lawful content. If a website has both lawful and unlawful 

content and if the intermediary would prevent its customers to access to the whole website, then 

it would unnecessarily deprive internet users’ freedom of expression in contrary with Article 

11 of the EUCFR. The CJEU has in its case law found that it is not possible for the intermediary 

to distinguish between lawful and unlawful content.156 The CJEU seems therefore to depart 

from its earlier judgments. By requiring an intermediary to maintain balance between the free-

dom of expression, and effectively ending and preventing a copyright infringement the CJEU 

might have set the intermediary an obligation to monitor content that is published on the website 

or alternatively to implement a content filtering system which can automatically distinguish 

between lawful and unlawful material. A filtering system was in the earlier case law found to 

seriously infringe the freedom to conduct a business.157 An intermediary injunction which 

would have effect or object to impose a general monitoring obligation could infringe Article 15 

of the E-Commerce Directive.158 Imposing a requirement to monitor is allowed if it is specific, 

and not general, because it would then fall in the scope of Recital 47 of the E-Commerce Di-

rective. An obligation to general monitoring would infringe also Article 3 of the Enforcement 

Directive because such monitoring would not be a measure which is fair, proportionate and not 

excessively costly.159 The UPC Telekabel Wien-judgement could therefore be interpreted in a 

way that would increase the responsibilities and obligations of intermediaries a lot.  

However, the CJEU more probably meant that even though a website would have both lawful 

and unlawful content, blocking the customers to access the whole website would not seriously 

infringe the freedom of expression because it is only one website. This interpretation has also 

weaknesses and could have unexpected consequences later if the interpretation would be given 

a broad applicability. For example, YouTube is only one website but blocking it would have 

bigger effects and possibly even seriously infringe the customers’ freedom of expression. It 

should be noticed that it still is not the ISP who has the responsibility to make sure that it blocks 

access only to copyright protected material. The website, which provides lawful and unlawful 

content, has responsibility to remove content that infringes copyright. It can be then stated that 

                                                             
155 Case C‑314/12 UPC Telekabel Wien (n 38), para 63–64. 
156 Case C-70/10 Scarlet Extended (n 80), para 52; Case C-360/10 SABAM (n 80), para 50. 
157 Case C-484/14 Mc Fadden (n 83), paras 87-89, Case C-70/10 Scarlet Extended (n 80), paras 47-54, Case C-

360/10 SABAM (n 80), paras 45-52. 
158 See Case C-324/09 L'Oréal and Others (n 32), para 139. 
159 Sophie Stalla-Bourdillon, Eleonora Rosati, Karmen Turk, Christina Angelopoulos, Aleksandra Kuczerawy, 

Miquel Peguera, Martin Husovec, ‘An academic perspective on the copyright reform’ (2017) 33(1) Computer Law 

& Security Review 13 <doi.org/10.1016/j.clsr.2016.12.003> accessed 7 May 2018; Case C-324/09 L'Oréal and 

Others (n 32), para 139. 



 

27 

 

the website carries the risk that the ISP blocks its customers’ access to the website in whole if 

the website does not comply with removing copyright protected content from its service.  

Despite these interpretations it must be remembered that in this case, the website in question 

was making it possible to stream and download mainly unlawful material which was protected 

by copyright. Therefore, the website did not offer lawful content in big amounts. It should be 

noted that even these interpretations would not cause the judgement to be in contrary with Ar-

ticle 15 of the E-Commerce Directive because the intermediary has possibility to choose how 

it will stop and prevent copyright infringements and thus it is not obligated to implement a 

content filtering system or some other way to generally monitor its service.  

The question remains, if in some other cases there are any possibilities for an intermediary to 

achieve the required objective without general monitoring, and if there are none, could such 

judgment be in contrary with Article 15 of the E-Commerce Directive? The answer should be 

found in Recital 47 of the E-Commerce Directive which states that imposing an obligation to 

monitor in specific cases is allowed. The situation might not have been as easily resolved if the 

website would have had big number of users and lawful content, and conclusions from the 

judgment cannot therefore be drawn without reservation. Achieved fair balance in this case 

does not mean that similar solution would guarantee a fair balance in other cases. The CJEU 

did not provide any tools or explanations how a fair balance can be found or why the judgment 

achieved a fair balance in this case.160 Vagueness and lack of more general guidelines for find-

ing a fair balance has also been criticised in doctrine.161 

6.1.6 Conclusions from the Case Law 

By summarising the case law of the CJEU it can be stated that an act which seriously infringes 

a fundamental right does not comply with the requirement to ensure a fair balance between the 

fundamental rights.162 ‘Seriously infringes’ can be said to be equivalent with ‘impairs the very 

substance of the right’.163 In comparison to the Scarlet Extended-case and the SABAM-case, the 

CJEU stressed in the Mc Fadden-case and in the UPC Telekabel Wien-case the intermediary’s 

responsibility to end and prevent copyright infringements and required more active measures 

taken by the intermediary to guarantee rightsholder’s right to intellectual property. Certainly, a 

requirement for an intermediary to implement a content filtering system is more burdensome 

than a requirement to protect a wireless network with a password but there are still some indi-

cations about increased responsibilities of intermediaries. The UPC Telekabel Wien-case could 

be interpreted in a way which would indicate that the CJEU departed from its previous case 
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law. However, there are some circumstances which support the conclusion that the UPC Tel-

ekabel Wien-case should be interpreted so that blocking access to the website is required instead 

of implementing a content filtering system. This interpretation is in line with the earlier case 

law of the CJEU and it also complies with the purpose of the E-Commerce Directive Article 15 

which is an important part in balancing conflicting fundamental rights. Article 15 of the E-

Commerce Directive protects and guarantees also the rights in Article 11 and Article 16 of the 

EUCFR. Thus, even teleological interpretation of the Article 15 supports the interpretation. E 

contrario-interpretation should not be used in this case. The judgment in the UPC Telekabel 

Wien-case is not given in plenum and this also indicates that the CJEU had no intention to depart 

from its earlier case law. The interpretation is finally confirmed by the case law of the CJEU 

after the UPC Telekabel Wien-case where the CJEU has held that a requirement to implement 

a content filtering system would seriously infringe the EUCFR Art 16 and the EUCFR Art 11.164 

Thus, it would not strike a fair balance between conflicting fundamental rights. 

The case law of the CJEU shows how responsibilities and obligations of intermediaries have 

increased constantly. The CJEU has also weakened the protection of intermediaries by leaving 

a possibility for the national courts to order an intermediary to pay pre-trial costs or costs of 

litigation for intermediary injunctions, notwithstanding if the intermediary’s liability is pre-

cluded by Articles 12-14 of the E-Commerce Directive.165 ‘A fair balance’ seems to have 

shifted towards stronger protection of intellectual property rights and this has caused limitations 

to the freedom of expression, the freedom to conduct a business and the protection of personal 

data. The CJEU has not provided any general guidelines or detailed explanations on how the 

balancing should be done. The CJEU has often in its case law only stated that it has achieved a 

fair balance between the conflicting fundamental rights but at the same time it has not clarified 

why the balance is ‘a fair balance’. What is a fair balance in one case might not be a fair balance 

in another case even if the circumstances of the cases would be similar. Therefore, far-reaching 

conclusions from the case law of the CJEU about balancing the fundamental rights should be 

made with care. 

7 Should the Balance Between the Fundamental Rights Be Changed? 

This chapter analyses Value Gap Proposal and how it would affect the current balance between 

the fundamental rights. It also analyses if some parts of the Value Gap Proposal should be 

adjusted. It also considers and scrutinises other alternatives for shifting the current balance. 

Finally, it considers if there really is a need to shift the current balance between the fundamental 

rights. 
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7.1 Value Gap Proposal 

Draft Copyright Directive166 is a part of the EUs Digital Single Market (DSM) Strategy167. One 

of the most controversial and the most debated part of the DCG is Article 13, which would 

increase the responsibilities and obligations of intermediaries that store and provide access to 

the public to large amounts of works or other subject-matter uploaded by their users.168 Article 

13 of the DCG has often been referred as ‘Value Gap Proposal’ because it aims to guarantee 

more fair remuneration to rightsholders of copyright protected works. Rightsholders have 

claimed that the amount of royalties paid by intermediaries is unfair.169 

Article 13 of the DCG would require intermediaries to implement ‘effective content recognition 

technology’ to prevent copyright infringements committed through their services. This would 

not be in line with the case law of the CJEU because even though the CJEU has recognised the 

importance of the right to intellectual property, it has not allowed imposing a requirement to 

implement a content filtering system for general monitoring. In its case law, the CJEU has 

provided that such requirement would be too burdensome for intermediaries and would seri-

ously infringe intermediaries’ freedom to conduct a business, the protection of personal data of 

users, and their freedom of expression. Therefore, it would not strike a fair balance between the 

fundamental rights. Article 52 of the EUCFR requires that limitations of the fundamental rights 

are necessary, suitable and proportional. They also have to be done to achieve a general interest 

recognised by the EU or to guarantee the four freedoms of the EU. Content filtering systems 

cannot be relied in making this kind of complicated balancing between the fundamental rights. 

Even the CJEU has had difficulties with finding general guidelines for balancing. Content fil-

tering systems could not guarantee that none of the fundamental rights would be limited more 

than necessary, suitable and proportionate. That is why the balancing should be left for the 

CJEU and national courts. Argument that the DCG would be lex specialis cannot solve the 

conflict between fundamental rights and the balancing should always be done on a case-by-case 

basis when fundamental rights are in conflict with each other.170 

Article 13 of the DCG and Recital 38 of the DCG imposing a requirement to implement a 

content filtering system would infringe Article 15 of the E-Commerce in conjunction with Ar-

ticle 3 of the Enforcement Directive. These articles prohibit the Member States to enact legis-

lation which would require general monitoring by intermediaries. Article 13 of the DCG read 

in conjunction with Recital 38 of the DCG would impose intermediaries an obligation for gen-

eral monitoring. Thus, Article 15 of the E-Commerce Directive would no longer protect the 

intermediaries’ freedom to conduct a business and the freedom of expression of people. This 

would lead to a situation that is currently by the CJEU considered as a serious infringement of 
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Articles 8, 11 and 16 of the EUCFR. The balance would therefore be shifted towards a strong 

protection of intellectual property. Recital 38 of the DCG would be in contrary with the case 

law of the CJEU and incompatible with the current EU-law.171 

If an intermediary is required to ensure that any copyright protected works are not, without 

rightsholders’ consent, transmitted through the service provided by the intermediary, it might 

be necessary to implement a content filtering system in order to achieve the required objective. 

Article 13 of the DCG would make imposing this requirement possible. Responsibilities and 

obligations of intermediaries have increased constantly and Article 13 of the DCG would con-

tinue this trend of development. Although, it would be a huge step towards increasing protection 

of the right to intellectual property. It would also give a weaker position to the freedom of 

expression, the freedom to conduct a business and the protection of personal data compared to 

the right to intellectual property. 

The scope of Article 13 of the DCG is not limited to large companies because its scope is only 

limited to companies that store and provide to the public access to large amounts of works or 

other subject-matter uploaded by their users.172 This might put SMEs to a difficult position and 

strengthen the position of big companies who are already well-established in the market. It 

might also limit access to markets because it would be more difficult to start providing services 

such as an online platform where users can upload content to the service. The difficulty depends 

on the requirement of Article 13 of the DCG to implement effective content filtering systems 

because these often require complex algorithms in order to be able to automatically flag the 

content which infringes copyright. Besides, not even this kind of content filtering systems prob-

ably could operate independently but they need people who do the final checks if the flagged 

content actually infringes copyrights. It cannot be expected that all SMEs could implement such 

systems, and the idea of Article 13 of the DCG has probably also been that they should be 

excluded from the scope of the Article. Another alternative to monitoring the content which is 

transmitted through the intermediary’s service would be to hire more people to do the monitor-

ing. This would not solve the cost-issue, and even this alternative would not help the situation 

of SMEs. It could be argued that the text of Article 13 of the DCG has gotten an unfortunate 

formulation because it might include SMEs in its scope. Whether or not this holds true depends 

on the interpretation of ‘large amounts’ because even SMEs can provide services to a big num-

ber of users but they might still not make as much revenue as their amount of stored or provided 

content would indicate. ‘Efficiency rate’ between stored and collected content, and the revenue 

made by service provider seems not to have been taken into account in formulation of Article 

13 of the DCG. This could make it difficult to provide services without selling advertisements 

or having users paying fees to use the service. 

It is also an important point to consider how much power Article 13 of the DCG would give to 

intermediaries. It requires them to implement expensive and complex systems for filtering con-

tent which is transmitted through their services but it also by law guarantees them the possibility 

to collect and store user data. In the case of online platforms, the data which is collected can 
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then be used for many purposes, such as targeting specific advertisement and providing the user 

such content that the user, based on data collected and stored, probably wants to see. It would 

seem that this would be a win-win situation for both the big online platforms and their users. 

The other side of the coin is that online platforms have power to decide which content is not 

allowed because of protection of copyright and by doing this excessively they could start cen-

soring too much content. Content filtering systems cannot always recognise the differences be-

tween lawful and unlawful content and therefore might sometimes give false positives. To pre-

vent false positives from affecting the freedom of expression, the flagged content must be 

checked by humans.173 

The GDPR helps balancing the scales from the side of the protection of personal data. It sets 

limits on intermediaries on how much data and personal data on users can legally be collected, 

how long the data is allowed to be stored and how it can be used.174 Thus, a fair balance that 

allows both satisfactory protection of personal data and effective protection of intellectual prop-

erty rights, can be found. Though, the ‘area’ where the balance will be found will probably be 

narrow and will not give intermediaries much space to manoeuvre. The GDPR requires service 

providers and intermediaries to guarantee a strong protection for the collected user data.175 The 

GDPR also stresses the importance of consent from the users whose data is collected.176 The 

CJEU’s case law on copyright infringement cases could set intermediaries in a very difficult 

position when intermediaries have to comply with the requirements set by the GDPR and at the 

same time guarantee the strong position of the right to intellectual property compared to other 

fundamental rights. This strong position is formed by the CJEU in its case law even if content 

filtering systems to end and prevent copyright infringements are still found to seriously infringe 

rights protected by Articles 8, 11 and 16 of the EUCFR. 

A conclusion can be made that the requirement to implement a content filtering system would 

seriously infringe the freedom to conduct a business and possibly even the freedom of expres-

sion. These are fundamental rights guaranteed by the EUCFR, and a fair balance between fun-

damental rights would not be struck. Article 13 of the DCG would therefore be in contrary with 

the current balance of the fundamental rights. However, it would continue the path from the 

passive role of intermediaries towards an active and monitoring role of intermediaries.  

A relatively low threshold for what is considered to be an effective and a sufficient measure 

could be fulfilled without a requirement for intermediaries to implement content filtering sys-

tems.177 A possibility to voluntarily implement a content filtering system would allow compa-
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nies for example to use the collected data for surveys or for targeting advertisement more pre-

cisely. A content filtering system is not only an expense for a company because it can later be 

used for increasing profits and it may even increase the company’s goodwill. An intermediary 

who implements a content filtering system also less likely has unlawful content on its service 

and thus avoids possible costs of litigation and pre-trial costs from intermediary injunctions. By 

not making implementation of a content filtering system obligatory, the markets are also work-

ing without interference and competition will not be distorted. Therefore, it guarantees the free-

dom to conduct a business for companies of any size. Keeping implementation of content fil-

tering systems as voluntary thus ensures a fair balance between conflicting fundamental rights. 

If the right to intellectual property needs to be strengthened, other alternatives than those pro-

posed in Article 13 of the DCG and Recital 38 of the DCG should be considered because the 

right to intellectual property would become stronger but negative side effects of the Value Gap 

Proposal would outweigh the anticipated positive results. 

7.2 Should the Balance Between Fundamental Rights Be Changed in Any Other Ways? 

The right to intellectual property has already a strong position as the case law of the CJEU 

shows. Protection of intellectual property can be guaranteed effectively with the current level 

of protection. The current balance does not limit other fundamental rights more than what is 

suitable, necessary and stricto sensu to protect intellectual property rights. The freedom of ex-

pression is the clearest example of a fundamental right, which is not threatened by the current 

balance. Only allowing the blocking of websites that contain mostly unlawful content is suita-

ble, necessary and stricto sensu. It also leaves the very substance of the freedom of expression 

intact. As explained in the previous chapter, even the freedom to conduct a business is guaran-

teed in a suitable way. Only a change to the current balance might be needed regarding the 

protection of personal data. It might be necessary to give the protection of personal data a 

stronger position than before, at least in cases where an intermediary is classified as a controller, 

and not only as a processor of data.178 This is only the case when a person whose personal data 

is processed has a legitimate interest for protection of the data and there are other effective 

means to ensure the very substance of the right to intellectual property.179 Therefore, the balance 

would not be shifted much from its current position but there would possibly be more cases 

where a solution could be found without a need to infringe the protection of personal data. This 

could sometimes be achieved by for example using blocking injunctions. 

If case law of the CJEU continues to evolve towards the same way as earlier, this would mean 

that the intermediaries’ role will become even more important than before in stopping and pre-

venting copyright infringements. It seems that the obligations and requirements set for interme-

diaries have increased constantly from late 1990s, when the E-Commerce Directive was imple-

mented, to this day. This has given stronger protection to intellectual property. If the trend con-

tinues, it will not mean that the very substance of the freedom to conduct a business will always 
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be seriously infringed because technological evolution and available technologies will give in-

termediaries new possibilities to ensure effective protection of intellectual property. Thus, the 

definition of the very substance of the freedom to conduct a business changes instead. Content 

filtering systems will probably not infringe the very substance of the freedom to conduct a 

business if the technology evolves enough to make such technologies available also for inter-

mediaries with more limited resources. The very substance of the freedom of expression and 

the protection of personal data is not as likely to change and therefore the current balance cannot 

be changed too quickly. At the moment, the current balance also effectively guarantees all the 

conflicting rights at the same time and therefore only little adjustments should be made. The 

biggest problems are not in the current balance but instead in guaranteeing consistency and 

legal certainty in judgments which handle intermediary liability in copyright infringements, and 

where two or more fundamental rights are in conflict with each other. 

8 Better Tools for Balancing 

This chapter analyses a proposal of a vertical approach to balancing fundamental rights. Then 

it analyses how the current approach to balancing fundamental rights could be improved and if 

there are any outlines and guidelines that could be interpreted from the case law of the CJEU. 

Finally, it presents a proposal, in which vertical approach to notice-and-action regimes and the 

more precise balancing are combined. 

8.1 Harmonising Intermediary Liability at EU-Level 

Harmonisation of intermediary liability at EU-level has been proposed as an alternative solution 

for ensuring effective protection of intellectual property while maintaining the balance between 

fundamental rights.180 This would be a viable solution but the balancing of the fundamental 

rights on a case-by-case-basis allows more flexibility and allows judgments to be adjusted to 

technological changes faster and thus guarantees that the rights always serve their main pur-

pose.181 It has also been argued that creating different notice-and-action regimes for different 

situations would create more legal certainty for the balancing of fundamental rights.182 In the 

current horizontal approach, notice-and-takedown is applied for all types of content.183 This 
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would in the proposal184 be replaced with the vertical approach. This alternative solution aims 

to find compromises between fundamental rights.185  

For this study the most relevant of the notice-and-action regimes are notice-and-notice, and 

notice-and-judicial-takedown, which are proposed to be used for copyright infringement cases. 

Notice-and-notice would mean that an intermediary, after getting notice about alleged copyright 

infringement from a rightsholder, would have to inform a person committing the alleged copy-

right infringement.186 Thus, the person alleged for copyright infringement would have possibil-

ity to choose to take down the content voluntarily or to challenge the claim. Notice-and-judicial-

takedown would require decision from a court before an intermediary could be required to 

takedown the content which is infringing the copyright of the rightsholder. This would guaran-

tee legal certainty and move the quasi-judicial obligations away from intermediaries, and give 

these obligations to the courts.187 High costs and increased workload of courts could be a prob-

lem with this approach but different ‘online environments’ are a big and an important part of 

today’s society. Therefore, resolving the problem with balance between fundamental rights in 

copyright infringements should be given the resources needed. The problem should be handled 

with the same priority as problems in ‘offline environments’.188  

In my opinion, the balancing between fundamental rights cannot be replaced by a system of 

different notice-and-action regimes because these do not offer enough precision for all situa-

tions. Comparing the whole current approach for balancing fundamental rights and different 

notice-and-action regimes is like comparing apples and oranges. This is because the notice-and-

action regimes cannot be used for defining the very substance of fundamental rights. Neither 

can the notice-and-action regimes be used for finding the area where all the conflicting rights’ 

very substance can actualise at the same time, and where none of these rights are limited more 

than necessary, suitable and stricto sensu. The proposed regimes come to play after these out-

lines, inside the area where the case-specific balance is decided. These regimes can then be used 

for narrowing the area, inside which the case-specific balance is decided. Narrowing would 

then be done depending on what the case is about. For example, if in copyright infringement 

cases notice-and-notice would be used, it would narrow the area from the side of the right to 

intellectual property because it would be as fast and effective mean to stop the copyright in-

fringement as the current notice-and-takedown regime would be. However, notice-and-notice 

regime would not infringe the conflicting rights as much as the current notice-and-takedown 

regime. The area, inside which the case-specific balance is decided, would stay the same as it 

                                                             
and Intellectual Property (Edward Elgar Publishing 2015) 130; Thomas Alexander Aleinikoff, ‘Constitutional 

Law in the Age of Balancing’ (1987) 96(5) The Yale Law Journal 983 <doi.org/10.2307/796529> accessed 7 May 

2018. 
184 Christina Angelopoulos, Stijn Smet, ‘Notice-and-Fair-Balance: How to Reach a Compromise between Funda-

mental Rights in European Intermediary Liability’ (n 180) 14-25. 
185 Christina Angelopoulos, Stijn Smet, ‘Notice-and-Fair-Balance: How to Reach a Compromise between Funda-

mental Rights in European Intermediary Liability’ (n 180) 26. 
186 Christina Angelopoulos, Stijn Smet, ‘Notice-and-Fair-Balance: How to Reach a Compromise between Funda-

mental Rights in European Intermediary Liability’ (n 180) 22. 
187 In current system, intermediaries are often required to decide which material infringe copyright and which does 

not, and therefore have quasi-judicial position, see Christina Angelopoulos, Stijn Smet, ‘Notice-and-Fair-Balance: 

How to Reach a Compromise between Fundamental Rights in European Intermediary Liability’ (n 180) 24. 
188 Christina Angelopoulos, Stijn Smet, ‘Notice-and-Fair-Balance: How to Reach a Compromise between Funda-

mental Rights in European Intermediary Liability’ (n 180) 25. 



 

35 

 

is currently if notice-and-judicial-takedown would be used for ending copyright infringements. 

Although, it would improve legal certainty and predictability because quasi-judicial position of 

intermediaries would be removed. Thus, the courts would be the ones to make decisions. Cre-

ating different notice-and-actions regimes would definitely bring some improvements for legal 

certainty and predictability. Thus, it would help to solve the current problems with the balance 

between fundamental rights. However, it alone cannot find compromise between the fundamen-

tal rights in conflict with each other in copyright infringement cases. It needs to be paired with 

the current approach for balancing. 

8.2 Making Balancing More Precise 

Balancing conflicting fundamental rights gives the CJEU and national courts possibilities to 

decide where a fair balance should be struck in a specific case. It does not force the CJEU and 

national courts to use a ‘one-size-fits-all’ approach and makes it possible to give more fair 

judgment in different cases. Cases usually have different circumstances and it should be possi-

ble for the CJEU and national courts to take these fully into account. Balancing allows the 

courts to do this. Balancing also gives the most flexibility for the CJEU to adjust its judgments 

to be in line with the currently dominant opinion about which fundamental right should be given 

priority over others and therefore given some extra protection.  

Probably the biggest problem with this kind of approach is the inconsistencies and the lack of 

certainty about the outcome of the case. This problem cannot be totally eliminated but its neg-

ative effects can be mitigated by interpreting the case law of the CJEU and based on it, creating 

an outline and other guidelines. A court which has to strike a fair balance between conflicting 

fundamental rights, should first make clear what rights are in conflict with each other. After 

that, the court should continue by deciding what is the very substance of each of these rights. 

For deciding this, the courts should use the case law of the CJEU and the case law of the ECtHR. 

When the area of very substance has been defined for all the rights that are in conflict, these 

areas of very substance together form the area where a fair balance cannot be found in any case. 

Therefore, this forms the first frame for the outline for the court. The next step is to use the 

double proportionality test for the fundamental rights in conflict. By doing this, the area where 

a fair balance can be found, is narrowed more than in the first step. The area is formed by 

limitations done to each conflicting fundamental right. These limitations have to be necessary, 

suitable and stricto sensu. Therefore, this forms the second (inner) frame of the outline where 

all the conflicting rights, although limited, can actualise at the same time. This forms the final 

outline, and a fair balance can only be found inside of this area. The last step for the court is to 

decide ‘case-specific’-balance. For this, the court should take into account the circumstances of 

the case. Economic situation and position of the parties most often should not to be relevant for 

deciding a case.189 With balancing, the court can also shift the balance towards a fundamental 

right, which is ‘valued’ higher in society at the moment or which needs more protection than 

the conflicting fundamental rights. 
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Of course, there are many challenges that must be overcome in order to be able to use these 

outlines and guidelines. First of all, defining the very substance of every conflicting right could 

turn out to be a very difficult task. Although, the very substance should be able to be found by 

studying case law of the CJEU carefully and by interpretation of what the main purpose of a 

specific fundamental right is. Because of Article 52(3) of the ECHR, case law of the ECtHR 

should also be taken into account when the very substance is defined. The very substance is not 

absolute but it does not change as much as the ‘case-specific’-balance. The area of very sub-

stance can grow or shrink if there are developments in society that require a change. In addition, 

limiting the area for a fair balance by using double proportionality test is not absolute and it 

poses challenges for deciding what is meant by suitable, necessary and stricto sensu. However, 

there should be enough case law that can be used for determining what is meant by these terms. 

These challenges should not be insuperable to overcome and therefore the outlines and guide-

lines could be utilized. 

 

8.3 Possible Solution That Combines Vertical Approach with More Precise Balancing 

Combining the outlines and the guidelines of the current balancing of fundamental rights pre-

sented in the previous chapter and the proposed new notice-and-action regimes would make 

case-specific balancing easier and improve legal certainty because the variance in judgments 

could not be as big as before. The area inside which the case-specific balance would be decided, 

would be narrowed depending on what the case is about. This solution would still let the courts 

do the balancing and would give enough room to adjust the balance to be suitable for different 

cases with different circumstances. Removing the quasi-judicial role of intermediaries would 

ensure the freedom to conduct a business for them better than before. This would not impair the 

current balance either. The workload of courts would increase but the problem with conflicting 

fundamental rights in copyright infringement cases should be taken seriously and given a high 

priority. A high priority should be given because the conflict of four very important and sub-

stantial fundamental rights actualises in the problem. 
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8.3.1 An Example Using the Proposed Solution 

In a case about intermediary liability for copyright infringement there could be a conflict be-

tween Articles 8, 11, 16 and 17(2) of the EUCFR. By using the proposed solution, the first step 

is to decide the very substance of each of these rights.190 This forms the outermost area and 

outside from the inner borders of this area, a fair balance can never be found. The second step 

is to narrow the remaining area more by using the double proportionality test. This creates an 

area where all the conflicting rights can actualise at the same time, not fully, but infringed only 

as much as suitable, necessary and stricto sensu. The third step is to decide how the case should 

be classified. The case in this example handles copyright infringement and therefore the appli-

cable notice-and-action regime for it should be chosen. In the proposal of the Angelopoulos and 

Smet, this would be notice-and-notice in the first place, complemented with notice-and-judicial-

takedown as a secondary regime. The fourth step is to decide the area inside which the case-

specific balance is decided. Notice-and-judicial regime does not narrow the area at all but no-

tice-and-notice narrows it from the side of the right to intellectual property. Finally, the fifth 

step, is to decide the exact placement of the point of case-specific balance inside the remaining 

area. This should be done by taking into account relevant circumstances of the case. When a 

court does this last step, it strikes a fair balance between the fundamental rights in conflict with 

each other. 

 

                                                             
190 How the very substance can be found and possible problems faced when trying to define the very substance, 

are commented earlier in Chapter 6. It would be useful to study the very substance of the fundamental rights but it 
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9 Concluding Remarks 

Harmonising primary liability for copyright infringements has provided more effective frame-

work to give intellectual property rights a stronger protection. Secondary liability has converged 

slowly because it has not been harmonised by the EU. This gives protection of intellectual 

property rights varying position depending on national legislations. The safe harbours add a 

layer of protection for intermediaries and therefore provides at least some protection against 

excessive obligations and requirements that could be addressed to intermediaries. Intermediary 

injunctions leave rightsholders a possibility to protect their copyright even if an intermediary 

would be protected by the safe harbours. By using intermediary injunctions, a rightsholder can 

end an ongoing copyright infringement and set a requirement for the intermediary to prevent 

similar infringements in the future. These rules complete each other and try to provide sufficient 

protection for all interest groups and their conflicting fundamental rights. Even though this 

seems simple and effective, it is difficult to find consistent predictability and legal certainty in 

practice. The framework of regulations often forms situations where two or more fundamental 

rights are in conflict with each other and the balancing of these rights has turned out to be a 

difficult exercise. In the CJEU’s case law it has repeatedly stated that a fair balance should be 

struck between these conflicting fundamental rights. The CJEU has found a fair balance in 

many cases but it only seldom has explained why. Even more seldom it has explained how the 

balancing should be done and what circumstances should be taken into account. Besides, when 

the CJEU has explained this, it has done it very vaguely or case-specifically. It is therefore 

difficult to draw conclusions about how balancing should be done generally. It can be seen from 

the case law of the CJEU that the fair balance has shifted more towards a strong protection of 

intellectual property rights. The CJEU has been willing to give it a stronger position than the 

protection of personal data, the freedom to conduct a business and the freedom of expression.  

Attitudes towards the role of intermediaries in this complex has changed and more active role 

of intermediaries is proposed. For example, the Value Gap Proposal shows how attitudes to-

wards content filtering systems has changed more towards accepting such systems. Still, Article 

15 of the E-Commerce Directive prevents the Member States to set intermediaries a general 

obligation to monitor content. The CJEU has also not allowed requirements to implement a 

content filtering system for general monitoring. However, the CJEU has allowed judgments 

where a goal is set but the intermediary gets to choose how it wants to achieve this goal. The 

trend of increased obligations and responsibilities would be continued if the Value Gap Pro-

posal would be adopted.  

Protection of intellectual property has increased importance in today’s society but it should not 

be given superior position in relation to the protection of personal data, the freedom to conduct 

a business and the freedom of expression. The GDPR will probably strengthens the position of 

the protection of personal data but how much effect it will have remains to be seen. Technolog-

ical solutions and innovations are evolving quickly and for example, implementing a filtering 

system for specific monitoring would not in some cases seriously infringe the freedom to con-

duct a business. However, it should be remembered that balancing by legislation should be done 

not only taking account those biggest companies who have the most resources and highly-de-

veloped technology, but also taking account SMEs, NGOs and other companies.  
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By following the Value Gap Proposal some short-term goals could be achieved and some prob-

lems fixed quickly. In long-term, the changes proposed in the Value Gap Proposal are not sus-

tainable and would cause problems with the system of liability and the safe harbours. Better 

solution could be to continue harmonising the area of copyright and possibly to try find a way 

to harmonise secondary liability next. This would keep the current system intact and solve some 

of the existing problems. It would not solve all the problems but would still be a step towards 

the right direction. From there, regulatory framework could be adjusted by similar little steps 

and the effects could be controlled more precisely. Changes proposed in the Value Gap Proposal 

could get unexpected consequences and not be suitable with the existing system.  

The best solution would be to keep the current system and balance the fundamental rights on a 

case-by-case-basis. The current system allows the most flexibility and it can be adjusted the 

easiest and without the need of enacting new legislation or regulations. However, balancing 

fundamental rights is difficult and any general guidelines have not been formed on how to strike 

a fair balance between conflicting fundamental rights. The only option is to do balancing on a 

case-by-case-basis. An outline and some other guidelines would be helpful in increasing the 

predictability and legal certainty of balancing the fundamental rights. In chapter 8 I have pro-

posed how the area, where a case-specific fair balance can be found, could be narrowed more. 

Therefore, the variance in judgments could be reduced and it would give more legal certainty 

and predictability. I have also presented a proposal on how different notice-and-action regimes 

could be utilised for narrowing the area inside which the case-specific balance is decided. By 

doing these changes, the current system would be left intact but its suitability and legal certainty 

could be improved.  
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