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Abstract 
This report describes the development and implementation of an identity provider.  

 

‘Sigma Identity Provider’ is a login solution that is used for authenticating users so they can 

receive access to applications and APIs. By using the Identityserver4 framework, which 

combines both the OAuth2 and OpenID Connect protocols, a developer becomes flexible and 

can focus on the authentication part of the solution. This provider brings several ways for the 

user to authenticate and the availability for developers to configure settings regarding the 

‘Sigma Identity Provider’. 

 

The report includes a description on how to safely implement passwords and the security 

around it.  

 

 

 

 

Sammanfattning 
I den här rapporten beskrivs utvecklingen och implementationen av en identitets leverantör. 

 

’Sigma Identity Provider’ är en login lösning som används för att autentisera användare med 

följden att användaren får tillgång till applikationer och API: er. Genom att använda sig av 

ramverket Identityserver4, som kombinerar båda protokollen OAuth2 och OpenID Connect, 

blir utvecklaren mer flexibel och kan fokusera på autentiseringsdelen av lösningen. Den här 

leverantören ger flera sätt för användaren att autentisera sig på och möjligheten för utvecklare 

att konfigurera inställningar som gäller för ’Sigma Identity Provider’.  

 

Rapporten inkluderar en beskrivning av ett säkert tillvägagångssätt att implementera lösenord 

på och säkerheten kring det. 
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1  Introduction 

1.1  
Background 

In this project, called ‘Sigma Identity Provider’, the base-platform for an identity provider is 

developed. In this chapter the purpose, requirements and the scope of the project will be 

described.   

 

Whenever a user of any external system needs to be authenticated, the user is redirected to the 

provider where the user can choose between several different login methods. Then the user 

can use his/her Google-account, a biometric device, etc.  to authenticate himself/herself. One 

of the main ideas for this project, is the possibility to connect the provider to several external 

applications. The single-sign-on gives the user the possibility to only login once for several 

applications, depending on how many applications are connected to the same provider. 

 

Prior existing solutions require different login solutions for different applications. Normally, 

when such a solution is needed, the login is coded separately for each project. The main idea 

of this project is to create a generic and modifiable solution that can be used in several 

projects. Besides, it can also be sold as a standalone product. Another opportunity with this 

project is the possibility to save workhours for other developers. Resulting in either fewer 

resources needed or the team of developers can spend more time in other parts in their project. 

 

The Company - This project is going on at Sigma IT Consulting in Örebro, Sweden. More 

specific, at ‘MyTeam East’ which is a department of Sigma ITC. ‘MyTeam East’ is more 

focused on the energy industry and together with their customers, they develop the industry 

and create opportunities for new businesses. Through their knowledge and experience of 

delivering IT-solutions to the energy industry, their customers goals become easier to achieve.  

 

 

 

1.2  
Project 

The project involves the development of a generic identity provider, where the user can 

authenticate to get access to an external application. The provider can also be connected to 

more than one systems. This project requires work when it comes to frontend, backend and 

investigation. The solution consists of the following components: 

 

• The Identity server – Consists of views for login, logout, consent, grants. The server 

receives requests from clients to authenticate themselves by logging in to the server. If 

the user successfully logs in, he/she is sent back to the external application. This is 

also where the extensions come in, to create modules for any external provider 

(Facebook, Google, Mobile Bank-ID, IOS Touch-ID for example) so the user has 

multiple options to login. 

 

• A user database – Is developed to give the user an alternative way to authenticate, 

this database is a part of the modularity of the provider and is supposed to be a 

selectable module. 
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• A license server – Checks if the provider’s license that is deployed at a customer’s site 

is still valid. 

 

• Administrator page – To configure settings on the server regarding the views of the 

login page and settings representing the active modules. There is also a view for logs 

of the login activity. It also includes the settings for the passwords, lockout time for 

too many failed attempts, check if consent page should be visible, etc. If there is an 

active user database, CRUD-functionality (Create, Read, Update, Delete) are also 

available.  

  

1.3  
Purpose 

At the start of the project the following are the objectives of the project: 

 

• One of the objectives of this project are to create a generic and customizable solution 

that fits a customer’s needs with a reasonable price. 

• There is a demand by the company’s customers and a future business opportunity to 

offer this product.  

• Another objective is to save workhours for company’s programmers. Instead of coding 

a new login-part for each individual project, they can reuse the already existing 

solution for their projects.  

 

1.4  
Requirements 

In this section the requirements of the project are described, some of them have been added 

throughout the time of the project and some have been delimited. 

 

• Working login solution, that can be used by several applications. 

-The provider can be connected to several applications. 

-Create a license server that checks if the license of any provider is still valid. If it is 

not, the provider should stop working. 

-Implement single-sign-on, a user should only need to login once. 

 

• The solution must be suitable for the General Data Protection Regulation (GDPR): 

-Consent must be clear and provided in an easily accessible form, it must be easy to 

withdraw consent as it is. 

-A user must be notified if there has been a breach and their information might be 

compromised. 

-A user must receive information about personal data that is stored in the database if 

the user asks about it. 

-A user has the right to be removed from the database. 

 

• A modular architecture that can be extended by different extensions alternatively there 

is support available for such extensions: 

- A customer should not be able to activate or use any extensions that have been 

deactivated. 

- A customer must be able to choose how they want to login. For example, if it is by 
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using the user database, their Facebook-login, Twitter-login or Bank-ID 

(authentication with the user’s personal identity number). 

 

• Security met by review from a security perspective: 

- Store the password safely in a database.  

- Secure the data transfers between client to server and server to database. 

- Store as little private information about a user as possible, so the solution is suitable 

for the General Data Protection Regulation (GDPR). 

-Making sure the provider is resistant to hacker attacks, for example SQL-injections or 

other security risks. 

 

• An administrator role should be available for the provider: 

- Create, read, update and delete users stored in the database. 

- Configure settings on visualization, passwords, consent and modules. 

- See logs on login activity, see suspicious attempts for access to prevent attacks from 

hackers. 
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2 Background 

This chapter describes the technical part, methods of the project. 

In this project, several methods, techniques and a regulation have been used and taken in 

consideration during the implementation. Due to the projects usage of the framework 

Identityserver4 (the choice of the framework is discussed in chapter 3) which has the two 

protocols ‘OAuth 2.0’ and ‘OpenID Connect’ built in to the framework, section 2.1describes 

the protocols in more detail. The focus lays on to safely store passwords in the user database 

which is covered in section 2.2, 5.4 and 6.1. Also, an explanation of what the meaning of the 

GDPR (General Data Protection Regulation) is. 

2.1  
Identityserver4 - OAuth 2.0 and OpenID Connect 

Identityserver4 helps developers to issue security tokens to clients, therefore it is called an 

OpenID Connect Provider. Other terms for Identityserver4 are security token service, identity 

provider or authorization server. The similarity between these terms are that all are a solution 

that issues security tokens to clients [1]. 

This framework implements both the OpenID Connect and OAuth2 protocols: 

OAuth2 -” OAuth 2.0 is the industry-standard protocol for authorization. OAuth 2.0 

supersedes the work done on the original protocol created in 2006. OAuth 2.0 focuses on 

client developer simplicity while providing specific authorization flows for web applications, 

desktop applications, mobile phones and living room devices.” [2].   

OpenID Connect -” OpenID Connect is a simple identity layer on top of the OAuth 2.0 

protocol. It allows clients to verify the identity of the End-User based on the authentication 

performed by an authorization server, as well as to obtain basic profile information about the 

End-User in an interoperable and REST-like manner.” [3]. 

Identityserver4 has several features and jobs [1]: 

• Giving access and identity tokens to clients. 

• Validating tokens. 

• Session management and single sign-on. 

• Authenticating users by using either an external identity provider or a user database. 

• Protecting resources. 

• Authenticate and manage clients. 

Resources – With Identityserver4, one can protect resources which can be identity 

information about users or APIs. All resources have a unique name, clients use this name to 

specify which resource they want to get access to. The identity data, also called claims are 

information about a user for example name or email address etc. API resources are 

functionality a client wants to use, often modelled as Web APIs but it doesn’t have to [1]. 

Identity token – Contains at a bare minimum an identifier for the user, called a subject claim. 

It also contains information about how and when the user authenticated. It may also store 

additional identity data of the user [1]. 

Access token – This kind of token gives access to an API resource. A client request access 

tokens and forwards them to the API. This token contains data about the client and the user, 

which is used by the API to authorize access to their data [1]. 
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2.2  
Password hashing 

Authentication using passwords are widely used today. Using hash algorithms make the 

password into a fixed-length “fingerprint” that cannot be reversed. This technique makes the 

password protected even if the database or file are compromised, including due to their 

property that the outcome becomes different when the input has changed. Combining a hash 

algorithm with appending salt to a password, a developer has made their application more 

secure which is explained later in this section. The information is taken from a website article 

written by Taylor Hornby’s security research and development group called ‘Defuse 

Security'[4] and Barry Dorrans “Beginning ASP.NET Security” [10]. 

Hash algorithms -  These algorithms have four distinguishing elements, these are: 

• The output has a known length of characters. The length depends on which algorithm 

is used. It does not depend on the size of the input data. 

• The algorithm is deterministic meaning that the output would always be the same for 

the same input. 

• One way, the data that have been inserted cannot be reconstructed. 

• (This is not entirely true) Every output of an algorithm is one of a kind. Whenever an 

algorithm outputs the same hash for two different input data, it is called a collision. A 

good function should minimize this risk [10]. 

According to Poul-Henning Kamp, the calculation time of an algorithm should take about one 

second, this is to make an attacker ‘brute-force attack’ slower. As a second is a minor detail of 

the user logging in, but a huge factor in a brute-force attack [12]. 

There exist several different algorithms, the two most common algorithms MD5 and SHA1 

have been shown to have weaknesses and are considered to be broken. Both two algorithms 

should be avoided from usage in an application [10]. Instead here are some examples of some 

strong standard password hashing functions: 

• Argon2 

• Bcrypt 

• Scrypt 

• PBKDF2 (Password-Based Key Derivation Function 2) 

 

Salt - Salt should be created by using a CSPRNG (Cryptographically Secure Pseudo-Random 

Number Generator). This generator creates a statistically random string, that is impossible to 

guess the next character in the order of the string [10]. By first combining salt and the 

password, then to use a hash function. It will make attacks using techniques such as “Rainbow 

Tables” or “Reverse Lookup Tables” impossible to work. Because of this kind of attacks are 

based upon on passwords being hashed with the same algorithm [4]. By appending the salt to 

the password, the password hash into a different string every time. A ground rule is that there 

should be a different salt for each user, having more lengthy salts doesn’t hurt within reason. 

“The longer and more complex the salt, the greater the length of time needed for a successful 

attack” [10]. 

 

 

To Store a Password 

• Create a long random salt using a CSPRNG, preferably as long as the hashed 

password. 
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• Add the salt to the password and hash it with a standard password hashing function 

mentioned above. 

• In the database, save the hash and the salt in the user’s row. 

 

 

To Validate a Password 

• Get access to the database to gather the user’s hash and salt. 

• Add the salt to password the user entered and use the same function to hash it. 

• Use the recent hash and compare it to the hash in the user’s database to see if there is a 

match between them. If there is, the given password is correct.  

 

By securing the way on how passwords are stored in a database, it is a step in the right 

direction for a more secure application. Even if the database gets compromised, the hackers 

will have a hard time cracking the hashed password that is combined with the salt.  

 

A bad example, about the LinkedIn password leak back in 2012. 6.5 million passwords were 

compromised, these passwords were unsalted and hashed with the SHA1 algorithm. The 

SHA1 function can be calculated very fast, a decent computer can calculate between 10 to 

100 million hashed passwords using the GPU. This means that it is a trivial task to check a 

large list of potential passwords. LinkedIn have learned from their mistakes and they have 

now implemented salting and are now using a “better hashing function” [12]. 

 

Taken from the article written by Defuse Security [4], a statement of why bother hashing: 

“Your users are entering their password into your website. They are trusting you with their 

security. If your database gets hacked, and your users' passwords are unprotected, then 

malicious hackers can use those passwords to compromise your users' accounts on other 

websites and services (most people use the same password everywhere). It's not just your 

security that's at risk, it's your users'. You are responsible for your users' security.” 

2.3  
General Data Protection Regulation (GDPR) 

The EU General Data Protection Regulation (GDPR) is the most important change in data 

privacy regulation in 20 years. The regulation is designed to harmonize data privacy laws 

across the European Union, to protect and empower all EU citizens’ data privacy and to 

reshape the way organizations across the region approach data privacy.  GDPR will be applied 

on May 25th, 2018 in all EU member countries [5]. 

Due to GDPR, developers must classify the personal data stored in the databases and decide if 

the information is considered as private data. 
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3 System Architecture 

This chapter explains the system architecture of the ‘Sigma Identity Provider’. 

 

A client tries to access an external application, the user needs to be identified and is sent to the 

identity provider. The user now has options on how he/she want to identify herself/himself by 

the given extensions (The user can login with): 

 

• The user database 

• Google 

• Twitter 

• Windows Authentication. 

• Facebook 

 

When a successful login has happened, the user is redirected back to the external application. 

See figure 1 down below for a visualization. 

 

The solution also adds administration features, if a customer chooses to have a local login (a 

new or existing user database) the administrator can manage all the user stored in the database 

using the CRUD-functions (Create, Read, Update, Delete). There is also a settings page, were 

the administrator can change the appearance, manage the password policy’s. All settings are 

stored in the settings database. 

 

 
Figure 1: Visualization of the system architecture 
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4  Methods and tools 

This chapter describes the tools and methods used during the implementation of the project. 

4.1  
Methods 

 

Scrum and user stories - The agile software development methodology Scrum is used 

throughout the timeline of the project. With scrum the developer focuses on the software’s 

value and usability, rather than following a setup plan. “The underlying philosophy of Scrum 

recognizes that the customers often change their mind about the product they want and that 

the development challenges are unpredictable by their nature” [8]. Teams of developers use 

this methodology in so called sprints. In this project sprints were used in the form of one-

week sprints. With each sprint ended with a demonstration of the implemented features during 

the sprint. After each sprint, the next week’s sprint is also planned. 

 

For each sprint, user stories were made to describe what kind of features to be implemented 

next. Using the most common template: As a <role> I can <capability>, so that <receive 

benefit>. The story can then be broken down to smaller tasks, making it easier to see what 

features that need to be implemented next. Each user story was set up on a board using the 

application Microsoft Teams, there everyone invited could see the stories and the progress for 

each task. 

 

Gathering information - When it comes to gathering information, the university’s database 

article searcher was used for finding scientific articles. For the technical questions and issues, 

if there isn’t anyone available at the company’s office, Google was used to search for 

solutions and inspiration.  

 

4.2  
Programming Languages 

This section introduces the programming languages used during the progress of the project. 

 

C# -  Is a general-purpose, object-oriented programming language developed by Microsoft 

within its .NET initiative. Because of the usage of the ASP.NET Core MVC framework 

described later in the next section, which is built upon C#, it was the main language 

throughout the project. 

 

HTML – The standard markup language for creating web pages and web applications. Due to 

the project required frontend programming, HTML was necessary for adjusting the views. 

4.3  
Frameworks 

This section introduces the frameworks used during the progress of the project. 

 

ASP.NET Core MVC – ASP.NET Core MVC is a rich framework for building web apps and 

APIs using the Model-View-Controller design pattern. 

 

Identityserver4 – Is an open source framework adding the spec compliant OpenID Connect 

and OAuth 2.0 endpoints to an arbitrary ASP.NET Core application [1]. There are other 
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alternatives like ASOS (AspNet.Security.OpenIdConnect.Server) or OpenIddict.  With ASOS 

the developer must deal with raw OpenID requests. While both Identityserver4 and 

OpenIddict helps the developer to get full flexibility to implement the authentication part. 

Both frameworks use the protocol details of OAuth 2.0 and OpenID Connect making it 

transparent for the solution. The choice to use Identityserver4 fell on the scope of the project 

which was not decided by us, also the project scope was not to investigate which framework 

to use for this project. The Identityserver middleware adds the necessary protocol heads to the 

provider. See figure 2 for clarification. 

 

 
Figure 2[1]: How Identityserver comes in to the picture 

 

 

Entity Framework Core – EF Core is a lightweight, extensible and cross-platform version of 

the popular Entity Framework data access technology. EF Core serves as object-relational 

mapper (O/RM), eliminating the need for most of the data-access code developers usually 

need to write [6]. EF Core is used for creating the database module for the users, and when it 

comes to store some settings for the administrator.  

 

4.4  
Tools 

The company contributed with computers, a place in the office, mentoring and supervising. 

For the investigation part, it was conducted in parallel with the project itself. The used 

operating system was Windows 10 and Visual Studio was used as the application development 

environment. Git was used as the version control system. 

 

For creating the diagrams in this report, ‘draw.io’ is used. ‘draw.io’ is a tool for creating and 

sharing diagrams [9]. 

 

SQL Server Management Studio (SSMS) for a visualization of the database to access, 

configure, manage and administer all components of SQL Server [11]. 
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4.5  
Other Technologies 

Except for a user account there are no other special requirements within the company.  

 

 

5 Implementation 

This chapter describes the implementation of the project, starting with an overview of what 

was already implemented and what was made from the beginning. In the later sections the 

important parts of the provider are described in more detail. 

  

5.1  
Overview 

 

The project is built upon a sample version taken from the Identityserver4 documentation 

website [1]. The name of the example is “Hybrid Flow Authentication with API Access” and 

it is taken from the creators GitHub repository. The sample contained both necessary and 

unnecessary parts for the scope of the project, the most important components for the project 

was: 

 

• Account controller – Contains workflow and functions for login, logout, external 

login, external logout, building the login view, register user, external login callback, 

building the logout view and process windows login. 

• Default views - For login, logout and logged out. 

• Client test page – Used for testing the identity provider. It is an ASP.NET Core 

application that is basically sending the user to the Sigma Identity Provider whenever 

the user tries to access the secure page. 

 

Some parts of the above components have been modified, which will be explained later in the 

sections below. 

 

The parts of the project that was made from scratch: 

 

• Administration – Views and controller for the admin. 

• User Database – A database suitable for storing users and their passwords, consider 

this as another module for the provider.  

• External providers – Connecting Facebook, Google, Twitter, Microsoft Account and 

Windows Authentication login providers to the Sigma Identity Provider. 

 

The whole project is built upon the ASP.NET Core MVC, therefore the MVC pattern is 

common throughout the implementation. When testing the provider, the server is set up using 

the IIS Express tool available in Visual Studio [13]. 
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5.2  
The Account Controller 

In the account controller, all the basic login-logic for the local and external logins was already 

built in from the taken sample [7]. The views of the login process can be found in Appendix 

A. Here is a description of what the different functions do: 

Login – The login-logic for authentication by using the user database. One of the major 

changes that was made in the local login, was to replace the in-memory users with a user 

database. This database is explained in more detail in section 5.3. By using dependency 

injection and the ‘SIPuserstore’ (SIPuserstore is a helper class for querying the user 

database.), the login credentials can be checked if they are valid or not. Below is a code 

example on how it is done. 

 

private readonly SIPContext _context; //Using dependecy injection  

//Inside the login function 

using (var ctx = _context) 
                { 
                    SIPUserStore EFUser =  new SIPUserStore(ctx); 
                    // validate username/password against SIPdatabase 
                    if (EFUser.ValidateCredentials(model.Username, model.Password)) 
                    { 
                        var user = EFUser.FindByUsername(model.Username); 
                         
                        await _events.RaiseAsync(new 
UserLoginSuccessEvent(user.UserName, user.SubjectId, user.UserName)); 

if (user.IsAdmin) //Om användaren är admin skicka iväg en claim som säger att den här 
användaren är admin. 
                        { 
                            var claims = new List<Claim> { new Claim(ClaimTypes.Role, 
"Admin") }; 
                            await HttpContext.SignInAsync(user.SubjectId, 
user.UserName, props, claims[0]); 
                             
                        } 

 

Code Snippet 5.2.1 – Login logic using the Sigma Identity Provider user database 

 

Using the ‘using’-statement to ensure that the ‘Dispose’-function is called at the end. The 

‘SIPuserstore’ is used to encapsulate the code of validating a user. It is good for making it 

easier to read the source code and useful if it is needed to use several times. Another way of 

doing it are to use the context directly. The role claim is sent to the application if the users 

‘isAdmin’-data is set to true. 

ExternalLogin – Initiates a roundtrip to the external provider. When the user made a 

successful authentication, the function ‘External Login Callback’ is called. 

ExternalLoginCallback – If the user made a successful login using the external provider, 

their information is returned to the account controller in this function. Out of the box, the 

implementation simply does an auto provision of a new external user. This is not meant to be 

used in production, but it has not been in the scope of the project to fix this logic. The only 

added functionality that has been added, is that if the selected user has admin privileges. A 

role claim is sent with the other claims and information regarding the user to the application.  
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BuildLoginViewModelAsync – Builds the view for what the user can choose to login in 

with. Depending on what external providers the customer has chosen from the beginning and 

as the administrator can turn of external providers and the user database. 

ProcessWindowsLoginAsync – For using the Windows authentication, this function is 

needed as the Windows provider is different from the other providers. As the Windows 

Authentication requires the server to be a member of an Active Directory domain. Therefore, 

the Windows authentication method needs to have its own function for handling the login part 

of the Windows Authentication. 

Logout – Apart from signing out the user, he/she also receives a link to the origin URL. This 

function works with the API-helper function “BuildLogOutViewModelAsync”, for signing 

out the right user.  

 

5.3  
The User Database and settings 

The main idea with the user database were that it should be selectable to the Sigma Identity 

Provider, but for now it is needed for logging in as an administrator. For creating this 

database, entity framework core was used. Below in figure 5.3.1 you can see the important 

table of the user. 

 

 

Figure 5.3.1 – Table for the user database 

 

SubjectID -  Which is a primary key for the table. 

AccessFailedCount and LockoutEnd – Used for locking out the user if the number of failed 

logins have been exceeded. The admin sets that value. If a successful login has been made this 

value will get a reset. Also, this only refers to the local login and not the external providers. 

Password hash and salt – For security reasons, instead of storing a password in clear text. 

This password hash and salt are used for validating a user’s password.  

IsAdmin -  Used for granting a user administrator privileges. If a user is an admin when 

logging in, a claim is sent stating that this user is an admin.  

 

One alternative to this solution is to use the ‘ASP.NET.Identity’-package, for handling the 

user database. But after discussion this solution were scrapped because the Identity-package is 

too big and complex. Instead of using seven tables, we are using three (one for the user, two 

for the roles).  

When it comes to the settings for the modules. A simple table is created that contains the 

provider name and if it the provider is enabled. The admin is responsible for changing the 

enabled value, when a module is disabled this provider will not be present at the login view. 

Also, when the user database is disabled. Settings regarding the database are hidden. 
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5.4  
Securing the stored passwords 

According to the background in chapter 2 about password hashing, here is the 

implementation. 

Storing the password – Below is a code snippet (5.4.1) of the implementation of the storage 

of the passwords. This is taken from the register function when either the administrator 

creates a new user or the user register themselves. The salt is created using a CSPRNG, in this 

figure a 128-bit salt is created.  

Using the package ‘Microsoft.AspNetCore.Cryptography.KeyDerivation’, it offers hashing a 

password with the PBKDF2 algorithm. This function takes five parameters including: 

• The user’s password. 

• The salt generated using the CSPRNG. 

• A pseudo-random function (PRF), in this snippet it is the HMACSHA512 and it is 

used during the key derivation process. 

• Iteration count, how many times the PRF will be applied during the process. 

• The desired length of the derived key. 

 

if (!CheckUserExists(username)) 
            { 
                byte[] salt = new byte[128 / 8]; 
                using (var rng = RandomNumberGenerator.Create()) 
                { 
                    rng.GetBytes(salt); 
                } 
                string hashed = Convert.ToBase64String(KeyDerivation.Pbkdf2( 
                    password: password, 
                    salt: salt, 
                    prf: KeyDerivationPrf.HMACSHA512, 
                    iterationCount: 1000000, 
                    numBytesRequested: 256 / 8)); 
 
                var newUser = new User 
                { 
                    LockoutEnd = DateTime.Now, 
                    UserName = username, 
                    Hash = hashed, 
                    Salt = salt 
                }; 
 
                _context.Users.Add(newUser); 
                _context.SaveChanges(); 
                return true; 
            } 
 
            return false; 

Snippet 5.4.1 - Storing a user’s password using salt and the PBKDF2 algorithm. 
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When the process is done, the hashed password and the salt is stored in the user database with 

the user’s name. 

Verifying the password – For verifying the user’s password, the same algorithm is used for 

checking if the password is the same (See code snippet 5.4.2 below). Starting off with 

checking if the username exists in the database, the users salt is then retrieved from the 

database to use it in the function. If the hash that is stored in the user database is the same as 

the newly hashed password, the verification is complete. 

This process is complemented with the cryptographic communications protocols SSL/TLS, 

see section 6.1 for clarification.  

Another approach would be to use the ‘ASP.NET.Identity’-package. Which contains the 

‘IPasswordHasher’-interface that includes a function for hashing and verifying a password. 

5.5  
The Administration part 

The structure of the administration part was that every view would have its own HTML-

document and then change the view by using the admin controller. Figures of the views can 

be found in appendix B. All the views share the same header, the header is changing 

depending if the user has administration rights.  

At the beginning, the user is met by a home view of the server (appendix B 1). Where the user 

can select either to manage their consent (untouched during the implementation) or manage 

users and settings. As mentioned, the header in the views change depending on the claims of 

the authenticated user. See code sample below (code snippet 5.5.1). 

 

 

 

 

 

 

 

 

 

 

 

string hashed = Convert.ToBase64String (KeyDerivation.Pbkdf2( 
                    password: password, 
                    salt: user.Salt, 
                    prf: KeyDerivationPrf.HMACSHA512, 
                    iterationCount: 1000000, 
                    numBytesRequested: 256 / 8)); 
                if (user.Hash.Equals(hashed))  
                { 
                    return true; 
                } 

Snippet 5.4.2 – Verifying the user’s password. 
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@using System.Security.Claims 
@*Inside the _Layout.cshtml file*@ 

@{ 
    string name = null; 
    ClaimsIdentity identity = null; 
    if (!true.Equals(ViewData["signed-out"])) 
    { 
        name = Context.User?.GetDisplayName(); 
        identity = (ClaimsIdentity) User.Identity; 
    } 
} 

if (identity.HasClaim("http://schemas.microsoft.com/ws/2008/06/identity/claims/role", 
"Admin")) 
                 { 
                     <ul class="nav navbar-nav"> 
                         <li class="dropdown"> 
                             <a href="#" class="dropdown-toggle" data-
toggle="dropdown">Settings<b class="caret"></b></a> 
                             <ul class="dropdown-menu"> 
                                 <li><a asp-action="ModuleSettings" asp-
controller="Admin">Configure Modules</a></li> 
@*Continuing… *@ 

 

 

Snippet 5.5.1 – View/claim based authorization 

 

In this snippet of code, if a claim of “admin” has been sent. This is where that value is 

checked, by getting the value of the claims from the current logged in user.  

The admin receives a visualization of the users in the database where the user can search, 

delete, see details, create or edit the users (see appendix B2 and B4). The admin also has some 

settings to configure for the Sigma Identity Provider. Including changing the requirement of 

consent, meaning if the user can give consent on certain data of the user.  

Other settings include managing on how many times a user can fail to login. If the user 

exceeds this number, he/she will be locked out for a period.  

5.6  
External Providers 

This section explains the process of connecting an existing external provider to the Sigma 

Identity Provider. This project includes the external providers Twitter, Facebook, Windows 

Authentication and Google.  

For an example, the most important parts of the implementation of Twitter are described down 

below (The whole procedure can be found at Microsoft’s documentation website [14]). 

By using the credentials taken from Twitters developer website, which are a key to enable 

users to login using the OAuth2 protocol. In the startup function of the project, the external 

provider is set by using the add authentication function that is from the 

‘Microsoft.AspNetCore.Authentication.AuthenticationBuilder’-package. The consumer key 

and secret is stored in a ‘. json’ as it should be hidden, see code snippet 5.6.1 below. 
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services.AddAuthentication() 
                .AddTwitter(o => 
                { 
                    o.ConsumerKey = Program.Configuration["Twitter:consumerkey"]; 
                    o.ConsumerSecret = Program.Configuration["Twitter:consumersecret"]; 
                    o.SignInScheme = 
IdentityServerConstants.ExternalCookieAuthenticationScheme; 
                }) 

Snippet 5.6.1 – Connecting an external provider 

 

All the external providers that are set up in the startup can be accessed with the scheme 

provider located in the account controller, the snippet of code (5.6.2) below shows a part of 

the function that builds the login view for the user, specifically how the scheme provider is 

used to access all the available providers. 

 

private readonly IAuthenticationSchemeProvider _schemeProvider; //Using dependecy 
injection 

//Inside BuildLoginViewModelAsync  

var schemes = await _schemeProvider.GetAllSchemesAsync(); 
 
            var providers = schemes 
                .Where(x => x.DisplayName != null || 
                            
(x.Name.Equals(AccountOptions.WindowsAuthenticationSchemeName, 
StringComparison.OrdinalIgnoreCase)) 
                ) 
                .Select(x => new ExternalProvider 
                { 
                    DisplayName = x.DisplayName, 
                    AuthenticationScheme = x.Name 
                }).ToList();    

Snippet 5.6.2 – Building the login view with the external providers 

 

The logic of the scheme provider was already built in, the work behind this is the connection 

part of the external providers. To test this functionality, one must have a registered account at 

their site to be able to login. 
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6 Result 

In this chapter, the implementation part is compared to the requirements section from chapter 

one. The requirements have been split up, meaning each section is about one of the 

requirements. 

6.1 Security Aspect and GDPR Readiness 

Store the password safely in a database – One of the focus areas in this project was to make 

sure that the passwords are safely stored in the database. With the background from chapter 

two, there are two columns in the database. One for storing the hashed password and another 

one for storing the salt. The hash algorithm used was the PBKDF2 which is considered as a 

good standard algorithm. PBKDF2 is implemented using the 

‘Microsoft.AspNetCore.Cryptography.KeyDerivation’-package.  

 

The implementation of the algorithm can be found in chapter 5 at code snippet 5.4.1 and 5.4.2 

for both storing a password and verifying it. According Poul-Henning Kamp [12], the time of 

hashing should be about one second long. By using the built-in diagnostics tools in Visual 

Studio and the debugger, the time values of the algorithm took about 850 milliseconds. Which 

is about 0.85 seconds, and the values for the algorithm are: 

 

• Pseudo-random function (PRF): HMAC-SHA512. 

• 1000000 iterations of the PRF. 

• Number of bytes requested: 256/8 

 

The HMAC-versions of the SHA1, SHA256 and SHA512 functions are not the same as the 

regular ones. While the regular SHA1, SHA256, SHA512 are using simple concatenation (key 

+ data), the HMAC is more complex by using (key, data) which is: 

 

• HASH(key XOR opad, HASH(Key XOR ipad, text)) 

 

Secure the data transfers – In a ASP.NET Core project, one can implement the 

cryptographic communications protocols SSL/TLS (Secure Socket Layer / Transport Layer 

Security) by enabling the ‘SSL’-checkbox in the project properties section. Also, to enforce 

HTTPS (HTTP Secure) globally in the application, by adding these lines of code (snippet 

6.1.1 below) in the projects startup function: 

 
services.Configure<MvcOptions>(options => 

{ 

    options.Filters.Add(new RequireHttpsAttribute()); 
}); 

Code snippet 6.1.1 – Enforce HTTPS 

 

This way, all the HTTP-requests that comes to the Sigma Identity will be ignored.  

 

GDPR suitable – With the respect of the General Data Protection Regulation, the 

implemented user database holds as little personal data as possible to make it less vulnerable 

to the regulation. Due to the lack of functions of sending emails to users, they cannot receive 

automatic responses if they wish to receive information regarding what is being stored about 

them. Also, if they would like to be removed from the database, the user needs to prompt the 
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administrator for deleting him/her or for receiving any personal information. No sort of 

implementation of the users should give their consent haven’t been added either. 

 

Other security concerns – By using Entity Framework Core, the security concern of SQL-

injections can safely be ignored. The connection string to the database has been hidden in the 

source code and is in the ‘appsettings.json’-file. To connect with the hidden string by using 

the ‘IConfiguration’-interface to get access to the string. 

6.2 Sigma Identity Provider and the administration part 

CRUD-Operations -  Implementations has been made so that an administrator can create, 

read, update and delete users.   

 

Configure settings -  The settings that have been implemented are mostly regarding the user 

database. For now, the administrator can change: 

• The number of failed login attempts a user can have.  

• If a user should be able to give their consent. 

• Set which modules a user should be able to login with.  

• Give administrator rights to other users.  

 

See login activity – Nothing regarding seeing the login activity happening with the Sigma 

Identity Provider has been implemented, see the next chapter and the future development 

section. 

6.3 Modular architecture 

Accessing disabled external providers – There are two aspects of this, one is the so called 

local settings. Where the administrator can enable or disable any external provider that are 

available out of the box. So, the user cannot access the external provider, by clicking its icon 

or accessing the controller by entering any text into the URL. This feature has been 

implemented. 

Another aspect is that each external provider should be locked by a license in the license 

server. This has not been implemented see chapter 7.3 about the future development. 

Able to choose – Currently, the Sigma Identity Provider offers their users the ability to login 

with the user database, Facebook, Google, Windows Authentication, Microsoft account and 

Twitter. 

6.4 Flexibility of the provider 

The provider can be connected to several applications – This functionality hasn’t been 

tested yet. The test application that came with the Identityserver4 sample has been the only 

way to test the login and logout features. 

 

License server – A license server has not yet been implemented, see the next chapter and the 
future development section. 

 

Implement single-sign-on – By using the Identityserver4 framework, this feature is already 

implemented. 
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7 Discussion 

 

7.1  
Compliance with the Project Requirements 

This section is about the discussion regarding the fulfillment of the projects requirements. 

All the requirements of the project have been fulfilled completely or partly. There were two-

time consuming pitfalls during the development of the project. The first is that there were 

several different samples of the Identityserver4 framework, which means it took some time to 

test each sample different features. Due to fact that the documentation regarding the 

framework was partly hard to understand which was due to that I have never came across or 

worked with a token service provider before. With it for example, I came across to new 

protocols OAuth2 and OpenID Connect which was the first time I heard of them. 

The second pitfall was that I also tried out the ASP.NET Identity package to test its 

functionality for using it to implement the user database. But stepped away from it as the 

learning curve was too high and that the solution of the user database would be too complex 

from a GDPR perspective. Afterwards it is something that would be better to spend that time 

elsewhere. If I would have worked with it from the start of the project, then it would be a 

more viable path. 

The project requirements changed at the beginning of the project, due to a misfortunate 

complication which made this project from a two-person project into a single person project. 

This one of the reasons why some features only got partly implemented. 

7.2 Social and Economic Implications 

An impact the Sigma Identity Provider might have is that it can be used to simplify the 

authentication part when a customer is using several systems. Instead of having a login 

solution for each system, Sigma Identity Provider brings a solution to all these systems. With 

the single-sign-on, the user needs to identify himself/herself only once for all systems. There 

is also availability to configure the authorization part as a user might not need access to all 

parts of a system. 

By bringing in the extension part of the project, the user can choose on which way to login 

making it flexible and attractive to a wider audience.  

From Sigma’s perspective, the hopes with this solution is that it should be easy to implement 

in to other developer’s projects.  

7.3 Project Development 

This section covers the possible future developments of the Sigma Identity Provider. 

 

Other ways to authenticate – There are other interesting implementations one can make to 

the Sigma Identity Provider. One thought is to use the biometric hardware for identification of 

the user, by using the hardware from a PC or smartphone. Fingerprint sensors in smartphones 

are quite common and they are available in some high-end PC’s as well. Other interesting 

technologies are iris- and face-scanning. This opens other ways to authenticate a user, it 

would be convenient to relief the user of not remember any pins or passwords. There is also 

an application plugin called ‘Bank-ID’ [15], both for smartphones and PC’s. If the user has 

used ‘Bank-ID’ before, he/she can use it to authenticate by inputting his/her personal 

identification number. To login, the user can either use their pin-code, fingerprint or Face-ID. 
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Logging – By logging all the login activity on the server, an administrator can see which user 

has logged in and how they logged in. This feature enables the administrator to see any 

suspicious activity, where the user may be locked out from using the Sigma Identity Provider. 

 

Freeing the user database – As mentioned in chapter 6 the Sigma Identity Provider is now 

dependent on the user database. An idea is to make the user database like any other external 

provider. By splitting up the settings and the storage of users in to two separate databases, so 

that the user database can be turned off and not interfere with the tables of settings. It is also a 

requirement for this project that the customer should be able to choose on how to authenticate. 

At the beginning of this change, the administrator role might be hard-coded into the provider 

so it could still change the available settings.  

 

Password management and E-mail verification – A natural step of extending the user 

database, is to implement a ‘Forgot password’ and E-mail verification to the database. So that 

a user needs to activate the account by clicking a verification link. Also, to enable the 

possibility to offer a two-factor authentication, making the process of logging in more secure. 

 

Change Appearance – There should be a settings page regarding to change the appearance of 

the UI, you can see the basic appearance at appendices A and B. The idea is to make the 

Sigma Identity Provider modifiable so that the customers of Sigma can change the looks of 

the provider to their liking. An example of change would be to add picture to the login screen 

etc. 

 

License Server – The license server would be implemented to check if a customer has paid 

for the software, if not the provider would not work. An idea is that each module should have 

a license and the whole provider should have its own. 
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8 Reflection on Own Learning 

In this chapter, reflection regarding the goals of the course are discussed.  

8.1  
Knowledge and Comprehension 

At the start of this course and the project, I had from a little to none knowledge in developing 

ASP.NET Core applications and almost zero knowledge on how to work with entity 

framework core for creating databases. My focus during this project (apart from creating the 

‘Sigma Identity Provider’) were to implement a secure way to store a user’s password in a 

database. I feel like I have a deeper understanding of what the risks are with password 

management and how to minimize these risks. 

Throughout the project here is what I learned: 

• Using Entity Framework Core for creating a database, using the model first approach 

to easily modify tables in the database. 

• To use a token service provider like Identityserver4 is one way of solving a login 

solution. One huge benefit is that you need a little comprehensive knowledge in the 

OAuth2 and OpenID Connect protocols instead of dealing with raw requests from 

these two protocols.  

• When creating an account handling service like the Sigma Identity Provider, 

specifically to safely store passwords in a database. Making sure to implement a 

strong standard algorithm and use salt as well. If there is a need for more layers of 

security and there is some sort of E-mail service installed. Add a password rotation 

rolling every month and make sure to have a bad password checker that needs to have 

X upper case letters, Y special characters, Z in length and W total numbers etc.    

• The ASP.NET Core MVC framework for creating web applications was very fun and 

easy to learn. Once you get the hang of it, the framework is a powerful tool with a lot 

of features. From the start, I had some experience in C# and using WinForms 

applications. 

Deeper knowledge of the scrum methodology, with sprint planning and setting up user stories 

and breaking it down into smaller tasks. I have been planning with colleagues that have a lot 

of experience of these agile methods, which have been a good experience for me. 

8.2  
Proficiency and Ability 

This project was carried out at Sigma ITC office at Örebro, Sweden. With all other colleagues 

present at the same office space. This project was handled as any other project at Sigma’s 

office with respect to project demos, sprint planning, version control, discussion and using the 

latest modern applications for using the methodology of scrum.  

Throughout the project, the focus has been put on learning the steps of software development 

as it is something I would like to work with in the future. This includes all from sprint 

planning in the short-term perspective of the project to the long-term perspective of the entire 

project. The most important that I learned is one must be able to be flexible and adapt as the 

plan of a project can change especially if you work in short term sprints of one week. 
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8.3  
Values and Attitude 

One of the main business ideas of Sigma and ‘MyTeam East’ are to develop the energy 

industry and create new business opportunities. With the Sigma Identity Provider, not only the 

customers receive a safe and flexible login solution. It is also a possibility for the developers 

at Sigma as well to reuse and modify this provider so that it will fit their projects scope as 

well. This project is a relief from a customer’s perspective and from a developer’s point of 

view. 
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Appendix A Login GUI 
 

 
1. A view of the test client. When the user clicks on the “Secure”-text, the user is sent to 

login page to authenticate. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2. The login page. Here the user has been redirected to the Sigma Identity Provider and 
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can choose how they want to login. 

 
3. If the setting of ‘RequireConsent’ is true, the user is met by a view prompting the user 

to check/uncheck permissions that he/she does not wish to grant. 
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4.The user made a successful login. Here we can see the access token mentioned in chapter 

two. Also, the identity provider used for logging in, this time the user chose the Windows 

authentication method. 

 
5.When the user selects the logout button, the user is again sent back to Sigma Identity 

Provider for a confirmation that the user has logged out. The user has also been given a link to 

return to the application.
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Appendix B – Administration GUI 

 

1. The server home page. The user can either choose to manage user and settings (if 

he/she has admin rights) or manage the user’s grants (revoke access to applications 

that have been given access.). 
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2.The home page for the administrator, here the admin can see all the users stored in the user 

database. Performing CRUD-operations are available. 

 

 

 

3. Here the admin can choose to turn off certain providers. When a provider is not checked, 

the provider is not visible in the login view. 
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4. View of the simple create a user page, used for testing the user database and the 

CRUD-functionality.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


