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. Abstract 
This report will be covering further development of the Realtime-Updated Dashboard made 
by two students for Flex Applications [37]. The task now is to integrate the Dashboard with 
Outlook calendar. 
 
A theoretical deepening into the General Data Protection Regulation was made due to recent 
development in the European Union. This was used to set strict guidelines for design, consent 
and security of the application. 
 
The application is a back-end service written mostly in C#, however some TypeScript 
language was used with Angular 2 framework along with LESS and HTML5. The application 
is developed as a stand-alone project as the Realtime-Updated Dashboard is now live in the 
system and it would pose a security risk for Flex which was a great opportunity to study and 
learn more about ASP.NET MVC model along with TypeScript, Angular2, LESS and 
HTML5. 
 
Integrating with Outlook calendar was just the first step, more calendars will be added in 
time. The main point of the application is to give the Realtime-Updated Dashboard added 
value and prove/show integration with Outlook calendar was possible. 
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1 Introduction 
The following sub-chapter describes the HRM Live calendar module, Flex Application as a 
company, the purpose and requirement of the project.  

1.1 Background 
As argued by Simon Franzén and Robin Andersson [37] who originally designed HRM Live, 
internal communication is important to a company and skilful communication could make the 
difference between a company succeeding or failing. Sending Emails, making PowerPoints or 
conversing for important meetings is not enough. Communication strategies must be updated. 
 
Simon Franzén and Robin Anderssons task led to the software illustrated in Figure 1, which 
retrieves information about an employee from an internal database and displays it on a public 
screen in the office.  
 
This project is a continuation of Simon Franzén and Robin Anderssons Realtidsuppdaterad 
dashboard [37]. Their project didn’t consider meetings that an employee might have during 
the day and such integration is the main task of the current project.  
 
The design of HRM Live will not be changed, my task is to show information about an 
employee's outlook calendar schedule through a popup. Figure 2 shows the HRM Live 
module which was the base of Simon Franzén and Robin Anderssons task and this project. 
 

 
Figure 1: Completed work on current implementation by Simon and Robin [37] 
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Figure 2: HRM Live base module. “Just nu” shows their status at work, followed by a picture 
of the employee, their name and current calendar for the week. Note “Vecka *”, users can also 
browse through different dates. 
 
This project was carried out at Flex Applications AB. Flex was founded in 1990 and is 
currently located in Örebro (headquarters), Stockholm, Gothenburg and Oslo. Flex was 
founded under the name Miranda Software AB by Miran Dennerqvist in Kumla. The focus is 
on payroll systems and report generation programs. Flex is known for designing competent 
and user-friendly staff management systems [38]. 
 
The back-end is built with C# MVC model, JavaScript, CSS and HTML. The system is 
divided into 6 modules. 
 
HRM modules: 

 Plan 	
 Time	
 Travel	
 Employee	
 Payroll	
 Mobile	

 
Customers can host the system by themselves or by cooperating with Flex. 

1.2 Project 
This project is a continuation from last year, two students from Örebro university, Simon 
Franzén and Robin Andersson, designed HRM Live calendar module which will be added in 
the upcoming update of Flex HRM app. Before HMR Live calendar, to know who is at work 
during the day, one needed to sign in to the application as an employee of the company and 
navigate to the correct directory to see who is at work. Currently there is no need for a signed 
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in user, it’s an automated process that fetches information from a database and visualises their 
work calendar for the week. 
 
The main contribution of the current project is to integrate the HRM Live calendar with the 
Microsoft Outlook calendar without the presence of a signed in user to retrieve their meetings 
and display said meetings on a public screen in the office through a popup when a user clicks 
on an employee's work schedule. 
 
The connection between HRM Live calendar and the Outlook calendar will be available in 
both direction, meaning users’ will not only be able to see Outlook calendar meetings of 
employees but also to export approved absence from HRM Live calendar to their Outlook 
calendar. 

1.3 Purpose 
The purpose of the project is to give HRM Live added value. To do that, users should also be 
able to see if co-workers have meetings booked during the day. HRM Live should be 
integrated with Microsoft Outlook calendar. Users should be able to click on an employee and 
see a popup with information about the day’s booked meetings. However, this development 
should consider long-term modifications and allow the use of other types of calendars such as 
Google calendar, yahoo etc. 

1.4 Division of labour 
This project is a continuation from last year. Two students from Örebro university, Simon 
Franzen and Robin Andersson, built the HRM Live calendar module  

1.5 Requirement 
What needs to be stated in HRM? Will the user need to accept the information that is being 
shared with the “master” calendar or just choose which meetings to share? what is standard? 
When you share a calendar in Outlook, you can choose from 3 different options, should we 
have the same choice? 
 
The project requirements are as follows: 

 It will work as a background application: 
 it contains a “master account” that employees share their meetings with 
 it is non-interactive, i.e. the application should use master account client 

credentials to sign in automatically without user interference, thus providing an 
access and a refresh token 

 It should be able to integrate with another calendar like google calendar, yahoo, etc. 
 It should provide visualization:  

 In addition to showing employees' planned meetings, users should also be able 
to see their status, if they are in, are having a break, or are not on site with or 
without an approved absence. 

 The design of the system will have to be based on Model-View-Controller Pattern 
(MVC) [56]. 

  
The application should be able to without the presence of a signed in user, retrieve and display 
resources making it a non-interactive background application i.e. no interactive sign in dialog. 
 
Currently there are two ways to make the project non-interactive, first one being “Get access 
on behalf of a user” [39] which forces users’ to sign in first to get an Access Token along with 
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a Refresh token. Access token is used to retrieve desired resources, it’s lifetime is an hour that 
could be prolonged to one day. Refresh token is used to get new an Access Token and Refresh 
Token without the presence of a user to keep the application “alive” [39, 40, 41]. However, 
this method is not optimal for the project requirements since this requires a user to sign in one 
time, see Figure 3 for a flow chart of the process. 
 

 
Figure 3: Web to web API using OAuth 2.0 authorization code grant flow [41] 
 
The second option is “Get access without a user” [42]. In this case admin consent is required 
but the whole process is non-interactive, meaning no user interaction to authenticate the 
application before using it. Figure 4 shows the process: Admin authenticates the application 
and accepts the application permission. Note that no Refresh Token is acquired in the process 
simply because it’s non-interactive: when Access Token is expired the application sends a 
request to the Token Endpoint providing client credentials to get a new Access 
Token, effectively making the app non-interactive. 
 

Figure 4: Daemon server app to web API OAuth 2.0 client credentials grant flow [41] 



 

  9 (32) 

2 GDPR 
 General Data Protection Regulation (GDPR) is a simplification of existing law, in many 
ways GDPR is an evolution of Data Protection Directive (DPD). It’s a new law set to be 
active from 2018 May 25 
 
In [1], the authors show an illustration of breached personal data records that has been 
compromised out of online systems, it has a huge impact on corporations and individuals 
alike but GDPR is very much about protecting the data of the people.  
 
GDPR impacts this project as the application developed accesses the users’ shared calendar 
and therefore manipulates or view data that might otherwise be considered private. 
Administrator consent is compulsory before accessing the data, however the consent doesn't 
fully explain what users’ will be giving up, meetings is the goal but once consent is given you 
can access a lot more than that. That is why the finished product will have to adhere to GDPR 
regulations and give a full explanation on what the applications really does and how the data 
that is being accessed will be protected. 

2.1 What GDPR Means for Individuals 
In 2015, during the Ashley Madison data breach [2], members of the website received 
blackmail messages from malicious parties who managed to access their personal data. This 
had dramatic consequences as some individuals decided to kill themselves over the fallout of 
the event. This extreme example shows how much impact the disclosure of personal data can 
have for an individual. The protection of personal data is therefore of utmost importance. This 
is what GDPR [3] aims to accomplish. 
 

2.2 DPD to GRPR 
The DPD (Data Protection Directive) dates to 1995 [4]. and is outdated with regards to the 
way we collect and share data. The DPD states that each EU member state must implement it 
into their own national laws [4 paragraph 9], which led to a lot of inconsistency. There is not a 
singular view of the way data is handled: different countries could have different views of 
what personal data is and different views of penalties which made things tricky for 
organizations operating in the EU across multiple markets [5], page 80.  
  
As argued by Professor Fred Crate, DPD relies on informed consent [6], but empirical 
research on informed consent shows that people either don’t read or understand what they are 
exactly giving consent to [7]. 
 
For example, in the case of this project and Microsoft. For the integration to work and to 
comply with the requirements made by Flex, the app will need access to read and write data in 
the users’ directory such as calendar and contacts without the presence of a signed in user and 
to export approved.  
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Figure 6: Application permission requirement by tenant admin. 
 
As shown in Figure 6, the application requires access to calendar events, contacts and user 
directory. This means that access to private meetings is granted, usually with geographical 
coordinates to the location of the meeting. This discloses information that the user might not 
have realized would be made available because the user labelled said meeting private during 
the event creation. 
 
To conclude, GDPR 

 Provides a much broader, more consistent definition of personal data [3, 8].	
 Creates a uniform law across member states and impacts non-EU organizations that 

are targeting EU citizens [3, 9] (unlike DPD).	
 Deals out harsher, more detailed penalties [3, 10]. This aspect is the most mediatized 

one and problematic for companies. However, this falls out of the scope of my 
analysis, which will focus on understanding the definition of personal data under 
GDPR along with the territorial scope.	

 

2.3 Roles of GDPR 
A total of 5 different roles are defined in the regulation.  

2.3.1 Data subject: 

The data subject corresponds to an individual [11, 12]. Since GDPR is a European regulation, 
the data subject refers to a citizen or a resident of an EU member state.  
 
GDPR states that the owner of the data is the data subject [8] i.e. the person concerned.  This 
might affect a lot of organization that requires that the users of their products hand their 
personal data ownership to the company. 

2.3.2 Data Controller: 

The Data Controller is the organisation that collects data from data subjects and “determines 
the purposes and means of the processing of personal data” [13]. GDPR formalises that title 
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already existing in practice and adds a new obligation compared to the DPD [4], paragraph 18 
related to the Data Processor role. Under GDPR both the Data Processor (see next section) 
and Data Controller will be jointly responsible for complying with the regulation [14]. 
Previously only Data Controllers were held responsible under DPD. 

2.3.3 Data Processor: 

The Data Processor is the organisation that “processes personal data on behalf of the 
controller” [13]. This could be a service such as a cloud service. 
 
GDPR creates a direct statutory obligation for the Data Processor [14]. The Data Processor 
may thus be subject to enforcement by supervisory authority [14] and may be subject to fines. 
Under DPD, only the controller was held responsible [4]. Now entities doing data processing 
on behalf of Data Controllers need to be GDPR compliant. 

2.3.4 Data Protection Officer: 

A Data Protection Officer is appointed by a company engaged in “regular and systematic 
monitoring of data subjects on a large scale” [15]. 
 
A Data Protection Officer is also required if an entity is dealing with special categories of data 
i.e. “racial or ethnic origin, political opinions, religious or philosophical beliefs, ...” [15, 18] 
or data related to criminal convictions and offences [15, 19]. 
 
A Data Protection Officer may be an employee or an external service [15] but must work 
independently to ensure that the company is adhering to GDPR regulations [16]. In other 
word, the Data Protection Officer makes sure that the company is implementing GDPR as it is 
meant to be.  
 
GDPR states that “Wilful or negligent failure to appoint a corporate Data Protection Officer is 
an offence subject to fines” [17]. Therefore, companies may be levied with penalties when 
they require a Data Protection Officer under the GDPR criteria [15] yet none has been 
appointed.    
 
 Finally, it is important to note that even non-EU companies may be required to appoint a 
Data Protection Officer as GDPR extends beyond EU companies [9].  

2.3.5 Data Protection Authority: 

A Data Protection Authority is a national authority tasked with implementing GDPR. Each 
EU member state is required to “provide for one or more independent public authorities” to 
implement the regulation [20] 
 
A Data Protection Authority has enforcement powers, including the ability to “to issue 
warnings” and “to issue reprimands” [22, 21]. Because the Data Protection Authority is 
implemented at the member state level, organisations operating across several countries of the 
EU may need to interact with multiple Data Protection Authorities [22]. 

2.4 Understanding Personal Data 
GDPR is very much focused on protecting personal data. It is therefore important to define 
precisely what is covered by the notion of “personal data”.  
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Personal data refers to any kind of data owned by the data subject. Formally, personal data is 
defined as “any information relating to an identified or identifiable natural person (‘data 
subject’);” [8]. This term encompasses several different aspects that will be described in the 
following sections. 
 
There are a lot of organisations that are used to deal with Personally Identifiable Information 
(PII, PUL in Sweden) [23] but the definition of personal data is a lot broader than PII and not 
the same. PUL is information that can be used to identify, contact, locate a single living 
person or to identify an individual in context [23]. A photograph that someone takes is not 
PUL but is personal data. 
 
The impact of this personal data definition is very important, and it has affected Flex 
Applications as they are a company which provides a service that engages in HR, staffing, 
timesheets, travel, salary and staff support [24]. In other words, they meet the criteria for 
“regular and systematic monitoring of data subjects on a large scale” amongst other things 
[15]. 

2.4.1 General definition of personal data: 

First, an individual's name, their birth date, their physical address and email address are 
personal data. Similarly, their mobile device ID, social media posts or photographs they take 
are also personal data. New ambient technologies create yet another category of personal data, 
which is any data collected through Internet of Things (IoT) devices [13]. 

2.4.2 Sensitive personal data 

Some personal data is considered sensitive, such as race, ethnicity, sexuality and sex life-
related information, philosophical or religious beliefs, or trade union membership. Health-
related information about the data subject also falls in this category [13].  
 
Following this definition, some data collected through IoT can also be considered sensitive.  
 
GDPR provides different requirements for sensitive personal data compared to the general 
category of personal data previously described. 

2.4.3 Genetic & Biometric data 

Another subcategory of personal data, Genetic & Biometric data, englobes an individual's 
gene sequence, fingerprints, facial features, and retina scans [13]. They can have different 
requirements under the regulation. 
 
GDPR brings a new consistent view of the notion of personal data across all the member 
states of the EU. It also enforces non-EU companies to comply with GDPR regulations as 
soon as they are doing business in at least one EU member state. 

2.5 Consent by the Data Subject 
One of the ways GDPR is giving back control of personal data to the individual is by 
enforcing consent. Consent is one of the cornerstones of GDPR and five key aspects are used 
to indicate that a data subject has consented to their data being available to a data controller 
[25, 26, 27].  
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In the case of underage data subjects, the consent must be given or authorised by the holder of 
parental responsibility over the child. It is important to note that member states of the EU may 
independently determine that the age limit can be reduced from 16 to 13 years [29]. 
 
The consent must be:  

1. Freely given: the data subject has a choice to provide the data without detriment [25, 
26, 27] 

2. Specific: it must be intelligible, easy to understand and comprehensible. The controller 
must clearly and precisely explain the scope and the consequences of the data 
processing [25, 26, 27]. 

3. Informed: the nature of the processing must be explained in an easily accessible 
location using clear and plain language which does not contain unfair terms. The data 
subject should also be aware of the identity of the data controller and the purposes for 
which that personal data will be processed [25, 26, 27]. 

4. Unambiguous: there should be a “clear affirmative action” when personal data is 
solicited [25,26,27], such as sharing a calendar. Once data is sensitive, we move from 
unambiguous consent to explicit consent [18]. 

 
Unambiguous consent could be sharing ones Outlook meetings to a master account to display 
the schedule for the week. It’s unambiguous why the user is providing it, to show the schedule 
for everyone to see and in turn the user sees everyone else's schedule. 
 
Explicit consent is a much more proactive action, in which the user acknowledge explicitly 
that their data is collected and will be used for the described purpose [28].  
 
In addition to the 5 aspects of consent by the Data Subject, the data subject is entitled to two 
additional rights: 
 

 “Right of Access”: a data subject should be able to get access to their own data [3, 30]. 
GDPR specifically says that the data controller must provide a copy of a data subjects 
information “without payment”. A reasonable fee reflecting administrative costs can 
be asked by the data controller. Organisations can also refuse the request by the data 
subject if it’s deemed “unjustified or excessive “. 	

 “Right to be Forgotten”: individuals have the right to take back control of their data [3, 
31]. Data that are no longer needed for their original processing purpose should be 
erased regardless if the individual asked for it or not. Similarly, if the data subject has 
withdrawn their consent, their data should be erased. 

2.6 Territorial Scope 
The notion of Territorial Scope encompasses the fact that non-EU based companies might be 
affected by GDPR if they are involved in some way with EU member states.  
 
Even if the data controller or processor is not established in the Union, GDPR applies to non-
EU companies [32, 33]. If we consider for example a company based in the USA and 
processing the personal data of data subject who are residents or citizens of the EU, then that 
entity comes under GDPR [3, 33].  
 
The notion of “offering of goods or services” is explained in GDPR through the following 
criteria [34]. A company is considered as offering goods or services if it falls under at least on 
the following categories:  
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 it possesses at least one EU office: an entity that has an EU office is probably targeting 

people in the EU.	
 it offers contents in at least one EU language: an entity running a service that provides 

content in EU languages, for example if one can view content in Swedish, is probably 
targeting people in Sweden which is an EU member state. 	

 it displays prices in EU currencies: an entity displaying prices in EU currencies is 
probably targeting people in the EU. 	

 it uses EU domains, an entity with an EU domain name is clearly targeting people in 
the EU. It is worth noting that it doesn’t necessarily have to be *.eu domain, but 
domains related to EU-member states, such as *.se domain for Sweden.	

 

 
Figure 7: A screenshot of tesla website targeting Swedish customers. 
 
Figure 7 shows a view of Tesla’s online store. While connecting from Sweden this is the page 
displayed under “/new” directory. While there is no EU domain in the address, the user can 
clearly see that Tesla is using Swedish language and Swedish currency. Tesla also has three 
offices in the EU. For these reasons Tesla would come under the scope of GDPR despite 
being based in the USA. 

2.7 Summary 
This section intends to conclude and present a summary about GDPR. As we move into 
GDPR, everything starts to consolidate. We get a much broader, more consistent definition of 
personal data, GDPR creates a much more uniform law across the EU member states. 
 
If companies need to comply with GDPR based on the criteria’s mentioned above, then here 
is a way of thinking about personal data. Personal data is owned by the individual and not the 
organisation holding it. This really moves away from the way a lot of companies look at the 
information they are collecting from their own data subjects. All too frequently there is the 
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view that all the data collected is the company's data, they own it and can do what they want 
with it but not under GDPR. The data subjects own the data and as mentioned before, one of 
the key objective is that to give citizens back control of their personal data. 
 
What’s important to note here, and I believe what everyone is waiting for, is that we still need 
to see the regulation in action. As it is right now it’s just another law yet to be tested. 
However, everyone is preparing for GDPR as the penalties for breaching it are substantial. 
See [58, 59] for how Flex Applications is preparing.  
GDPR is not without loopholes and I believe that a lot of organisations will try to exploit 
those loopholes. Robert Madge has been kind enough to provide 5 loopholes [35]. There is 
one that stands out above the rest and it is “offering goods or services” in the section about 
territorial scope “#1: ‘Controllers’ outside the EU” which ultimately makes it possible to go 
around GDPR. Robert Madge makes a convincing argument however the law is not tested, 
and I believe GDPR will have some measures to fix those “loopholes”. 
 
It’s also worth noting that there is space for the organisations subject to GDPR to argue 
whether for example consent was informed or was consent unambiguous. These are not clear-
cut definition with singular implementation that will be the same every time. Therefore, we 
must wait and see how the data protection authorities enforce it. 
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3 Method and Equipment 
 Since this a continuation of a previous work, the same methods will be used. Some classes 
however need to be changed for the project [37]. 

3.1 Programming languages 

3.1.1 C# 

A programming language that was release 2002 by Microsoft, C# is included in Microsoft 
.Net [43]. C# was used for the back-end, to authenticate with outlook and retrieve calendar 
events. 

3.1.2 TypeScript 

Angular 2 framework is written in TypeScript. Typescript was used for the front-end, it is a 
typed superset of JavaScript that to compiles plain JavaScript. Typescript is designed by 
Microsoft, it’s pure object oriented with classes, interfaces and statically typed like C# [44]. 

3.1.3 HTML 

Hyper Text Mark-up Language (HTML) is the standard for structuring and presenting content 
to the world wide web [45] which consists of tags that separate normal text from HTML code. 

3.1.4 CSS 

Cascading Style Sheet (CSS), is a design language for the process of developing presentable 
web pages [46]. 

3.1.5 LESS 

A CSS pre-processor. LESS enables customizable, manageable, and reusable style sheet for 
web pages. LESS extends the capabilities of CSS [47]. 

3.1.6 Angular 2 

Angular 2 is a framework for building web applications in HTML, JavaScript and TypeScript.  

Angular is written in TypeScript. Figure 5 shows the 8 building blocks for Angular 
applications [48]: 

 Modules	

 Components	

 Templates 

 Metadata  

 Data Binding 

 Directives 

 Pipes 

 Services	
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 Dependency Injection	

 
Since this is a continuation, nothing has changed for the application logic [37]. Components 
along with Templates and Services are the parts that are used primarily in the project. 

 
Components and Templates were used to create the graphical interface with associated 
functionality. Services were used for the logic between Components and the existing API as 
well as to handle the responsiveness of the application. 

 

 

Figure 5: Overview of Angular 2 framework [48] 

 Components:  
o Every component consists of mainly 3 parts: 

 HTML file, determines how the components data should be presented. 
 CSS file, determines the style of the HTML. 
 TypeScript File, contains the local data that the component will take 

care of. The file also determines what functionality the component 
should have, such as how to retrieve data from a Service and what to do 
with it. 

3.1.7 Angular Material 2 

Angular Material 2 appends Angular 2 with Material Design components such as animations, 
themes, buttons and more [37, 49]. 

3.2 Tools 

3.2.1 Microsoft Visual Studio 2017 

Software Development Tool, developed by Microsoft [51]. 
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3.2.2 ReSharper 

ReSharper is a plugin that adds many features to Visual Studio such as code navigation, 
editing, refactoring of code and more. It’s a great tool for development experience [52]. 

3.2.3 SVN 

Subversion (SVN) is used for version control, to see project history, changes in the project 
and revert to older versions [53]. 

TortoiseSVN is a SVN client which adds a Graphical Interface for SVN [54]. Users can 
manage different versions of an application. 

3.2.4 NPM 

Node Package Manager (NPM), package manager for JavaScript language. Developers can 
share and distribute application code. NPM makes it easy to install new packages and include 
libraries such as “jQuery, Bootstrap, React, and Angular, and components from frameworks 
such as Ember.” [55]. 

3.3 Design Pattern 

3.3.1 MVC 

Model View Controller (MVC) is a design pattern which is used to describe and format the 
view of a document written in a mark-up language [56]. 

3.4 Hardware 

3.4.1 Personal Computer 

The project was performed at Flex, a work computer with all the necessities was supplied by 
flex and the operating system was Windows 10 Pro. 

3.5 Other Resources 

3.5.1 Flex Domain 

Flex supplied with domain logins to the system to necessary for the creating and application 
permission.  

3.5.2 Nisstan Domain 

nisstan.onmicrosoft.com domain was created since Flex Domain permissions were limited for 
the application to be tested. “Get access without a user” requires a domain admin to 
authenticate the applications which was not granted in Flex Domain for security reasons. 



 

  19 (32) 

4 Implementation 
This section will present how the project was carried out. First a UML diagram of the current 
system architecture followed by the development process of OAuth 2.0 client credentials 
grant flow. Finally, this section will end with testing and the result of this project. 

4.1 System architecture  
A UML diagram over the system architecture is shown in Figure 8. Previous implementation 
makes it possible to add more modules with relative ease [37].  

 

Figure 8: System architecture. The classes marked is red are those that were added during the 
current project. 

 
The following functionalities (marked in red in Figure 8) were added to integrate Flex Time 
with Microsoft Outlook:  

 Outlook Service: A service was built in Flex API to get calendar events which is the 
main communication between Microsoft Outlook and Flex API. The method 
GetAccessToken() can be invoked successfully only if the tenant administrator 
gives the application permission to access calendar events [42]. GetKalendar() 
makes a request to Azure Token Endpoint with the authorization header “Bearer”, host 
“graph.microsoft.com” and content-type “application/json” once Access Token is 
acquired [42]. Upon successful response, the content is converted to Json format, 
deserialized and returned as a list.	
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 Outlook Class: subscribes to Outlook Service and through a controller class is 
populated with the events of one “master account”. The content of Outlook class is 
then imported to Outlook Component to be visualized in form of a popup.	

 Outlook Component: Is invoked by Anstalld Component when users click on an 
employee. However more research is required for how to map each employee to their 
respective calendar events since Microsoft Graph doesn’t return the ID of the users, 
instead returns e-mail address of users. 

4.2 Development Process 
Two different options were tested during the development process: 
 

1. Get access on behalf of a user: Although it could be viewed as a non-interactive 
process in the long run, the company decided to scratch that approach since it required 
a user to sign in first. 

2. Get access without a user: The final implementation was created through this concept. 
The applications calls Microsoft Graph under its own identity which is done through 5 
steps: 

1. Registration of the app 
2. Configuration of permissions 
3. Get tentan administrator consent 
4. Get an Access Token 
5. Call Microsoft Graph 

4.2.1  Registration of the app 

An application was made through Microsoft App Registration Portal to authenticate with 
Azure Token Endpoint. The domain nisstan.onmicrosoft.com was used. Figure 9 
shows the process.  
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Figure 9: Application used to authenticate with Azure Token Endpoint 
 
Application ID is assigned by the registration portal during the application creation, 
application secret is generated (note, developers can upload custom X509Certificate), finally 
assign proper redirect URL(s), one is enough however two redirect URLs were created to 
differentiate between the process of granting permission and accessing content. 

4.2.2 Configuration of permissions 

“For apps that call Microsoft Graph under their own identity, Microsoft Graph exposes 
application permissions “[42]. Figure 10 shows the pre-configured permissions. Note that 
users cannot consent to those permissions. Administrators can either authenticate through 
Azure Active Directory or, in the case of this project, give consent through a signup 
experience that only a domain administrator can access. 
 

 
Figure 10: Application permissions 

4.2.3 Get tenant administrator consent 

Figure 6 shows the signup experience for the domain administrator using “/adminconsent” 
endpoint. The code below shows the get request and response body. 
 
HTTP Get request:  
 
Get https://login.microsoftonline.com/common/adminconsent 
?client_id=6fe9af26-53be-4f3c-932f-14cfdf9bd7e2 
&state=12345 
&redirect_uri=http://localhost/web/permissions 
 

 client_id: Required, application ID from above.	
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 tenant: Required, either the directory tenant (nisstan.onmicrosoft.com) or common	
 redirect_uri: Required, the URI where the response is sent to.	
 state: Recommended, used to encode information about the user's state in the app 

before the authentication request.	
 
Response Body: 
 
http://localhost/web/permissions 
?admin_consent=True 
&tenant=fcc403ba-a438-46d9-8a58-b05e35b7320a 
&state=12345 
 

 tenant: The tenant that granted the application permissions in GUID format.	
 state: same as above	
 admin_consent: Set to true, indicating that the application can now access the target 

resources. 

4.2.4 Get an Access Token 

With admin consent granted, it’s now possible to request Access token and retrieve desired 
resources. OAuth 2.0 client credentials grant flow uses Client ID and application secret to 
request Access Token from Azure Active Directory v2.0 “/token” endpoint. 
 
Token request: 
 
POST /{tenant}/oauth2/v2.0/token HTTP/1.1 
Host: login.microsoftonline.com 
Content-Type: application/x-www-form-urlencoded 
 
client_id=6fe9af26-53be-4f3c-932f-14cfdf9bd7e2 
&scope=https%3A%2F%2Fgraph.microsoft.com%2F.default 
&client_secret=qwz* 
&grant_type=client_credentials 
 

 tenant: Required.	
 client_id: Required.	
 scope: Required, the resource identifier which informs Azure AD v2.0 /token endpoint 

of all the application permissions. https://graph.microsoft.com/.default in the case of 
this project. Alternatively, developers can write explicitly which resource to access 
such as “calendars.Read” etc. 	

 client secret: Required.	
 grant_type: Required, must be “client_credentials”.	

 
Response: 
 
{ 
  "token_type": "Bearer", 
  "expires_in": 3599, 
  "access_token": "eyJ..." 
} 
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 token_type: Indicates the token type value “Bearer” which is the only type supported 
in Azure AD	

 expires_in: Indicates the lifetime of the token in seconds, 1 hour.	
 access_token: Requested token. 

4.2.5 Call Microsoft Graph 

It’s now possible to call Microsoft graph and request desired resources given in the 
application permissions by using the Access Token and including it in the “Authorization” 
header of the request. 
 
Get request: 
 
GET https://graph.microsoft.com/v1.0/{tenant}/users/{User-
Principal-Name}  
Authorization: Bearer eyJ... 
Host: graph.microsoft.com 

4.3 Testing 
To get a better understanding of how the two-way integration would work, a separate project 
outside of Flex system was made to give a proof of concept. The system is built in a way that 
is very easy to add more functionalities. 
 
Testing showed that it is possible to integrate two different calendars, however it also showed 
that the information received through this integration was much more than expected and 
therefore would come under the scope of GDPR in case of a data breach. 
 
The consent is unambiguous however it’s not detailed enough, (see Figure 6). Nevertheless, 
users can choose which meeting to share with the master calendar and a global email will be 
sent out detailing the information that will be processed. 

4.4 Result 
The Visualization of the project is not yet complete, two concepts were pitched to flex for 
how the result will look like (see Figure 11&12). Both are popups that appear depending 
where a user has clicked. 
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Figure 11: Concept picture for one day 
 

 
Figure 12: Concept picture for one week 
 
Figure 11 appears when users clicks on one specific day of an employee's work schedule in 
Figure 1, users can see the selected employee’s profile picture, status, role in the company and 
meetings. Buttons will be added to scroll between different users. This concept got positive 
reviews from Flex and will be expanded upon in the next stage of development. 
 
Figure 12 appears when users click on the name of an employee in Figure 1, it shows an 
expanded view for the whole week without a profile picture. This concept got mixed reviews 
and is not feasible in the case of users having multiple meetings in the same day.  
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Figure 13: Result of the calendar popup dialog. 
 
Figure 13 shows the result, it is a combination of both Figure 11 and 12 since employees can 
have multiple meetings in the same day. The design is subject to change depending on what 
flex wants to be shown in the popup dialog.  
 
The information shown is in two parts. Each event is a dropdown, with header and body. The 
header contains information about the subject of the event and the timestamp. The body 
contains the content of the event. 



 

  26 (32) 

5 Discussion 
The following paragraphs discuss the project based on the objectives of the project, the 
development potential and requirements as well as the experiences that the project gave. 

5.1 GDPR and FLEX 
After much discussion with Flex we concluded that this project will not be impacted much by 
GDPR. The project still needs to be GDPR compliant since sensitive information will be 
passed between HMR Live and Microsoft Outlook Calendar, however since it’s completely 
by choice if users want to share their calendar, the repercussions will not be severe in case of 
a data breach for this project. A global Email will be sent out to employees listing what the 
application does to inform them better that it’s completely by choice if employees want to 
share their calendar and what information will be accessed.  
 
GDPR changes how Flex views personal data and I have compiled a list of questions to get a 
better understanding how companies that come under the scope of GDPR are preparing. 
These questions were answered by Andreas Tapper who is a Product Manager in Flex 
Applications. 
 
Flex has been preparing for over a year. “The biggest challenge has been to determine what is 
reasonable to demand from a personal system in relation to legislation, and to hold together 
the entire GDPR process, which is a large and complex process with many different aspects.” 
- Andreas Tapper Product Manager, Flex Applications. 
 

1. How is flex preparing for GDPR? Flex has reviewed what the new law means for 
them and located which parts of the organization they need to adapt. Flex is concerned 
by GDPR both as a personal data controller for their employees and personal 
information counsellors for their clients’ tasks as well as system vendors that handle 
personal data. “It has been an extensive process to go through” - Andreas Tapper 

2. Has Flex Appointed a DPO? They have not appointed a DPO, however their lawyers 
will take a closer look at the requirements. They don’t think this is a requirement for 
them as they don’t handle huge amount of personal data. 

3. Have security personnel received training or instruction on the GDPR? They have not, 
they have a document that they send out whenever clients might have questions 
regarding GDPR 

4. Has Flex reviewed and updated privacy policies? “We have not had a concrete policy 
before, but our view on these issues has definitely changed and we will focus more on 
them” - Andreas Tapper.  

5. Have processes been developed to allow individuals to amend or delete their personal 
data? “The personal data processed in our systems are used to comply with laws and 
agreements such as collective agreements and employment contracts. For the right 
salary to be paid, there must be some personal data in the systems that cannot be 
erased.” - Andreas Tapper. However, they do have processes for individuals that want 
to know how that information is handled and for what purpose. Personal information 
that they don’t need are deleted. 

6. Has Flex prepared to detect and report breaches? “Yes. We have installed an intrusion 
monitoring system and have created reporting procedures for incidents. A document 
shall be available before 25th of May.”  - Andreas Tapper. 
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I was surprised that Flex had not yet appointed a DPO, but they have a GDPR specialist who 
is relatively new. I believe that they do need a DPO as they are handling personal information 
for some clients, for example, their salary, travel expenses etc. In any case if they do decide or 
are forced to appoint a DPO, they are looking to hire someone outside the company to avoid 
conflicts of interest. 

5.2 Fulfilment of Project requirements 
The following symbols are used to indicate whether a requirement is met or not:  
✓ Fulfilled ✘ Not fulfilled 
 

 ✓	It will work as a background application.	
 ✓	It should be able to integrate with another calendar like google calendar, yahoo, etc. 	
 ✓Visualize the result.	
 ✓	Design Pattern of the system will have to be based on Model-View-Controller 

(MVC).  

5.3 Project development potential 
The potential for the project are big. Any kind of information that could in any way be 
beneficial to an employee could be displayed on such a product. The actual dashboard itself 
could be disconnected as an independent product. 
 
It could be, for example, a great product for retailers and customers. You would see who is 
currently working and at which section, see if they are with a customer, free or busy with 
something else to get a much faster and better service. 

5.4 Knowledge and understanding 
At the start of the project, almost all related methods and equipment (see Chapter 2) were  
something very new to me. The main lesson and gain from this project has been to put my 
skills to the test in a professional environment. 
 
The technical parts of this project include C#, MVC pattern, HTML, LESS and TypeScript. I 
gained a deeper knowledge of these technologies. 
 
Microsoft's documents concerning Access without a user, although quite easy to understand 
and remake, contains a huge error. “GET https://graph.microsoft.com/v1.0/users/{User-
Principal-Name-”, this part is not correct when using client credential grant flow as you need 
to specify which tenant directory the request is sent to, correct format is 
“{tenant}/users/{User-Principal-Name}”. This also gave me a deeper knowledge of criticism 
of sources. 

5.5 Skills and Abilities 
I’ve become better at critically examining different types of solutions where certain goals 
were required to be met. For example, in the case of the application being non-interactive 
where two very good approaches were available but only one of them met the project 
requirements even though in the long run they would serve the same purpose. 
 
Through different search engines such as google, google scholar and IEEE, information about 
implementation and GDPR has been found and reviewed. This information has been used for 
a deeper understanding of how GDPR with impact this project and Flex. 



 

  28 (32) 

5.6 Judgment and approach 
As mentioned earlier in paragraph 6.4, the thesis required knowledge in new languages, 
frameworks, techniques and theories. Although I have a better understanding now, there is 
still room for acquiring more skills in Angular 2 framework.  
 
Almost all the work done with the applications during the project has been done 
independently. Problems have been formulated, discussed and tested. All work has also taken 
place in dialogue with the supervisor to see that the solutions do not violate any standards 
within the company 
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