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Abstract 

The purpose of this study is to survey existing information security policy (ISP) construction 

research to understand to what extent the concept of tailored ISP and user involvement have 

been considered by researchers. The results are based on a literature mapping study of ISP 

construction between 1990 and 2017 in Scopus and Web of Science databases. The findings 

show that researchers have not given tailoring of ISPs any attention and there are only a few 

researchers that paid attention to involving users in constructing ISPs. This research has 

implications for both researchers and practitioners and shows the way for the future researches 

by focusing on the concept of tailored policy and how it can be achieved as well as involving 

users in such tailoring. 
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1 Introduction 

Information security policies (ISPs) as one of the most important controls to reduce 

security breaches in organizations have received significant attention from 
researchers. This is due to the fact that information security cannot be accomplished 

by technical means only (Sheng et al., 2010), and as Slusky & Partow-Navid, (2012, 

P 22) stated: “information security is 90% people and process and 10% technology”. 

Meanwhile, researchers (e.g. Shaw et.al, 2009) admitted that poor security behaviour 

of employees (e.g. user security errors, carelessness, and negligence) has caused 

many security threats. Although the need for ISP has been stressed by researchers, 

they have provided slightly different definitions of this concept. In this study we will 

focus on strategic and operational level of ISP or as Cram et al. (2017) stated non-

technical level. By strategic we mean ISPs that address top managements strategic 

direction regarding information security and by operational we mean issue-specific 

guideline and procedures that should be complied by employees in their daily 

activities (Belsis et al., 2005). However, introducing ISP in organizations does not 

grantee security of information; nor does it necessarily reduce the number of security 

incidents. This is mostly because employees do not comply with ISPs (Siponen et al., 

2009). Considering this point some researchers (Stahl et al., 2012; Karlsson et al., 
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2017) have shown that construction and implementation of ISPs can sometimes 

impair employees’ information security behaviour. They have found that ISPs can be 

cumbersome, incompatible with existing work practices and contradictory. 

Moreover, reading a big document of the organization ISP may not be interesting or 

even doable for all employees at different levels since they do not know which part is 

exactly related to them or the document is complicated for them to read. Considering 

the problems of ISP document and difficulties that employees have with it, 

constructing “tailored policies” for different employees by policy makers might be a 

way forward. By tailored policies we mean instead of providing a monolith ISP 

document for the organization and expect all employees to read it and find the part 

that is related to their job, we can construct ISPs that are specific for different 

employees based on their needs and responsibilities.  

Understanding the employees’ work situation and needs is a prerequisite for tailoring 

of ISPs. Renaud and Goucher (2012) stated it is common that employees cannot 

understand what is required from them or how to achieve it because of 

misunderstanding between policy writer and the employee. One way to understand 

the employees’ needs is involving them in the process of construction ISPs. User 

involvement is common in information systems and has been discussed in this field 

for a long time (e.g. Baroudi et al., 1986; Barki & Hartwick, 1989). Extended 

research has shown that involving users in development of information systems leads 

to information systems that better correspond to users’ needs and their work 

situations. In the information security field, the concept of user involvement has been 

emphasized by several researchers as well (e.g. Dhillon & Torkzade, 2001). 
According to Albrechtsen and Hovden (2010) sharing knowledge and experience 

between employees and information security professionals (policy-makers) is 

important since it would create common insight among these two groups.  

A number of literature reviews considering ISP management have been conducted in 

recent years (e.g. Cram et al., 2017; Flowerday and Tuyikeze, 2016; Järveläinen 

(2016). Although the concept of tailored ISP and user involvement have been 

mentioned in some of these literature reviews (specifically in Järveläinen (2016) 

study), they have not been studied as the core part. It means that today we do not 

know to what extent researchers have contributed to these areas. Hence, the aim of 

this paper is to survey existing research on ISP construction to understand to what 

extent the concept of tailored ISP and user involvement have been considered by 

researchers. Specifically, we pose the following research questions: i) To what extent 

tailored ISP has been considered in ISP construction? ii) To what extent user 

involvement has been considered in ISP construction? 

2 Related research 

A few literature reviews have considered the ISP construction phase along with other 

phases in ISP management (Tuyikeze & Flowerday, 2014; Cram et al 2017; 

Järveläinen (2016). Tuyikeze & Flowerday, (2014) reviewed 21 documents to 

understand the ISP development life cycle and design a model for the formulation, 
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implementation and enforcement of an ISP in an organization. Their model was 

inferred from 10 categories and in 2 categories out of 10 (employee support and 

information security policy stakeholders) user involvement has been discussed. In 

these categories Tuyikeze & Flowerday, (2014) emphasized that involving multiple 

stakeholders in the process of developing ISPs is vital since it gives a sense of 

ownership to employees and facilitates acceptance and adoption of ISPs. The concept 

of tailored ISPs has not been mentioned in their study. 

Cram et al. (2017) reviewed 114 ISP related publications from 34 journals and 

synthesized the current knowledge in a research framework. The authors categorized 

the existing ISP literature into five relationships that cover the whole ISP 

development process. In the first relationship (influences on the construct and 

implementation of ISPs), Cram et al. (2017), identified three groups of factors that 

influence on construct and implementation characteristics of ISPs. The first factor 

checks the role of standards, guidelines, and regulations in shaping ISPs based on the 

size and type of the organization. The second factor that influencing ISP construct 

and implementation is considering the format and structure of ISPs and the final 

factor is the role of risk management. Cram et al. (2017), believed that the point that 

has been missed in the current literature is drawing attention to theory since in most 

of the researches the focus is on the practical considerations of managers responsible 

for ISPs construct and implementation. Based on that, they suggested that applying a 

more control theory-centric approach related to ISP construct and implementation, 

can help researchers to gain understanding about the different ways that an ISP can 

be constructed, which could lead to downstream compliance impacts. They did not 
elaborate on the different ways and consequently, they did not address tailored ISP. 

By applying a control theory-centric approach that includes concepts such as control 

style (which means for example the degree of participation and acceptance of 

controls by employees), Cram et al. (2017) suggested future research can focus on 

which choices managers have in constructing ISPs. That concept of user participation 

was not further discussed in their literature review. 

Järveläinen (2016) research is the only literature review that emphasized on the 

importance of having customized ISPs which are system-specific rather than 

organization-specific. The concept of customized security policy in their research is 

exactly what we mean by tailored ISPs. They reviewed 46 papers focusing ISP 

development and proposed an integrated business continuity planning (BCP) and ISP 

development approach to construct customized security policies and continuity plans 

for critical processes in organizations. They actually explained Similarities and 

differences of ISP and BCP development methods (based on the prior literature) and 

included the strengths of them in to a new integrated approach. Järveläinen (2016) 

actually tried to propose an integrated approach of BCP and ISP to improve 

awareness and understanding of these two concepts and also help to create 

customized security policies. However, they did not mention the current states of 

tailored ISPs in the literature and also to what extent this concept has been 

developed. The importance of involving users in constructing ISPs has also been 

discussed in Järveläinen (2016) research. They mentioned that involving employees 
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in the process of constructing ISPs from all business units can increase their 

awareness. However, they did not discuss how and when users should be involved. 

 

3 Method 

A systematic literature mapping study was conducted to answer the research 

questions. Mapping study is a method which provide a coarse-grained overview 

(Pedersen et al. 2008). This method suits our study since we are not interested in 

deep analysis of existing literature and only want to focus on presenting the 

frequencies of considering tailored policies and also user involvement in the process 

of ISP construction; Thus, it will make possible for us to see the level of emphasize 

on these concepts in the prior researches and consequently leads us to identify the 

gap and possibilities for future research. To the best of our knowledge mapping study 

as a research method does not seem to have been widely used in information security 

area before, but it has been applied in software engineering sub-discipline several 

times (e.g. Axelsson & Skoglund, 2016; Kitchenham & Brereton, 2013). In their 

mapping study Condori-Fernandez et al. (2009) tried to answer frequency centric 

research questions similar to ours. 

Conducting this study, we used Elsevier’s database Scopus and Clarivate Analytics’ 

database Web of Science to search for potential papers. Web of Science covers over 

12,000 of the high impact journals and over 150,000 conference proceedings (Franke 

and Brynielsson 2014), and Scopus has a good coverage of the journals on the 

Association of Information Systems’ journal ranking list and specific information 

security journals and conferences (Karlsson et al., 2015). These two databases 

together provided a good coverage with regards to information security policy 

construction. We used large set of search string that was a combination of 

“information (system) security policy/rule/guideline” and 

“management/development/implementation/desing/requirement/deployment/effectiv

eness/planning/requirment”. The papers published on the databases between 1990 

and 2017 were included in our study. The year 1990 was selected because Straub and 

Nance (1990) published their paper on computer abuse; it is an early example of 

information security management research that relate to ISPs. Our search included 

journal papers and conferences papers regardless of the geographic region in order to 

have an inclusive view of the field. Meanwhile, search fields included paper title, 

abstract and keywords. The use of multiple search strings resulted in a gross list of 

1083 research papers, including duplicates. After eliminating duplicates, we had 427 

papers. Then, the abstract was read by considering the following inclusion criteria 

which led us to 57 articles: 1) Paper is written in English, 2)Paper should be peer-

reviewed and considered as journal papers or conferences papers and not book 

chapter or conference review, 3) Paper is focusing on ISPs as a study object, 4) Paper 

is focusing on ISPs construction in organizations. 

We chose the abovementioned inclusive search strategy to ensure we would not miss 

any papers by setting the search parameters too narrow. Since we could not get 

access to 12 articles, so we ended up with analysing a net list of 45 papers 
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The abstract and introduction section of all 45 papers were read to understand if the 

paper considers tailoring ISPs to different users and/or if the paper considers 

involving users in ISPs constructing. When the paper considered any of these 

concepts, we continued our analysis by reading the discussion and conclusion as 

well. This led us to have a result that includes two categories: Yes (the paper talk 

about the concept(s)), No (the paper does not say anything about the concept(s)). 

However, there were also some papers that had some ideas which was close to what 

we mean by tailored ISP, although these studies did not deliver any result regarding 

this concept. These papers were categorized as borderline papers. The result was 

documented in an Excel spreadsheet by the author. 

4 Result 

The result of the mapping study is presented in this section and the overall analysis is 

shown in Table 1. The leftmost column contains the author’s name(s) that was 

included in the mapping study, the second column shows if the papers talk about 

tailored policy, and the third column shows if papers considered involving users in 

constructing ISP. In the table, (Yes) means that the concept has been considered, and 

(No) means the papers has not discussed anything regarding the concept. In the 

second column (B) means that the papers are borderline. 

The table shows that 44 papers did not consider tailored ISP and the other 2 papers 

are borderline. One of these papers (Almusharraf et al., 2015) talks about the 

importance of having flexible policies to be able to address all issues that influence 

organizations and complexities regarding daily business activities. The focus was on 

alignment between norm and rule compliance, which can help in mitigating security 

breaches, so the authors did not deliver anything about constructing flexible ISPs. 

Coertze and von Solms (2013) talks about a personalized and tailor-made word 

document that can be modified and adjusted to fit the specific needs of organizations 

and not the ISP that is tailored to individual users. Although the idea of tailored ISPs 

is somehow considered in these two papers the authors did not discuss more about 

this concept.  

 

Author(s) Tailored 

policy 

User 

involvement 

Abdelwahed et al, 2017; Abraham & Chengalur-smith, 

2011; Al-Hamdani & Dixie, 2009; Al-Mukahal & 

Alshare, 2015; Bhardwaj et al., 2016; Buthelezi et al., 

2016; Cherdantseva & Hilton, 2013; Cheung, 2014; 

Coertze et al., 2011; Choi, 2016; Corpuz, 2011; Corpuz 

& Barnes, 2010; Cosic & Boban, 2010; Doherty & 

Fulford, 2006; Gritzalis, 1997; Höne & Eloff, 2002 (a) 

Höne, Eloff, 2002 (b); Hong et al., 2006; Karlsson, et 

al., 2017; Knapp et al., 2009; Kolkowska & Decker, 

2012; Koziel, 2011; Kurtel, 2008; Lapke & Dhillon, 

2015; Lopes & Oliveira, 2015; Mader & Srinivasan, 

No No 
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2005; Palmer et al., 2001; Simms, 2009; Siponen & 

Iivari, 2006; Talbot & Woodward, 2009; Tuyikeze & 

Pottas, 2010; Von Solms et al., 2011; Yusufovna, 2008 

Almusharraf et al., 2015; Coertze & von Solms, 2013 B No 

Flowerday & Tuyikeze, 2016; Gaunt, 1998; Ismail & 

Widyarto, 2016; Kadam, 2007; Karyda et al., 2003; 

Karyda et al., 2005; Lindup, 1995; Maynard et al., 

2011; Niemimaa., 2016; Renaud & Goucher, 2012 

No Yes 

Table 1: Result of the mapping study 

When it comes to involving users in constructing ISPs, we found 10 papers out of 46 

that consider this issue. Lindup’s (1995) study is one of the first papers that talk 

about involving users in ISP construction by identifying the problem of formulating 

ISP by a centralized group and suggested to use treaty instead. Karyda et al. (2003-

2005), and Renaud and Goucher (2012) paid attention to user participation in the ISP 

construction process as a contextual factor for having a successful ISP. This point 

was considered by Gaunt (1998) as well when he talked about user consultation and 

involvement in preparation of ISPs. Ismail and Widyarto (2016) in the first phase of 

their conceptual model for ISP development showed that selecting an ISP team is 

important when construct a comprehensive ISP. They asserted that the proper policy 

team members should be consist of ICT security team, technical writer, technical 

personnel, legal counsel, human resource, and requires educations of the user group. 

They also declared that having opinions of all members in the team is needed to gain 

feedback and share knowledge; and ISP construction can be initiated when all these 
experts sit together. Maynard et al. (2011) is the only study that specifically talks 

about involving users in developing ISP among 46 papers, explains which 

stakeholders that should be involved in constructing ISP. However, this study does 

not specify how and where the stakeholders should be involved. Niemimaa (2016) 

conducted an ethnographic study to understand the construct of an organization-wide 

ISP and the practices that lead to successful ISP. In her study, she presented different 

users that were involved in the process; Yet, the user in her study were top 

representatives in the organization. Finally, Flowerday and Tuyikeze (2016) 

proposed a framework that determines several constructs to develop and implement 

ISP in an effective way. In their study, they have a section that address the issue Who 

should be involve in constructing and implementing ISPs. One of the groups that was 

mentioned were the “end-users”. According to them, involving users in constructing 

ISPs “results in their “buy-in” and support, while also creating a sense of ownership 

of the information security policy” (Flowerday &Tuyikeze, 2016, P10). However, 

they did not explain how and when this involvement should be used. 

 

5 Discussion and Conclusion 

A literature mapping study was conducted to understand to what extent tailored 

information security policy (ISP) and user involvement have been considered in the 

literature. The findings revealed that there is no paper that considers a tailored ISP 

for employees; although some researchers mentioned the idea, none of them 
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discussed it as the result of their research. Järveläinen (2016) in his literature review 

argued that organizations can have several kinds of security policies for different 

employees and purposes. Based on that he identified the need for having tailored 

ISPs. However, this identification of need was not based on prior research and his 

focus was on proposing a solution. Our findings confirm this gap that tailored ISPs 

have not considered by researchers. Consequently, more research should be done 

regarding this concept. Our suggestion for future research is a) investigating how to 

construct an (effective) tailored ISP, and b) investigating the effect of tailored ISP on 

employee’s compliance. 

The findings also showed that user involvement in ISP construction got some 

attention from researchers (e.g. Maynard et al., 2011; Niemimaa, 2016). In contrast 

to the previous literature reviews in this area that only have emphasized on the 

importance of involving employees in the process of constructing ISPs (Tuyikeze & 

Flowerday, 2014; Järveläinen, 2016) the result of our study adds more in-depth 

overview regarding this concept in the literature. Actually, our study revealed the 

lack of attention about involving users in constructing ISPs and we could not find 

any paper that discusses how and where and when users should be involved. 

Accordingly, more studies are needed regarding user involvement specially in 

constructing tailored ISPs. Future research can focus on providing a roadmap on how 

to involve users in constructing tailored ISPs which can also be used as a practical 

guide for practitioners.  

There were some limitations in this study that should be considered in future 

researches. Our study was based on research on Scopus and Web of science. We do 
not claim that we have identified all studies on ISP construction, however, we have 

used a good sample from the relevant outlets. Furthermore, we could not access all of 

the identified papers in our research which could affect the result of the study. 

Finally, analysing the papers is not free of subjective judgments which was needed to 

place the papers in the correct category (Yes/No/B). 
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