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Abstract- On 25thMay 2018, the European Union and its Member States adopted a new data protection regulation, the 
GDPR. The territorial scope of the GDPR is worldwide. All persons, natural or legal, who process personal data covering 
EU citizens are obliged to comply with the GDPR. It is not necessary that the processing is carried out within the European 
Union. The mere fact that a person either offers goods and/or services to EU citizens or monitors the behaviour of EU 
citizens makes the GDPR applicable. It appear in most cases that E-commerce businesses based outside the EU offering 
goods or services to EU citizens also process personal data covering natural persons, and therefore they are obliged to 
comply with the GDPR. This article includes an explanation of the GDPR as well as a discussion on certain more 
problematic issues. 
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I. INTRODUCTION 
 
A new regulation in the European Union (EU) 
covering data protection, has been in force since 
25thof May 2018.1 The General Data Protection 
Regulation (GDPR) does not only cover corporations 
and official bodies with operations based inthe EU.It 
mayalso apply to operations that are carried outby 
any person based outside the EU processing the 
personal data of natural persons who are citizens of 
aMember State (EUcitizens).2 Based on that, and the 
way e-commerce businesses are normallyoperated 
today, a person who runs an e-commercecompany 
from outside the EU and offers goods and/or services 
to EUcitizens is, in most cases, obliged to follow the 
GDPR.3 
According to the GDPR, natural person whoare 
protected against harmful data processing, have the 
right to be informed about thekind of information that 
is processed about themby the controller/processor.In 
some cases, natural persons also have the right to be 
forgotten, i.e.deleted from a database.4 The latter is a 
rather a unique right under aData Protection 
legislation.5 
There are two main purposes with theGDPR.6 Firstly, 
the GDPR aims to protect thepersonal data of 

                                                            
1 REGULATION (EU) 2016/679 OF THE EUROPEAN 
PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the 
protection of natural persons with regard to the processing of 
personal data and on the free movement of such data, and repealing 
Directive 95/46/EC. 
2See Article 3(2) GDPR. 
3See Article 3(2)(a) GDPR. 
4 See Article 1 GDPR. 
5See Tovino, Stacey A. "The HIPAA Privacy Rule and the EU 
GDPR: Illustrative Comparisons." Seton Hall Law Review, vol. 47, 
no. 4, 2017, pp. 973-994. Page 990 and Goldman, Jeremy “Why 
GDPR is Mission Critical (Even For Companies Outside the EU)”) 
https://www.inc.com/jeremy-goldman/why-gdpr-is-serious-
business-for-companies-outside-eu.html. 
6See Article 1 GDPR. 

EUcitizens. Secondly, the GDPR protects the free 
movement of personal data within theEU. Only the 
first scope of the GDPR can be said to be global. The 
second scope is geographically limited to the EU.  
The GDPR differentiates between “normal” personal 
data and special categories of personal data (sensitive 
data).7 Under Article 9 GDPR, the processing of 
sensitive data is in principle prohibited. 
 
The personalizing for offers and/or advertisements on 
websites includes processing as much personal data 
as possible about the visitor. Almost all e-commerce 
websites use cookies to track the visitors’ surfing 
habits.8 Some sites may also request other 
information from the users’ computers, such as access 
to the microphone and video camera. It is not 
uncommon that cookies and access to other facilities 
on the computer are combined with the possibility 
tologin to areas that are for members only. In fact e-
commerce sites normally collect huge amounts of 
personal data from visitors. This means that if the e-
commerce websiteis constructedin an efficient way 
for abusiness, the GDPR will be applicable 
independently of where in world the e-commerce 
business is based.9 
In this paper I will outline and discuss some of the 
challenges for non-EU-based e-commerce businesses 
regarding complying with theGDPR. The GDPR isa 
complicated legal document and the damages that a 
controller and/or a processor mightbe obliged to pay, 
as a result of a breach in the processing of personal 

                                                            
7See Article 9 GDPR. 
8Big Commerce Essentials, What is cookie and why is it 
important?https://www.bigcommerce.com/ecommerce-
answers/what-cookie-and-why-it-important/ 
9Cookies been used for a long time to track the behavior of internet 
users and also subject to debate and legal actions, see for example 
Thill, Jessica J. "The Cookie Monster: From Sesame Street to Your 
Hard Drive." South Carolina Law Review, vol. 52, no. 4, Summer 
2001, pp. 921-954. 
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data in accordance with GDPR, might be substantial. 
Besides damages, a controller/processor who is an 
undertaking could also be deemed to pay 
administrative fines that are maximized at 4 percent 
of the worldwide turnover ofthe 
controller/processor.10 For natural persons, the 
maximum administrative fine could be as high 
as20 000 000 Euros.11 
 
Consequently, it can be very expensive not to comply 
with GDPR, which is a reason for all e-commerce 
businesses to implement systems and develop 
administrative routines to meet up with the demands 
in the regulation. Moreover, it is not unlikely that 
EU-citizens will prefer to buy from e-commerce 
operations that actually comply with GDPR for the 
safety of their personal data. That said, also non-EU 
based e-commerce businesses should be aware of 
GDPR. 
 
The paper isoutlined as follows: First, in section 2, I 
will explain some GDPR terminology and concepts, 
for the purpose to introduce the reader to the “GDPR 
world”. After that,the basic functions of GDPR are 
described in section 3. In section 4 I will pin point 
some of the problems connected GDPR and non-EU 
based e-commerce businesses. In section 5 final 
remarks is given. 
 
II. GDPR TERMINOLOGY AND CONCEPTS 
 
The GDPR uses a lot of special concepts which are 
crucial to know to understand the regulation in a 
correct way.The main definitions can be found in 
Article 4 GDPR. I will not include allthe 
definitionshere. Instead,I will focus on certain main 
terms and concepts that are importantfor gaining an 
understanding of the GDPR. 
 
The fundamental subject ofthe GDPR is the data 
subject12. A data subject is an identified or 
identifiable living natural person. In principle, all 
living persons shall be regardedas data subjects. The 
definition of whether a person is identifiable or not is 
very wide, and covers, for example, information 
stored in a cookie. GDPR do not cover deceased 
persons. However, the Member States are allowed to 
implement own laws regulating processing of 
personal data of deceased persons.13 
 
The “counterpart” of the data subject is the 
controller14. A controller is any person or official 
body that decides the meaning and purpose of 
processing personal data that can be connected to data 
                                                            
10See Article 83 GDPR. 
11 See Article 83 GDPR. 
12 See Article 4(1) GDPR. 
13See Recital 27 GDPR. 
14 See Article 4(7) GDPR. 

subjects. For an e-commerce business,the controller is 
the person who is the owner of the operations as such. 
It could be a natural person, corporation or any other 
legal entity. 
A processor15assists the controller.This is a natural or 
legal person, who actually carries out the processing 
of the data. This person could, for example, be a third 
party service provider who is handling data on behalf 
of the controller. The contract between the controller 
and processor must be in writing to comply with 
GDPR. 
 
For non-EU-based e-commerce businesses, it is, as a 
main rule, necessary to appoint a representative16 that 
is a legal or natural person resident within the EU. 
The representative represents the controller and/or the 
processor vis-à-vis data subjects and official bodies in 
the EU and the Member States. Only when an e-
commerce business, that is notEU-based,does not 
process sensitive data to a great extent and does not 
process other data on a regular basis there is no need 
to appoint a representative.17 
 
III. THE BASICS ABOUT THE GDPR 
 
3.1. Principles relating to the processing of 
personal data 
All kinds of personal data are covered by the GDPR. 
Article 4 (1) states that:  “ ‘personal data’ means any 
information relating to an identified or identifiable 
natural person (‘data subject’); an identifiable natural 
person is one who can be identified, directly or 
indirectly, in particular by reference to an identifier 
such as a name, an identification number, location 
data, and online identifier or to one or more factors 
specific to the physical, physiological, generic, 
mental, economic, cultural or social identity of the 
natural person.” 
The definition aboveincludes all kinds of personal 
information, such as cookies and other automated 
ways for a website to identify its visitors.18 It is not 
sufficient to simply avoidthe registration of names 
and addresses to avoid being deemed to fall under the 
GDPR. 
 
According to Article 5 GDPR, personal data should 
be processed lawfully, fairly and in a transparent 
manner in relation to the data subject. Moreover, data 
should be collected for specified, explicit and 
legitimate purposes.19The GDPR also prohibits that 
the data collected is used for other purposes than 
whatit has been collected for, unless it is a question of 

                                                            
15 See Article 4(8) GDPR. 
16 See Article 4(17) GDPR. 
17 See Article 27(2)(a) GDPR. 
18 See Recital 30 GDPR and Irvin, Luke How the GDPR effect 
cookies policy https://www.itgovernance.eu/blog/en/how-the-gdpr-
affects-cookie-policies. 
19See Article 5(1)(b) GDPR. 
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archiving for the public interest, for scientific or 
historical research or statistical purposes in 
accordance with Article 89(1) of the GDPR. Another 
requirement is that the data should be adequate, 
relevant and limited to what is necessary in relation to 
the purposes for which it is processed.20 The 
processor must also make sure that the data is 
accurate and kept up-to-date, and every reasonable 
step must be taken to ensure that inaccurate personal 
data are deleted or corrected without any delay.21 
Data should also be deletedif the purpose of 
collecting the data is no longer valid.22 
Furthermore, Article 5(1)(f) stipulates that it is 
important to ensure that personal data is stored with 
appropriate security, including protection against 
unauthorized or unlawful processing and against 
accidental loss, destruction or damages. A controller 
is responsible for ensuringthat the data is handledin 
the way stipulated in Article 5(1). 

 
3.2. The lawfulness of the processing 
The right to process data can be based on thesix 
different and alternative grounds in Article 6 GDPR. 
The consent given by the data subjectis most 
commonly used for an e-commerce business.23 To use 
this ground, it is important that informed consent is 
given and that it is clearly stated by the data 
subject.24The consent must also be given for a 
specific purpose.25 
 
Under Article 7 GDPR, the controller must be able to 
demonstrate that the data subject has consented to the 
processing of the personal information. Based on this 
provision, a consent that covers more than one 
purpose for collecting and processing the personal 
data must be written in a way that makes all different 
processing purposes clear and understandable for the 
data subject. Moreover, the data subject must always 
have the right to revoke his or her consent at any 
time.26 To evaluate whether the consent is informed 
or not, it is important to consider whether the 
performance of a contract and provision of a supply 

                                                            
20See Article 5(1)(c) GDPR. 
21See Article 5(1)(d) GDPR. 
22See Article 5(1)(e) GDPR. 
23See Article 6(1)(a) GDPR. 
24SeeEuropean Commission, When is consent valid? Policies, 
information and services  https://ec.europa.eu/info/law/law-
topic/data-protection/reform/rules-business-and-
organisations/legal-grounds-processing-data/grounds-
processing/when-consent-valid_en. 
25 SeeEuropean Commission, When is consent valid? Policies, 
information and services https://ec.europa.eu/info/law/law-
topic/data-protection/reform/rules-business-and-
organisations/legal-grounds-processing-data/grounds-
processing/when-consent-valid_en. 
26SeeEuropean Commission, When is consent valid? Policies, 
information and services https://ec.europa.eu/info/law/law-
topic/data-protection/reform/rules-business-and-
organisations/legal-grounds-processing-data/grounds-
processing/when-consent-valid_en. 

are conditional upon consent to process more data 
than necessary to perform the contract.27 
Another legal ground for an e-commerce business to 
process data is as a part of thefulfilment of a 
contract.28In order to be able to deliver goods sold via 
the internet, it is in most cases necessary to process 
data such asthe name and address of the customer. 
However, this entails that data can in most cases only 
be processed during a short time period and for the 
special purpose of delivering the goods, finalizing 
payments etc. 
 
Grounds mentioned in Article 6(1)(c) –(e) GDPR are 
of less importance for an e-commerce business. More 
interesting is the ground described in Article 6(1)(f) 
GDPR, which states that if processing personal data 
is based on a legitimate interest pursued by the 
controller (or a third party) is to be seen as more 
important than the interest or fundamental rights and 
freedom of the data subject, it is lawful to process 
such data.This latter ground is normally not 
applicable when controllers are public bodies, but can 
be used for the purpose of direct marketing via e-
mail. This ground applies when the controller informs 
the data subject about the possibility to immediately 
be removed from the database. 

 
3.3. Sensitive data 
For certain categories of personal data, there are 
special rules to be aware of. These categoriescould be 
classified as including sensitive data.29 Under Article 
9 GDPR, sensitive data arepersonal data revealing 
racial or ethnic origin, political opinions, religious or 
philosophical beliefs, or trade union membership, 
genetic data or biometric data för the purpose of 
uniquely identifying a natural person, data concerning 
health or data concerning a natural person’s sex life 
or sexual orientation. Processing sensitive personal 
data is,as main rule,illegal under Article 9(1) GDPR. 
 
In Article 9(2) GDPR, there are ten exemptions from 
the prohibition to process sensitive data in Article 
9(1) GDPR. However, it is only one of the 
exemptions that could be applicable for an e-
commerce business; if the data subject has given 
explicit consent to the processing of the personal data 
for one or more specific purpose.30The EU and/or a 

                                                            
27SeeEuropean Commission, When is consent valid? Policies, 
information and services https://ec.europa.eu/info/law/law-
topic/data-protection/reform/rules-business-and-
organisations/legal-grounds-processing-data/grounds-
processing/when-consent-valid_en. 
28See Article 6(1)(b) GDPR. 
29 SeeEuropean Commission, What personal data is considered 
sensitive? Policies, information and services 
https://ec.europa.eu/info/law/law-topic/data-
protection/reform/rules-business-and-organisations/legal-grounds-
processing-data/sensitive-data/what-personal-data-considered-
sensitive_en 
30See Article 9(2)(a) GDPR. 
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Member State can also by law prohibitthe possibility 
to process sensitive data based on this exemption.31 

 
3.4. Children’s consent 
Children may from the age of16 give their consent of 
their own accord.32 For younger children, 
authorization by the holder of parental responsibility 
over the child is necessary to make the processing of 
data lawful.33 
The age of 16 is not fixed for all Member States.34 A 
Member State may by law state that a child of a lower 
age but not below 13 years of age may give their own 
consent for data processing purposes. This has been 
done by a number of Member States (for example, 
Sweden).35 
 
IV. CHALLENGES 
 
4.1. Differences in regulations between Member 
States 
The possibility for the Member States to limit the 
possibility to use the data subjects’ consent as a legal 
ground for processing sensitive data could be 
complicated for all e-commerce businesses that aim 
at a global market. Almost all e-shops actually try to 
map out their customers’ preferences based on 
historical data such as surfing habits, what the person 
has been interested in and what the person has 
already bought. This is vital information to convert a 
visit into a purchase.36 If parts of this information are 
sensitive, and, for example, identify sexual 
orientation, it is in theory possible for one or more 
Member States to prohibit the processing of this kind 
of information based on consent. Consequently, 
different rules might apply in different Member 
States. This kind of situation is very important for the 
controller of an e-commerce company to be aware of 
when using technologies to personalize the surf 
experience of the visitor. 
Article 9(1) GDPR is not the only article in GDPR 
that makes it possible for Member States to have their 
own and deviating regulation. Another example is the 
age for children own consent.37 It is crucial for a 

                                                            
31 See Article 9(2)(a) GDPR. 
32See Article 8(1) GDPR. 
33 See Article 8(1) GDPR. 
34See Article 8(1) GDPR andMilkaite, Ingrida and Lievens, Eva 
“The changing patchwork of the child's age of consent for data 
processing across the EU (January 2019)” 
https://www.betterinternetforkids.eu/en_US/web/portal/practice/aw
areness/detail?articleId=3017751. 
35 See Milkaite, Ingrida and Lievens, Eva “The changing 
patchwork of the child's age of consent for data processing across 
the EU (January 2019)” 
https://www.betterinternetforkids.eu/en_US/web/portal/practice/aw
areness/detail?articleId=3017751 
36See Spencer, Shaun B. "Privacy and Predictive Analytics in E-
Commerce." New England Law Review, vol. 49, no. 4, Summer 
2015, pp. 629-648. 
37Se Article 8(1) GDPR. 

controller/processor to be aware of those kind 
differences between Member States to fully comply 
with GDPR. 
 
4.2. Applicability of GDPR 
The GDPR distinguishes between an enterprise that 
operates within or outside the territory of the EU. 
There are mainly two ways for an e-commerce 
company to fall under the GDPR. Firstly, there is the 
case of an e-commerce company processes data from 
an establishment within the EU.38 Secondly, the 
GDPR could also be applicable to e-commerce 
companies not established in the EU but that offer 
goods and/or services to EU citizens.39 
 
The first thing to identify is where the business 
operations are carried out.40 It could be argued that 
this is normally uncomplicated. Whether or nota 
company processes data within the EU does not 
depend on whether the database is located in a 
country within the EU or not.41That is actually not 
themain issue. The place of processing data will be 
deemed to be the place wherethe main administration 
ofthe controller/processor is located.42 This means 
that a European subsidiary will probably be 
regardedas the processor if orders are received 
through that entity. If orders not are received through 
an EU-based subsidiary (and its website), the 
question is whetherArticle 3(2) GDPR is applicable. 
If a controller/processor does not have premises 
and/or employees in the EU, this normally indicates 
that the business is not operated froman EU Member 
State, and it is consequently unlikely that data is 
processed within EU.43It is also unlikely that a mirror 
webserver placed in a Member State, in it self, 
constitutes an establishment for GDPR purposes.44 
 
Itmight become important for an e-commerce 
business with its headquarters outside the EU to make 
an active choice of where to locate the “processing” 
operations. It also seems comparably easy to set up an 
EU subsidiary and to let that company be the 
processor of personal data of EUcitizens, i.e. the EU 
subsidiary will be the company taking care of the e-
business in the EU.  

 
4.3. Organization, damages and administrative 
fees 
Under Article 5 GDPR, personal data should be 
processed in a lawful, fair and transparent way. The 
                                                            
38See Article 3(1) GDPR. 
39See Article 3(2) GDPR. 
40Compare with Article 4(16) GDPR and the definition of ”main 
establishment”. 
41See Recital 36 GDPR. 
42See Recital 36 GDPR. 
43 It can be argued that the concept of permanent establishment for 
tax purposes could be used to evaluate whether Article 3(1) GDPR 
should be used or not. 
44 See Article 3(1) GDPR and Recital 36 GDPR. 
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processing should also be limited regarding the 
purpose and minimalized to just encompass necessary 
data and performed with accuracy. These 
requirements aim at protecting the data subject from 
unnecessary data processing. 
It is important for all commercial businesses to 
thoroughly define what the purpose of the data 
collection is, and which kind of data that is 
necessaryto process to fulfil the purpose.45The 
controller must also define a time period after which 
data will be erased. This could either be a fixedtime 
period of years and/or months and/or weeks etc., or 
dependent on whether the parties still have a 
contractual relation. 
 
Chapter IV GDPR includes a more detailed 
description of the obligations of controllers and 
processors. To summarize all these obligations, the 
controller shall ensure that personal data is processed 
in accordance with the GDPR and that the systems 
are secure.46 It is the controller’s responsibility to 
make sure that the organization, administration and 
systems are capable ofhandling the information in a 
secure way. Moreover, there is also a possibility to 
appoint a Data Protection Officer. This is not 
mandatory for most e-commerce businesses. It is only 
when the main operations handle sensitive personal 
data that a Data Protection Officer must be appointed. 
 
A controller and/or processor that is breaching the 
provisions set forth in the GDPR could be liable to 
pay for any damages occurred for any person affected 
bythe breach.47 Moreover, an administrative 
finemightbe charged for the breach of up to 4 percent 
of the worldwide income of the controller and/or the 
processor.48 
 
The legal procedure against a non-EU resident 
controller and/or processor should be brought before 
the Data Protection Authority in the data subject’s 
home state.An appeal against such a decision should 
be made before the courts of the home jurisdiction of 
the data subject.49 
An interesting question is how a judgement to impose 
an administrative fine should be enforced outside EU. 
In such a case, it is necessary that the state of 
residence of the breaching controller/processor also 
recognizes and accepts a judgment from, for example, 
a Danish court.50 

                                                            
45 See Article 29 Data Protection Working Group Opinion 1/2010 
on the concepts of "controller" and "processor" Adopted on 16 of 
February 2010 p. 4ff. 
46 See Article 29 Data Protection Working Group Opinion 1/2010 
on the concepts of "controller" and "processor" Adopted on 16 of 
February 2010. 
47See Article 82 GDPR. 
48 See Article 83 GDPR. 
49 See Article 79 GDPR. 
50In many cases international agreements between states are in 
force to grant enforcement. 

It could be argued that this is a minor problem as 
GDPR probably will be followed by similar 
regulations in other countries and regions in the 
world. A consequence of that would be that non-EU 
countries will respect GDPR for a mutual respect of 
their own Data Protection regulation.  

 
4.4. Processing EU citizen data 
A non-EU resident c-commerce business that 
processes data covering EU citizens shall, as 
mentioned above, comply withthe GDPR.51 
It is possible to have a discussion onwhat someone 
outside the EU “offering” goods or services to 
EUcitizens means. It has been argued by Wimmer 
that the service must in some way be tailored towards 
an EU audience to fulfil this requirement by 
law.52Wimmer states that if payment services are in 
Euros (or other European currencies such as Swedish 
kronor) this could be interpreted as an “offer” to 
EUcitizens. Moreover, having a “European” customer 
service mightbe consideredas offering goods and 
services to EUcitizens.  
 
In my opinion, it seems to be sufficient that it is 
possible to make a purchase from a website outside 
the EU, which includes the delivery of goods or 
supply of services to EUcitizens, to have made an 
offer of goods and/or services to EUcitizens. It must 
be the mere fact that an e-commerce operation is 
willing to deliver goods and services to citizens of the 
EU for the GDPR to be applicable. In that case, 
personal data, if processed, will be processed for the 
purpose of making EUcitizens buy from the 
site.Thus, the data processing falls within the scope of 
the GDPR.  
 
For non-EU e-commerce businesses, an obvious way 
to avoid the GDPR would be to refuse to deliver 
goods or supply services to customers in Member 
States. Another way could be to only do business 
with legal persons inthe EU. According to Article 
3(2)(a) GDPR, the goods or services shallbe offered 
to “data subjects”. Under Article 4(1) (a) “data 
subject” is an identifiable natural person, i.e.not a 
legal person. However, until purchase boots are 
invented, it will always be a natural person who will 
make the decision of whether tomake a purchaseor 
not. Ifthe GDPR is interpreted in the way I have 
outlinedabove, the result will bethat as long as the 
offer from non-EU resident companies is aimed at 
legal persons and not natural persons any data 
processing of EUcitizens in connection with that will 
not fall under the GDPR. 

 
 

                                                            
51 See Article 3(2)(a) GDPR. 
52See Wimmer, Kurt: Free Expression and EU Privacy Regulation: 
Can the GDPR Reach U.S. Publishers, 68 SYRACUSE LAW 
REVIEW. 547 (2018) page 552. 
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4.4. Representatives for non-EU 
controllers/processors 
As mentioned above in section 2 controllers and/or 
processors who are not established within a Member 
State must employa representative that is established 
within the EU.53 This can be a legal or natural 
person.The representative represents either the 
controller or the processor.54 Controllers and/or 
processors outside the EU,who do not on regular 
basisprocesses personal data,ornot to a greatextent, 
handle sensitive data, do not need to appoint a 
representative. Non-EU public authorities are also 
exempt from the requirement ofappointing a 
representative.55 For an e-commence business 
operatinginmore than one Member State it is 
sufficient to appoint one representative.56 
The main objective ofthe representative is to 
represent the controller/processer in all GDPR 
matters and particularly in relation to the Data 
Protection Authorities and data 
subjects.57Theappointment of a representative does 
not in any way limit the controllers’/processors’ 
liability under the GDPR.58 
 
There is no exception from the obligation to appoint a 
representative for small enterprises, which are the 
companies whichwill find it hardest to comply with 
the GDPR in this matter. Finding a representative that 
will not charge a rather high fee for his or her 
services will most likely be difficult. According to 
Recital 80 GDPR, a representative “should be subject 
to enforcement in the event of non-compliance by the 
controller or processor.”59 It has been argued that the 
responsibilityplaced on the representative, for the 
failure of the controller/processor to comply with the 
GDPR, makes it unattractive to accept the position, 
and thatthe remuneration for the position will be high 
at the very least.60This makes it hard for small e-
commerce business operations to find a suitable 
representative in EU. 

 
4.5. Children consent and identity 
Article 9(2) GDPR states that the controller shall 
make reasonable efforts to verify that consent has 
been given or authorized by the holder of parental 
responsibility over the child, taking into consideration 
the technology available.It is rather unclear what this 
actually means, as it is hard to make sure that the 
person who ticks a box on a website is the person 

                                                            
53See Article 27(1) GDPR. 
54See Article 27(1) GDPR. 
55See Article 27(2)(a) GDPR. 
56See Article 27(3) GDPR. 
57See Article 27(4) GDPR. 
58See Article 27(5) GDPR. 
59See Bill, Tim Is Article 27 GDPR’s ‘hidden obligation’? 
(https://iapp.org/news/a/is-articl.e-27-the-gdprs-hidden-obligation/) 
60See Bill, Tim Is Article 27 GDPR’s ‘hidden obligation’? 
(https://iapp.org/news/a/is-article-27-the-gdprs-hidden-obligation/).   

he/she claims to be.61 Naturally, different types of 
electronic identification systems could be used. The 
problem is, however, that there is no worldwide 
generally accepted electronic identification system.62 
These are for the most part national systems.  
 
It will be very interesting to follow the case law 
development in respect to the above mentioned, as 
the meaning of “make reasonable efforts to verify that 
consent has been given or authorized by the holder of 
parental responsibility over the child, taking into 
consideration the technology available” is not that 
clear. 
 
V. FINAL REMARKS 
 
For a non-EU based e-commerce business, it can be 
complicated to comply with the GDPR. Normally, all 
websites that offer goods or services also use 
different kinds of technologies to personalize asite for 
the visitor in order to increase the level of conversion 
from visitor to customer. Personalizing often includes 
collecting data about the visitor and it is based on 
historical data, which is used topredict future 
behavior. All thisconstitutes processing personal 
data.If the visitor is a citizen of a Member State, it is 
highly probably that the GDPR will be applicable.  
 
Moreover, both complying or not complying with 
GDPR might prove costly. A number of measures 
mustbe taken to ensure that the processing of personal 
data issafe andtransparent. There must be procedures 
in placedetailinghow information is processed and to 
ensure that the data isnot usedfor other purposes than 
other legal ones. In particularwhen the legal ground is 
the data subjects’ consent, the controller must be 
careful regardingthe use of the data. The controller 
must also on an ongoing basis keep an 
updateconcerning which information is necessary to 
keep and which information should be erased. To 
comply with the GDPR eithertakesa great deal 
oftime, or the controller will need to arrange for 
someone to do it on his or her behalf (a processor). 
Touse a processor can be a rather costly business, 
especially for e-commerce businesses based in 
countries outside the EU. In some cases, this will not 
be an alternative for smaller e-commerce companies. 
 
Furthermore, a controller/processor that does not 
comply with the GDPR might be forced to pay 
damages to the data subjects. On top of 

                                                            
61See Park, K. S. "Mandatory Identity Verification in the Internet: 
Did Google Do the Right Thing." Korea University Law Review, 
5, 2009, pp. 203-224 there a number of problems with 
identifications on internet are discussed. 
62Compare with the proposed age verification system in the United 
Kingdom, see https://abcnews.go.com/International/uk-introduce-
1st-age-verification-system-online-
pornography/story?id=62502923. 
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thatanadministrative fine can also be imposedif there 
isa GDPRnon-compliance. In theworst-case 
scenario,such fines could amount to 4 percent of the 
worldwide turnover of the controller. If the controller 
is a natural person, the maximum administrative fine 
is set atmaximum 20 000 000 Euros, which also is a 
very high amount for almost every individual. 
 
Finally, it should be said that it will be very 
interesting to follow developments in GDPR area. 
The territorial scope for the GDPR is very wide, and I 
am convinced that a largenumber of non-EU based e-
commerce businesses not will comply with the 
GDPR. If administrative fines and/or damages are 
levied, the question is whateffect that will have. In 
some cases, depending on the legislation in the home 
state of the e-commerce business, the 
fine/damageswill in all probabilitybe executed. In 
other countries, it is more unlikely that the “local” 
authorities will assist “EU authorities” and help 
themexecute their decisions. Will this create safe 
harbours for e-commerce businesses that wishto 
avoid the GDPR including the costs and 
administration that are the consequenceof the natural 
persons’ data protection rights? 
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