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Abstract 
Purpose 
Phishing is currently one of the most active cybercrimes where the victim can be tricked into 
opening up their devices to outside threats, looking to steal or destroy sensitive information. Many 
organizations want to guarantee proper information security. One factor which must be taken into 
consideration is the human factor. The goal of this study was to compare two different teaching 
methods to find which one had better effects on the long-term memory of the user as well as their 
experience from the teaching method. 

Research Method 
The research study conducted an experiment comparing two teaching methods: gamification and 
learning by reading. The study utilized 3 different question-forms that tested the participants’ 
knowledge of phishing awareness. The first question-form asked about the participant’s prior 
knowledge on the subject, how comfortable they were using digital devices, and what teaching 
methods they were most comfortable with. Two of the later question-forms asked for the 
participants' experience of the teaching methods supplied to them. 

Findings 
The results gathered and analyzed from the question-forms show that both teaching methods may 
have provided a similar effect on the participants' knowledge on the subject. The knowledge test 
results average from both test groups and followed a similar pattern of change. The experience 
shows that gamification felt effective for the participant and also made them more confident on the 
subject while learning by reading had a mixed reception from its test-group. 

Conclusions 
Since the sample size may have been small, both teaching methods seem to be working equally with 
teaching the subject of phishing awareness. The experience was different from gamification being 
fun, effective, and learning by reading getting mixed reviews. Increasing the sample size may not 
guarantee that the results will be the same as the ones found in this study 
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1. Introduction 
1.1 Background 
Phishing is a cybercrime where the attacker pretends to be a legitimate institution or organization 
and tricks the target via email, telephone, or text messages. The attacker’s goal is to fool the target 
into providing sensitive information such as personal identification information, personal login 
credentials, and credit card details. (KnowBe4, 2017) 

One way to combat phishing attacks is by educating potential victims. The use of teaching the user 
would lower the chances of these phishing attacks succeeding, making sensitive data not prone to 
get stolen or destroyed by the attacker according to Parulekar (2019). There exist different kinds of 
methods for teaching the potential victims about phishing ranging from reading instructions, 
workshops, or meetings. This study looked into which methods proved to be more effective in their 
teaching potential and experience towards the students. The teaching potential determines how well 
the student performed on a knowledge quiz before and after they have been educated on the subject 
of phishing and how to not become a victim of such attacks. The experience presented if the student 
felt engaged, learned from the method, and had a pleasant experience as they were being taught 
about the subject.  

The teaching method chosen for this paper tests the gamification teaching method and a learning-
by-reading teaching method. The data gathering method utilizes three question-forms which are 
filled out in different time-periods on the participant: one before they are being taught the subject, 
the second immediately after the teaching moment, and a third after 2 weeks to see if the teaching 
potential had a proper effect on their long-term memory. 

The next coming sub-sections are as follows: 1.1.1 Phishing and 1.1.2 Gamification will present 
more background into gamification, phishing and the kind of teaching methods that can be applied 
for the security awareness training against phishing. The two last sub-sections, 1.2 Research 
Question and 1.3 Related Research presents the research question of this thesis and also discuss 
similar studies within the subject of gamification and security awareness. The main sections 2. 
Research Method will then present the method of the study, summarizing how the data was gathered 
and analyzed. The final parts, 3. Results and 4. Discussion presents the results of the study and 
reviews the outcome and limitations of the study. 

1.1.1 Phishing 
Phishing is a technique used criminally which employs both social engineering and technical 
deception to steal personal identity information and financial account credentials. An example of 
phishing is the use of sending false emails, from supposed actual companies and agencies, to trick 
the recipient of sending the attacker the user's log-in information such as user names and passwords. 
Other tricks in these false emails require the victim to click a hyperlink or open a file-attachment 
which can open up the system for the attacker. (Anti-phishing Working Group, 2019) 
A hyperlink (or link), is a reference to data which the user follows by clicking or tapping on. The 
link is linked using a hypertext that describes where the hyperlink forwards the user to. This 



6 

hypertext can be manipulated into tricking the user into pressing a hyperlink which does not 
forward the user to the data referred to in the hypertext. Making it one of the common tricks found 
in email phishing attacks. 

According to the summary presented by the Anti-phishing Working Group (2019), the biggest 
category of phishing is targeting webmail and Software-as-a-service users where the attackers use 
the spoof-email method where the attacker poses as a representative of an organization to gain have 
the target supply the attacker with sensitive information. The number of unique phishing reports 
submitted to APWG during the first quarter of 2019 was 112,163 with the majority being spoof 
emails. The chance of being a target to these kinds of emails is high, making the knowledge on how 
to avoid them more than needed to prevent sensitive information from being stolen, modified, or 
destroyed. Making the potential target aware of these attacks can help mitigate the risks of being a 
victim of it. 

One method to combat phishing attacks, according to Issac et al (2006) and Jansson & von Solms 
(2011), is educating the potential target about phishing and the methods which the attackers utilize 
on their victims as well as how the user can protect themselves from these attacks. This include how 
the attacker can contact the target and use social engineering to pose as a legitimate source in order 
to trick the target.   

There are different methods on how to maintain proper information security within an organization 
and prevent phishing attacks. Frauenstein & von Solms (2009) discussed varying methods and 
procedures in which organizations and businesses can maintain a proper standard of information 
security such as following a prepared standard, like the Code of practice for information security 
controls – ISO 27002 (iso.org, 2013). Another method was to maintain the quality of security within 
three different components: Information System controls, Procedural controls, and Facility controls. 
Information system controls involved the input, processing, and storage of the information. 
Procedural control covers the standard procedures, documentation, and authorization requirements, 
and facility control was related to the physical protection of the hardware which could contain the 
information. This setup did not take the human factor into consideration however. 

Other examples also include using only technology control to prevent phishing incidents from 
occurring. Such technologies to combat phishing are firewalls and email-filters can filter out 
potential phishing attack emails. These methods do not however make sure to prevent spear-
phishing attacks that involve the phisher luring a specific individual of an organization into clicking 
a specific link while disguising themselves as a safe website such as Facebook or Twitter. 
(Fraunstein & von Solms, 2009) Utilizing a firewall or filter may not always maintain a secure 
email inbox for the employees. 

Frauenstein & von Solms (2009) argued that one additional component needs to be taken into 
consideration: the human factor. Dutta & Sahul (2008) stated that the organizational- and human- 
factors play a critical role in order to maintain and proper security to sensitive information.  
Fraunstein & von Solms (2009) adds that information security should not be regarded as a technical 
issue alone and that additional factors are required, such as human- and organizational- factors. It 
would mean that these factors should play a role in effective awareness and education to assist the 
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protection of sensitive information within the organization. Failure to do so would increase the 
incidents due to human error. As Gjertsen et al (2017) wrote in their introduction: “Even if the 
company’s technical security is cutting edge, a simple user error can sidestep almost any security 
barrier.” 

This encourages proper protection against phishing with the employees acting as a ‘human firewall’ 
and also build a culture of information security behavior. An example is to include the employees in 
proper information security behavior that would involve education where the employees become 
more aware of the dangers in a phishing attack and how easy it would affect them and the 
organization (Van der Merwe et al, 2005.) Fraunstein & von Solms (2009) adds that the teachings 
need some incentive or humor in gaining participation from its audience when educating them about 
the subject in order to guarantee that phishing is properly taught. One such method could be tested 
with gamification to teach out about phishing and how to prevent human error-based incidents. 

One example of using gamification was presented by Gjertsen et al (2017) where they introduced 
gamified mechanics into a Security Awareness Training (SAT) program and used it in a workshop 
for employees who were not involved directly with information security in a company. While the 
results showed that the program did engage the employees more, it did not show any concrete 
evidence that gamification would improve security awareness and training process. Adding more to 
a research gap would require research into seeing such a long-term effect on the user regarding 
awareness training and teachings. 

1.1.2 Gamification 
Gamification has been defined in many ways from different studies. Seaborn & Fels (2015) writes 
that “While no standard yet exists, most sources agree that gamification is generally defined as the 
use of game elements and mechanics in non-game contexts.” Adding a definition to this study 
would help present a clear view of what gamification is being used and tested while also taking 
other definitions into consideration. 

One work, written by Deterding et al (2011), describes gamification from their work as the 
following: “Based on our research, we propose a definition of ‘gamification’ as the use of game 
design elements in non-game contexts.” This definition includes the idea of utilizing elements found 
in game design within non-game contexts. This presents a proper starting point of a definition to 
gamification. 

Wolfden (2019) adds examples to their own definition of gamification. They write gamification as: 
“It’s commonly defined as a process of adding game-like elements to something. In short, 
gamification integrates aspects of gaming eg, chat boxes, leaderboards, leveling up, unlocking 
badges, etc into real-world, virtual environments.” This helps present what kind of game elements 
can be utilized in non-gaming scenarios. However, it does not really explain what goal these 
examples can deliver when they are put into use. 

Cunningham & Zichermann (2011) helps clear that up with their definition with “The process of 
game-thinking and game mechanics to engage users and solve problems.” This presents that 
gamification helps the user using elements found in games to motivate the user (“engage users”) 
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and encourage creativity (“solve problems”). Growthengineering(2018) presented a similar view of 
gamification. They write: “Gamification is about taking something that is not a game and applying 
game mechanics to increase user engagement, happiness and loyalty.” This definition bloats 
gamification with ideas that it could encourage well-being and even trustworthy behavior towards a 
goal or behavior. The description of increasing user engagement is a suitable goal to present when 
describing gamification. 

Scholefield & Shepherd (2019) used the definition created by Growthengineering and presented an 
additional definition in their work. Scholefield & Shepherd (2019) presented their definition of 
gamification as “the application of gaming mechanics to non-gaming contexts with the aim of 
inducing engagement and raising levels of motivation.” This definition presents what is being 
introduced to which context and also explains the goal of doing such. It does however not present 
what the engagement and motivation is done upon. Including a comment which adds an intended 
goal or behavior can further present the goal of using gamification. 

By combining these definitions into one for this study, it would need to describe the use of 
elements. These elements can be found in digital or analog games and are to be used in non-gaming 
specific contexts. The goal of doing such would help motivate and encourage the user into acting in 
a certain behavior or utilize a new method to solve certain working assignments. The definition 
used for this study is as follows: “Gamification involves utilizing elements and mechanics, found in 
electronic- and analog- games, into non-game specific contexts and scenarios to motivate, engage 
and teach the user of an intended goal or behavior.” One of the goals is to see if the intended 
behavior towards the test-groups will change after being taught about a subject which presents 
certain methods on how to identify a phishing email attack. This would make this definition a 
proper use for this text. 

An example of gamification can be educational games such as Duolingo (2011) which is used for 
learning new languages where the educational game both teaches and tests the user related to the 
language the user has chosen. The game helps the user to learn a language of their choosing by 
combining various methods such as listening to the pronunciation, reading sentences, forming 
phrases by ordering words, among other activities. Duolingo mimics the structure of a video game 
in certain ways to engage its users. One gaming feature is a reward system where the user can 
acquire ‘Lingots’ which can be used to purchase in-game items like power-ups that can benefit the 
user, bonus levels where the user can learn idioms and Christmas vocabulary, or outfits for the 
mascot character that the follows, teaches and encourages the user. Leaderboards are another game-
based mechanic used in Duolingo to help promote competitiveness between the users. Grego & 
Vesselinov (2012) presented that Duolingo has proven to be most effective on the initial level of 
certain languages. The services had a higher level of effectiveness on the initial level of knowledge 
of Spanish with beginners learning the most while the more advanced learners gained the least. This 
proves that gamification as a teaching method is possible to educate the user within certain subjects 
at a beginning level. 

Khan Academy (2008) is a non-profit educational platform that provides a set of online tools to 
educate students in courses such as math, physics, biology, history, programming, among many 
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other subjects. The tools used both provide online video lectures the student can view or texts the 
student can read. Some courses also provide the students with questions on the subject. By 
partaking in these activities, the student can be rewarded with mastery points. These points can be 
viewed as experience points found in video games, which represent the user's mastery within a 
course (Khan Academy [n.d.].) These mastery levels serve as a goal for the user to reach a certain 
level of mastery within a course subject and can also direct the user on what areas of the subject 
they have passed or failed. The feeling of achievement may also play a role for the user as 
instinctive value. This further strengthens the belief that gamification is a suitable method to help 
educate and engage the user. 

Gamification is a research topic that needs to be researched further. One such area, presented by 
Rapp et al (2019), is the issue that many studies of gamified systems only focus narrowly on 
understanding the individual's short-term interactions with the systems while ignoring the difficult 
to measuring outcomes. This could mean that gamified systems are not tested over time or after the 
system has been implemented and used. 

Short-term interactions may only cause the user to only remember the instructions on a short-term 
span, making it not possible to be properly remembered in their long-term memory. Cowan (2008) 
presented that short-term memory is derived from a temporarily activated subset of information 
found in the long-term memory of the person. This information may decay as a function of time 
unless it is refreshed. Cherry (2020a) also stated that “while many short-term memories are quickly 
forgotten, attending to this information allows it to continue to the next stage: long-term memory.” 
This means that recently taught information to the user will pass it onward to their long-term 
memory. Cherry (2020b) also discussed that “memories that are frequently accessed (from the long-
term memory) becomes stronger and easier to recall.” This means that for the knowledge taught 
properly to the user, the knowledge would need to be accessed frequently to make the recollection 
more accurate. 

Studying if the effects of the gamified system could prove to see if the gamified application/system 
does leave the user with better knowledge in the long term. Hamari, Koivisto & Sarsa (2014) agrees 
that gamification provides positive effects of engaging the user and enhancing positive use. 
However, the effects are greatly dependent on the context in which the gamification is being utilized 
and the users who are using it. 

Rapp et al (2019) also considered that gamification would need a thorough exploration of the many 
opportunities coming from the world of games. They believe that many studies are not taking 
inspiration when conducting the research on adding new game mechanics to the non-gaming 
context. The game Scholefield & Shepherd (2019) presented in their test study received the 
feedback that a story to the game would help immerse the player instead of making the player feel 
like answering simple questions in an app. This further strengthens the need to look more into this 
research of gamification. 

As a teaching method, Francia III & Thornton (2014) stated that there is great contention on the 
question if using games to teach the user and how well it does. Linema and Saarinen (2010) 
presented two views of learning from a perspective relevant to game-based learning: Experiential 
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learning and constructivism. They describe experiential learning as being based on learning through 
direct experience and constructivism is based on constructing knowledge rather than acquiring it. 
An example of constructivism would be using an assignment where the students are asked to 
acquire the knowledge themselves instead of presenting the solution before the problem is properly 
explained. Following that, Thornton et al (2014) believe that “a game may provide a student the 
opportunity to learn in a deeper, more immersive way than what is offered from a classic lecture or 
even more modernized instructional media.” Adding more research into education with gamification 
helps understand more strengths and weaknesses. 

Not only would gamification serve as a learning tool for educating the user. It can also give a view 
on how certain users perform regarding a taught subject. Wolfden (2019) writes that gamification 
can involve a “hands-on activity” for the user. Wolfden writes: “Hands-on activity puts learned 
knowledge to the test so that instructors and managers can identify gaps in performance and find 
ways to continuously improve – helping professionals do their jobs better and more efficiently.” 
This would also serve as a method to see if the user would utilize the methods taught from certain 
teaching subject or training program. This would only add as a reason to see also to see a difference 
between a user’s performance before and after a training program session. 

Seaborn & Fels (2015) writes that “Gamification is a developing approach for encouraging user 
motivation, engagement and enjoyment in non-gaming, computer-mediated environments with an 
early collection of empirical work supporting its potential for beneficial effects in certain contexts.” 
They believe the idea of gamification can allow more new ideas to be developed and used within 
different contexts and explore other game elements to be utilized. They also state that: “More 
empirical, mixed methods research that employs statistical analysis and reports effect sizes for 
standard elements, dynamics and experiences is necessary to substantiate the initial positive effects 
reported.” Meaning that additional experiment studies on the use of different gamification methods 
would assist the knowledge of gamification to help present its strengths and weaknesses. Rapp et al 
(2019) states that there could be situations where gamification might not be usable. They ask in 
their conclusion: “Are there domains in which gamification should not be employed?” which would 
also need to be explored to help create a better understanding of the use of gamification within 
certain scenarios and contexts.  

Dicheva et al (2014) adds to this regarding using gamification within education by stating from 
their study that: “... there are many publications on the use of gamification in education but the 
majority describe only some game mechanisms and dynamics and re-iterate their possible use in 
educational context, while true empirical research on the effectiveness of incorporating game 
elements in learning environments is still scarce.” This adds to the fact that there is a need to further 
investigate the use of gamification within information awareness education training. This would 
give a more proper view on the implementation of gamification within this context. Nacke & 
Deterding (2017) agrees that there seems to be a lack of evaluation studies. They write in their 
conclusion: “... there is a dearth of rigorous evaluation studies comparing different proposed 
methods, principles, tools both in terms of process quality (such as time efficiency or self-efficacy 
effectiveness of produced designs).” This adds to the request for more evaluation and experiment 
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studies are conducted with gamification as a method. For this work, it would look more into the use 
of awareness training. 

1.2 Research Question 
The lack of research on the long-term effect with gamification as a teaching method tells that the 
research area has not been properly explored. One research gap require to see the lasting effect on 
the long-term memory of a user since the research presented from other studies only address the 
short-term effects on the user when they get educated about phishing awareness using a tool 
designed as a game. Looking how the impact from the gamification as a teaching method, lasted 
after a certain period of time would help present a good comparison on the long-term effects against 
other teaching methods on phishing awareness education. 

Looking more into the impact would require certain factors to be observed. For this research study, 
three factors were chosen. One factor, engagement, would observe if the user is engaged, and 
entertained by the teaching method. Another factor, long-term impact, would answer if there is a 
proper long-term effect the user received when they engaged with the teaching method. A third and 
last factor, choice, would help identify if the user would use the same teaching method provided to 
them from the study. 

The three factors: Long-term impact, engagement, and choice would help present a comparison 
between gamification as a teaching method with another teaching method on the subject of phishing 
awareness. Utilizing these three factors can help provide an understanding of gamification as a 
teaching method by providing its strengths and weaknesses when compared to another teaching 
method in regards of the long-term impact. 

For this study, the research question is “When compared with the teaching method learning by 
reading, based on the three factors: long-term impact, engagement, and choice, would gamification 
serve as a suitable teaching method on teaching phishing email awareness?” 

The purpose of this study was to see which of the two teaching methods would provide a better 
teaching impact on the user regarding the subject of phishing awareness over time. By learning 
more about gamification in this manner, it can help understand how well it functions in certain 
usage areas. This can help utilize the concept more clear and present what gamification works with 
and what doesn’t in certain teaching subjects of information security awareness. 

The research scope was set to compare the two selected teaching methods on the subject of phishing 
awareness. The factors towards the long-term memory of the participants, the participant's 
engagement, and also their experience with the teaching method were taken as the variables to study 
for this project. The subject of phishing was chosen to see if the teaching method would cause long-
term impact to also affect the behavior on the participant when subjected to potential phishing 
attacks. The behavior was tested via a knowledge test on the participants to see a significant change. 
The research scope does not aim to compare to other teaching methods on the phishing awareness 
subject, neither will all knowledge within phishing awareness subject be taught to the participant. 
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Phishing awareness was chosen as the subject since it was deemed appropriate to present the user 
with information about the potential dangers within digital services and networks which may lead to 
theft or loss of sensitive information. There exist additional teaching subjects that may provide 
additional preventive methods to secure information. These other subjects such, as proper 
passwords, can rely on utilizing technological controls to build up preventive security measures and 
also educate the human user. One example being the input password from the user follows a set of 
requirements before the password can be accepted. Digital counter-measures against phishing 
attacks cannot provide a secure alternative alone via firewalls or filters as the human factor can 
cause an information security breach to occur due to lack of awareness.  
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1.3 Related Research 
Earlier research done in this subject has explored other methods of gamification and teachings of 
security awareness. One instance involved creating a digital role-playing quiz game application 
developed for the Android platform to educate the user about password security. Scholefield & 
Shepherd (2019) presented an exploratory study that investigated the use of gamification techniques 
to educate average users about proper password security to raise overall security awareness. The 
role-playing quiz game they produced presents the user with 2 characters on the screen, one being 
the golden knight who represents the user and the other being a dark knight who is fighting the 
golden knight. The game provided questions for the user to answer about password security to 
educate the user. These questions dived into topics such as choosing a strong password, password 
hygiene, and how to avoid commonly used passwords. Would the user answer the questions 
correctly, then the dark knight would lose health points. If the user answered incorrectly, the golden 
knight would lose health points. This game-loop continued until one of the characters had no health 
points left and was defeated, while educating the user about password security. Scholefield & 
Shepherd (2019) conducted a pilot-study where 17 participants over the age of 18 years old were 
taken part of. The gender and level of education varied. The conclusion ended that the participants 
enjoyed learning about proper password security via the app. The participants also felt they 
benefited from the inclusion of gamification techniques. 

Scholefield & Shepherd (2019) ended their paper that future work should seek to adapt the 
application to ensure it can appeal to varying ranges of age, helping both children and the elderly to 
learn about password security in a fun and effective manner. The paper explored the idea of using a 
game to educate the user about proper passwords and propose additional game mechanics to be 
tested further. It would be proper to also test other kinds of security awareness subjects such as 
phishing awareness. The results examined the effects just after the participants played the game, 
missing the chance to see if the participant has a good memory of what they learned. This could 
mean that the long-term memory from the experience may not have been enough for the user to 
recall the knowledge properly. It would be appropriate to test and see if the knowledge has been 
properly taught to the user, making them remember accordingly. This study also only explored the 
gamification teaching method and did not compare to other kinds of teaching methods. By 
comparing gamification using a security awareness subject, it could help explore how gamification 
could be used in the working environment where employees may not be able to engage in 
workshops and require some kind of interaction to be engaged. 

Another work that involved a game that taught the user about phishing links was presented by 
Sheng et al (2007). The game taught the player how to identify potential phishing links by having 
the user lead a hungry fish to worms underwater. Each worm had a link presented when hovered 
over using the mouse. If the link was considered safe for the user, they would click on the worm to 
have the fish take a bite. If the link was not a phishing link, the game would reward the user with 
points. Would the worm have a phishing link, the fish would lose a health point. Along with the 
development of the game, Sheng et al (2007) conducted a user study on the game, comparing the 
results to other teaching methods available, such as existing online materials and a tutorial they used 
as a base for the game. The user study only looked at the number of correct answers the test-groups 
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did when tested on their ability to identify potential phishing links before and after the assigned 
anti-phishing training task. Their results state that the participants who played the game performed 
better at identifying phishing links than the participants of the other two types of learning. They also 
claimed that their game have potentially made the users more knowledgeable of some techniques 
they can use to identify phishing links. 

Similar to the study earlier, Sheng et al (2007) performed the study within a small period where the 
users performed a knowledge test before and after the teaching moment. There does not seem to be 
anything about the testing on the participants after a certain time. This would mean that the long-
term memory of the participants may have decreased the quality of the learning after some time 
without recalling the knowledge given. Learning more about the long-term memory may also 
present what learning method can leave a more appropriate effect on the user’s long-term memory. 

Sheng et al (2007) asked the participants what they liked from each training task post-test. They 
utilized a 5-point Likert scale to see how much the users learned from the different teaching 
methods, how important they felt the information they learned from the teaching methods, and the 
educational- and fun- levels of the teaching methods. The opinions stated that the game made had 
the users agreed or strongly agreed that they learned a lot and that they felt like they have learned a 
lot of important information. Ninety-three (93) percent of the users who played the game felt that 
the game was very good on an educational level and fifty (50) percent of the users considered the 
fun level of the game as very good to excellent. When asking the users of the other teaching method 
regarding the fun and educational level, ninety-three (93) percent of the users felt the educational 
value was either very good or excellent. Twenty-nine (29) percent of the users considered the fun 
level of the other teaching methods to be very good or excellent. 

Using a Likert scale to study the enjoyment and educational experience from the different user 
groups serves as a proper way to initially understand the engagement of the user towards a teaching 
method. It does require additional questions set to gain more information. While Sheng et al (2007) 
did ask if the teachings were good and it had importance from the user group who played the game, 
they did not ask the user group who was given the other teaching methods. This leaves an 
information-gap when making a comparison completely between the different teaching methods 
tested. Making a comparison of these teaching methods, using the same set of questions based on 
the experience, would make a more complete study. 

Francia III et al (2014) hosted a game-making workshop focused on the information security and 
awareness training games. It had sixteen high-school teachers and community college instructors 
involved and was designed to provide lectures and hands-on activities on subjects such as 
information security awareness, introduction to computer security, digital forensics, and game 
development. The workshop included the design and implementation of two testing games which 
were to be introduced to the educators’ curriculum. The first game, Brute Force, focused on 
teaching the students on how to choose proper passwords. The second game developed, called 
Friend or Foe, was to teach the student about phishing awareness.  

The games employed by the educators were shared with 180 students to enhance their information 
security awareness curriculum. The students who played both games, Brute Force and Friend or 
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Foe, consistently reported an increased awareness. While the results are self-reported, they present a 
positive effect on the effectiveness of educational games within the context of information security 
awareness. 

Francia III et al (2014) concluded that gamification may not apply to all curriculum, but a large 
sector of students may benefit greatly from well-designed, thoughtful use of its principles. Their 
plans on this include continuous improvement of these gamification- and curriculum- tools. While 
both games were done and used from the workshop, the text did not present about the game Friend 
or Foe at all, focusing rather on the development of the password game, Brute Force. The results, 
while they are self-reported, claimed that the method did affect the students who played the game. 
One issue to this is the results may not be 100% accurate due to the self-reporting from the 
educators. 

The game Friend or Foe was not described in detail for the reader, making it difficult to learn how 
the game was designed and functioned. The results from the self-reporting did also not present how 
each game performed from each other, making it hard to see what strengths or weaknesses each 
game could have encountered. 

One gap which should be more studied would be to see if the game application had a lasting effect 
on the education it presented to its user. From what could be understood from these papers is that 
the initial effects after playing the game or application is a positive outcome and the teachings the 
game brought. None seems to see if the user would remember the teachings after a period has 
passed since the use of the application. One way to test this would be to compare it from another 
teaching method and see if it has a significant difference between the users’ memory from what they 
have learned. 

Another research article presented an application for the android smart-phone called NoPhish. 
Canova et al (2015) developed a game-based smartphone app that was used to educate people on 
accessing, parsing, and checking links that may or may not be phishing attacks. The game aimed to 
have several game levels that taught and tested the user about phishing awareness. The game-app 
was divided into two main parts: the security awareness, and the educational part. The awareness 
part demonstrated to the user how simple it is to spoof emails and provide malicious links. The 
educational part taught the user how to access the hyperlink-address, and how to detect phishing 
links. The app also provided supplementary challenge- and motivational- aspects by including a 
leaderboards system where the user could compare their performance with others which would 
make the user more engaged. 

Canova et al (2015) claimed that they conducted a user study on the game-app, stating that it 
showed “very promising results.” However, there does not seem to be any documented information 
about the user study that explains how the study was conducted or its results in detail. This can 
leave the research incomplete and would require that the app-game, NoPhish, is being properly 
tested with its user study documented and conducted. The app-game was not used for this research 
study, with the reason that the available version found seems to only be in the German language. 
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Li et al (2012) presented GamiCAD which was “a gamified in-product, interactive tutorial system 
for first-time AutoCAD users.” Li et al (2016) created this tool to help provide beginners with the 
computer-aided design program AutoCAD (AutoDesk, 1982) via extensive real-time visual and 
audio feedback. Li et al (2016) explored this since they believed such has not been explored within 
the context of software tutorials. GamiCAD was also going through an experimental evaluation, 
comparing the new interactive tutorial system with an equivalent in-product tutorial system without 
any gamified components. From the test-study, Li et al (2016) found that the gamified system 
produced significantly faster test task completion times and its users felt that the game condition 
was more enjoyable, fun, engaging, and effective.  

The study conducted by Li et al (2016) inspired the use of different aspects or factors to take into 
consideration when doing a comparison to different teaching methods. It also presented the use of 
quantitative measures for the study such as completion time and completion rate of the testing tasks. 
This adds to the need when making a comparison of teaching users about phishing awareness to 
include how long it took for the test-groups to identify a potential threat and also see if they 
answered correctly. Also, Li et al (2016) identified how the test-group felt when using the different 
teaching methods. The GamiCAD study included Likert scale-based questions, asking the test-
group which system they enjoyed the most, which was the most fun, engaging, and effective. This 
helps bring the idea of using Likert scale based questions for the comparison used for this work. 

Gjertsen et al (2017) considered the use of gamification in Security Awareness Training (SAT) 
programs. Gjertsen et al (2017) drafted an alternative concept and developed a prototype in the 
hopes of providing employees with the needed knowledge or behavior change. This interactive SAT 
prototype application was tested in a workshop by employees to gather data regarding the 
experience using yes or no questions. The questions asked if the initial impression would lead to 
completing the training via the application, if the use of gamification could lead to improved 
learning outcomes from the training, and if the use of the application would make the employee 
more aware of the security at work. Gjertsen et al (2017) concluded that gamification has potential 
for use in SAT programs however states that there are potential pitfalls one must avoid when 
designing such applications, while also adding that more research is needed on the long-term effects 
of a gamified SAT application. 

Gjertsen et al (2017) supplied more of how the use of different educational methods would add 
more engagement towards the user while also highlighting potential falls that need to be addressed 
while developing a gamified SAT program application. They also presented a study asking the test-
group to answer a set of questions about the experience and if members of the test-group would 
continue using the application as part of their SAT program. This inspires the questions set if the 
tested users would use the same teaching method or would rather utilize something they were 
already comfortable with.  
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2. Research Method 
In order to compare the effects on the user after partaking in the educational game/application, 
another method was needed for comparison. Learning by reading is the second teaching method 
which is part of this study. Learning by reading is a teaching method where the user is provided a 
text which presents the subject material and is to learn about the subject through reading. 

The application-game (or app-game) used for this study presents the user first with a lesson on the 
subject and then tests the user with a pop-quiz. This pop-quiz requires the user to answer correctly 
to certain criteria before the user can proceed further to the next lesson. The lessons presented 
utilize a set of presentation-slides filled with illustrations and a short text to educate the user, 
making it comfortable to learn. Since the interaction may cause the user to become more invested, 
the knowledge provided to them may cause an effect on their long-term memory, and may also have 
the user more enjoyment when learning. If the user does not, however, find the enjoyment of 
learning from a game, the experience may not lead to proper engagement from the user. 

The use of learning by reading was a suitable method to use since it would present the user with a 
more detailed text with illustrations and would not ask the user to complete a pop-quiz before the 
next lesson. A major difference in this teaching method was that the user would be provided with all 
the same knowledge presented from the application-game used without the need to complete pop-
quizzes. This would make the learning experience different for the user and is suitable to have as a 
comparing learning method to gamification. Initially, the data that may be presented here might not 
engage the user properly, which may lead them to only read through the text slowly in-order to 
make sure the knowledge is received properly. 

The goal of this research is to compare these two teaching methods within information security 
awareness training. Choosing a proper research method comes down to which kind of approach or 
data is gathered in order to discuss an answer to the research question. Blaxter et al (2010) explain 
that “Different kinds of research approaches produce different kinds of knowledge about the 
phenomena under study.” Since a comparison is being done between two teaching methods, 
Learning-by-reading and gamification. The use of a research method would need to use data that 
can present the strengths and weaknesses of each learning method for this study. In this case, the 
use of a quantitative paradigm is used. Looking at the factors which part of the research question, 
the use of numbers can help explain certain perspectives which they could mean.  

For the long-term impact factor, the use of three different knowledge tests could present how well a 
user performs over a set amount of study moments. One would test the user how they would 
perform before being taught about the subject. This would work as a good starting point to compare 
to when the user has not been taught about the subject. The next knowledge test would be given 
after the subject has gone through the given teaching method to see a comparison between before 
and after the teaching moment. This follows a similar structure as the relevant research. The last 
would see how well the user performs after a 2 week period after the user went through the teaching 
method. 
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The engagement factor could be addressed from the user via a rating scale based on a set of 
questions given to the user during different study periods. Asking the user a set of questions about 
their engagement in the teaching method. Such questions would be to see if it was fun to learn, the 
teachings felt quick and easy to understand, and left the user engaged with the method while 
learning about the subject. The ratings set on these questions can help determine what highlights 
and pitfalls the gamified teaching method holds compared to the learning-by-reading method. 

For the choice factor, the user could be asked if they felt they liked the teaching method given to 
them. This would also follow up with a question, asking the user if they would use the same 
teaching method again. This would address the factor to see if the gamified teaching method was 
implemented in such a way that it would encourage the user to recommend it to others.  

For this kind of study, the goal is to compare two different teaching methods. In this study, three 
factors are used to be examined between each teaching method. One paradigm which showed good 
promise was the use of the quantitative study form. By using numbers as the form of data, the 
results can explain how each teaching method compares the three factors sett. Knowledge tests can 
test the lasting-effect via correct answers per user, the experience can be rated using a Likert scale 
and asking if the user would use the same teaching method. Utilizing the Qualitative paradigm 
would make the research hard to understand how certain factors would be analyzed for the research 
question. This leaves the Quantitative paradigm the more suitable option. 

Looking at some research approaches, two methods holds potential to be useful based on the factors 
in the research question: Survey-based and Experiment Study. Initially, the survey-based research 
could be used to gather the data required for the research question as the research method could 
involve asking questions to people or conducting observations. The survey research method 
provides an advantage of being easy to administer and can provide a lot of data relatively quickly 
(Blaxter et al, 2010). There is, however a disadvantage that Blaxter et al (2010) presented. They 
write one disadvantage with surveys being: “The data provide snapshots of points in time rather 
than a focus on the underlying processes and changes.” This goes against the long-term impact 
factor which needs to see if the effect after the teaching method made the user act differently 
compared to the initial knowledge test. For this reason, survey-based research was not chosen as the 
research method for this study. 

For actual testing on a test-group, the group would need to be tested and allow them to provide 
initial demographic data before they were given the educated moment with the teaching method. 
This would make an experiment study a perfect research method. One advantage which helps this 
research study is that the experimental research approach allows the use of multiple testing 
scenarios where the user can be tested on the knowledge test for the long-term factor while also see 
a change of the user’s opinion and experience on the teaching method given to them. (Blaxter et al, 
2010) 

One fallback for the research is the risk that the “natural setting” for the tested user may not be 
possible. Blaxter et al (2010) explains the disadvantages of experiment study with: “Contriving the 
desired ‘natural setting’ in experiments is often not possible.” This fallback cannot be an issue if the 
user would be asked to perform the experiment digitally. Reips (2000) presented one advantage of 
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using a digital web solution to conduct experimental studies. Using a digital web solution to 
conduct experimental studies helps prevent the issue of not making a “natural setting” for the user. 
This can guarantee that the user will not be feeling unfamiliar with their surrounding which can take 
an effect on the answer they provide. In addition to that, Reips (2000) also sees this as an advantage 
since it can allow the user to “… freely choose at which time of day (or night) and on which day 
they wish to participate.” Which can allow the user to engage with the experiment whenever they 
feel most suited. This made the research study more preferable to conduct the experiment study 
digitally. 

Since the research utilizes the different views and effects done to a user, the way to gather data 
should rely on asking what the test-user felt and how well they perform on the knowledge tests. 
Together with a digital experiment research method, the choice of questionnaires would prove to be 
an appropriate candidate. By utilizing a series of three different question-forms, containing different 
areas of questions for the user, the data can contribute to answering the research question. These 
question-forms need to present a perspective on how the participant experienced the learning 
moment about phishing awareness in-order to see how each compares when teaching the participant 
about the phishing email attacks and how to avoid them. 

Questionaries (or question-forms), as presented by Kjellberg & Sörqvist (2016), can be utilized to 
plot a certain change of behavior or phenomenon to a group of individuals. These question-forms 
can be utilized as long as the independent- and irrelevant- variables are under control. Kjellberg & 
Sörqvist (2016) describes independent variables as the variable being manipulated and measures its 
effect. A method to measure the independent variable is via the dependent variable, which Kjellberg 
& Sörqvist describes as the effect-variable. This variable is utilized to be measured and analyzed to 
see the effect done by the independent variable. 

For this study, the long-term memory and experience of the participant are being such variables 
where their interaction with the teaching method changes their view and behavior depending on if 
the study material had an effect on them or not. The effect such as their knowledge, before and after, 
on phishing awareness as well as their opinion on the experience of learning using the given 
teaching method is of interest for this research. To measure the effect done to the long-term impact, 
a knowledge test is utilized as the dependent variable to see how the long-term memory changes 
over the three question-forms. Regarding the experience of the teaching methods, the use of 
opinion-based questions, such as the Likert scale, in the question-forms serve as the dependent 
variable for the engagement factor and choice factor the participant shares from the teaching 
methods. 

The irrelevant-variable is described as a variable, not part of the independent variable, which may 
affect the dependent variable. Having control over these may require the participant to engage with 
the question-forms when the participant feels comfortable and has a mindset that allows new 
knowledge to be learned. Having control over the irrelevant-variables can lead to a certain 
measurement of the dependent variable to describe the effect of the independent variable. This, in 
turn, leads to a more certain result. One such irrelevant variable is the “natural setting” which can 
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make the user feel uncomfortable. This was approached by allowing the user to fill out the question-
forms when and where they feel like. 

 

 

Ajzen’s (1991) Theory of Planned Behavior was taken into consideration for this study. A model 
presenting the theory can be seen in Figure 1 below. The theory describes that a person's behavior 
can change based on the intention of the said person. The intention can be affected by how the 
person’s attitude is towards the behavior, how the subjective norm stands with the behavior, and 
how the person perceives the behavior. By educating the person about the dangers of phishing 
attacks while also presenting certain ways to identify phishing links, then the person's intention can 
help change their behavior. Making them more precautions when reading emails from uncertain 
senders. This may also require that the person’s attitude allows for changes to proper information 
security. 

This theory can be applied to certain factors that are part of the research question. The Attitude can 
be observed from the test user's experience using the teaching method given to them. This 
corresponds to the engagement factor as well as the choice factor since they represent the test user's 
attitude. This in turn can make an effect on the test user's intention of wanting to engage further 
with the teachings of phishing awareness. If the test-user has a better attitude towards the behavior 
taught from the teaching method. Then, the test-user is more inclined of wanting to change their 
behavior in order to become more aware of the potential phishing attacks. The Perceived behavioral 
control corresponds to the long-term impact factor for the knowledge test is done on the test-user. If 
the test-user did perform well on the knowledge test, then it would mean that the test-user has 
gained a good understanding of the knowledge the teaching-method provided. Meaning that a 
change in their behavior might have occurred. 

Figure 1: Model of The Theory of Planned Behavior 
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In addition to the experience, the test-user had to be tested on their knowledge on the subject. This 
way, along with the experience, can be used together to present a more accurate conclusion of the 
teaching method. Last, the participant needs to give some background regarding how comfortable 
they are with computers, their then-current knowledge about phishing, their preferred teaching 
method among others. This can help further present additional points for the discussion. 

Both teaching methods have a separate testing group. Both testing groups are given the same 
question-forms. The results from both groups were sorted into which teaching method they were 
given. This was to prevent the results from mixing with each other, causing the results to become 
obsolete. By presenting the same question-form with the same knowledge-test questions, the results 
would not become affected by irrelevant variables caused by different test-questions. While each 
question-form has different questions to their knowledge tests, the same question-form will be given 
to both test-groups during the research period. 

2.1 Research Tools 
The two methods tested here are presented in either a text or an educational application-game. Both 
of which will educate the user about phishing awareness with the subject of identifying the 
hyperlink. The application-game first teaches the user about certain dangers on the hyperlink 
contents and also provides the user with questions, asking if a selection of hyperlinks is malicious 
or not. Upon choosing an answer, the application will present the user with the correct answer. The 
text will just present the warnings which the user can use to analyze if the hyperlink is malicious or 
not. More will be presented in the smaller chapters below. 

The measuring instrument used for this study is a series of question-forms that the participant will 
answer. The question-forms will be taken during different moments of the study period and will be 
used to see how the participants experienced the learning session about phishing, which method 
they used, how comfortable they are with computers, what teaching method they are most 
comfortable with, as well as testing the participants with a knowledge test. 

The question-forms was prepared using the online web-service Google Drive(Google, 2012) which 
can be used to create and manage question-forms and also present the responses into a spreadsheet. 
The question-forms can also be shared online with the participants, allowing them to answer at their 
own comfort; making the results more accurate. 

The knowledge tests presented the participant with questions of emails containing different links 
and comments. The participant will be asked to determine if the email in question is considered safe 
or not safe, depending on the contents of the email and the shared link inside. The number of correct 
answers on average will be used to determine if the teaching method had an effect on the 
participant’s approach towards potential email phishing attacks. 

The question-forms used for the experiment study can be found in Appendix A: Preparation 
Question-form, Appendix B: Teaching Method Question-form, and Appendix D: Post Teaching 
Question-form. 
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The coming sub-chapters explains both the teaching methods used for this study in 2.1.1 The Game-
application and 2.1.2 The Text. 2.2 Data Gathering and 2.3 Data Analysis presents the three 
question-forms in more depth and how the data will be analyzed.  
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2.1.1 The Game-application 
The game-application which will be used as the gamification teaching method is the android app: 
Anti-Phishing Awareness, developed by a user named ASecurity (n.d.). Upon downloading and 
starting up the app, the user can pick between two options, the awareness training mode, which 
teaches the user about phishing awareness and what to look after when receiving a questionable 
email. The other option is a scanner-mode where the user can write in a hyperlink which the app 
will scan to see if the link is a malicious phishing-attempt or not. Only the awareness option will be 
utilized by the participants of the gamification teaching method. 

The awareness option presents a set of eight (8) levels for the user to complete, starting from 1. 
Inside of these levels, the user will go through a set of presentation slides which teaches the user 
about either phishing itself, or certain warnings to look after inside a potential phishing attack. At 
the end of the level, the user is asked to answer a set of questions from the app. These questions ask 
the user if a link, provided by the app, is deemed safe or not. If the user answers correctly, the game 
will present a follow-up question, asking the user more about the content of the hyperlink such as 
domain-name. The user can move on to the next level only if they have answered a certain amount 
of questions correctly. 

To make sure not to overflow the user with information in this research, the participating user will 
only need to complete the first three levels of the app-game. Chen, Pedersen & Murphy (2011) 
stated that applying more information, than what a person can handle, will cause the information to 
be lost as the person tries to gather and analyze even more data. Would all the levels available on 
the app-game be part of the study, then the text for the learn-by-reading group would also have 
educated the teachings from the later levels of the game-app as well. The loss of information for the 
user may also cause an irrelevant variable towards the knowledge-test for both groups. To prevent 
such, only the first three levels were used for the game-app and the text would have these levels as a 
base. 
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2.1.2 The Text 
The other teaching method, learning by reading, was utilized using a text which presented the user 
with similar lessons found in the app-game. It was written by the researcher and followed a study-
plan which was extracted from the app-game The text presented all three lessons sequentially 
without any type of pop-quizzes for the user. The text included an illustration that helped present an 
example to the user as they read. The text was available inside of the second question-form for the 
user if they chose that teaching method alternative. 

The contents of the text is similar to the lessons found in the application-game. The first part 
presents the user with the dangers of phishing, how it works, and how large of a threat it is. The text 
follows up by presenting the structure of a hyperlink such as the who-area. The parts afterward 
present the user with examples of phishing attacks where the hyperlink presents an internet protocol 
(IP) address instead of a who-area. The third and last part of the text explains random interlocutor, a 
trick used by the attacker where they supply a hyperlink which looks similar to a genuine hyperlink. 
The text overall presents the user with the same content as the levels found in the app-game. A 
course-plan was created for the text. The course-plan can be found in Appendix E: The Teaching 
plan. 

The text can be found in Appendix C: The Text Teaching Alternative. It is the same text which is 
presented to the learning-by-reading test-group. 
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2.2 Data Gathering 
The data gathered from this study was via the three online question-forms sent to the participants. 
These three question-forms were made using Google Forms (Google, 2012), which allowed the user 
to answer online at their comfort. The question-forms combined were used to gather information on 
the participant's knowledge on potential phishing attacks via knowledge test, and the experience 
they felt while learning from the assigned teaching method using Likert scale questions. Using these 
questions of interest would present a proper way to compare both teaching methods via both the 
participant’s experience and if the teaching method left a lasting effect on the participant’s long-
term memory. 

In the knowledge test, the participant was given a set of written emails that contains a sender, topic, 
and message containing a hyperlink. The participant was to determine if the email was considered a 
phishing email attack or not, using certain elements taught in the teaching method. To make sure the 
participant would not remember the questions for the next question-forms, all question-forms had 
unique questions. If the number of questions correct was significantly different between the 
question-forms, then the teaching method would prove to have done a change to the participant’s 
knowledge of potential phishing attacks. 

The first question-form was taken before the participant was being educated. The questions set here, 
except for the knowledge, is more about the participant. Such questions could be their age-group, 
what they work or study with for the moment, how comfortable they are using computers, if they 
have heard about phishing and how well aware they are of it, and lastly what teaching methods they 
are most comfortable with. These teaching methods they could be comfortable with could be 
reading, hearing (from a presentation or online videos), or interactive (Mix between reading & 
hearing with additional hands-on approach). Knowing more about the participants could help make 
connections to who might already be aware of phishing depending on the ease of use on computers, 
their age, or their area of expertise. This knowledge can also add to the discussion on the 
conclusion. 

The second and last question-forms are done after the participants have gone through the teaching 
method. Along with the knowledge test, the participant is asked about their experience of learning 
about phishing. These questions are used to analyze if the teaching method was engaging for the 
participant. To find this, the participant was asked to agree or disagree with the statements 
presented. These questions were in the form of a Likert scale from 1 to 4 where 1 is "strongly 
disagree" and 4 is "strongly agree". The statements follow if the teaching method taught the 
participant a large amount about the subject, if the method was fun and easy to learn about the 
subject, if the method felt quick about learning about the subject, and if the method made the 
participant feel more aware about phishing. 

These three question-forms were taken at different parts of the study for the participant. The first 
question-form was done before the participant could engage with the teaching method. The second 
was taken after the participant took part in the teaching method used. The third and last question-
form was taken after 2 week period. The 2-week pause period was used to see if the participant 
managed to remember from the teachings of the learning method used about the subject. This was 
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also part of the last question-form as it asks the participant if they remember which method they 
used in the study. 

2.2.1 Ethics regarding Research 
Since the research study would require the input data from participants. There needs to establish the 
ethics on the use of the sensitive data which the participants provide. For this reason, there needs to 
be good research practices regarding ethics in place. Allea (2017) presents four (4) principles 
regarding the integrity of research. These principles help guide the research from miss-treating the 
participant and the data which the participant provides. By conducting this study, the researcher 
makes sure to follow the principles presented by Allea (2017):  

• Hold Reliability in ensuring the quality of research, reflected in the design, methodology, 
analysis, and use of the resources needed 

• Be Honest in the development, reviewing, and communicating the research in a transparent, 
fair, and fully unbiased way. 

• Show Respect to colleagues, participants, society, ecosystems, cultural heritage, and the 
environment. 

• Have Accountability for the research from its initial idea to the publication. For the 
research management, organization, and its wider impacts. 

The research data gathered for this research study is only be used for this research study and will 
not be given out to any third-party. All participants were instructed on this. The only sensitive data 
saved was an email-address which the participant had to provide. This email address was used for 2 
reasons. The first was to contact the participant to provide them with the last and third question-
form after the 2 weeks. The second reason was the need for a unique identifier. The unique 
identifier was used to see which participants had not answered which question-form and also assist 
the researcher with which teaching method that the participant was using. To prevent sensitive 
information from leaking out of this data research, the email-addresses were replaced with an id-
code to help identify the different results on experience and knowledge tests. The participants were 
also informed about what their information would be used for, the anonymization of the data, and 
what happens to the data after the study was finished. 

  



27 

2.3 Data Analysis 
Via the analysis of the gathered data, the results presents whether there is a significant difference in 
the effects between the two teaching methods. By utilizing this method, a comparison can be 
presented between gamification as a teaching method and learning by reading when teaching the 
target user about phishing. This can make it more open to research even further of which teaching 
method becomes more suitable depending on the real-life scenarios for the intended scenario and 
user groups. 

The sample-set planned for this study was a total of 10 people. A mix of 5 participants each for the 
learning methods. When the participants were given the second question-form, they either chose the 
method they wanted to learn from or was asked to use one at the request of the researcher. This was 
done to guarantee a balance between each teaching method. At the end of the study, a total of 11 out 
of 16 participants completed all three question-forms. 

The data gathered from these question-forms were transformed into a spreadsheet. This spreadsheet 
was downloaded and copied (Using the magic of the copy-n-paste function found in many operating 
systems) over to a local spreadsheet file. This file was later analyzed using LibreOffice Calc (The 
Document Foundation, 2011). The data was split up into categories, separating the results from each 
teaching method and also from the incomplete question-forms. This would warrant a proper 
comparison of data between the two teaching methods of the study.  

From the knowledge test, the average between the teaching methods would be compared between 
each question-forms. The average would only count all the results from the completed question-
forms and would not count in the results from the participants who did not complete all the 
question-forms. This would make the comparison between each result of the knowledge test more 
accurate. 

The knowledge test also checked the time of how long each participant took to answer all the 
questions. The inclusion of this was to see how much time each participant took at an average while 
answering the questions given to them. If less time was spent on each question or not would present 
more discussion to the results of correct answers in the tests. It could mean that the participant took 
a proper amount of time to read and analyze the email or if they simply located and analyzed the 
hyperlink inside of the email. 

To see a comparison of the experience from the participants, a set of Likert-scale questions was 
included in each question-forms. These questions were set to ask the participant how they felt when 
learning about phishing using the provided teaching method. These questions asked the participant 
if they felt the teaching method made it feel easy and fun to learn about phishing, if the method felt 
quick and smooth while learning, and if the teaching method made the participant more aware of 
phishing in general. These questions help present a comparison concerning if the user would enjoy 
the teaching method when compared to learning-by-reading. 

A pilot-test was conducted on the first two question-forms as well as the text used for the learning-
by-reading test group. Appendix F: Pilot-test feedback presents what feedback was gathered, how it 
was gathered, and what changes were made to the question-forms and the text.  
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3. Results 
From the study, a total of 16 participants were recorded but only 11 of these participants finished all 
three question-forms. Adding the results from the incomplete question-forms would the end-results 
on uneven grounds. Therefore, all the data presented will only be based on these 11 completed 
question-forms. The demographic data will still present the results of all 16 participants. 5 
participants were learning about the subject via the gamification method while 6 users were given 
the learn-by-reading method. 

The results will be presented based on each part found in the question-forms. The data will be 
presented, for the majority, using tables and figures that shows the data and what unit the results are 
coded as. The data is also accompanied by a description of the results. The conclusion will be 
presented in 4. Discussion. 

3.1 Demographic Data 
At the start of the first question-forms, the participants are asked to answer some questions 
regarding their gender, age-group, if they knew what phishing was and how confident their phishing 
awareness was. The first Figure 2 presents how many participants were male or female. As seen 
from the figure, the difference shows that 11 males took part in the question-form while 5 were 
female. Moving onward to Figure 3 is the age-group of the participants. For this study, the majority 
of participants were between 20-29 and also 30-39, with one participant being 60+.  

 

Figure 2: Answer Chart presenting the gender difference in the study 
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When asked about phishing awareness, Figure 4 presents how many participants were aware of 
phishing. The pie chart in the figure shows that 11 participants were aware of phishing while 5 
participants did not know about phishing at all.  

 

  

Figure 3: Pie answer chart on the different age-groups 

Figure  4: Pie chart of answer to if the participant know about phishing 
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To those who answered yes to the previous question seen from Figure 4, is the question of how 
good the participants knowledge is on the subject of phishing. The results presented in Figure 5 
shows that the majority of participants were fairly confident of their knowledge on the subject with 
5 participants placing their stand on rank 5 where 6 is the highest confident and 1 the lowest 
confident. 

Another follow-up question to the first question from Figure 4 is in Figure 6 which asks how good 
the participant would be to detect and resolve potential phishing attacks. A majority of participants 
felt confident enough to rank themselves on 5 on the scale.  

Figure 5: Answer to the follow-up question to those who know about Phishing 
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The next question asked to all participants was how often they were using electronic devices such as 
computers, tablets, or smartphones. Figure 7 shows that the majority of participants placed their 
answer on the highest point 10, which represents they use these devices very often. This tells that 
the participants have been using devices like computers, tablets, or smartphones very often which 
would mean that learning about phishing email attacks can help the participants from becoming a 
victim to such attack. 

In addition, the answer to the question on how comfortable each participant feels on the use of 
computers, tablets, or smartphones can be seen in Figure 8. This figure shows that a good part of the 
participants feels comfortable based on a 10-scale where 10 is very comfortable and 1 is very 
uncomfortable. As seen from this data, the majority are very used to using electronic devices such 
as computers, smartphones, and tablets. 

  

Figure 6: Follow-up question to those who know about Phishing 
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Figure 7: Answer chart for all the participants regarding use of computers, tablets or 
smartphones 

Figure 8: Answer chart for all participants regarding comfort on use of computers, tablets or 
smartphones 
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In the next part of the question-form, the participants are asked how comfortable they felt using the 
different teaching input methods such as reading, vocally, or interactive. Figure 9 presents how each 
participant answered based on the Likert scale where 5 is the highest comfortable and 1 is the least 
comfortable teaching input for the participant. As seen from the figure 9, all three teachings were 
graded at scale 4 by the majority of participants. One part of the participants felt more comfortable 
using interactive teaching while another 4 participants were placing vocally on scale 3. 

 

A follow-up question was also given, asking if the participant used other methods or ways to teach 
themselves on a certain subject or thread. This question was not obligatory to answer. The 
participants who did answer presented certain methods that could be connected to the teachings 
from the question before in Figure 8. Some of the answers were: “Playing games”, “practical 
seminar”, “writing and speaking/repeating”, “Study group”, “discussion”, and “learning by others 
when applicable”.   

Figure 9: Answer chart on how comfortable the participants feel on learning inputs 
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3.2 Study Data 
As part of all the question-forms, a knowledge test was given to the participants. Presented in Table 
1 are the average results from each knowledge test given to the participants during each question-
form. Each knowledge test consisted of 7 questions. From the first question-form, the average grade 
stands above 6 correct answers, which got higher after the teaching moment on the second question-
form. The knowledge test done on the third question-form after a 2-week waiting period shows that 
both groups decreased down to about 5 correct answers, with gamification being at a higher value. 
The cause for the decrease after the 2 weeks may be the loss of interest from the participant on the 
subject. It may suggest that the long-term memory about phishing has dwindled and has not been 
frequently recalled by the participant. This can be seen in Table 2 which gathered the answers on the 
third question-form, asking the participants if they revisited the subject of phishing during the 2 
weeks. 

In addition to the answers on the knowledge test, the average time for the participants was also 

different. See Table 3. During the first knowledge test, the learning-by-reading test group took less 
time to go through the knowledge test questions than gamification. After the second and third 
question-forms, gamification had its participants take an average less time to answer all the 
questions. 

  

Table 1: Average results on the knowledge tests 

Table 3: Average time each knowledge test took per group 

Table 2: Count to see if the participants looked more 
into the subject of phishing after the second question-
form 
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Inside the second and third question-forms are questions asking the participants about their 
experience about the teaching moment about phishing using the teaching method provided. As seen 
in Table 4, the two different methods gained different results when it comes to the amount of 
material being delivered to the participants. The participants who read the text placed on between a 
neutral position to a stronger stance on 3 yet not going beyond to 4. Participants of the gamification 
teaching method held a neutral point with 80 % on 3 & 4 but more certain participants did not feel 
satisfied with the teaching method. 

After the 2 weeks, the gamification participants felt the experience was more secure with 3 on the 
scale while the participants on the reading remain with a strong 4 during the third question-form. 
Following it up with the ease of learning, the gamification participants felt more satisfied with the 
app-game with 60% on 4 and 40% on 3. After the 2 weeks, more participants were more positive 
towards the teaching method. The learning by reading test group had a neutral point on the method 
to learn about the subject but became more close to scale 3 in the third question-forms, with one 
participant going down to 1. 

The enjoyment of each teaching method was on a neutral stance for the participants (See Table 5.) 
The learn-by-reading test group kept their stand on a 50/50 between 2 and 3 while the game-app 
received a stronger position of 80% on 3. On the third question-form, the reading gained a similar 
stance with one participant choosing 4 and the game-app gets a complete stand of 100% on 3. 

Table 4: Feedback on teaching method from each group (i) 
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The experience from the participants about if the method felt quick and smooth while learning tells 
that gamification felt the same on both the second and third question-forms. Reading gained mixed 
results with the majority being somewhat positive but presents also some negative experiences from 
one participant. 

 

  

Table 5: Feedback on teaching method from each group (ii) 

Table 6: Feedback on teaching method from each group (iii) 
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One final question to the experience from the participants (Table 6) asks if they feel more aware of 
phishing in general from the teaching session. On the second question-form, gamification had a 
great split on its participants with 3 holding 40% and 60% on the third question-form. Learning by 
reading holds a majority on 3-4 and seems to have lost some parts in the third question-form. 

In Table 7, the participants were asked how big the chance would be that they would utilize the 
teaching method again over the ones they are used to. Participants who had learning-by-reading as 
the teaching method had an even share between 3,4 and 5. Gamification had a similar share on 4 
and 5. However, 1 participant was not comfortable with that choice. When compared to Figure 4, 
there was a split between the group regarding how comfortable they were with interactive teaching. 
Looking at how the likely the chance being to use a method similar to interactive teaching, holds a 
majority towards a positive average than before. The majority of the learning-by-reading test group 
initially had a positive stand on the reading teaching from the first question-form. When compared 
to a question of the later question-form, it seems to have had a significant change towards a neutral 
average with a majority towards positive. 

Table 8 is the results from the participants when asked if the given teaching method helped them 
remember the subject. Both teaching methods seem to hold a similar theme of either half or two 
thirds (2/3) on the teaching methods. 

 

 

  

Table 7: Yes/No question to participants about teaching method choice 

Table 8: Answers to using 
the teaching method again 
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4. Discussion 
The results indicate that the participants had a similar pattern on the number of correct answers on 
each knowledge test. This suggests that the gamified app-game had a similar teaching effect on the 
participants as those who were given the learn-by-reading method. This can be viewed that the 
Long-term impact factor on gamification, as a teaching method when compared to another teaching 
method holds a similar effect. The majority of participants on both teaching methods felt positive 
that they feel like they’ve learned from the teaching method. When asking the participants of both 
test groups if the teaching method helped them remember better, more than half from each group 
answered “No”. This suggests further that gamification has a similar effect on the memory as 
learning-by-reading. 

The data suggests also on the engagement factor that the test users from both groups were equally 
engaged and motivated to learn about the subject. After the 2 weeks, the learning-by-reading group 
remained overall positive about the fun-factor, ease of learning, the smooth experience, and the 
curve of learning. The gamification test group felt very positive about the content of learning from 
the game-app as well as how easy it was to learn from the game-app. The gamification test group 
did hold a neutral rating on the fun-factor from the game-app. This can suggest that a gamified app-
game can make it more effective and smoother to learn about the phishing awareness subject. One 
point to take out from this would be to ensure the game-app is also “fun” for the user if the research 
is to be conducted again. 

Finally, based on the choice factor. Both teaching methods seem to hold similar popularity from 
their test-group respectively. Learning-by-reading did hold a positive average amount while 
gamification received a participant who would not want to use the gamification teaching method 
again. 

Utilizing the experimental research method with a quantitative paradigm proved possible to answer 
the research question set. While the data is small and can only suggest a conclusion, it suggests the 
need to further look into gamification as a teaching method. One important factor to further research 
is on the long-term impact and effects of a user’s memory and engagement with the gamified 
program or utility. Since the majority of relevant research presented only concluded that 
gamification as a teaching method works using only short-term interactions for the participants, it 
needs to further see how well gamification as a teaching method can affect the user in longer 
periods. 

Due to the small sample size, the results here can only suggest a conclusion. If the research study 
conducted utilized a larger sample size, the conclusion can become more certain and clear. If the 
pattern found in the knowledge test would remain the same, if the same feedback was held for each 
teaching method, and if the same amount of users would use the same teaching method again, then 
a follow-up study using these methods are welcome and encouraged to help further secure a firm 
conclusion. This may also involve more research on how games in-general can affect its’ user after 
a certain period of time. Both on the positive and negative sides of gamification as a teaching tool. 
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Observing the demographic data shows that the majority of participants were between the ages of 
20 to 40. Most of the participants were male, felt very comfortable using digital devices, and had 
heard about phishing already. This should also be taken into consideration since the teachings may 
vary if the age-difference was larger in scope or holding a focus to a specific age-group in order to 
gain a better understanding of where gamification as a teaching method would work. The results 
would also be different if either the test groups were male or female only and if the participants 
should not feel comfortable at all using digital devices or has never heard about phishing before. 

Looking back at the theory of Planned behavior. The parts which each factor corresponded with are 
provided with learning ways. The long-term impact factor corresponded with if the user understood 
the teachings and utilized them as part of their behavior. As seen from the results of the knowledge 
tests in the question-forms, the users from both test groups did learn from the teaching methods 
during the second question-form. They did however not make an intentional change of behavior to 
continue holding the same number of correct answers on either side, as seen in the last question-
form. Connecting the engagement and choice with the attitude from the model presents that both 
teaching methods show potential. They do however show some uncertainty if both test groups 
would feel complete enjoyment and engagement. 

When looking at the research gap presented in the previous chapters, the lasting effect on the long-
term memory of the user of gamification suggests that it shows a similar result if the user was 
taught about phishing awareness using the learning-by-reading teaching method. Again, due to the 
small sample size, this gap merely presents a scenario which can be seen as a potential conclusion 
when a larger sample size or a different research method is used.  
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4.3 Limitations 
The study managed to gather enough data from the participants to create a conclusion which can 
answer the research question set, however certain limitations have potentially caused research study 
a grade of issues. 

The first issue may be on the sample size of only being 5 participants per teaching method. This 
could, potentially, be too small of a population sample to create a more accurate representation on 
the experience and results for both teaching methods. Due to the amount of question-forms and the 
size of the question-forms each, the data gathered from each participants may have turned away 
additional users from participating or completing all of them. Would these question-forms have 
been less dense or fewer in count, then chances of additional participants would have increased. 

Due to the complications from the current Covid-19 epidemic, the method to research made it 
difficult to have a physical method to interview and proceed with this study. This have also caused 
the research to conduct the study using online question-forms and tests on the participants using 
their own devices. This, in turn, can make the study rely heavily on the participants to return for the 
third question-forms after a 2 week waiting period. Utilizing a different participant-gathering 
method, which may allow the researcher to interview and speak with the participants as well may 
created a more comfortable experience for the participant, which may also change the research into 
interpretative based understanding of their experience on the teaching method.  

Seeing from the results of the knowledge test from Table 1, the questions given to participants may 
have not been difficult enough. Together with the fact that a majority of participants already were 
aware of phishing may have required the knowledge tests to be more difficult for the user to 
determine if they were subjected to an attack or not. To combat this would require that a larger 
group of participants were not aware of phishing or how to identify them to help create a concurrent 
result. 

The choice of game-app can be questionable since it may not be considered a functional and 
enjoyable educational game. Francia III & Thornton (2014) refers that educational game should not 
become a tedious experience or waste of time. Since the game-app only requires the user to answer 
correctly in-order to proceed to the next lesson, it may only be viewed as a pop-quiz mechanic and 
does not include more hands-on gameplay found in other educational games. One suggestion to 
improve this limitation would be to create a game which presents the user with a story and 
gameplay-mechanics which educates them about the subject even further without needing to explain  
the subject of phishing and let the user experience a situation of an actual phishing attack. This may 
help the user feel more engage with the knowledge provided and make the game more enjoyable. 
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4.4 Conclusion 
When compared to the learning-by-reading as teaching methods, gamification can be viewed as a 
suitable alternative to teaching the users about phishing awareness. The study suggests that the 
method gamification may have made it easy to understand and learn about the subject while also 
being enjoyable and smooth for the user. Which might make them feel more aware of the dangers of 
phishing. It does, however not leave the user sure they would be able to remember the teachings of 
the subject and some would also not wish to use the method again.  

The method used in this research study gathered data from participants, who were presented with 
one of two different teaching methods, using a set of three question-forms. The data extracted was 
inspected to find if the tested teaching method left a proper effect on the long-term memory of the 
participant, guaranteeing that the teaching method did manage to teach the subject appropriately and 
leave a lasting effect. From the results gathered, the knowledge test held a similar effect on both 
teaching methods with its average test results. This may be viewed that both gamification had a 
similar teaching effect as learning-by-reading or the participants may already have been more aware 
of phishing before the study. 

From the experience questions supplied to the participants, the answers may only provide a limited 
scope of understanding of the participants' actual opinion regarding the teaching moment on the 
subject. This would mean that the positive average given on many answers may lead to either being 
a clear and average positive opinion regarding that question or it may hold an opinion which 
presents both as many negatives and positives regarding that question. 

Since the number of participants is not much, the results may not guarantee to be similar if the study 
gained an increase in its sample. Adding more attendants to the study would require the method of 
data gathering to be less complicated and have the use of alternative approaches to utilize the 
teaching-methods such as gamification and learning-by-reading.  
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4.5 Future Work 
One further step to proceed with this research area would be to utilize a larger sample group to gain 
more accurate data, which may change the conclusion found in this study altogether. This would 
also mean that the execution of the study question-forms can be done more effectively and even 
include interviews with some of the participants to gain a better understanding of their experience 
of gamification as a teaching method. 

Also, the study idea could try to compare gamification to other teaching methods such as workshops 
or seminars to see how the participants experienced. This would serve to see how gamification 
would do when compared to a teaching environment where the users may not able to attend the 
seminar or workshop to those who can. 

To test gamification more would also be to utilize other platforms besides a digital smart-phone app. 
One study might be able to utilize analog board games in which the user may compete with other 
users to win the game while also teaching about the subject of email phishing attacks. Another 
testing may also include games that utilize its gameplay-mechanics and story to teach the user about 
the subject without the need to break the immersion from the world of the game. 

The initial idea would be to see how gamification can do as an alternative to teach its user about 
other subjects which has become more relevant regarding information security awareness. Research 
presented in earlier parts discussed that it is possible to teach the user about proper passwords and 
management of passwords. This should be looked at more into other subjects such as physical 
information security.  
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Appendix A: Preparation Question-form 
Preparation Form 
What you are reading and filling out is one of the question-forms part of the study. The thesis-work 
is about different teaching methods, with one being reading text and the other being more 
interactive called Gamification. The research goal is to see if the gamification method is suitable for 
use of information security awareness training. The subject teached with this method will be about 
phishing. 

Before you can begin learning about phishing via a certain teaching method, we'd like you to 
answer the following questions. The answers you give will be used only as part of this study and 
will not be turned over to another outside partner for other uses. 

* = Required 

1. What is your email address? * 

Answer: _____ 

2. What is your age? * 

□ 19 or younger 

□ 20-29 

□ 30-39 

□ 40-49 

□ 50-59 

□ 60 or older 

□ Prefer not to say 

3. What is your gender? * 

□ Male 

□ Female 

□ Prefer not to say 

□ Other: _____ 

4. What subject are you studying or working in for the moment? 

Answer: _____ 
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Learning Methods 
The following questions are about the preferred methods of learning about a new subject or topic. 

Please choose which methods you rank. 1 being that the method does not help at all, to 5 where it is 
a great method to learn. 

5. Reading (From book or via articles/websites on the internet) * 

□ 1 □ 2 □ 3 □ 4 □ 5 

 

6. Vocally (From presentations, videos or from a person) * 

□ 1 □ 2 □ 3 □ 4 □ 5 

 

7. Interactive (A mix of reading and/or vocally, mixed with pop-questions about the topic) * 

□ 1 □ 2 □ 3 □ 4 □ 5 

 

8. Do you have any alternative methods of learning? If you do, what are they? 

_____ 
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Computer, tablets and smartphone use 
9. How often do you work with computers, tablets or smartphones? * 

Very rarely Very often 

 □ 1 □ 2 □ 3 □ 4 □ 5 □ 6 □ 7 □ 8 □ 9 □ 10  

 

10. How comfortable are you with using computers, tablets or smartphones? * 

Very Uncomfortable Very Comfortable 

 □ 1 □ 2 □ 3 □ 4 □ 5 □ 6 □ 7 □ 8 □ 9 □ 10  

 

11. Do you know what Phishing is? * 

□ Yes (Choosing this option will continue to question 12) 

□ No (Choosing this option will skip to question 14) 

Phishing Questions 
12. How good is your knowledge about phishing? * 

I know little about Phishing I know a lot about Phishing 

□ 1 □ 2 □ 3 □ 4 □ 5 □ 6 
 

13. How good is your ability to detect and resolve potential phishing attacks? * 

Very little Very much 

□ 1 □ 2 □ 3 □ 4 □ 5 □ 6 
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Knowledge Test 
This following section will present you with emails that may or may not be potential phishing 
emails. You are provided with the sender's email along with the message inside. You are to decide if 
the email is a phishing attempt or is a legitimate email.  

14. For a comparison for use of the study, please tell what the current time is below. * 

Example: 8:30 AM 

_______ 
 

#1 Sender: noreply@swedbank.se 

Subject: Updated Hardware - Information Regarding Updated Equipment 

Message:  

Dear [REDACTED], 

This message is automatically sent out to those who are using Swedbank's online services. The 
hardware which houses these services has now been updated. To ensure the system works properly, 
we need to make sure the transfer of account data was done properly. We therefore ask you to log 
into your online Swedbank account to verify that your login information was done correctly. 

You can reach the login-screen as usually from https://www.swedbank.se/ 

If you cannot log in at all, please contact your nearest Swedbank Office for more support. 

With Kind Regards, 

Swedbank Techsupport 

15. Is the message above safe or unsafe?  

□ Safe, it is NOT a phishing attempt (This is the correct answer) 

□ Unsafe, it is a phishing attempt 
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#2 Sender: nsfmtxafjvftofjwwo@ttirv.org 

Subject: You have 1 new friend request! 

Message: 

Emiliy Janeson has sent you a friend request! 

Click here to accept or view Emiliy's page 

If you do not wish to recieve more of these emails, click here 

With kind regards 

16. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer) 
 

#3 Sender: techsupport@0ru.net 

Subject: !IMPORTANT! Personal data leak 

Message: 

To all whom it may concern. 

Our servers has recently been attacked by an outside attacking force and may have stolen your 
personel sensitive information. 

In response to this, the university has provided with a personal information protection service that 
will help keep your information safe. You can use the link below to fill out the registration page and 
have your personal information secure 

https://unrelevantserv.re/Facebook.com/datagatheringstate/form.bat?downloadready=false?email=u
ser@usermail.com?goaltarget=downloadcontroll?bait=dataleak 

17.Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer) 
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#4 Sender: support@facebook.com 

Subject: We noticed attempted login outside your area 

Message: 

Hello [REDACTED], 

We have noticed a login on your Facebook account from the following addres: 

 

122.31.121.1, London, Great Britain 

Via Google Chrome, Linux-based computer 

 

If this was you, then you can disregard this email. If this was not you, then please login as soon as 
possible and update your login credentials. 

You can login from here: https://sv-se.facebook.com/ 

Sincerely, 

Facebook 

18. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt (This is the correct answer) 

□ Unsafe, it is a phishing attempt 
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#5 Sender: noreply@bananaclown.com 

Subject: Receipt - Subscription - 5 months 

Message: 

Hello [REDACTED], 

Thank you for your subscription to our services. Your purchase has been tracked and your service is 
now ready to be supplied.  

For more information about your subscription and service, click this link: 
bananclown.awee/recieptlol/saveddata?email=[REDACTED]?click=true 

Thanks, 

Bananaclown Support 

19. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer) 
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#6 Sender: noreply@finegadgets.no 

Subject: RE: Order nr 14315343 

Message:  

Hi [REDACTED]! 

We have sent the following items to you via our express delivery service: 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

* 1 Poc || Gtfo (9781593278809) à 389.00 sek 

* 1 Shiver (9781421596938) à 249.00 sek 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Postage: 25.00 sek 

Total Cost: 663.00 sek 

VAT: 37.25 sek 

Delivery address:  

------------------------ 

[REDACTED] 

Thank you for your purchase, 

FineGadgets Service 

customerservice@finegadgets.no 

tel:[REDACTED] 

****************** 

Frequently Asked Questions 

Private: https://faq.finegadgets.no 

Business: https://faqb2b.finegadgets.no 

20.Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt (This is the correct answer) 

□ Unsafe, it is a phishing attempt 
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#7 Sender: charles.clark@WHO.org 

Subject: WORLD HEALTH ORGANIZATION FOR HELP CORANAVIRUS 

Message: 

$500,000 GRANT CONFIRMATION 

Good News Your registered email address has won you $500,000 GRANT has been allocated to 
you in your Names,from  

WORLD HEALTH ORGANIZATION GRANT(WHO).Fight against Corona Virus Swiftly 
Email.{charles.clark@WHO .org},We are giving out this Fund to utilize this opportunity as we seek 
to expanding our global portfolio, compensation Stimuli of what the world is facing today . To 
claim your GRANT ,Please confirm the receipt of this mail. 

Announcer! 

Mr Charles Clark 

WHO(Operation officer  

Email:{charles.clark@WHO .org} 

21. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer)  
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Appendix B: Teaching Method Question-form 
Introduction 
Welcome to the second part of the study. In this part, you will be presented with one of the teaching 
methods. This part will go through about phishing and will also test you on some questions. After 
you have gone through the knowledge test, you will answer some questions about how you felt 
about the teachings. 

Below is the choice of teaching method. These two alternatives are following: 

Alternative B is for those who have an Android smartphone and wants to try the gamification 
teaching method.  

Alternative A is for those who do not have an Android smartphone or wish to read through a text 
about Phishing instead. 

* = Required 

1. What is your Email address? * 

_____ 

2. Which alternative were you given? * 

□ Alternative A (Presents the participant with the text about the phishing awareness subject found in 
Appendix C: The Text Teaching Alternative) 

□ Alternative B (Presents the user of the instructions on how to use the app in The Anti-Phishing 
Awareness App) 
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The Anti-Phishing Awareness App 
As part of the study, you will be taught information security awareness on phishing. 

For this part, you will be downloading and starting up the app needed for this study. You can find 
the app by using the link below and download the app to your Android-based Smartphone. 

The application that will be used is called Anti-phishing Awareness App from the developer: 
ASecurity. You can find it by searching the Google Play store app or from the following link: 
https://play.google.com/store/apps/details?id=free.phishing.seminarapp&hl=en_US 

After downloading and installing the app. Proceed to the next part. 

Starting up 
When starting up the app you are given two options on the lower part of the screen (See Figure 5). 
Choose the button called Awareness. 

When inside the Awareness menu (See Figure 6), press the large orange button that says "Play." 
This will take you to a new menu where you will get to the first chapter (See Figure 7). 

For this step, you will be asked to go through the first three chapters titled: "Phishing & Structure of 
Web Address", "IP Address as a Who-area" and "Random Interlocutor." Each chapter will present a 
small set of slides and afterwards, will test you with some questions. 

Once you are finished with the chapters, move on the next section of this question form. 

   
 

Figure 10 Figure 11 Figure 12 

https://play.google.com/store/apps/details?id=free.phishing.seminarapp&hl=en_US
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3. Have you finished all three chapters in the App? * 

□ Yes (Required to be filled out before the user is moved to the knowledge test) 

Knowledge Test 
This following section will present you with emails that may or may not be potential phishing 
emails. You are provided with the sender's email along with the message inside. You are to decide if 
the email is a phishing attempt or is a legitimate email.  

4. As part of the study, what is currently the time? * 

Example: 8:30 AM 

_____ 
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#1 Sender: rzlbcwhfdglwpvaowd@ttirv.net 

Subject: You have 1 new contact request! 

Message: 

Steve Jobs has sent you a contact request! 

Steve writes: 

Hi there,  

I saw your profile and would love to have you as part of our company family Apple. Please write 
back to me soon so that we can discuss more about it. 

/Steve Jobs 

Click here to accept or view Steve's page 

If you do not wish to recieve more of these emails, click here 

With kind regards 

Linkedin 

5. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer) 
 

#2 Sender: do-not-reply@oru.se 

Subject: Information regarding digital examinations for course [REDACTED] 

Message:  

This message is to those who are part of the online course [REDACTED]. Your grades has now 
been released. You find the grade via login to the ORU online service. 

You can reach the login-screen as usually from https://cas-
01.oru.se/cas/login?service=https://www.oru.se/studenttjanster/ 

If you have any questions or concerns regarding your set grade, please contact your course 
correspondent. 

With kind regards, 

[REDACTED] 

6. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt (This is the correct answer) 

□ Unsafe, it is a phishing attempt 
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#3 Sender: noreply@amaz0n.com 

Subject: Reciept: 153342AE 

Message:  

Thank you for your purchase to order-item 153342AE. Your purchase has been tracked and your 
packaged is now being prepared.  

For more information about your subscription and service, click this link: 
13.12.52.1/amazon.co.uk/recieptlol/saveddata?email=[REDACTED]?click=true 

Thank you for your order, 

Amazon 

7. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer) 
 

#4 Sender: techsupport@0ru.se 

Subject: DATA LEAK IMPORTANT !!! 

Message: 

ATTENTION EVERYONE. 

We have become victims of a hacking attack and your sensitive personal information may have 
been stolen. 

To protect you from the stolen information, your principal has taken the action to prepare a service 
which will help protect your information from being missused.Please follow the link below and  

https://122.121.124.1.re/Safezone.com/datagatheringstate/form.bat?downloadready=false?email=us
er@usermail.com?goaltarget=downloadcontroll?bait=dataleak 

/Your itsupport group 

8. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer) 
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#5 Sender: support@twitter.com 

Subject: We noticed attempted login outside your area 

Message: 

Hello [REDACTED], 

We have noticed a login on your Twitter account from the following address. 

 

12.31.131.21, Warsaw, Poland 

Via Google Chrome, Linux-based computer 

 

If this was you, then you can disregard this email. 

If this was not you, then please login as soon as possible and update your login credentials. 

 

You can login from here: https://www.twitter.com 

 

Sincerely, 

Twitter 

9. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt (This is the correct answer) 

□ Unsafe, it is a phishing attempt 
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#6 Sender: jkrh1950@windstream.net 

Subject: Humanitarian Gesture 

Message: 

Hello, 

The world is facing an unprecedented challenge with communities and economies everywhere 
affected by the growing COVID-19 pandemic. The world is coming together to combat the COVID-
19 pandemic. Governments, organizations and individuals from across industries and sectors are 
coming together to help respond to this global outbreak. The outpouring of global solidarity and 
support sparked by this shared challenge has been phenomenal. 

The World Health Organization (WHO) is leading and coordinating the global effort, supporting 
countries to prevent, detect, and respond to the pandemic. Everyone can now support directly the 
response coordinated by WHO. People and organizations who want to help fight the pandemic and 
support WHO and partners can now donate through the COVID-Solidarity Response Fund for 
WHO at the secure Bitcoin digital currency address below: 

You can also scan the bar code below to make your goodwill donation towards this global effort at 
finding an effective vaccine for the virus. 

[REDACTED] 

Any amount donated is significant and will go a long way to save lives. 

Thank you for your donation. 

Tedros Adhanom 

10. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer) 
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#7 Sender: no-reply@g00gle.org 

Subject: File has been damaged 

Message: 

Google Drive 

_________________ 

[REDACTED], 

One of your files has been damaged and been recovered to an earlier state. 

Click here for more information about your damaged file: [REDACTED] 

_________________ 

You received this email to let you know about important changes to your Google Account and 
services. 

© 2020 Google Inc.,1600 Amphitheatre Parkway, Mountain View, CA 94043, USA 

11.Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer)  
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Learning Experience Questions 
The coming section is the last of this part of the study. You will be asked about how you feel after 
taking part of the teaching method about Phishing. The questions presents a statement you can 
either agree or disagree with.  

12. To go with the knowledge test. Please provide the current time. * 

Example: 8:30 AM 

______ 
 

13. I learned about Phishing very well using this method. * 

Strongly Disagree Strongly Agree 

□ 1 □ 2 □ 3 □ 4 
 

14. The method made it easy to learn about Phishing. * 

Strongly Disagree Strongly Agree 

□ 1 □ 2 □ 3 □ 4 
 

15. The method made it fun to learn about Phishing. * 

Strongly Disagree Strongly Agree 

□ 1 □ 2 □ 3 □ 4 
 

16. This method felt quick and smooth while learning about Phishing * 

Strongly Disagree Strongly Agree 

□ 1 □ 2 □ 3 □ 4 
 

17. I feel more aware about Phishing after learning about it using the method. * 

Strongly Disagree Strongly Agree 

□ 1 □ 2 □ 3 □ 4 
 

18. How good is your knowledge about Phishing? * 

 

I know very little about Phishing I know a lot about Phishing 

□ 1 □ 2 □ 3 □ 4 □ 5 □ 6 
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Appendix C: The Text Teaching Alternative 
Below is the text which was provided to the participants of the learn-by-reading group. The text was  
presented inside of the question-form itself. At the bottom of the text was a button which continued 
into the knowledge test. 

Phishing: The Nasty Trick 
When going to the internet, you get into a different place where communication can fly far and in 
between. Where a conversation between a group of people can still be active, even when all 
members are sitting far from each other with the use of services such as E-mail or a messenger 
program such as Facebook messenger, Whatsapp, and Discord. With this supply of options to keep 
contact with friends and family, new contact with strangers on the internet can happen. These new 
contacts can become a potential new friend or working partner in the future, however some can be 
out for a more malicious intent. These harmful methods would be to have their potential victims 
provide sensitive information to these attackers or even hold certain objects victim. 

This text will present to you about Phishing, a method used by malicious attackers to trick and steal 
you of your sensitive information such as your personal identification number, home address or 
banking information. We will also give you a small introduction on some things you can keep a 
look at when a strange email shows up in your inbox. 

What is Phishing? 
Phishing can be described as a malicious attack where the attacker tricks their victims into opening 
an email or clicking a link which can either take control of the victim’s computer, smartphones or 
tablet. Figure 13 below present an example such attack. Initially, these emails try to trick the victim 
of either being from a service the victim could be using or presents a tempting deal or gift which 
can be redeemed by clicking a link embedded in the email (part 2 from the figure example). 
Opening this link could make one of two things happen: 

3a. The link leads to a page which presents the victim about a brand new deal or gift. The only thing 
the victim needs to do is provide sensitive information to the page such as name, address, personal 
identification number, banking information and so on. Would the victim do such a thing then the 
attack was a success for the attacker. Giving the attacker sensitive information which in turn can be 
sold in the black market 

3b. The link downloads and opens a malicious program which takes control of the victim’s 
computer or device. This forces the victim into paying a ransom to the attacker among many other 
things.  

Since it can easily be prepared quickly by the attacker, Phishing is a big and growing problem when 
it comes to not just organization but also to the private person. By using fake names and email-
addresses, the attacker can also easily escape from being caught. By utilizing the victims trust, the 
attackers can also identify themselves as a member of a company who supplies a service to the 
victim, making it easier to fool them. 



66 

 

Outside of spam filters found in the majority of email programs and services, some of these 
phishing emails still manage to slip by. This leaves it up for the potential victim to decide if the 
email they have received is safe to open and read or not. To gain an even better immunity to these 
malicious emails, the potential victim should be taught what to look after if such email would enter 
the inbox. 

  

Figure 13: Example of a phishing attack 
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Ways to protect yourself 
In order to be more protected from these kinds of emails then it would be most suitable to know 
when such phishing attempts happen and know what to do. This chapter will present certain things 
one can utilize when identifying if an uncertain email enters the inbox. First presented is the 
structure of the web-address contained in the email and what warning signals can be found. 
Followed up is some pointers when looking at the sender’s identification and how to guarantee if it 
is legitimate. 

Ways to protect yourself - Web Address 

When traveling through the internet, buttons and links are used to go from web page to web page. 
Pressing these links or “hyperlinks” leads further to other pages in different websites. Some leads to 
what they intended to follow such as to the contact-page of a store-website, an introduction page 
about a new service or to a particular movie on Youtube. These links follow a web address that 
works like a normal address in real life. When entering the address into the internet exploration 
program (such as Internet Explorer, Microsoft Edge, Firefox or Google Chrome) a request to a 
database will ask for the location of the said address that was input, leading the user to the correct 
server that houses the web address. 

Majority of phishing attempts involve a web address enclosed inside of the email. Clicking this link 
is an action the threat expects the target victim to do. These pages can either lead the victim into 
another page where the victim is asked to supply sensitive information or leads to downloading and 
executing a malicious application which can take control of the victim's computer, phone or tablet. 

To combat this, understanding certain clues can help assess the safety of the link. One clue to look 
for is the length of the link itself. Would the link be longer in the amount of characters, the larger 
the risk of it being a phishing attack. One such link would look like figure 14 presented below: 

Ways to protect yourself - Who-is area 

Another area to look at the web address is from the called “Who-area” on the web address link. The 
who-area can be identified as the homepage-link of a website. They normally come after the 
“https://” section of the web address and also end with a .com among others. Examples would be 
Facebook.com, Netflix.com or Twitter.com. One way for the attacker to trick the user here in a 
similar fashion here. Instead of using the ordinary who-area names, the attacker instead uses a set of 
numbers with the name of the webpage after a forward slash (Viewed as ‘/’). One way to determine 

Figure 14: Example of a phishing attack link 

Figure 15: Example of a phishing attack link 
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if the link is false is to study the who-area inside of the web address. An example to this kind of 
trick can be the following figure 15 below: 

 

Ways to protect yourself - False representatives 

Another clue which can be used to determine if an email is malicious or not, can be on the message 
itself and its sender. As part of tricking the potential victim is needed for the phishing to succeed, 
the email needs to pose as a figure the victim can trust and to click on the link. One example would 
be if the phishing attacker poses as an employee of a service the victim might be using. The attacker 
can from there, tell the victim that the service has been attacked and some login accounts may have 
been stolen. For the victim to help, the attacker asks the victim to click on the link and follow the 
instructions from there.  
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Appendix D: Post Teaching Question-form 
This question-form is for the participants who took part of the two previous question-form done a 
few weeks ago. The questions you will answer will first be about which method you used to learn 
about phishing, if you looked more into the subject afterwards. You will then answer the similar 
questions about your experience from the method. At the end you will go through a few knowledge 
test questions where you will point out which emails are safe or unsafe. 

Thank you again for taking the time to fill out this question-form. 

With kind regards, 
Pontus Ek 

* = Required 

1. What is your email address? * 

_____ 

2. Do you remember which method you were given about Phishing? * 

□ Yes (Continues to question 3) 

□ No (Skips question 3) 

3. Which method did you use? * 

□ Alternative A: The Text 

□ Alternative B: The App 

4. After the study, did you delve more into Phishing? * 

□ Yes 

□ No 

□ Other: _____ 
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Learning Experience Questions 
5. I learned about Phishing very well using the method I used. * 

Strongly Disagree Strongly Agree 

□ 1 □ 2 □ 3 □ 4 
 

6. The method made it easy to learn about Phishing. * 

Strongly Disagree Strongly Agree 

□ 1 □ 2 □ 3 □ 4 
 

7. The method made it fun to learn about Phishing. * 

Strongly Disagree Strongly Agree 

□ 1 □ 2 □ 3 □ 4 
 

8. The method felt quick and smooth while learning about Phishing * 

Strongly Disagree Strongly Agree 

□ 1 □ 2 □ 3 □ 4 
 

9. I felt more aware about Phishing after learning about it using the method. * 

Strongly Disagree Strongly Agree 

□ 1 □ 2 □ 3 □ 4 
 

10. How good is your knowledge about Phishing? * 

I know very little about Phishing I know a lot about Phishing 

□ 1 □ 2 □ 3 □ 4 □ 5 □ 6 
 

11. Did you feel like the teaching method helped you remember about phishing better? * 

□ Yes 

□ No 

□ Other: ____ 

12. How likely is the chance that you would pick the teaching method over the ones you are 
more used to? * 

Most Unlikely Most Likely 
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□ 1 □ 2 □ 3 □ 4 □ 5 □ 6 

Knowledge Test 
This following section will present you with emails that may or may not be potential phishing 
emails. You are provided with the sender's email along with the message inside. You are to decide if 
the email is a phishing attempt or is a legitimate email.  

13. As part of the study, what is currently the time? * 

Example: 8:30 AM 

_____ 
 

#1 Sender: contact@contact.com 

Subject: Apple-ID - Billinginformation expired. 

Message:  

Dear Customer: 

Please update your credit card information! 

During certain times, we ask users to look into making an update on their account-information. 

The reason for this email is to make sure expired banking information is updated as soon as possible 
to prevent fraud. We have temporarly disabled your Apple-Account and hope that you will log in 
soon to update your billing information. We appreciate your understanding our methods to protect 
your account from malicious use. 

CLICK HERE TO UPDATE AND CONFIRM YOUR CURRENT BILLING INFORMATION: 
[Redacted Link] 

All righte reservered |  Integrity policy updated |  Mine Apple-ID 

© 2020 Copyright Apple ID iTunes iCloud App.Store Customerservice. All Rights Reserved. 

14. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer) 
 

  



72 

#2 Sender: messages-noreply@linkedin.com 

Subject: [Redacted], You have a new contact suggestion 

Message: 

Do you know Jason Matches? 

You and Jason have 5 mutual contacts. 

[Button that says: Yes, Send contact request] 

More people you may know: 

[Redacted: List of names with a profile picture on each name] 

[Redacted: A button that says "See more"] 

 Unregister |   Help 

You receive emails notices from Linkedin 

This email is sent to [REDACTED]. Read more about why this is shown. 

Linkedin. 

© 2020 LinkedIn Ireland Unlimited Company, Wilton Plaza, Wilton Place, Dublin 2. LinkedIn is a registered organizationname for LinkedIn Ireland 

Unlimited Company. LinkedIn and LinkedIns logo are registered market properties to LinkedIn. 

15. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt (This is the correct answer) 

□ Unsafe, it is a phishing attempt 
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#3 Sender: noreply@youtube.com 

Subject: Your video has been removed 

Message: 

One of your videos has been flagged and disabled from viewing. 

We have received several complaints from our users on one of your videos. These complaints states 
that this video are not in line with our rules in place. 

The video in question is the one you can find below: 

http://www.youtub3.com/watch.php?v=3532443 

For more information, please see the link above and respond as soon as possible in order to make 
sure you can re-enable the video again. 

Youtube Staff 

16. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer) 
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#4 Sender: support@facebook.com 

Subject: We noticed attempted login outside your area 

Message: 

Hello [REDACTED], 

We have noticed a login on your Facebook account from the following address. 

 

125.222.13.12, Moskva, Russia 

Via Mozilla Firefox, Linux-based computer 

 

If this was you, then you can disregard this email. 

If this was not you, then please login as soon as possible and update your login credentials. 

You can login from here: https://www.facebook.com/ 

 

Sincerely, 

Facebook 

17. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt (This is the correct answer) 

□ Unsafe, it is a phishing attempt 
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#5 Sender: order@email.cdon.com 

Subject: Thank you for your order 

Message:  

Hi [REDACTED], your order is now confirmed. Thank you for shopping at CDON. 

Date: 2020-06-02 
Order: 7363752A 
Status: Ordered 
Articles: 2 
Total: 466 SEK 

To be sent from CDON 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

* 1 Star Trek 1-10 Stardate Collection à 299.00 sek 
* 1 Star Trek 1-10 Stardate Collection à 99.00 sek 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Postage: 25.00 sek 
Total Cost: 446.00 sek 
VAT: 37.25 sek 

Delivery address: 

[REDACTED] 

Billing Address: 

[REDACTED] 

Payment service: 

Qliro Cardpayment 

****************** 

Frequently Asked Questions 

Private: https://faq.cdon.com 

Business: https://faqb2b.cdon.com 

18. Is the message above safe or unsafe?  

□ Safe, it is NOT a phishing attempt (This is the correct answer) 

□ Unsafe, it is a phishing attempt 
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#6 Sender: JamesonJ@localemail.USS.org 

Subject: Filling report turn-in 

Message: 

Heya, [REDACTED] 

Sorry for taking so long with the report you wanted me to fill out (Partner and kids are getting really 
pepped up over the vacation-spot for the year, leaving me crazy at times) 

I filled out as much as I possible could. Hope there are no holes left unfilled. If there are, just let me 
know and I'll fix it asap. 

I couldn't really include the answers into this email (You know how the company wants to keep 
things on the more safe side) so I put them up in a dropbox paper. You can find it here: 
https://www.dropbox.com/scl/fi/32aez7t39zr6a89betsm3/Hello.paper?dl=0&rlkey=n1kwjqaneugzx
kj77pke3utdw 

Have a great summer! 

Joan Jameson, 

Dataanalytics, USS Organization for a better tomorrow 

Desknumber: A33 

 

19. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt (This is the correct answer) 

□ Unsafe, it is a phishing attempt 
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#7 Sender: muskel0n@spacex.euro 

Subject: Humanitarian Gesture 

Message: 

Hello, 

The world is facing an unprecedented challenge with communities and economies everywhere 
affected by the growing COVID-19 pandemic. The world is coming together to combat the COVID-
19 pandemic. Governments, organizations and individuals from across industries and sectors are 
coming together to help respond to this global outbreak. The outpouring of global solidarity and 
support sparked by this shared challenge has been phenomenal. 

We at SpaceX are therefore leading and coordinating the global effort, supporting countries to 
prevent, detect, and respond to the pandemic. Everyone can now support directly the response 
coordinated by SpaceX. People and organizations who want to help fight the pandemic and support 
SpaceX and partners can now donate through the COVID-Solidarity Response Fund for SpaceX at 
the secure Bitcoin digital currency address below: 

You can also scan the bar code below to make your goodwill donation towards this global effort at 
finding an effective vaccine for the virus. 

[REDACTED] 

Any amount donated is significant and will go a long way to save lives. 

 Thank you for your donation. 

Elon Musk, SpaceX President 

20. Is the message above safe or unsafe? * 

□ Safe, it is NOT a phishing attempt 

□ Unsafe, it is a phishing attempt (This is the correct answer)  
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Appendix E: The Teaching plan 
Presented below is the teaching plan which was gathered from the levels inside the app-game which 
was part of the gamification teaching method. The goal of this plan was to gather what teachings 
were given to the user while using the app-game. This made sure both teaching methods were equal 
in the amount of content and direction. This plan was also created to present a good basis for the 
text used for the learning-by-reading teaching method. You can find the text in Appendix C: The 
Text Teaching Alternative. 

___ 

Level 1. Presents about phishing, how phishing works, what phishing can cause. It also looks into 
the different components inside the Unifrom Resources Allocator (URL) and how those components 
help in differentiating between malicious and genuine websites. 

To teach: 

• Phishing is a form of social engineering 

• Phishing is a big and growing problem 

• A good method to prevent Phishing is User Awareness 

• Structure of the domain name in a URL 

• The Who-area inside a URL 

The questions inside this level ask the user about what the Who-area is from a set of safe URLs 

Level 2. Introduces how phishers can an Internet Protocol (IP) address to trick users into clicking 
on the malicious link or entering data to a particular website. In this level, the user will be presented 
about the IP address, components of an IP address and how an attacker uses an IP address to forge a 
malicious URL. 

To teach: 

• IP Address. What they are, and what components they hold. 

• How IP address can be used as a who-area. Phishers use different approaches to make a web 
address trustworthy. Sometimes they use an IP address instead of a hostname. 

Questions found in this level ask the user if the supplied link (Either a legitimate website or an IP-
address on the Who-area) is safe or not. If the user answers correctly, they get asked to point out 
what the who-area is. If the user answered incorrectly on the first question, the app skips the follow-
up question. 
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Level 3. Introduces how Phishers use a trick of Random Interlocutor to fool users into clicking on 
the malicious link or enter data to a particular website. An example is that the attacker does not 
mention the name of the conversation partner or target website in the email. The attacker only 
provides  hints to a service or website which the target may be using. In this level, the user 
learns how to inspect the URL for the trick introduced 

Questions found in this level are similar to the ones in Level 2 but asks the user also adds questions 
where the IP Address holds additional components which can trick the user into thinking that the 
provided URL is genuine. The questions ask the user to point out where the who-area is mixed in 
with something else via a "-" or an IP Address. 
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Appendix F: Pilot-test feedback 
During the development of the question-forms used for the study, a pilot-test was conducted to 
polish and make sure the instructions and writing were clear for the intended test-groups. The 
participants of this pilot-test were asked to either select one of the teaching methods and answer the 
questions given to them.  

After the participants finished, an unstructured interview was conducted on each participant. Oates 
(2006) explains such method as: “the researcher has less control. You start things off by introducing 
a topic and then let the interviewees develop their ideas, talking freely about events, behavior, or 
beliefs, while you try not to interrupt and are as unintrusive as possible.” Allowing the participant 
to speak helps create a comfortable discussion for both the interviewer and interviewee. 

Only one question was asked to the participants regarding their experience “Do you have any 
feedback and suggestions regarding the teaching method you used or the question-form?” The 
interview took place using a voice-chat program called Discord (Discord Inc., 2015). The resulting 
feedback is presented below, sorted by which participant stated which. 

Subject: A, Works in IT, Stockholm. Time spent on question-forms: 20 min 
Comments: 

• During the first question-form: It would be nice if the choice of learning methods was 
multiple choice. 

• Alternative A and B feel strange to use. Could you call them something else or describe 
them inside the question-form? 

• The text (used for the learning-by-reading teaching method) seems too much. The text needs 
to present less or include a picture to explain better. 

• Difficult to tell if the test questions were hard. 

• Should the question-form also see if they have added knowledge to Phishing on the user? 

• The question-forms were good overall. 
 

Subject: B, IT-consult, Stockholm. Time spent on question-forms: 30 min 
Comments: 

• During the instructions of the app-game: Add the name of the app when writing about it. 
"Search for [App Name] in the Play Store, or follow the link below:" This will make the 
participant feel more comfortable using the app. 

• Fine-tune the instructions for the App. Add some illustrations on how to get to the teaching 
material. 
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Subject: C, Student within statistics, Örebro. Time spent on question-forms: 20 min 
Comments: 

• During the initial question-form question-form, ask the participant first if they know what 
phishing is before asking them how certain they feel about detecting potential phishing 
attacks. 

• The text inside the app-game may not be correct at times regarding spelling and grammar. 

• I recommend making the questions harder. 

• Some words could use some adjustments (Twitter should be spelled with a large T for 
instance) 

The majority of suggestions presented by the participants of the pilot-test have been taken into 
considerations. Some changes involve adding an illustration to the learn-by-reading text to help 
explain properly to the reader. Questions regarding if the user already was aware of phishing now 
continue the question-form to ask the user how well they know about phishing. Additional 
instructions have been added to the introduction of the game-app for the gamification test group, 
and the questions for the knowledge test was remade to be more difficult. 
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