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Abstract 
Information security awareness (ISA) has become a vital issue for organizations, as security 

breaches are usually attributed to humans. Information security awareness programs are effective 

ways to educate employees and enhance their information security (InfoSec) knowledge. 

Gamification is a new concept in the area of ISA programs and it has been proven to be one of 

the most effective and proper ISA methods in both the private and public sectors. Despite a 

growing interest in employing gamification as an information security awareness program in 

recent years, to the best of our knowledge, there is a lack of study to provide a comprehensive 

overview of gamification within ISA programs and identify trends, patterns, and research gaps in 

this area in order to direct future research. To bridge this gap, a systematic mapping study is 

adopted as a research methodology. A total of 69 papers were selected and classified by 

document type, publication channel, publication source, year of publication, research type, 

research contribution, gamification type, gamification in terms of adaptivity based on the target 

group, and gamification in terms of the use of AI in order to make it user-tailored. The results 

indicate that since 2015, there is a growing interest in publishing papers on gamification and ISA 

programs. Most of the publications were through the book series channel. The major publication 

source was Springer. The main research types were evaluation research and validation research 

and tool was the most frequent contribution type. Attention towards content gamification was 

more than structural gamification and most importantly there are clear gaps in employing 

adaptive gamification, dynamic adaptive gamification and AI-based adaptive gamification, 

which makes these areas significant for future research. 
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1. Introduction 

1.1 Background 

Information security so-called InfoSec refers to the protection of various types of information 

from unauthorized access and use, the aim is to provide confidentiality, integrity, and 

availability, The CIA Triad, (Gladden, 2017). Confidentiality defines mostly as limiting the data 

access to those who are authorized. Integrity refers to maintaining the stored data values and 

securing them from unauthorized modification. Availability is defined as the fact that 

organizations or authorized users always can have access to their systems at their request 

(Dhillon, 2006). Information security is an endless ongoing process that needs continuous efforts 

(Gladden, 2017). Cyber security often comes in the same category as information security with 

the distinction that cyber security is not just limited to the protection of information assets, it also 

considers other assets such as the individual him/herself (Von Solms & Van Niekerk, 2013). 

Based on Cybersecurity Ventures, The cost of cybercrime is expected to reach $10.5 trillion 

annually by 2025, it would surpass the greatest amount of wealth transferred in history. This 

amount is significantly higher than the damage caused by disasters and illicit drug trafficking. 

Costs can vary widely depending on how complex the attack is and how much impact it has on 

the organization (CYBERSECURITY VENTURES, 2021). 

On July 15, 2020, a hacker group led by a 17-year-old teenager gained access to Twitter’s 

network and took over several Twitter accounts belonging to high-profile users including Barack 

Obama, Jeff Bezos, Elon Musk, and other notable individuals and companies. For several hours, 

the world watched while the hackers conducted a public cyberattack, by seizing accounts one 

after another and promoting a Bitcoin scam. Monetary wise, the hackers stole over $118,000 

worth of bitcoin, and Twitter’s stock price fell by 4%. Given that Twitter is a publicly-traded $37 

billion technology company, and fully equipped with sophisticated technical security controls. 

The attackers could bypass all these measures by employing a simple phishing attack. At first, 

the hackers collected information on company employees working from home. Then they 

contacted employees and posed as Twitter IT administrators to ask for user credentials. Lastly, 

with the help of these credentials, they were able to access the accounts, and tweet scam 

messages (Twitter Investigation Report | Department of Financial Services, n.d.). This security 

breach demonstrates the fact of how much companies could heavily be impacted by cyber-

attacks and how easily hackers can exploit human lack of information security knowledge to 

conduct a security attack. 

If sensitive information of organizations is disclosed, damaged, or lost during security incidents, 

not only they will face severe economic damages imposed by law and regulations, a single 

penalty for violating GDPR could be up to 2,000,000 Euro (GDPR, 2018), but also it could 

negatively impact organizations' reputation (Son & Kim, 2008) and customers’ confidence and 

trust (Cavusoglu et al., 2004). This shows the great importance of information security in the 

world of technology today, and how much it is essential as the life savior of organizations all 

across the globe (Alhassan & Adjei-Quaye, 2017). 

Social engineering, Ransomware, and lack of awareness are the topmost threats reported in 

recent years (Chapman, 2018), this indicates that human error and lack of knowledge are 
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fundamental problems. Unfortunately, the weak point in most breaches remains the end-user 

(Trustwave, 2019) and Human error is the second root cause of security incidents (Enisa, 2015). 

Accordingly, human errors whether directly and/or indirectly are the main source of the majority 

of security incidents including both intentional and unintentional misbehavior (Siponen & 

Vance, 2010). To comprehend modern cyberattacks, it is no longer possible to just focus on 

technical controls (ENISA, 2019). It is also vital to consider formal and informal controls that 

focus on processes (i.e., guidelines, procedures, etc.) and people (i.e., employee’s security 

awareness) (Dhillon, 2018). Employees of organizations are in a critical position to either 

prevent a security breach or cause one. Even if the company has the most sophisticated technical 

security measures in place, a simple user error can easily sidestep them (Gjertsen et al., 2017). 

This demonstrates the need for a great investment and dedication of sufficient resources in 

education, training, and career path development(ENISA, 2019). 

In view of this context, it is now necessary for users to be educated in the area of information 

security. They should also adopt a behavior that is responsible for protecting sensitive 

information and supporting security. To achieve this, information security awareness programs 

need to be employed in every organization (Thomson & Solms, 1998). Information security 

awareness (ISA) is defined as the individual's passive involvement to increase their interest in 

information security issues (Namjoo et al., 2008). It is the degree to which every employee has a 

clear understanding of the importance of protecting all of the organization's sensitive information 

(ISF, 2003). Furthermore, an information security awareness program is a process that aims to 

change individuals’ perceptions, values, attitudes, behavior, norms, work habits, and 

organizational culture and structures concerning secure information practices (Tsohou et al., 

2015). This definition emphasizes the social aspect of information security awareness as an 

organized and ongoing attempt to guide the behavior and culture of an organization with respect 

to information security issues (Khando et al., 2021). 

Given the evolution of technology, learning environments should also be designed to 

accommodate the needs of modern learners and provide a motivating and conducive learning 

setting. To address this, the use of gamification including games and game-like environments 

could be a proper solution (Alomair & Hammami, 2020). “Gamification is the use of game 

design elements in non-game contexts” (Deterding et al., 2010). Gamification is a new concept 

in the area of information security awareness programs. It allows employees to play and learn 

about various security threats and vulnerabilities. Gamification has been proven to be one of the 

most effective and proper ISA methods in both the private sector and the public sector (Khando 

et al., 2021). Gamification can be a method to involve employees in tasks, foster collaboration, 

or enhance motivation (Zichermann & Linder, 2013). Also, Kim et al(2018) in their book 

suggest another definition “Gamification is a set of activities and processes to solve problems by 

using or applying the characteristics of game elements” (Kim et al., 2018, p. 28). The afore-

mentioned definition is essential to understand the exact meaning of gamification for the 

following reasons: 

 Gamification is a set of relevant activities and systematic processes, not a single activity. 

 Gamification should be purposeful to solve particular problems.  



7 
 

 Using game mechanics, such as badges and points solely, should not be considered 

gamification. 

By employing gamification as an ISA program, we intend to educate users within the 

information security context and hence improve their learning outcomes. Therefore, in the 

gamification of education and learning, delivering meaningful knowledge is more significant 

than fun itself. Consequently, the role of gamification in this context is to support education and 

learning rather than only creating fun and entertainment (Kim et al., 2018). 

1.2 Research Gap and research objective 

In this article (Khando et al., 2021), the authors conducted a systemic literature review to explore 

ISA methods and factors used for enhancing employees’ ISA within both the private and public 

sectors. They demonstrated that one of the most effective ways to improve the efficiency of ISA 

programs is through gamification. Their findings show that prototype games are used in the 

private sector, whereas serious games are more popular in the public sector. They also found one 

article (Lindberg, 2016) that analysis literature on the gamified system and compare their results. 

The aim of this study was to investigate the relationship between game elements, users, and risky 

behavior in the context of ISA programs to identify which game elements have a 

positive/negative impact on the users. However, they could not draw a conclusion due to the lack 

of gamified system within the ISA programs context. 

Sharif and Ameen (2021) conducted a literature review with the aim of investigating which 

InfoSec training methods are adopted for raising cyber security awareness, to what extent these 

methods are effective, and what are the gaps in these InfoSec training methods (Sharif & Ameen, 

2021). Their study shows although gamification has a positive impact on users' motivation to 

improve their InfoSec awareness, there is a lack of a well-defined structure in gamification 

within the ISA programs context. Most gamification programs are highly complex and not 

adapted for the employees and the primary focus of gamification is on general InfoSec problems. 

Therefore game development is required to be streamlined and also adapted in accordance with 

the users' requirements and types of security threats and issues that frequently happen in 

organizations (Sharif & Ameen, 2021). Moreover, their study shows that serious games are the 

majority of gamification and also there is a need for robust assessment to analyze the efficacy of 

gamification on users' InfoSec awareness (Sharif & Ameen, 2021). 

(Nguyen & Pham, 2020) provides an initial review of InfoSec training methods and identifies 

three important gaps which are namely lacking pedagogical theories developed exclusively in the 

InfoSec training context, deficiencies in the effectiveness of ISA programs due to unengaging 

InfoSec training activities, and lack of an efficient method to measure the effectiveness of 

InfoSec training. This study suggests using design theory as the theoretical basis for InfoSec 

training along with gamification as the key training and testing method to fill these gaps and 

overcome the limitations of previous ISA methods, which are unrealistic and unappealing 

training content (Nguyen & Pham, 2020). They further argued that gamification associated with 

the design theory for ISA programs has a stronger effect on users’ InfoSec awareness because, 

on the one hand, the design theory provides a proper framework to steer the process of designing 

and implementing the InfoSec awareness program. On the other hand, gamification allows 
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having a more authentic, joyfully, interactive, realistic, and visual approach to ISA programs 

(Nguyen & Pham, 2020). 

By considering the reviews mentioned above, it can be drawn although, a growing interest has 

been noticed in gamification within information security awareness (ISA) programs in recent 

years to enhance users' engagement and motivation and ultimately improve their knowledge with 

regard to InfoSec issues and principles, to the best of our knowledge the reviews have been 

limited to the benefits and challenges of gamification and its impact on InfoSec awareness of 

employees and there is no holistic structured overview of this domain. A comprehensive 

overview of gamification within ISA programs would provide a road map directing future 

research which is an essential need for researchers. Hence a clear gap can be seen in this domain. 

To bridge this gap, we aimed to provide an overview of the research concerning gamification and 

information security awareness programs and to identify trends, patterns, and research gaps in 

this area in order to direct future research. To fulfill this objective we conducted a systematic 

mapping study (Kitchenham & Charters, 2007; Petersen et al., 2008). The six research questions 

have been defined in section 3.2.1 and will be answered in order to achieve the research 

objective. 

1.3 Planned contributions 

The findings of this study perform as a roadmap to guide various target audiences who need 

comprehensive information reading gamification within ISA programs. Identified trends, 

patterns, and gaps in this research could be a starting point for: 1) researchers, who need a 

reference on where and how to initiate their studies, 2) information security practitioners and 

managers, who faced problems in their ISA programs and looking for possible solutions, 3) 

developers, who want to know the important factors and requirements in designing gamification, 

and 4) users, who require more information on the current specification of gamification and its 

pros and cons. 

1.4 Structure of the thesis 

The rest of this paper is organized as follows: Section 2 presents the background of the research 

including the definition of major concepts and theories used in this study. The third section 

presents the research methodology adopted for the current study with a detailed description of 

how the systematic mapping study was planned and conducted in addition to the definition of 

research questions. Section 4 provides answers to each research question with the help of 

descriptive statistics and plotting charts, Section 5 discusses the outcomes of the research and 

presents the threats to the validity of this study. Lastly, in section 6 we draw our conclusions and 

provide some suggestions for future research. 

2. Research background 

2.1 Information security awareness programs 

Information security breaches usually occur due to the low motivation of employees to follow 

established InfoSec policies and procedures and their insufficient knowledge and skills regarding 

information security measures and techniques to recognize and intercept threats and attacks. This 

issue can be addressed through the implementation of information security awareness programs 
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(Gjertsen et al., 2017). The purpose of an ISA program is to raise awareness regarding 

information security, explain rules and define proper behaviors needed to use information 

technology systems, and provide employees with the necessary skills and expertise to work 

securely (NIST, 2003). 

There are various methods to conduct ISA programs. Khan et al (2011) categorized these 

methods into 7 types namely educational presentation, e-mail messaging, group discussions, 

newsletter articles, video games, computer-based training (CBT), and posters. Their study shows 

not only information security awareness methods should increase the InfoSec knowledge of the 

participants but also they should have the ability to change users’ InfoSec behavior (Khan et al., 

2011). Albrechtsen and Hovden (2010) discussed and evaluated the effects of an ISA program by 

involving users directly. Their program focused on employee participation, dialogue, and 

collective reflection in groups. To achieve this, they employed small-sized workshops. The result 

of the study shows the intervention method produces stronger changes in employees’ attitudes 

and knowledge of information security in comparison to the mainstream information security 

awareness measures such as formal presentation, emails, etc. that are typically top-down, and 

seek to create changes in information security awareness and behavior at an individual level 

(Albrechtsen & Hovden, 2010). 

However, despite various efforts on employing ISA programs, trend reports show that big 

numbers of information security breaches are still attributed to human error (Trustwave, 2019), 

and studies indicate that current information security awareness programs mostly fail to 

accomplish their goal of improving end-user InfoSec behavior (Bada et al., 2015). Gamification 

has emerged as a growing area of interest within information security awareness programs. It 

aims to apply game features such as points in nongame contexts to encourage participants to 

perform a task or set of tasks in order to promote their InfoSec knowledge and behavior (Aldemir 

et al., 2018). Most of the studies indicate positive results of employing gamification as a tool to 

enhance information security awareness and gamification provides better learning outcomes than 

conventional organizational ISA methods due to its fun and joyful nature (Sharif & Ameen, 

2021). Although this method has great potential to improve the performance of ISA programs in 

areas where current efforts are not succeeding, it also has significant pitfalls that should be 

considered in its design and application (Gjertsen et al., 2017). 

Based on (NIST, 2003), There are a variety of topics when it comes to developing InfoSec 

awareness material. Some of these topics are password usage and management, social 

engineering, unknown e-mail/attachments, handheld device security issues, incident response, 

etc. For choosing proper ISA topic e-mail advisories, online IT security daily news websites, and 

periodicals are decent sources of ideas and material. Moreover, additional topics can be 

identified through performing internal audits, internal controls program reviews, self-

assessments, and spot-checks. 

2.2 Different types of gamification 

Due to technological evolution, the significance of human-computer interaction (HCI) has 

increased significantly in the last decades. Gamification is a new trend that aims to improve the 

efficiency and effectiveness of this interaction (Khakpour & Colomo-Palacios, 2021). 
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Gamification is becoming more prevalent in every interaction between humans and computers 

such as services, software, and systems. Its goal is to encourage the engagement and motivation 

of users and make a beneficial change in users' behaviors (Xi & Hamari, 2019). Gamification has 

been widely used in education and training to improve the learning processes and outcomes 

(Codish & Ravid, 2015) 

As mentioned before, humans are the weakest link in the information security chain and it is vital 

to educate them regarding information security issues and principles. The fact that many 

educators have difficulties in relation to participants’ interest and engagement is not new in the 

educational context. Since employing a variety of interventions, including the use of 

motivational strategies, was not effective enough in the past years, gamification could be a 

decent solution to help solve learner engagement and participation issues due to its fun and 

playful nature (Kim et al., 2018). So gamification in learning and education defines as “a set of 

activities and processes to solve problems related to learning and education by using or applying 

the game mechanics” (Kim et al., 2018, p. 29). 

Gamification in general has been divided into two categories namely structural gamification and 

content gamification (Dubey, 2017). In structural gamification (gamify the content) the content 

itself does not become the game instead it presents in a game-like way. Structural gamification is 

mostly composed of a template-based approach and it is time and cost-efficient (Dubey, 2017). 

Structural gamification could be either in digital forms such as computer games or physical 

forms like tabletop games. Escape Room is one example of structural gamification. The goal of 

the game is to escape from a room filled with various challenges. In order to win, the players 

must complete the tasks correctly in a given time limit (Wiemker et al., 2015). In this game, 

tasks could be changed based on the chosen educational topic. 

On the other side content gamification (turning content into a game), which often is known as a 

serious game, is another type of gamification where the content is turned into a game. It requires 

more time and investment to develop. Once developed, it can be only used for that specific 

learning objective (Dubey, 2017). A serious game is a kind of game developed for a purpose 

other than entertainment (Ulrich & Helms, 2017). In other words, serious games for learning and 

education are mostly computer games that are developed in which game players have an 

opportunity to play and learn the game objectives by completing the designed missions in the 

games (Kim et al., 2018). Table 1 illustrates a comparison between both types of gamification 

based on key considerations. 

 

 

 

 

 

 



11 
 

Table 1. Comparison between structural gamification and content gamification  (Dubey, 2017) 

 

2.3 Personalizing gamification in ISA programs 

A recent study found that personalizing InfoSec training content and combining them with 

practical exercises can make it more understandable and relevant to the audience to improve their 

InfoSec awareness and behavior (Rocha Flores & Ekstedt, 2016). So to enhance the effectiveness 

of ISA programs, it is required that these programs be tailored to address specific groupings of 

employees within the organization (Thomson & Solms, 1998). The same gamification as an ISA 

program has no exception and should be tailored to the target users.  

Some results of the research show the motivation and willingness of employees towards 

gamification which in turn improves the ISA levels of employees, this happened because 

gamification provides mastery and progression by engaging people at the personal level 

(Gjertsen et al., 2017). However, Gamification can sometimes fail to deliver predictable results 

due to the shortcomings of the standard gamification concepts approach, one size fits all, which 

overlooks the diversity of users' needs, abilities, and preferences (Alomair & Hammami, 2020). 

Also from the psychological perspective, two people who seem similar can behave differently 

once subjected to the same situation due to their personality differences (Paunonen & Ashton, 

2001) 

Adaptive gamification is a novel and rapid-growing research trend. It aims to improve traditional 

gamification approaches and transform them into user-centered and personalized ones coupled 
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with specific characteristics of different users and contexts (Böckle et al., 2017). Considering this 

it is necessary to determine users' characteristics and needs to help designers how to 

individualize gamification concepts (Schöbel et al., 2021) which promotes gamers' engagement 

in the game and encourages them to behave in the way as planned by game designers (Kim et al., 

2018). To achieve this we can use theories such as the self-determination theory (Deci & Ryan, 

2008) suggested by (Kim et al., 2018; Passalacqua et al., 2021) and frameworks such as the 

gamification user types hexad (Marczewski, 2015) proposed by (Agapito & Rodrigo, 2018; 

Passalacqua et al., 2021). Self-determination theory (SDT) is a macro theory of human 

motivation and personality (Deci & Ryan, 2008). The concept of self-determination theory states 

that people tend to grow by their intrinsic psychological needs, which can be influenced by 

various social and cultural factors. According to self-determination theory, three components are 

associated with intrinsic motivation: autonomy, competence, and relatedness (Deci & Ryan, 

2002). 

 Autonomy: “Individuals should feel that they are able to control their behaviors and 

consequences” (Kim et al., 2018). People tend to be more motivated when they see their 

actions, decisions, and thoughts as free from external influence. This is because being 

under control can make them less motivated. To encourage individuals’ feeling of 

autonomy, it is necessary to provide them with as many choices as possible in 

gamification (Kim et al., 2018). For instance, if you opt for gamification as an ISA 

program, you can adapt the gamification and boost its effectiveness by providing 

participants the opportunity to choose their desired information security topics (like 

password policy or phishing email) among topics provided by the instructor.  

 Competence: “Individuals should perceive that they have sufficient ability to accomplish 

tasks” (Kim et al., 2018). Individuals can be intrinsically motivated if they perceive that 

they are capable of doing something in a good way. However, if a given task seems too 

easy to complete, individuals may hardly feel competent. Therefore, to promote 

competence, the gamification elements should be challenging but can be completed with 

the current ability and knowledge of participants (Kim et al., 2018). 

 Relatedness: “Individuals should have a sense that they belong to a group or interact 

with others” (Kim et al., 2018). Relatedness refers to the human desire to connect with 

others. This can be expressed in various aspects, such as communication, collaboration, 

and comparison. By having a multiplayer player or teamwork option in gamification, 

users perceive positive and supportive feelings from their peers and consequently become 

more motivated toward gamification. 

The Gamification User Types Hexad by Marczewski (Marczewski, 2015) is a decent framework 

for user classification that can be employed for gamification research. It includes six user types 

that characterize people’s intrinsic and extrinsic motivations as described by the self-

determination theory (Gibbons, 2013). This framework provides opportunities for a better 

understanding of users of gamified environments which assists system designers to implement 

gamified systems that can address multiple user types or in other words designing adaptive 

gamification which has been considered more effective than a one-size-fits-all approach 

(Agapito & Rodrigo, 2018). 
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People’s preferences and features are dynamic in nature and could change over time (Hooshyar 

et al., 2016). Studies also observed the problem of the decline in engagement and the loss of 

interest among users in gamification over time (Thiebes et al., 2014). To address this problem it 

is important to continuously re-engage participants (Thiebes et al., 2014). Therefore, adaptive 

gamification should not be a one-time process that involves changing gaming features to 

accommodate the needs of users. Instead, it is important to be a continuous process that 

continuously adjusts the gamification elements to meet the needs and preferences of the users. 

Research shows by having a dynamic approach to adapting gamification, we can provide more 

user-centered training that has better performance and outcomes. (Alomair & Hammami, 2020; 

Böckle et al., 2017; Passalacqua et al., 2021; Thiebes et al., 2014). Hence, it is important to 

continuously receive feedback from the employees and assess their performance to efficiently 

adapt the gamification to their needs and capabilities (Gjertsen et al., 2017). 

As we described before in order to employ adaptive gamification as an ISA program we need to 

determine users' needs and characteristics with the help of theories and frameworks such as the 

self-determination theory and the gamification user types hexad. In addition to this, it is also 

imperative to obtain the required data from the target group (Khakpour & Colomo-Palacios, 

2021) to apply the aforementioned theories and formwork on it, determine the users’ needs and 

characteristics and consequently perform the necessary adaptation and modification on 

gamification (Schöbel et al., 2021). There are different methods to collect data from the target 

group. Some examples are considering the background of the user and the organizational context 

of the activity (Nicholson, 2012), monitoring the effects of various factors on different users 

(Codish & Ravid, 2014), and self-reported questionnaires (Sabourin & Lester, 2014). 

2.4 The use of artificial intelligence (AI) in gamification within ISA program 

Kaplan and Haenlein (2019) define AI as “a system’s ability to correctly interpret external data, 

to learn from such data, and to use those learnings to achieve specific goals and tasks through 

flexible adaptation” (Haenlein & Kaplan, 2019). Machine learning (Ml) is the subset of artificial 

inelegance defined as the process for the development of computer algorithms in order to 

transform data into intelligence (Lantz, 2015). Machine learning is a set of techniques and 

practices that assist humans in various decision-making and analysis tasks by providing valuable 

information (Khakpour & Colomo-Palacios, 2021). Based upon (Kuhn & Johnson, 2013), 

machine learning often can be interchangeably named predictive modeling which means that 

machine learning is a process that involves developing a mathematical model or tool that can be 

used to generate an accurate prediction. In recent years, there is a growing interest in the use of 

machine learning models to optimize gamified learning platforms (Khakpour & Colomo-

Palacios, 2021). According to the report by Gartner (2012), it is estimated that a combination of 

gamification with other technologies and trends such as machine learning will have a great 

impact on education and learning platforms (Gartner, 2012). 

Machine learning has a significant role in enhancing the degree of adaptivity in gamification 

(Böckle et al., 2017). Khakpour & Colomo-Palacios (2021) conducted a systematic literature 

review to explore the convergence of gamification and machine learning. The results of their 

study manifest the various usage of this confluence mostly in learning and educational activities, 
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personalizing gamification to the users, behavioral change efforts, adapting the gamification 

context, and optimizing the gamification tasks. They also stated that overall, due to the potential 

of personalized adaptive gamification which improves individuals’ motivation and performance, 

especially in learning platforms, the use of machine learning methods has gained increasing 

popularity because it has a great ability in tailoring the gamified interactions and configuring the 

interaction parameters dynamically (Khakpour & Colomo-Palacios, 2021). 

In section 2.3 we explained how we can make gamification adaptive with the combination of 

theories, frameworks, and data from the target group to detect users’ needs and characteristics 

and consequently adapt the gamification, however performing this process manually is 

cumbersome and requires additional overwhelming effort by operators (Knutas et al., 2019). To 

automate this process we can benefit from the machine learning-based algorithms to build 

models and predict users’ needs and characteristics with reasonable accuracy (Khakpour & 

Colomo-Palacios, 2021; Palavalli et al., 2014). Furthermore, this approach can transform the 

process of personalized content selection into a systematic and repeatable way (Knutas et al., 

2019) which is significant for making gamification adaptive in a dynamic way. As a result, the 

integration of AI into gamification in ISA programs is a proper solution to make gamification 

adaptive and maintain its adaptiveness based on the target group, in other words, AI-based 

adaptive gamification (Khakpour & Colomo-Palacios, 2021; Schöbel et al., 2021). This helps us 

to improve the user's engagement and motivation (Kim et al., 2018) to enhance the efficiency of 

ISA programs (Thomson & Solms, 1998). 

Some practical examples of the use of artificial intelligence (AI) or more particularly machine 

learning in gamification are as follow. Barata et al (2016) proposed a machine learning model to 

classify student data and predict “student types” based on their performance and gaming 

preferences with 79 percent accuracy. The authors assert that their findings provide foundations 

for the development of adaptive gamification content with regard to participants' needs and it 

would be an essential tool for evaluating their progress (Barata et al., 2016). Lopez & Tucker 

(2020) developed a machine learning model to predict an individual's performance on a gamified 

task with an accuracy of 76 percent. It does so by capturing individuals' facial keypoint data in 

real-time during their interaction with gamification without affecting their immersion. This 

model could also help game designers develop more effective and engaging gamified 

applications by allowing them to consider task characteristics and individuals’ facial expressions 

(Lopez & Tucker, 2020). 

3. Research Methodology 

3.1 Motivation 

This study aimed to provide an overview of the research concerning gamification and 

information security awareness programs and to identify trends, patterns, and research gaps in 

this area in order to direct future research. To achieve this, a systematic mapping study 

(Kitchenham & Charters, 2007; Petersen et al., 2008) was carried out to explore studies related to 

gamification within ISA programs. According to Petersen et al (2008) a systematic mapping 

study “provides a structure of the type of research reports and results that have been published 

by categorizing them and often gives a visual summary, the map, of its results.” (Petersen et al., 
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2008, p. 2). A systematic mapping study (also referred to as a scoping study) is a form of 

secondary study that collects, describes, and categorizes available evidence relating to a topic of 

interest (Clapton et al., 2009). The objectives of a systematic mapping study are to describe the 

state of knowledge for questions or topics; to provide an overview of a specific research area and 

specify the quantity and type of research and results available within it; to identify research gaps 

and observe research trends and patterns by mapping the frequencies of publication over time, 

and lastly to determine the forums in which related research to the domain has been published 

(Petersen et al., 2008; Kitchenham & Charters, 2007). Systematic mapping is significant in 

directing the focus of future systematic literature reviews and specifying areas for more primary 

studies to be conducted due to its ability in identifying evidence clusters and evidence deserts in 

a specific domain (Kitchenham & Charters, 2007). 

3.2 Research method 

In this study, we follow the process of systematic mapping study proposed by Petersen et al 

(2008). It includes five steps, each with a corresponding outcome. Fig. 1 depicts the mapping 

process workflow and its all phases. 

 

Fig. 1. The Systematic Mapping Process (Petersen et al., 2008) 

3.2.1 Definition of Research Questions (Research Scope) 

The principal goal of this study is to analyze publications concerning gamification within ISA 

programs to present a comprehensive overview of this topic area. In order to fulfill this goal, six 

research questions (RQs) were presented. Table 2 illustrates our six RQs along with their 

associated motivations. 

Table 2. Research questions. 

No. Research question Motivation 
RQ1 Which document types, publication channels, and 

publication sources are the main targets for 

research in the area of gamification within ISA 

programs? 

To identify where the research in the area of 
gamification within ISA programs is more likely to 

be found as well as potential targets for the 

publication of future studies. 

RQ2 How publications’ numbers and publication 

channels in the domain of gamification within 

ISA programs have evolved over time? 

To identify the trend of publications frequency and 

specify the trend of various publication channels 

concerning the subject under study over time. 

RQ3 What are research types and contribution types 

proposed in research concerning gamification 

within ISA programs? 

To explore the different types of research and 

various kinds of contributions reported in the 

literature in the field of gamification within ISA 

programs. 
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RQ4 What are the types of gamification used in ISA 

programs? 
To provide an overview of gamification types used 

in ISA programs which is one of the foundations of 

the systematic mapping study 

RQ5 What is the status of gamification in terms of 

adaptivity based on the target group in research 

concerning gamification and ISA programs? 

Being user-tailored is one of the important features 

of ISA programs that should be considered in their 

design and development to enhance users’ 

engagement and motivation. This question aims to 
provide an overview of gamification in terms of 

adaptivity based on the target group in ISA 

programs in order to identify possible gaps and 

pave the path for further research. 
RQ6 What is the status of the use of artificial 

intelligence in research concerning gamification 

and ISA programs in order to make gamification 

user-tailored? 

AI or more specifically machine learning has 

proven to be a proper solution in personalizing 

gamification. The objective of this question is to 

provide an overall view of the use of AI in research 

in the area of gamification and ISA programs and 

display the current trends. This provides the basis 

for future research direction. 

 

3.2.2 Conducting the search 

The search was conducted between January 2022 and May 2022. In this study, we planned to 

identify and investigate all available literature in the area of gamification within ISA programs. 

To achieve this we used two main search engine databases: Scopus and Web of Science. We 

used four keywords that are relevant to our research topic (gamification, game, gamified, and 

security awareness) and performed different combinations among them on the previously 

mentioned search engines. The rationale behind the use of the aforementioned keywords is that 

on the one hand, because both serious games, and the use of gamified elements in non-game 

contexts are considered gamification (Dubey, 2017), we employed these three keywords 

(gamification, gamified, and game) to cover a broad range of gamification papers, on the other 

hand, there are several synonyms for information security awareness programs (ISA) such as 

information security awareness campaigns, information security awareness methods, information 

security training, etc. also information security and cyber security are used interchangeably (Von 

Solms & Van Niekerk, 2013), therefore we omitted the program and information form the ISA 

program phrase and opted for security awareness as the last keyword to include more papers in 

the context of ISA programs. In this way, we tried to avoid the restriction in search strings and 

extract a broad range of research in the area of gamification within ISA programs. This helps us 

to have a complete map and mitigate the risk of bias (Petersen et al., 2008).  

We also carried out a manual search in order to retrieve more papers that are relevant to our 

study. The result of the manual search added 16 more papers to our study. The final result of this 

stage was a set of 1438 papers. Table 2 illustrate how we carried out this section. 

Table 2. Search strategy. 

No. Database Keyword 1 Operator Keyword 2 Result 

1 Web of science “gamification” And “security awareness” 21 

2 Web of science “gamified” And “security awareness” 5 

3 Web of science “game” And “security awareness” 52 
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4 Scopus “gamification” And “security awareness” 256 

5 Scopus “gamified” And “security awareness” 103 

6 Scopus “game” And “security awareness” 1046 

7 Manual search 16 

Sum 1499 

 

3.2.3 Screening for relevant papers (Inclusion and Exclusion) 

The aim of this selection is to identify those papers that are most relevant to the objective of this 

mapping study. After removing duplication of the retrieved papers from the last section, in order 

to include studies that are relevant to address our research questions, inclusion and exclusion 

criteria were applied. (Petersen et al., 2008). Table 3 shows our inclusion and exclusion criteria. 

The reason that motivated us to just focus on articles and conference papers is that they are the 

most commonly used document types for research (Document Types, n.d.). 

Then, every paper retrieved from the previous stage was reviewed carefully based on its title, 

abstract, keywords, and conclusions to identify the more relevant ones. Lastly, the remaining 

papers were read in their entirety to include the most relevant papers. The total number of 69 

papers was a result of the screening section. Table 4 shows the number of selected studies per 

phase. 

Table 3. Inclusion and exclusion criteria. 

Inclusion criteria Exclusion criteria 

The paper is in the area of gamification and 

ISA programs. 

Studies not written in English 

The full text of the paper is available The full text of the paper is not available 

Only documents that their type is article or 

conference paper 

Other documents types such as reviews, book 

chapters, books, conference reviews, 

editorials, and notes are not included 

Only primary studies Papers that clearly expressed that the main 

output of their study is a systematic literature 

review or mapping study 

 

Table 4. Overview of selected studies per phase. 

Total numbers 

of papers 

After removing duplication and 

applying inclusion and exclusion 

criteria  

After reading the 

title, abstract, 

keywords, and 

conclusions  

After reading 

entirety 

1499 278 91 69 

 

3.2.4 Classification scheme and data extraction 

In this stage, the data extraction process was carried out using an Excel table to sort relevant 

articles into the scheme. In order to support why the paper should be in a certain category, a short 
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rationale was documented and the corresponding part in the PDF file of the paper was 

highlighted. The goal of the data extraction strategy is to provide a comprehensive answer to 

each of the RQs. Due to having different datasets for our RQs, we aimed to provide a holistic 

answer to each of them as follows: 

RQ1: To find the answer to this question, document types, publication sources, and publication 

channels for each identified paper should be determined. 

RQ2: To explore the publication trend, papers should be categorized based on the year of 

publication and publication channel. 

RQ3: For exploring and categorizing research types, we employed the scheme proposed by 

(Wieringa et al., 2006). It consists of six categories as follows: 

 Proposal of solution: The paper proposes a solution for a particular problem and 

discusses its relevance, without a complete validation. The solution technique should be 

novel or at least significantly improved over an existing technique (Wieringa et al., 

2006). 

 Validation research: The objective of the paper is to investigate the properties of a 

proposed solution that has not been implemented in practice. The possible research 

methods for conducting this type of study are experiments, simulation, prototyping, etc. 

(Wieringa et al., 2006). 

 Evaluation research: The aim of the paper is to investigate a problem or implement a 

technique in practice. The novelty of knowledge made by the paper is an important 

criterion. It also shows the result of implemented technique in terms of benefits and 

drawbacks. Possible research methods are case study, field study, field experiment, 

survey, etc. (Wieringa et al., 2006). 

 Philosophical papers: “These papers sketch a new way of looking at existing things by 

structuring the field in form of a taxonomy or conceptual framework” (Wieringa et al., 

2006). 

 Opinion papers: The paper provides the personal opinion of the author about a particular 

technique or idea, without relying on related work and research methodologies. For 

instance, whether the technique is good or bad, or how things should be done (Petersen et 

al., 2008). 

 Experience papers: An experience paper is a type of paper that describes how something 

was performed in practice. It should be the author's own experience (Petersen et al., 

2008). 

Classification criteria (research type): To increase the quality of our classification and to choose 

the best possible category for each paper we followed questions proposed by (Wieringa et al., 

2006) and keywords suggested by (Cruz Zapata et al., 2015). Papers can be categorized into 

multiple categories. For instance, it is possible to write a paper that proposes a new technique 

and then present a sound validation of the technique, at the end the author discusses his or her 

opinion regarding what other researchers should do (Wieringa et al., 2006). However, for this 
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study, we decided to see what the major part of the paper talks about and then put the paper just 

in one of the associated categories. 

Categories for contribution type were extracted from (Ouhbi et al., 2015) and (Engström & 

Runeson, 2011). The categories were slightly adapted and merged together to fit our study, for 

example, guidelines and open items were combined together and metrics were removed from our 

list. 

 Tool: Anything used as a means to accomplish a task or purpose. 

 Method: A means or manner of procedure that consists of several steps that should be 

carried out for acquiring the research scope or knowledge. 

 Model: A representation of a system that enables the investigation of particular attributes. 

 Framework: A conceptual or real structure that acts as a guide or support for the creation 

of something useful. 

 State of Knowledge: “Summary of the existing body-of-knowledge of the domain” 

(Macrinici et al., 2018) 

 Guideline/Open item: An indication of the procedure with which a course of action can 

be specified or a sign of identified issues that need to be addressed. 

Classification criteria (contribution type): it is possible that one paper has more than one research 

contribution. In this kind of situation, we count each contribution separately. 

RQ4: in order to answer this question, the gamification classification proposed by (Dubey, 2017) 

has been adopted. 

 Structural gamification: In structural gamification, the content itself does not become the 

game instead it presents in a game-like way. 

 Content gamification: In this type of gamification, the content is turned into a game. 

 None: No gamification as a tool is proposed in the paper. 

To distinguish between these two types of gamification, we followed their comparison table 

(Table1). One factor that help us the most was the reusability factor. If gamification has an 

ability that easily adapts to different contents and information security topics, then it will be 

categorized as structural gamification. 

RQ5: To find the answer to this question, we extracted the categories from (Alomair & 

Hammami, 2020; Göbel & Wendel, 2016). They were slightly adapted to fit our study as 

follows: 

 Non-adaptive gamification: Non-adaptive gamification also refers to as standard 

gamification, is a “one size fits all” approach that overlooks the diversity of context and 

users' needs, abilities, and preferences (Dalponte Ayastuy et al., 2021; Alomair & 

Hammami, 2020). 

 Adaptive gamification: Adaptive gamification is user-centered gamification that takes 

into account different users' personalities, needs, and values (Böckle et al., 2017). 

Everything relevant to a game can be adapted to make it more engaging. This includes 
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visual and optical appearances, audio, and other elements such as the game storytelling, 

the game difficulty, the content generation, the guidance or hinting on the goals, etc. 

(Göbel & Wendel, 2016). 

 None: The paper does not provide any gamification as a tool to educate users or any 

framework or methods as means for designing adaptive gamification. 

RQ6: In order to answer this question, we defined the categories based on (Scholefield & 

Shepherd, 2019) and adapt them slightly to fit our study: 

 AI-based adaptive gamification: The paper employed artificial intelligence, more 

specifically machine learning, to make the gamification adaptive based on the target 

group (Schöbel et al., 2021) 

 Non-AI-based adaptive gamification: The paper did not use AI to build or design 

personalized gamification (Schöbel et al., 2021). 

Appendix A illustrates the data extraction and the classification of papers. 

4. Results  
This part presents the results of the research questions described in Table 2. After applying the 

screening section, we retrieved 69 papers out of 1499 papers. Then each article was classified 

into the categories of each facet in order to answer the six research questions. 

4.1 Which document types, publication channels, and publication sources are the main targets 

for research in the area of gamification within ISA programs(RQ1)?  
Document type: Fig .2 illustrates the number of papers published based on the document type. 36 

papers out of 69 papers were in conference paper format (52%) while the rest (33 papers) were 

published in the format of the article (48%). 

 

48%

52%

Document Type 

Article Conference Paper
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Fig. 2. The ratio of document types among selected papers. 

Publication channel: Fig. 3 depicts the frequency of papers per publication channel. Book series 

stand in the first place with a frequency of 33, and journals stand at the end of the list with a 

frequency of 12. Conference paper with a frequency of 24 situated in the model of the list. 

 

Fig. 3. The ratio of publication channels among selected papers. 

Publication Source: As you can see from Fig. 4, the three major publication sources are Springer, 

IEEE, and Elsevier with percentages of 24.64%, 17.39%, and 13.04% respectively. Most of the 

publication channel in Springer was in the book series with 13 papers, while for IEEE and 

Elsevier most of the publication channel were in conference proceedings with 11 papers and 

journal with 9 papers respectively. 
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Fig. 4. Number of papers published per source of publication categorized by publication 

channels 

4.2 How publications’ numbers and publication channels in the domain of gamification within 

ISA programs have evolved over time (RQ2)? 

Fig. 5 illustrates the number of papers published per year. From the year 2006 to 2015, the 

number of publications experienced an almost steady trend with little fluctuation. However, from 

2015 onwards the publication rate increased rapidly until 2022. The dramatic decrease in 2022 

can be explained due to the time of conducting this study and it does not reflect the real number 

of papers in 2022 since the data extraction phase was performed in May 2022. The years 2020 

and 2021 have a maximum rate of publication (20.29%) and the years 2006, 2008, 2009, 2010, 

2012, and 2015 have a minimum rate of publication (1.45%). 

Fig. 6 displays the number of papers published per year categorized by publication channel. The 

first paper in the area of gamification and ISA was published through the book series channel. 

Both book series and conference proceedings fluctuated during the whole period. However, 

journals experienced a sharp increase from 2015 until 2020 and then slightly decreased in 2021. 

 

Fig. 5. Number of papers published per year. 
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Fig. 6. Number of papers published per year categorized by publication channel. 

4.3 What are research types and contribution types proposed in research concerning 

gamification within ISA programs? 

We classified research types according to the research type facet defined in section 4.2.4. The 

result of our systematic mapping is as follows: proposal of solution (10), validation research 

(26), evaluation research (26), philosophical papers (4), opinion papers (2), and experience 

papers (1). Based on Fig. 7, validation research (37.68%) and evaluation research (37.68%) were 

the most research types employed by authors, while experience papers (1.45%) were the least. 

In evaluation research and validation research, the authors evaluated the proposed solution to the 

problem to check its applicability, usability, benefits, and drawbacks. The difference is that 

validation research is performed mostly through prototyping without implementation, but in 

evaluation research, the authors implemented the solution in a real-world project. For instance, 

Newbould & Furnell(2009) conducted validation research and developed an awareness-raising 

game to educate users about social engineering attacks in an interactive way. Then they tested 

the initial prototype of the game with 21 participants to observe its outcomes (Newbould & 

Furnell, 2009). Ghazvini & Shukur(2018) conducted evaluation research they developed a 

serious game as an information security awareness program for the healthcare industry. To 

evaluate the game's performance and observe its effects on employees, they implemented the 

game at a selected healthcare organization (Ghazvini & Shukur, 2018). 

Solution of proposals papers mainly attempted to recover human parts from security threats, 

especially phishing attacks. Their solutions mostly were in form of designing games such as 

(Chen et al., 2019) or creating a framework to develop a game such as (Blythe & Coventry, 

2012). Philosophical papers mainly provide a taxonomy of various types of phishing attacks and 

their associated InfoSec training methods such as gamification as a solution (Alhashmi et al., 

2021; Baadel et al., 2021). We found two opinion papers, first one proposes how to combine 
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education and technology like interactive video games to reduce social engineering risks and 

damages (Tayouri, 2015), and the second one suggests how organizations deal with the personal 

information of employees when conducting ISA educational games to prevent severe 

consequences of the General Data Protection Regulation (GDPR)(Povse, 2018). The only 

experience paper in our list presents some information based on the authors' industry experience 

and observations to address two issues, first how to select proper secure coding guidelines, and 

second how to enhance the ISA of software developers about secure coding based on these 

guidelines (Espinha Gasiba & Lechner, 2019). 

Considering Fig. 8, it was revealed that most of the solutions to the lack of users' InfoSec 

awareness were tools (51.16%) i.e. the use of gamification as an ISA tool to educate users. One 

example is this article (Denning et al., 2013) in which the authors designed and produced a 

recreational tabletop card game called Control-Alt-Hack for increasing computer security 

awareness. The major InfoSec topic used in these educational tools was phishing attacks. There 

are also a few papers about other subjects such as password policy (Wu et al., 2021), physical 

security (Löffler et al., 2021) and secure coding (T. Gasiba, Lechner, Pinto-Albuquerque, & 

Porwal, 2020). 18 out of 86 research contributions were guideline/open items (20.93%). 

Stockhardt et al (2016) identified a problem that technical measures lonely are not sufficient to 

counter all security threats, Therefore, educating users on how to identify malicious websites is 

vital. They recommend several means to deliver the necessary knowledge to users such as 

instructor-based, computer-based, and text-based training in the context of anti-phishing training 

(Stockhardt et al., 2016). Around 11.63% of contribution includes methods. This paper 

(Kritzinger, 2017) offers a game-based method that can be carried out to enhance the cyber-

safety awareness of participants. The proposed method aims to address the language issue of 

education in South Africa by developing games that are easy to implement and can be translated 

into different languages in a cost-effective way. 

Five papers proposed a state of knowledge (5.81%). For instance, Alhashmi et al (2021) 

investigated cybersecurity training program delivery methods employed by organizations aimed 

to enhance InfoSec awareness of employees regarding phishing attacks to provide a taxonomy of 

the most common cybersecurity training delivery methods. Their study shows that "a well-

designed game-based training delivery method can potentially offer quick learning and 

proficiency in cybersecurity fundamentals" (Alhashmi et al., 2021). Approximately 6% of the 

papers presented frameworks that depict how to design and build serious games and gamification 

elements to raise InfoSec awareness. Blythe & Coventry (2012) created a new framework, based 

upon literature findings, for game design that enhance the InfoSec behavior of end-users. They 

further argued that future serious game design should focus on behavioral determinants such as 

psychological ownership and subjective norms to elevate the efficacy of  InfoSec behavior 

(Blythe & Coventry, 2012). Models were the least contribution type (4.65%). This paper (Luh et 

al., 2020)  offers PenQuest, a gamified model designed to provide a holistic view of information 

security attacks and their mitigation. Their model defines and takes into account a wide range of 

actors, assets, and actions in order to enable the cyber risk assessment. 
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Fig. 9 illustrates the number of papers published per research type categorized by contribution 

type. This enables us to monitor what contribution types are involved in each research type facet. 

The most contribution to the validation research and evaluation research were tools. In the 

proposal of solution research, we observed a diversity of contributions. Philosophical papers 

offered states of knowledge while opinion papers presented guidelines/open items. 

 

Fig. 7. Number of papers published per research type. 

 

Fig. 8. Number of papers published per contribution type. 
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Fig. 9. Number of papers published per research type categorized by contribution type. 

4.4 What are the types of gamification used in ISA programs? 

According to Fig. 10, content gamification (47.83%) had more share than structural gamification 

(21.74%) in our retrieved papers. One example of content gamification is this paper 

(Arachchilage et al., 2016) in which the authors designed and developed a mobile game as an 

InfoSec educational tool that helps computer users protect themselves against phishing attacks. 

Scholefield & Shepherd (2019) employed gamification techniques to develop a role-playing quiz 
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include a specific theme (RPG-style game with characters), on-screen progress/feedback (the 

health bar per character), time pressure (timer), consequences (if the user is incorrect, they lose 

health points), and competition (by means of a leaderboard). The authors also mentioned that 

they are going to develop another version of the game to cover various kinds of topics such as 

phishing and information sharing (Scholefield & Shepherd, 2019). 
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Fig. 10. Number of papers published per gamification type. 

4.5 What is the status of gamification in terms of adaptivity based on the target group in 

research concerning gamification and ISA programs? 

Based on the information provided in Fig. 11, only 15 papers (21.74%) were classified in the 

adaptive gamification category. These papers include studies that made their gamification tool 
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for designing adaptive gamification. To better understand the papers located in the adaptive 
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interviewing employees randomly to gain insights into their roles and experiences in their 
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implement serious games within the cybersecurity awareness context. The objective of the 

framework is to address the complexity of the cyber domain, the unique characteristics of 

participants, and the pedagogic potential of the designed games. Moreover, it provides 

developers a meaningful insight into the cybersecurity challenges for developing more engaging 

serious games that keep audiences actively motivated (Kianpour et al., 2019). 

Fig. 12 illustrates the number of papers that considered adaptive gamification per year. As can be 

seen, from 2006 to 2017 we had only 2 papers that fall in the adaptive gamification category. But 

from 2017 onwards we observed an increased rate in this area. The maximum number of 

publications was for the year 2020 with 6 papers. There is no published paper in the year 2022 

which could be due to the time this study was conducted, early 2022. 

Among papers classified in the adaptive gamification facet, we came across a few numbers of 

papers that employed continuous adaptive gamification (Ghazvini & Shukur, 2018; Gjertsen et 

al., 2017; Hatzivasilis et al., 2020; Mittal et al., 2021). As an example, This study (Hatzivasilis et 

al., 2020) aims to support the development of dynamic training procedures by combining cyber-

security modeling and pedagogical practices. At first, the gamification program is tailored to the 

trainee’s needs, and afterward, the adaptation process will continue based on his/her 

performance. For instance, in the initial tailoring phase, experts analyze the current state of the 

organization by interviewing employees to elicit their requirements and weak points. The 

gamification is designed afterward based on the overall outcomes of this phase and the necessary 

learning InfoSec topics for each trainee type along with the correlated learning goal will be set. 

Then, the user starts the gamification by consuming the related teaching material. After 

completing a gamification section, the trainee’s knowledge is evaluated by online tests (e.g., 

questionnaires). Once the evaluation is over, the trainee’s profile is updated accordingly 

(Hatzivasilis et al., 2020). 

In the list of papers classified as non-adaptive gamification, there are several papers that after 

conducting gamification as an ISA program, the authors concluded that some parts of their 

gamification program need to be refined and consequently adapted based on the target audience 

and context (Baslyman & Chiasson, 2016; Denning et al., 2013; González-Tablas et al., 2020; 

Scholefield & Shepherd, 2019). For instance, González-Tablas et al(2020) introduced Crypto 

Go, a physical card game to enhance users' knowledge of cryptography. After the initial 

evaluation of the game, the author realized that some improvements are necessary for the 

subsequent version of the game including adapting the game content based on the mathematical 

knowledge of the target audience to maximize the game efficiency and usability. 
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Fig. 11. The ratio of Gamification in terms of adaptivity according to the target group among 

selected papers. 

 

Fig. 12. The number of papers concerning adaptive gamification per year. 
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4.6 What is the status of the use of artificial intelligence in research concerning gamification and 

ISA programs in order to make gamification user-tailored? 

According to Fig. 13, 3 out of 69 papers fall into the AI-based adaptive gamification category 

(4.35%). These papers leveraged AI to make the gamification adaptive automatically based on 

the computer algorithms and data received from the target audience. Mittal et al (2021) designed 

an adaptive serious game in the area of blockchain to enhance the security knowledge-base of 

professionals and students. Their game can help improve the cybersecurity awareness of 

information management systems by allowing users to interact with the various components of 

the blockchain. This game offers to make use of players’ responses to adapt the gameplay by 

employing artificial intelligent game objects (Mittal et al., 2021). Gasiba et al (2020) presented a 

platform where software developers can play a serious game - Capture-the-Flag, to raise their 

security awareness in secure coding. During the game, the players are assisted and provided hints 

through a virtual coach. A simple artificial intelligence engine based on the laddering technique 

for interviews is employed in the virtual coach to generate adaptive hints based on the given 

answers of the players. The author also asserted that this virtual coach “assists the player in 

solving the challenge in a playful way and helps lower the frustration, increase the fun, and 

improve the learning effect during gameplay”(Gasiba et al., 2020, p. 3). 

We also identified one paper (Hatzivasilis et al., 2020) in which the author proposed to leverage 

artificial intelligence in their future studies to make gamification more human-centric. They 

presented an educational methodology for the dynamic adaptation of ISA programs such as 

gamification. Their methodology is based upon a data-driven model and participants are 

evaluated continuously after each round of training. They concluded that the dynamicity in 

gamification is mainly supported by an intelligent system to adapt the gamification based on the 

target group. Due to their data-driven design, they intend to use machine learning to adapt the 

gamification in accordance with the participants' skills when a large number of profiles are 

collected from future iterations. 

Fig. 14 depicts the number of papers that considered AI-based adaptive gamification per year. As 

can be seen, from 2006 to 2020 There is no published paper. But from 2020 onwards we 

observed an increased rate in this area. There is no published paper in the year 2022 which could 

be due to the time this study was conducted, early 2022. 

Considering the previous section, 15 papers were classified in the adaptive gamification 

category, but only 3 of them categorize in AI-based adaptive gamification. If we consider these 

15 papers as a statistical sample instead of the whole 69 papers, it means that 20% of research 

concerning adaptive gamification benefited from AI (see Fig. 15). We could not find any paper 

that presents a method, framework, or model for designing and developing AI-based adaptive 

gamification within ISA programs. 
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Fig. 13. Number of papers used AI to make gamification user-tailored. 

 

Fig. 14. The number of papers used AI to make gamification user-tailored per year. 
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Fig. 15. The ratio of adaptive gamification in terms of the use of AI among papers classified in 

the adaptive gamification category. 

5. Discussion  
The main objective of this section is to discuss the findings of the systematic mapping study.at 

first, we walk through each research question, then we provide threats to the validity of our 

study. 

5.1 Discussion of each research question 

In this section, each research question is discussed separately. 

5.1.1 RQ1 

We limited the document types to articles and conference papers in the screening section due to 

their popularity so plotting a graph might not be a good representative for showing the ratio of 

document types in the research context. Nevertheless, Fig. 2 shows that there was approximately 

the same amount of interest in publishing papers in both formats whether articles or conference 

papers among authors. The most common publication channel was book series (47.83%) and the 

least one was journals (17.39%). Authors can consider this when choosing the publication 

channel and researchers when they want to search for specific topics regarding gamification and 

ISA programs. 

Most of the papers were published through four publication sources namely Springer, IEEE, 

Elsevier, and ACM. This shows that most papers in the context of information security 

awareness and gamification can be found in these publication sources and they are a proper 

target for future publications. Fig. 4 shows that for each publication channel which publication 
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sources could be a better choice. For instance, if you looking for book series Springer is a good 

option or if you intend to publish through journals, Elsevier is a suitable one. 

5.1.2 RQ2 

Gamification research in the domain of information security awareness has gained increasing 

attention starting in 2015. The decline in 2022 cannot violate this positive trend due to the time, 

early 2020, that this study was conducted and many papers are yet to publish. 

5.1.3 RQ3 

Evaluation research and validation research were the most frequent research type. This displays 

that solutions proposed by researchers in the field of gamification and ISA have been evaluated 

and implemented by researchers either in practice such as case studies or as an experiment in 

order to observe the impact of the proposed solution on employees' InfoSec awareness and 

behavior in addition to the benefits of and drawbacks of solutions. Having these outcomes and 

lessons learned provides a decent repository both for researchers and practitioners. 

As we mentioned in section 4.3, the most frequently reported contribution in the selected papers 

was the tool and there are a low number of papers that proposed frameworks and models. Having 

this in mind and considering the limited number of adaptive gamification and AI-based adaptive 

gamification employed by researchers, demonstrate the fact that it is essential to produce proper 

models and frameworks that could guide and help researchers in designing and developing 

gamification. We will discuss this subject in the subsequent sections. 

In section 4.3, we described that the major InfoSec topic used in these educational tools was 

phishing attacks which are in line with the topmost threats reported in recent years (Chapman, 

2018). Although there are also a few papers about other subjects such as password policy and 

physical security in our list, it is important that researchers consider other InfoSec topics 

provided by (NIST, 2003) to have a comprehensive InfoSec learning system and support a wide 

range of employees with different roles and responsibilities.  

5.1.4 RQ4 

Considering section 4.4, content gamification is utilized by researchers almost two times more 

than structural gamification, which means that content gamification (serious games), is more 

common in the domain of information security awareness programs. 

One of the great advantages of structural gamification is flexibility, which enables organizations 

to conduct post-trainings without purchasing, or developing a new game for InfoSec training 

(Ghazvini & Shukur, 2018). For post-training, organizations are able to reuse their current 

structural gamification just by changing the topic (for instance, change from phishing to 

password protection). Flexibility in gamification allows organizations to reduce the cost of 

InfoSec training which is a significant advantage for organizations. However, as a drawback, 

structural gamification might be less interesting for users in post-trainings and decrease their 

motivation towards it due to not changing the graphics and interface of the game (Ghazvini & 

Shukur, 2018). This drawback does not exist in content gamification because we should design 

and develop gamification for each InfoSec topic separately. Considering the aforementioned 
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statements, we propose structural gamification over content gamification due to its power in 

reusability and economical significance. 

5.1.5 RQ5 

As you can see from section 4.5, only 22% of papers took adaptive gamification into 

consideration or employed adaptive gamification as an ISA tool, which is a limited share. Given 

that limit share, there is a gap in this area that should be filled out. Moreover, in section 4.5, we 

identified papers in which the author expressed that merely conducting standard gamification 

without considering the target group is not possible to motivate and engage a wide range of 

participants, which is another indication of the necessity of employing adaptive gamification. 

Every organization consists of various types of employees with different roles and 

responsibilities. Therefore, the potential target group in gamification may range from simple 

users, who require basic information security knowledge on threats such as phishing, to security 

experts, who require hands-on experience in responding to security incidents. This high diversity 

makes gamification quite a challenging task (Hatzivasilis et al., 2020). To deal with this 

challenge, it is imperative to adopt adaptive gamification in ISA programs that brings about 

benefits as follows: 

 Increase efficiency and usability of gamification: The result of studies, which employed 

adaptive gamification in practice, revealed that user-tailored approaches could help to 

raise the effectiveness, coverage, engagement, and ability to reflect in the practice of 

gamification (Kianpour et al., 2019). This approach has the ability to adapt to the time 

and resources required for the implementation of gamification within the business. Also, 

it plays a great role in mitigating information security risks of organizations by educating 

employees about information security threats (Ki-Aries & Faily, 2017). 

 Elevate users' InfoSec awareness: Through the use of adaptive gamification, we fulfill the 

three essential needs of users based on self-determination theory to maximize their 

intrinsic motivation (Schöbel et al., 2021). As we mentioned in section 2.3, these three 

key human needs are autonomy, which is a person’s desire to self-organize their own 

activities; competence, which is a person’s wish to have self-efficacy; and relatedness, 

which is a person’s need for having the support and connection with others in the 

program (Alahmari et al., 2020). For instance, by providing an opportunity for users that 

they can choose their desired InfoSec topic we fulfill autonomy, or by adjusting the game 

difficulty based on users' skills we fulfill competence. Studies have shown that by having 

these core needs satisfied individuals are more likely to engage in learning and display 

better performance (Al-Ahmari et al., 2019; Roca & Gagné, 2008) which in turn 

improves users' InfoSec awareness (Rocha Flores & Ekstedt, 2016). 

 Enhance users' compliance with regard to InfoSec policies of the organization: 

Information security policy (ISP) is defined as "established rules that provide guidance 

in the protection of an organization’s assets" (Whitman, 2008). These guidelines apply to 

all employees and external actors who work with organizations’ information assets 

(Whitman, 2008). Employees’ non-compliance with ISPs has been emphasized as a usual 

problem for many organizations (Ernst & Young, 2006). To address this problem 

researchers proposed ISA programs (Albrechtsen & Hovden, 2010; Bulgurcu et al., 2010 
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). Bulgurcu et al. (2010) stated that information security awareness can positively affect 

employees' attitudes and motivate them to follow company policies and procedures 

(Bulgurcu et al., 2010). As we mentioned earlier, adaptive gamification can positively 

elevate users' InfoSec awareness. Hence, by employing gamification, not only do we 

promote users' InfoSec awareness but also we enhance their compliance with regard to 

InfoSec policies of organizations (Alzahrani & Johnson, 2019). 

In section 2.3 we mentioned that due to the dynamic nature of people’s preferences and features, 

it is important to look at adaptive gamification as a continuous approach and not a one-time 

approach. However, based upon our result section, only a few papers considered a continuous 

approach for adaptive gamification indicating a clear gap in the area. As a result, the ideal 

solution to maximize the aforementioned advantages of adaptive gamification is the attempt to 

continuously perform the adaption process, or in other words, employing dynamic adaptive 

gamification.  

5.1.6 RQ6 

In section 4.6, we only identified 3 papers in the AI-based adaptive gamification category out of 

69 papers, and just one paper suggested the use of AI for future study. This limited number of 

papers demonstrates the clear gap in this area that should be bridged. This area not only needs 

more evaluation research and validation research to investigate the effectiveness of AI-based 

adaptive gamification and observe its impact on the InfoSec awareness level of users, but also 

required more solution of proposal research to cover the lack of method, framework, and model 

for designing and developing AI-based adaptive gamification within ISA programs. 

Earlier we found the gaps in adaptive gamification and dynamic adaptive gamification within 

ISA programs. In section 2.4 we described that the integration of AI or more specifically 

machine learning (ML) algorithms into gamification is a proper solution to make gamification 

adaptive and maintain its adaptiveness based on the target group. (Böckle et al., 2017; Khakpour 

& Colomo-Palacios, 2021). Therefore, artificial intelligence can assist us to fill the gaps in 

adaptive gamification and dynamic adaptive gamification within ISA programs. 

Machine learning and artificial intelligence provide great support in making gamification 

adaptive to a person’s behavior in a dynamic manner (Hatzivasilis et al., 2020). As we mentioned 

before this task requires frequently assessing users to receive their feedback and update the 

gamification accordingly, which might be cumbersome in practice. AI can assist us to build a 

data-driven model to perform this process (Hatzivasilis et al., 2020). These technologies help in 

gathering data from users at a fast pace which saves both time and money due to omitting 

manual efforts. It provides genuine and reliable outcomes without human biases. Moreover, 

these techniques can serve as a powerful tool to simply analyze and interpret data (3 Benefits of 

Using Artificial Intelligence in Performance Reviews - Entomo, n.d.). As a result, integrating AI 

into gamification assists researchers to probe and understand how they can design gamification 

in a more user-centered way to increase its efficiency (Kianpour et al., 2019), which in turn 

enhances users' InfoSec awareness (Rocha Flores & Ekstedt, 2016) and compliance with ISP 

(Bulgurcu et al., 2010). 
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It is worth mentioning that developing machine learning models for gamification requires a high 

level of knowledge and skills to ensure their efficiency and reliability (Holzinger, 2013), we 

think this could be one of the reasons for the existence of the gap in AI-based adaptive 

gamification gap within ISA programs. We believe that one way to bridge this gap is utilizing 

already built machine learning models proposed by researchers such as (Barata et al., 2016; 

Lopez & Tucker, 2020) to adapt gamification based on the target group in ISA programs 

5.2 Threats to validity 

According to (Ampatzoglou et al., 2020), threats to the validity of the mapping study are as 

follows: 

 Study Selection Validity: This category includes threats that can be identified during the 

initial two phases of the systematic mapping study (conducting the search and screening 

for relevant papers ) such as the selection of digital libraries and search string 

construction (Ampatzoglou et al., 2020). We had several biases in this phase including 

the selection of database (only web of science and Scopus), inclusion criteria (document 

type just articles and conference papers), and the search strings (absence of some 

synonyms). Therefore, there is a possibility that we missed or overlooked some studies. 

However, we believe that the selected databases and chosen research strings cover the 

most relevant published literature in the domain of gamification and ISA programs. 

 Data Validity: Threats in this category can be specified during the last two phases of the 

systematic mapping study, which are the classification scheme, data extraction and 

analysis (Ampatzoglou et al., 2020). Some examples are misclassification of studies, lack 

of statistical analysis, bias in classification schema, researcher bias, etc. Some bias may 

exist in making our classification scheme. To cope with this, we used some existing 

classifications for the research type facet and the research contribution facet proposed by 

other researchers such as (Wieringa et al., 2006) and then tried to adapt them to fit our 

study. Other classification facets such as gamification type are based on experts’ opinions 

in the field of gamification (Dubey, 2017) and by conducting the literature review. 

Another bias is the way we performed data extraction and analysis. Something it was 

difficult to decide which category is proper for one specific paper. For instance, in the 

research type facet, we were not sure which category whether evaluation research or 

validation research is the best choice for some papers and there is a probability that other 

researchers perform differently. To deal with this issue, we benefited from some quality 

criteria such as questions proposed by (Wieringa et al., 2006) in the research type facet to 

avoid the data extraction bias. A common view regarding mapping studies is that 

normally just by reading abstracts it is possible to conduct the study. This fact is likely if 

the abstract of papers is structured in a good way. however, we sometimes found the data 

extraction difficult, because some abstracts were misleading and lacked important 

information. So we read other parts of the papers as well such as conclusion and 

introduction to ensure the accuracy of our data extraction.  

 Research validity: This category includes threats that can be identified in all phases of the 

study and concern the overall research design (Ampatzoglou et al., 2020). Some of these 

threats include coverage of research questions, generalizability, etc. To cope with the 
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threat of coverage of research questions, we attempted to motivate well each research 

question and opt for a proper classification scheme to find the best possible answer to 

each research question. Generalizability in a mapping study is referred to whether the 

results of the study are generalizable or not (Ampatzoglou et al., 2020). The results drawn 

from this study only concern this systematic mapping study so this threat does not apply 

to our study. 

6. Conclusion 
Since humans are the weakest link in the information security chain, it is vital for organizations 

to educate employees and enhance their InfoSec awareness. Gamification as a novel educational 

tool is a decent solution in conducting ISA programs due to its fun and joyful nature. Moreover, 

it has a great ability in motivating and engaging people where other solutions do not seem to be 

promising. The aim of this article is to provide an overview of the research concerning 

gamification and information security awareness programs and to identify trends, patterns, and 

research gaps in this area in order to direct future research. To fulfill this goal a systematic 

mapping study was employed as the research methodology. Out of 1499 papers, 69 papers were 

selected from the year 2006 to 2022 within 18 various publication sources and classified based 

on 9 criteria namely document type, publication channel, publication source, year of publication, 

research type, research contribution, gamification type, gamification in terms of adaptivity based 

on the target group, and gamification in terms of the use of AI to make it user-tailored.  

Section 4 presents a variety type of charts resulting from our quantitative analysis. This 

visualization of findings enables readers to easily grasp the trends and patterns. Considering 

these patterns and trends, from 2015 onwards, gamification within the ISA programs has come 

across to researchers' attention. Both journals and conference papers have almost the same ratio 

in document format. The major publication channel was book series however and during recent 

years journals and conference proceedings had more share than book series. Approximately 24% 

of papers were published through Springer as the major publication source. The two main 

research types found were evaluation research and validation research and the vast majority of 

the contribution type was tools. These tools mostly were gamification in ISA programs to 

address users' lack of InfoSec knowledge. Among proposed gamification, many of them were 

content gamification (serious games), however, by reviewing the selected papers, we think that 

structural gamification could be a better choice due to its reusability function saving both money 

and time. 

This study has shown that there is a clear gap in the use of adaptive gamification and dynamic 

adaptive gamification. Lacking them, decrease the efficiency of gamification which lead to a 

decline in InfoSec awareness of employees and their ISP compliance. We argued that artificial 

intelligence is a proper solution to make gamification adaptive based on the target group and 

maintain its adaptiveness during the time. However, only 4.23% of the selected papers are 

classified in the AI-based adaptive gamification category which indicates a clear gap in 

integrating AI into gamification within ISA programs. Considering the above-mentioned gaps, 

demonstrate the need for future research. Some of our suggestions are: 
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 How we can design structural gamification to have the features of reusability, the ability 

to use various information security topics without redesigning the game, along with an 

attractive interface design to engage and motivate participants? (This type of gamification 

has a great role in saving time and money for organizations in conducting InfoSec 

awareness programs). 

 How we can design and develop dynamic adaptive gamification to enhance users' 

information security awareness more efficiently? (This question calls for more 

frameworks and methods to guide research in this matter). 

 How we can employ AI to make gamification adaptive? (This requires developing 

machine learning models by considering theories and frameworks such as self-

determination theory or employing existing reliable machine learning models to 

personalize gamification). 

 

 

Appendix A: 
 

RQ4: Structural gamification = 1, Content gamification = 0, None: N. 

RQ5: Adaptive gamification = 1, Non-adaptive gamification = 0, None = N. 

RQ6: AI-based adaptive gamification = 0, Non-AI-based adaptive gamification = 1. 
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References Title Document Type Channel Publication source Research type Contribution type RQ4 RQ5 RQ6 

(Goeke et al., 2020) 
PROTECT – An Easy Configurable 
Serious Game to Train Employees 
Against Social Engineering Attacks 

Conference Paper Book Series Springer Evaluation research Tool 0 1 0 

(T. E. Gasiba, 
Lechner, & Pinto-
Albuquerque, 2020) 

Cybersecurity challenges in industry: 
Measuring the challenge solve time to 
inform future challenges 

Article Journal MDPI Evaluation research 
Method-Tool- 
Guideline/Open 
item 

0 1 0 

(T. Gasiba et al., 
2021) 

CyberSecurity Challenges for 
Software Developer Awareness 
Training in Industrial Environments 

Conference Paper 
Conference 
Proceedings 

Springer Evaluation research 
Tool- 
Guideline/Open 
item 

0 1 0 

(T. Gasiba, Lechner, 
& Pinto-
Albuquerque, 2020) 

Sifu - a cybersecurity awareness 
platform with challenge assessment 
and intelligent coach 

Article Journal Springer Evaluation research Tool-Method 0 1 1 

(Näckros, 2007) 
Learning security through computer 
games: Studying user behavior in a 
real-world situation 

Conference Paper Book Series Springer Evaluation research Tool-Model 0 0 0 

(Kumaraguru et al., 

2010) 
Teaching johnny not to fall for phish Article Journal ACM Evaluation research Tool 0 0 0 

(Beckers & Pape, 
2016) 

A Serious Game for Eliciting Social 
Engineering Security Requirements 

Conference Paper 
Conference 
Proceedings 

IEEE Evaluation research Tool 0 0 0 

(Aladawy et al., 
2018) 

PERSUADED: Fighting Social 
Engineering Attacks with a Serious 
Game 

Conference Paper Book Series Springer Evaluation research Tool 0 0 0 

(Tschakert & 
Ngamsuriyaroj, 
2019) 

Effectiveness of and user preferences 
for security awareness training 
methodologies 

Article Journal Elsevier  Evaluation research 
Guideline/Open 
item 

0 0 0 

(Flack et al., 2020) 
Battlespace next™: Developing a 
serious game to explore multi-domain 
operations 

Article Journal 
Serious Games 
Society 

Evaluation research Framework-Tool 0 0 0 

(Alqahtani & 

Kavakli-Thorne, 
2020) 

Design and evaluation of an 

augmented reality game for 
cybersecurity awareness (CybAR) 

Article Journal MDPI Evaluation research Tool 0 0 0 

(Macak et al., 2021) 
Identification of Unintentional 
Perpetrator Attack Vectors using 
Simulation Games: A Case Study 

Conference Paper 
Conference 

Proceedings 
IEEE Evaluation research Tool 0 0 0 

(Jaffray et al., 2021) 
Sherlocked: A Detective-Themed 
Serious Game for Cyber Security 

Education 

Conference Paper Book Series Springer Evaluation research Tool 0 0 0 

(Ki-Aries & Faily, 
2017) 

Persona-centred information security 
awareness 

Article Journal Elsevier  Evaluation research Method N 1 0 

(Kritzinger, 2017) 
Growing a cyber-safety culture 
amongst school learners in South 
Africa through gaming 

Article Journal 

South African 
Institute of 
Computer Scientists 
and Information 

Technologists 

Evaluation research 
Method- 
Guideline/Open 
item 

N N 0 
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References Title Document Type Channel Publication source Research type Contribution type RQ4 RQ5 RQ6 

(Ghazvini & Shukur, 

2018) 

A serious game for healthcare 
industry: Information security 
awareness training program for 
Hospital Universiti Kebangsaan 
Malaysia 

Article Journal 
Science and 
Information 
Organization 

Evaluation research Tool 1 1 0 

(Denning et al., 
2013) 

Control-Alt-Hack: The design and 

evaluation of a card game for 
computer security awareness and 
education 

Conference Paper 
Conference 
Proceedings 

ACM Evaluation research Tool 1 0 0 

(Trickel et al., 2017) 
Shell we play A game? CTF-as-a-
service for security education 

Conference Paper 
Conference 
Proceedings 

USENIX 
Association 

Evaluation research Tool 1 0 0 

(Canham et al., 2022) 
Phish Derby: Shoring the Human 
Shield Through Gamified Phishing 

Attacks 

Article Journal 
Frontiers Media 
S.A. 

Evaluation research Tool 1 0 0 

(T. Gasiba, Lechner, 
Pinto-Albuquerque, 
& Porwal, 2020) 

Cybersecurity Awareness Platform 
with Virtual Coach and Automated 
Challenge Assessment 

Conference Paper Book Series Springer Evaluation research Tool-Method 0 1 1 

(Stockhardt et al., 
2016) 

Teaching phishing-security: Which 
way is best? 

Conference Paper Book Series Springer Evaluation research 
Guideline/Open 
item 

N N 0 

(Kayali et al., 2018) 
Using game design to teach 
informatics and society topics in 
secondary schools 

Article Journal MDPI Evaluation research 
Guideline/Open 
item 

N N 0 

(Alahmari et al., 
2020) 

Implement a Model for Describing 
and Maximising Security Knowledge 
Sharing 

Conference Paper 
Conference 
Proceedings 

IEEE Evaluation research Tool 1 1 0 

(González-Tablas et 

al., 2020) 

Shuffle, cut, and learn: Crypto go, a 

card game for teaching cryptography 
Article Journal MDPI Evaluation research Tool 1 0 0 

(Dincelli & 
Chengalur-Smith, 
2020) 

Choose your own training adventure: 
designing a gamified SETA artefact 
for improving information security 
and privacy through interactive 
storytelling 

Article Journal 
Taylor and Francis 

Ltd. 
Evaluation research 

Tool- 
Guideline/Open 
item 

1 0 0 

(Wu et al., 2021) 

Assessing the effects of gamification 

on enhancing information security 
awareness knowledge 

Article Journal MDPI Evaluation research 
Guideline/Open 
item 

1 0 0 

(Espinha Gasiba & 
Lechner, 2019) 

Raising secure coding awareness for 
software developers in the industry 

Conference Paper 
Conference 
Proceedings 

IEEE Experience Papers Method N N 0 

(Povse, 2018) 

It's all fun and games, and some 
legalese: Data protection implications 
for increasing cyber-skills of 

employees through games 

Conference Paper 
Conference 
Proceedings 

ACM Opinion paper 
Guideline/Open 
item 

N N 0 

(Tayouri, 2015) 

The Human Factor in the Social 
Media Security – Combining 
Education and Technology to Reduce 
Social Engineering Risks and 
Damages 

Article Journal Elsevier  Opinion paper 
Guideline/Open 

item 
N N 0 
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References Title Document Type Channel Publication source Research type Contribution type RQ4 RQ5 RQ6 

(Gupta et al., 2018) 
Defending against phishing attacks: 
taxonomy of methods, current issues 
and future directions 

Article Journal Springer 
Philosophical 
Papers 

State of 
Knowledge 

N N 0 

(Alzahrani, 2020) 
Coronavirus social engineering 
attacks: Issues and recommendations 

Article Journal 
Science and 
Information 
Organization 

Philosophical 
Papers 

State of 
Knowledge- 
Guideline/Open 

item 

N N 0 

(Alhashmi et al., 
2021) 

Taxonomy of Cybersecurity 
Awareness Delivery Methods: A 
Countermeasure for Phishing Threats 

Article Journal 
Science and 
Information 
Organization 

Philosophical 
Papers 

State of 
Knowledge 

N N 0 

(Baadel et al., 2021) 
Cybersecurity awareness: A critical 
analysis of education and law 
enforcement methods 

Article Journal 
Slovene Society 
Informatika 

Philosophical 
Papers 

State of 
Knowledge- 
Guideline/Open 
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