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Abstract

Abnormal behaviour may indicate important objects and events in a wide vari-
ety of domains. One such domain is intelligence and surveillance, where there
is a clear trend towards more and more advanced sensor systems producing
huge amounts of trajectory data from moving objects, such as people, vehicles,
vessels and aircraft. In the maritime domain, for example, abnormal vessel be-
haviour, such as unexpected stops, deviations from standard routes, speeding,
traffic direction violations etc., may indicate threats and dangers related to
smuggling, sea drunkenness, collisions, grounding, hijacking, piracy etc. Timely
detection of these relatively infrequent events, which is critical for enabling pro-
active measures, requires constant analysis of all trajectories; this is typically a
great challenge to human analysts due to information overload, fatigue and
inattention. In the Baltic Sea, for example, there are typically 3000–4000 com-
mercial vessels present that are monitored by only a few human analysts. Thus,
there is a need for automated detection of abnormal trajectory patterns.

In this thesis, we investigate algorithms appropriate for automated detection
of anomalous trajectories in surveillance applications. We identify and discuss
some key theoretical properties of such algorithms, which have not been fully
addressed in previous work: sequential anomaly detection in incomplete tra-
jectories, continuous learning based on new data requiring no or limited human
feedback, a minimum of parameters and a low and well-calibrated false alarm
rate. A number of algorithms based on statistical methods and nearest neigh-
bour methods are proposed that address some or all of these key properties.
In particular, a novel algorithm known as the Similarity-based Nearest Neigh-
bour Conformal Anomaly Detector (SNN-CAD) is proposed. This algorithm is
based on the theory of Conformal prediction and is unique in the sense that it
addresses all of the key properties above.

The proposed algorithms are evaluated on real world trajectory data sets,
including vessel traffic data, which have been complemented with simulated
anomalous data. The experiments demonstrate the type of anomalous beha-
viour that can be detected at a low overall alarm rate. Quantitative results
for learning and classification performance of the algorithms are compared.
In particular, results from reproduced experiments on public data sets show
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that SNN-CAD, combined with Hausdorff distance for measuring dissimilar-
ity between trajectories, achieves excellent classification performance without
any parameter tuning. It is concluded that SNN-CAD, due to its general and
parameter-light design, is applicable in virtually any anomaly detection applic-
ation. Directions for future work include investigating sensitivity to noisy data,
and investigating long-term learning strategies, which address issues related to
changing behaviour patterns and increasing size and complexity of training
data.

Keywords: Anomaly detection, trajectory analysis, statistical methods, Confor-
mal prediction, automated surveillance.
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Chapter 1
Introduction

Abnormal behaviour may indicate important objects and events in a wide vari-
ety of domains. One such domain is intelligence and surveillance where there
is a clear trend towards more and more advanced sensor systems producing
huge amounts of trajectory data from moving objects, such as people, vehicles,
vessels and animals. In the maritime domain, for example, abnormal vessel
behaviour, such as unexpected stops, deviations from standard routes, speed-
ing, traffic direction violations etc., may indicate threats and dangers related
to smuggling, sea drunkenness1, collisions (Danish Maritime Authority, 2003),
grounding (Swedish Maritime Safety Inspectorate, 2004), terrorism2, hijack-
ing3, piracy4 etc. According to Rhodes (2009), “timely identification and as-
sessment of anomalous activity within an area of interest is an increasingly
important capability — one that falls under the enhanced situation awareness
objective of higher-level fusion” . Timely detection of these relatively infrequent
events, which is critical for enabling pro-active measures, requires constant ana-
lysis of all trajectories; this is typically a great challenge to a human analysts due
to information overload, fatigue and inattention. In the Baltic sea, for example,
there are typically 3000–4000 commercial vessels present that are monitored by
a few human analysts5. Thus, there is a need for automated trajectory analysis.

In this thesis, we are mainly concerned with algorithms for automated learn-
ing and detection of abnormal trajectories in surveillance applications. The
main contribution of our work is the proposal and evaluation of algorithms
appropriate for sequential anomaly detection in trajectory data.

In the research fields information fusion and data mining, various com-
putational methods have been proposed for supporting surveillance analysts
in detecting abnormal and interesting behaviour. Signature-based methods as-

1http://www.swedishwire.com/economy/5738-drunk-captain-runs-aground-in-sweden
2http://www.globalsecurity.org/security/profiles/uss_cole_bombing.htm
3http://news.bbc.co.uk/2/hi/uk_news/8196640.stm
4http://en.wikipedia.org/wiki/Piracy_in_Somalia
5http://www.idg.se/2.1085/1.376546/sjobasis-battre-an-stalmannens-

rontgensyn?utm_source=tip-friend&amp;utm_medium=email
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2 CHAPTER 1. INTRODUCTION

sume that specific models, such as rules and templates, for interesting behaviour
can be defined a priori and used for automated pattern recognition in new
data (Patcha and Park, 2007). Such models are constructed according to two
main knowledge extraction strategies, which are adopted to various extents:
incorporation of human expert knowledge regarding suspicious and interesting
behaviours (Edlund et al., 2006; Dahlbom et al., 2009) and supervised learn-
ing from historical data of interesting behaviour (Fooladvandi et al., 2009).
However, it has been argued that signature-based methods are not sufficient
since accurate models of all possible behaviour of interest cannot be acquired
in practise (Patcha and Park, 2007). The main reasons for this are lack of ex-
pert knowledge and data that cover the full spectrum of interesting behaviours,
and practical knowledge engineering difficulties in encoding expert knowledge.
According to Kraiman et al. (2002), “there is a need for robust, non-template-
based processing techniques that monitor large tracking and surveillance data
sets” . It has further been argued that the analysis should be focused towards
detecting “strange” and abnormal patterns that deviate from the expected or
“normal” patterns. Such approaches, typically refereed to as anomaly, novelty
or outlier detection methods (Chandola et al., 2009), benefit from the fact that
there are usually large amounts of historical data which can be exploited for
learning normal behaviour.

A key issue when designing an anomaly detector is how to represent the
data in which anomalies are to be found. Some anomaly detection methods
assume that data is represented as points in a fixed feature space. This implies
that a fixed number of features, e.g., the location at a fixed number of points
in time, have to be extracted from each complete trajectory or trajectory seg-
ment. Other methods only assume that a similarity or dissimilarity measure is
defined for pairs of trajectories or trajectory segments. The choice of features
or similarity/dissimilarity measure essentially determines the type of anomalies
that can be detected and is therefore of high importance.

Most of the proposed algorithms are essentially designed for offline anomaly
detection in the sense that they assume that the complete trajectory has been
observed before classifying it as anomalous or not. This is a limitation in, e.g.,
surveillance applications since it delays anomaly alarms and thus the ability
to react to impending events. In contrast, algorithms for online or sequen-
tial anomaly detection allow detection in incomplete trajectories (Morris and
Trivedi, 2008a), e.g., real-time detection of anomalous trajectories as they evolve.

With a few exceptions, learning in previously proposed algorithms for tra-
jectory anomaly detection is offline; fixed model parameters and thresholds are
typically estimated or tuned once based on a batch of historical data. But in
many domains, normal behaviour keeps evolving and a current notion of nor-
mal behaviour might not be sufficiently representative in the future (Chandola
et al., 2009). The advantage of online learning in the domain of surveillance
has been discussed by Piciarelli and Foresti (2006) and Rhodes et al. (2007).
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Anomaly detection algorithms typically require careful setting of multiple
application specific parameters in order to achieve (near) optimal perform-
ance; trajectory anomaly detection is no exception to this. Indeed, Keogh et al.
(2007) argue that most data mining algorithms are more or less parameter-
laden, which is undesirable for several reasons. According to Markou and Singh
(2003a), “an [anomaly] detection method should aim to minimise the number
of parameters that are user set” .

The anomaly threshold is a central parameter in all anomaly detection al-
gorithms, since it regulates the sensitivity to true anomalies and the rate of false
alarms. Many algorithms rely on a distance or density threshold for deciding
whether new data is anomalous or not. These distances or densities are typic-
ally not normalised and the procedures for setting the thresholds seem to be
more or less ad-hoc and not very intuitive to, e.g., an operator of a surveil-
lance system. The difficulty of tuning the anomaly threshold has consequences
regarding the effectiveness and usefulness of an anomaly detection system. Ac-
cording to Axelsson (2000), “the false alarm rate is the limiting factor for the
performance of the [anomaly] detection system”. Indeed, Riveiro (2011) argues
that “the primary and most important challenge that needs to be met for using
[an anomaly detection] approach is the development of strategies to reduce the
high false alarm rate”. Hence, maintaining a well-calibrated false alarm rate is
of critical importance in anomaly detection applications.

Different models and algorithms have previously been proposed for traject-
ory anomaly detection in, e.g., the domains of video surveillance and maritime
surveillance. Yet, it may be argued that these algorithms typically suffer from
drawbacks related to one or more of the issues discussed above: offline anomaly
detection, offline learning, many parameters, tuning of the anomaly threshold
and its relation to the false alarm rate. Moreover, most of the algorithms are
only demonstrated or evaluated on simulated data sets and/or relatively small
real world data sets with few anomalies; there is generally a lack of empirical
results on fairly large real world data sets. Thus, it is unclear to what extent the
proposed algorithms are appropriate for real surveillance applications.

1.1 Aim and Objectives

Following the discussion in the last paragraph above, we formulate the overall
research aim of this thesis as follows:

Aim Investigate properties and performance of algorithms for anomaly
detection in trajectory data for surveillance applications, and propose
new or updated algorithms that are better suited for this task.

In order to address this aim, a number objectives are identified:

Objective 1: Identify important and desirable theoretical properties of algo-
rithms for anomaly detection in surveillance applications.
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Objective 2: Review and analyse previously proposed algorithms for anomaly
detection in trajectory data.

Objective 3: Propose algorithms that are well-suited for anomaly detection in
trajectory data.

Objective 4: Demonstrate feasibility and validity of proposed algorithms on
real world data sets.

Objective 5: Identify suitable performance measures for evaluating algorithms
for anomaly detection in trajectory data.

Objective 6: Evaluate proposed algorithms according to identified perform-
ance measures.

1.2 Research Methodology

In order to address the objectives stated in Section 1.1, we adopt a number of
different research methods.

Starting with Objective 1 and 2, we perform two literature reviews and
literature analyses (Berndtsson et al., 2002). The first review and analysis is
focused on algorithms for anomaly detection in general. The second review
and analysis is focused on algorithms for anomaly detection in trajectory data
in surveillance applications. An important issue when undertaking a literature
analysis is how to systematically search for previously published work that is
relevant for the current research (Berndtsson et al., 2002). We adopt a number
of different search strategies based on:

• Searching the internet in general and scientific databases in particular,
using different combinations of selected keywords, such as “anomaly de-
tection”, “surveillance”, “trajectory data” etc.

• Browsing annual proceedings for selected conferences, selecting a subset
of papers for further reading based on title, abstract and/or keywords.

• Backwards citation chaining from relevant papers previously found.

In order to demonstrate the feasibility and validity of the proposed algorithms
(Objective 4), and enable the evaluation of the algorithms (Objective 6), we
develop an implementation (Berndtsson et al., 2002) for each of them. More
specifically, we implement the proposed algorithms in MATLAB6. An import-
ant issue when developing an implementation of an algorithm is to ensure its
reliability (Berndtsson et al., 2002), i.e., the robustness and correctness of the
implementation. Most of the implemented algorithms are based on functions
and subroutines from the standard MATLAB library and the official Statistics

6http://www.mathworks.com
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toolbox7 by MathWorks, which strengthens the reliability of the implementa-
tions. Moreover, for one of the proposed algorithms, a publicly available imple-
mentation of the corresponding core algorithm is used, which was developed
and implemented by the original authors themselves.

In order to evaluate the proposed algorithms according to the identified per-
formance measures (Objective 6) , we perform a series of experiments (Berndts-
son et al., 2002) using the implementations of the corresponding algorithms
and different trajectory data sets. Data mining algorithms are typically eval-
uated by measuring their performance on a labelled data set, which is often
publicly available8. However, public availability of real world surveillance data
is very limited due to proprietary issues etc. Moreover, real world surveillance
data set is typically unlabelled, i.e., there is no information regarding which
part of the data is actually normal or anomalous, and includes very few, if any,
true anomalies; this may threaten validity and reliability of experimental results
and conclusions. An alternative to real world data is to simulate data, which
has the advantages that 1) the resulting data is labelled and 2) reproducibility
of experiments is enhanced, under the assumption that the data can more eas-
ily be made publicly available (downloaded) or accurately re-created given the
parameters and details of the simulation process. The main drawback of using
simulated data is that validity or generalisability may be questioned if, e.g., the
simulated anomalies do not reflect the actual anomalies encountered in a real
surveillance application. That is, we are actually measuring performance on a
different problem (detect simulated anomalies) than the one we aim to measure
(detect true anomalies). In this thesis, we evaluate performance of the proposed
algorithms using both real and simulated vessel trajectory data. Moreover, we
reproduce two previously published experiments, which involve a labelled set
of simulated trajectories and real video trajectories, respectively.

1.3 Scientific Contribution

This thesis is based on previously published work by the author. The published
work has also been updated and extended with new theoretical and empirical
results in this thesis. The main scientific contributions, listed below, are organ-
ised according to three research areas:

Conformal Prediction and Anomaly Detection

• Description and discussion of how Conformal prediction (CP) (Vovk
et al., 2005) can be adopted for multi-class anomaly detection applica-
tions (Section 3.2).

CP is a recent machine learning theory proposed for supervised learning

7http://www.mathworks.com/products/statistics/
8see, e.g., the UCI Machine Learning Repository: http://archive.ics.uci.edu/ml/
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and prediction with valid confidence (Vovk et al., 2005). A multi-class
anomaly detector is an algorithm that, in addition to detecting anomalies,
is able to distinguish between multiple normal classes in data (Chandola
et al., 2009). In this thesis, we discuss a novel application of CP for multi-
class anomaly detection. This includes identification and discussion of
key theoretical properties of an anomaly detector based on a conformal
predictor. The main design parameter in CP is known as the nonconform-
ity measure (NCM) (Vovk et al., 2005). Various NCMs have previously
been proposed for supervised classification applications. We adapt one
such NCM, which is based on distance to k-nearest neighbours in feature
space, making it more suitable for multi-class anomaly detection applica-
tions.

• Proposal of the Conformal Anomaly Detector (CAD), an general al-
gorithm for anomaly detection with well-calibrated false alarm rate (Sec-
tion 3.3.1).

In many applications, we are only interested in detecting anomalies and
not determining which (if any) of the normal classes that best fits a new
example. We refine our initial work on applying CP for anomaly detec-
tion, resulting in CAD, which is a one-class anomaly detector that is com-
putationally more efficient than the corresponding multi-class conformal
predictor. We identify and discuss key theoretical properties of CAD, in-
cluding its well-calibrated false alarm rate and application independent
anomaly threshold.

• Proposal of the Similarity-based Nearest Neighbour Conformal Anomaly
Detector (SNN-CAD), which is an instance of CAD that does not require
that input data is represented in a fixed-dimensional feature space (Sec-
tion 3.3.5).

Analogously to a conformal predictor, the main design parameter in CAD
is the NCM. Previously proposed NCMs require that examples are rep-
resented as data points in a feature space with fixed dimensions. This may
be a problem in some applications, such as trajectory anomaly detection,
where input examples are represented as sequences or sets of data points
of variable length or size, respectively. Hence, we propose the Similarity-
based Nearest Neighbour Non-Conformity Measure (SNN-NCM) which
only requires that a dissimilarity measure between pairs of examples is
specified. Based on SNN-NCM, we propose SNN-CAD which is an on-
line learning and anomaly detection algorithm that scales linearly with
the size of training data.
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Algorithms for Anomaly Detection in Trajectory Data

• Proposal of algorithms for learning and sequential anomaly detection in
incomplete trajectories (Section 4.3 and 4.4.1).

Four different algorithms for learning and sequential anomaly detection
in trajectory data are proposed in this thesis. These can be categorised ac-
cording to the underlying learning and anomaly detection algorithm and
the type of feature model adopted. The first and the second of the pro-
posed algorithms, known as cell-based GMM and cell-based KDE, are
founded on statistical modelling of local trajectory point features, such as
current position-velocity vector, using Gaussian Mixture Models (GMM)
and Kernel Density Estimation (KDE), respectively (Section 4.3.1). The
main novelties of these algorithms are two-fold. First, a grid-based ap-
proach to suppress model complexity is introduced, where a separate
model is estimated for each cell of the grid based on the local training
data. Second, a novel approach to point-based statistical anomaly detec-
tion is proposed that involves the combination of a two separate detectors
based on to the position probability density function (PDF) and position-
conditional velocity vector PDF, respectively. The third algorithm, known
as Single Point Trajectory Conformal Anomaly Detector (SPT-CAD), is
based on CAD and a point-based NCM that considers momentary po-
sition and velocity vector of trajectories (Section 4.3.2). The fourth al-
gorithm is an adoption of SNN-CAD where directed Hausdorff distance
(HD) is proposed as a parameter-free dissimilarity measure for trajector-
ies (Section 4.4.1). The main novelty of SPT-CAD and SNN-CAD based
on HD is that learning and anomaly detection is based on CAD.

• Qualitative results for anomaly detection in a large set of real vessel tracks
(Section 5.3).

Experiments are carried out where the validity of the cell-based GMM
algorithm and the point-based feature model are demonstrated on a large
real world data set. These experiments show the type of anomalous vessel
behaviour that can be detected by the proposed algorithm.

• Quantitative results from comparative evaluation of proposed algorithms
for sequential anomaly detection in vessel trajectory data (Section 5.4).

A number of different algorithms for anomaly detection in vessel traject-
ory data have previously been published. However, there seems to be no
published results regarding their relative performance. In this thesis, we
investigate the relative performance of cell-based GMM and KDE and
SPT-CAD for sequential anomaly detection in vessel trajectory data. Ex-
periments are carried out using real vessel trajectories assumed to be nor-
mal and simulated trajectories considered anomalous. Results are related
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to learning performance and anomaly detection delay of the proposed
algorithms.

• Results from empirical investigations of fundamental properties related
to learning and anomaly detection performance of SNN-CAD based on
HD (Section 5.5 and 5.6).

These investigations include reproduced experiments on a non-public data
set of vessel trajectories (Section 5.4.7) and two public data sets of sim-
ulated (Section 5.5) and real video trajectories (Section 5.6), respectively.
Results related to anomaly detection accuracy are compared to those pre-
viously published for other algorithms. Moreover, we demonstrate the
ability of SNN-CAD to detect labelled anomalies in incomplete traject-
ories, and that sensitivity to true anomalies gradually improves during
online learning.

Evaluation of Algorithms for Anomaly Detection in
Trajectory Data

• Proposal of normalcy modelling performance measure for measuring
learning accuracy of statistical models for anomaly detection (Section
5.4.4).

Previous work on trajectory anomaly detection is focused on evaluating
classification accuracy on a test set of trajectories labelled normal and an-
omalous. Yet, acquiring a representative set of labelled anomalies is prob-
lematic, since anomalies occur (very) rarely and may appear very different
from each other. However, it may be argued that obtaining an accurate
normalcy model is a prerequisite for good accuracy of any anomaly de-
tector. To complement classification accuracy on test data, we therefore
introduce normalcy modelling performance which, in contrast to classi-
fication accuracy, only requires data labelled as normal.

• Proposal of detection delay as a performance measure in the domain of
trajectory anomaly detection (Section 5.1).

Previous work on anomaly detection in trajectories is concerned with
evaluating classification accuracy on (complete) trajectories. Yet, in case
of sequential anomaly detection, we are also interested in minimising
the time, i.e., the number of data points, required for accurately clas-
sifying incomplete trajectories. Detection delay, which is a well-known
performance measure within the domain of change-detection (Ho and
Wechsler, 2010), is therefore introduced for evaluating sequential traject-
ory anomaly detectors.
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Summary of Contributions

To summarise, the main contributions of this thesis involve the proposal and
evaluation of a number of algorithms appropriate for sequential anomaly de-
tection in trajectory data. Two of these algorithms, SPT-CAD and SNN-CAD,
are based on CAD which is a novel algorithm for online learning and anomaly
detection proposed in this thesis. CAD is founded on the theory of CP and a key
property that follows from this is that the false alarm rate is well-calibrated. The
only design parameter in SNN-CAD is the dissimilarity measure; we propose
the use of directed and undirected HD, which are both parameter-free dissimil-
arity measures, for anomaly detection in incomplete and complete trajectories,
respectively.

All the proposed algorithms are evaluated on one or more real world data
sets, including different sets of vessel trajectories and a set of video trajector-
ies. A number of relevant performance measures are identified and discussed,
of which two are novel in the context of trajectory anomaly detection. Qual-
itative results indicate the type of anomalous behaviour that can be detected
by the algorithms. Quantitative results are related to learning performance and
anomaly detection delay. In case of SNN-CAD, experiments previously pub-
lished by other authors are reproduced and classification performance results
compared to those previously reported for other algorithms.

1.4 Publications

The following publication list provides a short summary of the author’s public-
ations, and a description of how these contribute to the thesis. The publications
are divided into those of high relevance and those of less relevance for the thesis.

Publications of High Relevance for the Thesis

1. Laxhammar, R. (2008) Anomaly detection for sea surveillance, Proceed-
ings of the 11th International Conference on Information Fusion, Co-
logne, Germany, July 2008.

This paper introduces cell-based GMM based on Expectation-
Maximisation for sequential anomaly detection in vessel tracks. A point-
based feature model based on momentary vessel position and velocity
vector is proposed. The validity of the proposed algorithm and feature
model is empirically investigated using a large data set of real vessel tracks
that are unlabelled. Qualitative results demonstrate the type of anomal-
ous vessel behaviour that can be detected by the proposed algorithm. This
paper contributes to Objective 2, 3 and 4.
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2. Laxhammar, R., Falkman, G. and Sviestins, E. (2009) Anomaly Detec-
tion in Sea Traffic - a Comparison of the Gaussian Mixture Model and
the Kernel Density Estimator, Proceedings of the 12th International Con-
ference on Information Fusion, Seattle, USA, July 2009.

The aim of this paper is to investigate the relative performance of cell-
based GMM vs. cell-based KDE for sequential anomaly detection in ves-
sel trajectories. To this end, two performance measures, which are novel
in the context of trajectory anomaly detection, are introduced. The first,
known as normalcy modelling performance, aims to measure the accur-
acy of the estimated PDF for normal data when the true PDF is unknown
but normal sample data is available. The second performance measure,
known as detection delay, aims to measure the sensitivity and reactivity
of a sequential anomaly detector. The normalcy modelling performance
of cell-based GMM and KDE is evaluated using a large data set of nor-
mal vessel trajectories extracted from an AIS database of recorded vessel
traffic. Quantitative results from this experiment are complemented by
qualitative results visualising differences between the PDFs estimated by
GMM/KDE. Detection delay is evaluated on a set of simulated anomal-
ous trajectories, where detector thresholds are tuned to generate a low
rate of false alarms on a subset of the normal trajectories. This paper
contributes to Objective 4, 5 and 6.

3. Laxhammar, R. and Falkman, G. (2010) Conformal Prediction for
Distribution-Independent Anomaly Detection in Streaming Vessel Data,
Proceedings of the First International Workshop on Novel Data Stream
Pattern Mining Techniques (ACM), Washington D.C., USA, July 2010.

Conformal prediction (CP) is a recent machine learning theory proposed
for supervised learning and prediction with valid confidence (Vovk et al.,
2005). Given a specified significance level ε ∈ (0, 1), a conformal pre-
dictor outputs a prediction set that includes the true label or value with
probability at least 1 − ε. In this paper, we present a novel application
of CP for multi-class anomaly detection. The key idea of interpreting the
empty and erroneous prediction sets as anomalies is discussed. Theoret-
ical properties of an anomaly detector based on a conformal predictor are
identified, including its distribution independence and application inde-
pendent anomaly threshold ε; the expected rate of false alarms is bounded
by ε, under the assumption that training data and new normal data are
IID. The main design parameter in CP is the NCM. We adapt a previ-
ously proposed NCM based on distance to k-nearest neighbours, making
it more suitable for multi-class anomaly detection applications. As an
application, we consider anomaly detection in vessel trajectories, where
vessel class is predicted based on the current position-velocity vector. If
the prediction set does not include the (later) observed class (reported by
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the vessel itself), the vessel is classified as anomalous. Experiments are
performed on a subset of the normal vessel trajectories used in paper 2
above (Laxhammar et al., 2009), and a set of simulated anomalous tra-
jectories. Results include detection delay on the anomalous trajectories
for the proposed conformal predictor and the previously proposed cell-
based GMM and KDE algorithms. This paper contributes to Objective 1,
3, 4 and 6.

4. Laxhammar, R. and Falkman, G. (2011) Sequential Conformal Anomaly
Detection in Trajectories based on Hausdorff Distance, Proceedings of
the 14th International Conference on Information Fusion, Chicago, USA,
July 2011.

In this paper, we further refine our previous work on CP and anomaly
detection in paper 3 above (Laxhammar and Falkman, 2010). Based on
the concept of smoothed p-values from CP, we formalise CAD which is
a general algorithm for anomaly detection. One of the main theoretical
properties of CAD is that the false alarm rate is well-calibrated; if the
training set and new normal data are IID, the rate of normal examples
erroneously classified as anomalous will be close to the specified anomaly
threshold ε. Analogously to a conformal predictor, the NCM is a cent-
ral parameter in CAD. We propose SNN-CAD, which is based on a new
NCM that, in contrast to previously proposed NCM, allows input data to
be represented as sets or sequences of different sizes or lengths, respect-
ively. The only design parameter in SNN-CAD is the specified dissimil-
arity measure S. We propose two parameter-free dissimilarity measures
based on HD for comparing multi-dimensional trajectories of arbitrary
lengths. One of these measures is designed for sequential anomaly detec-
tion in incomplete trajectories. One aim of SNN-CAD and the proposed
trajectory dissimilarity measures is to detect anomalous trajectories with
high accuracy without having to optimise any particular parameters. To
this end, we reproduce two previously published experiments on two pub-
lic data sets, and compare anomaly detection accuracy for SNN-CAD and
previously published algorithms. There seems to be no results published
for online learning and sequential anomaly detection on public trajectory
data sets. Therefore, we carry out new experiments on one of the public
data sets, investigating detection delay and how sensitivity to true an-
omalies increases as more training data is accumulated (online learning).
This paper contributes to Objective 1, 2, 3, 4 and 6.
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Publications of Less Relevance for the Thesis

5. Brax, C., Laxhammar, R. and Niklasson, L. (2008) Approaches for de-
tecting behavioural anomalies in public areas using video surveillance
data, Proceedings of SPIE Electro-Optical and Infrared Systems: Tech-
nology and Applications V, Cardiff, Wales, September 2008.

In this paper, two different algorithms are evaluated for learning and
anomaly detection in labelled trajectories, extracted from real video data.
One of evaluated algorithms is an extended version of the cell-based
GMM algorithm, which was originally proposed in paper 1 (Laxhammar,
2008). The extension is two-fold: Firstly, the point-based feature model
is extended with a new feature corresponding to the accumulated time
that the object has remained in the video frame. Secondly, a hierarch-
ical grid at multiple spatial scales is introduced. The second algorithm
adopts a histogram-based approach to anomaly detection and was ori-
ginally proposed by Brax et al. (2008). Results show that both of the
proposed algorithms can detect labelled anomalies while maintaining a
low false alarm rate. The main contribution of the author is the develop-
ment, implementation and evaluation of the extended cell-based GMM
algorithm. The paper contributes mainly to Objective 4 and to less extent
Objective 3.

6. Brax, C., Niklasson, L. and Laxhammar, R. (2009) An ensemble ap-
proach for increased anomaly detection performance in video surveillance
data, Proceedings of the 12th International Conference on Information
Fusion, Seattle, USA, July 2009.

This paper extends previous work in paper 5 above by considering a more
crowded scene that involves more complex behaviour. Similar to the pre-
vious paper, an updated version of the cell-based GMM (Laxhammar,
2008) and the histogram-based algorithm (Brax et al., 2008) are evalu-
ated on another data set of labelled trajectories, extracted from recorded
video data. For cell-based GMM, the extended feature model from pa-
per 5 is further extended with an additional feature corresponding to the
accumulated time that an object has remained stationary. In addition to
evaluating the classification performance of each individual anomaly de-
tector, the combination of the two detectors is also evaluated. Results
show that a simple combination achieves better classification perform-
ance than any of the two detectors by themselves. Similar to paper 5,
the main contribution of the author is the development, implementation
and evaluation of the extended cell-based GMM algorithm. The paper
contributes to mainly to Objective 4 and to less extent Objective 3.
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1.5 Thesis Outline

This thesis is organised as follows. After the introductory chapter, we present
the background to the subjects of this thesis in Chapter 2. This consists mainly
of a review of anomaly detection in general and anomaly detection in traject-
ory data in particular. We will also briefly review Conformal prediction and
Hausdorff distance.

In Chapter 3, we theoretically investigate algorithms for anomaly detection.
We start off by discussing various issues and limitations of previously proposed
algorithms. This is followed by a discussion of a novel application of CP for
multi-class anomaly detection. The remaining part of the chapter is dedicated
to the CAD, which is a general algorithm for anomaly detection proposed in
this thesis. We identify and discuss key properties of CAD. We also propose
SNN-CAD, which is appropriate for anomaly detection in data represented as
sets or sequences of varying size or length, such as trajectories.

In Chapter 4, we investigate algorithms for sequential anomaly detection in
trajectory data. Two types of algorithms are considered: point-based algorithms
that consider representations of single trajectory points, and trajectory-based
algorithms that consider representations of complete trajectories or trajectory
segments. Two types of algorithms for point-based sequential anomaly detec-
tion are proposed and discussed. The first is cell-based statistical modelling of
point features using GMM or KDE. Traditional and novel point feature mod-
els, based on the position and velocity vector, are considered. The second point-
based anomaly detector proposed is SPT-CAD. For trajectory-based sequential
anomaly detection, SNN-CAD based on HD is proposed.

In Chapter 5, we empirically investigate the algorithms proposed in this
thesis. We start by introducing and discussing the performance measures used
in the experiments. A number of experiments are then carried out, organised
according to the different data sets used. In the first experiment, we invest-
igate cell-based GMM for anomaly detection in a relatively large data set of
unlabelled vessel tracks. This is followed by a series of experiments on other
data sets of labelled vessel trajectories, where relative performance of all the
anomaly detection algorithms proposed in this thesis is evaluated. In the fi-
nal part of this chapter, we reproduce two experiments previously published
by other authors on two public data sets of synthetic and real video trajector-
ies, respectively. Here, classification performance for SNN-CAD is compared
to previously published algorithms. One of the data sets is also used for in-
vestigating some fundamental properties of SNN-CAD related to learning and
anomaly detection.

Finally, in Chapter 6, the main conclusions that can be drawn from the
thesis are discussed. This includes the main scientific contributions and possible
directions for future work.



Chapter 2
Background

This chapter gives a background to the subject of the thesis and introduce basic
concepts and theory that are needed. The first part, Section 2.1, introduces the
problem of anomaly detection and gives a survey over different aspects of it and
various algorithms for solving it. This is followed by a presentation of previous
work related to anomaly detection in trajectory data (Section 2.2), which is the
central topic of the thesis. In Section 2.3, we introduce the theory of Conformal
prediction which underpins the Conformal Anomaly Detector, one of the the
main contributions of the thesis. The last section introduces the Hausdorff dis-
tance which serves as basis for the proposed trajectory dissimilarity measures,
another contribution of the thesis.

2.1 Anomaly Detection

Anomaly detection has been identified as an important technique for detecting
critical events in a wide range of data rich domains where a majority of the data
is considered “normal” and uninteresting (Latecki et al., 2007; Chandola et al.,
2009). Yet, it is a rather fuzzy concept and domain experts may have different
notions of what constitutes an anomaly (cf. Roy (2008)). Common synonyms
to anomaly include outlier, novelty, rare, abnormal, deviating, unexpected, sus-
picious, interesting etc. In the academic world, more or less similar definitions
of anomaly detection and the closely related concepts outlier detection and
novelty detection have been proposed by different authors with various back-
grounds and application areas. However, the methods and algorithms used in
practise are often the same (Chandola et al., 2009).

In the statistical community, the concepts outlier and outlier detection have
been known for quite a long time. Barnett and Lewis (1994) defined an outlier
in a data set to be “an observation (or subset of observations) which appears
to be inconsistent with the remainder of that set of data”. A similar definition
of an outlier was given by Hawkins (1980):

15
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[An outlier is] an observation that deviates so much from other ob-
servations as to arouse suspicion that it was generated by a different
mechanism.

This mechanism is usually assumed to follow a stationary probability distribu-
tion. Hence, outlier detection essentially involves determining whether or not a
particular observation has been generated by the same distribution as the rest
of the observations. Traditionally, outlier detection in the statistical community
has been used for cleaning data sets by removing noise or contaminants before
fitting statistical models; outliers are considered noise and are removed in order
to improve the quality of the statistical models.

In the data mining community, “anomalies are patterns in data that do not
conform to a well defined notion of normal behaviour” (Chandola et al., 2009).
Often, the notion of normal behaviour is captured by a normalcy model, which
is induced from training data. According to Portnoy et al. (2001), “anomaly
detection approaches build models of normal data and then attempts to detect
deviations from the normal model in observed data”. In contrast to traditional
statistical applications, data mining applications are usually interested in the
anomalous observations per se, since they may correspond to interesting and
important events. Traditional applications of anomaly detection in data mining
include fraud detection in commercial domains (Chandola et al., 2009), intru-
sion detection in network security (Portnoy et al., 2001) and fault detection in
industrial domains (Chandola et al., 2009). These applications all have in com-
mon that patterns of the interesting behaviour is difficult, if not impossible, to
explicitly define a priori because of limited knowledge and lack of data.

According to Ekman and Holst (2008), “anomaly detection says nothing
about the detection approach and it actually says nothing about what to de-
tect”. Indeed, anomaly detection, as it is usually defined, refers to a process
that aims to detect something; yet it says nothing in particular about what to de-
tect. This means that the interpretation and impact of an anomaly is undefined
within the scope of the anomaly detector. One could argue that the definition
of an anomaly is always relative a specific model or data set and therefore it
is a subjective concept rather than an objective truth; something that appears
to be deviating relative a statistical model, or strange to a human with lim-
ited domain knowledge, may be fully understandable and predictable by, e.g.,
some other model or human domain expert. Therefore, great care should be
taken when selecting a suitable and representative domain model or data set
for anomaly detection applications.

2.1.1 General Aspects of Anomaly Detection

In a recent survey by Chandola et al. (2009), a number of general aspects of
the anomaly detection problem is discussed: the nature of input data, the avail-
ability of labelled data, the type of the anomalies to be detected and the nature
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of the output. This section reviews these and other aspects related to anomaly
detection, such as offline vs. online learning.

Nature of Input

Similar to other data mining algorithms, most anomaly detection algorithms
assume that the basic input is in the form of a data point, also referred to
as data instance, feature vector, observation, pattern, example, object etc. The
data point can be univariate or multivariate, but has usually a fixed number
of features, also referred to as attributes or variables. These can be a mix of
binary, categorical or continuous values. However, some methods do not re-
quire explicit data points as input; instead, pairwise distances or similarities
between data points are provided in the form of a similarity or distance matrix
(Chandola et al., 2009). Another aspect of the input is the relationship between
different data points, which can be of spatial and temporal nature. Trajectory
data is an example of time-series where data points are temporally ordered. Yet,
most anomaly detection techniques explicitly or implicitly assume that there is
no relationship between different data points, i.e., that they are independent of
each other (Chandola et al., 2009).

Most applications of anomaly detection involve a feature extraction pro-
cesses; this corresponds to preprocessing the raw input data and extracting
relevant features. In the context of moving object surveillance, such features
may be current speed and location of an object, its size and previously visited
locations. The choice of an appropriate feature model is critical in anomaly
detection applications, since it essentially determines the character of detected
anomalies. If, for example, we only consider the position feature of an object, it
will be hard, if not impossible, to detect anomalies related to low or high speed
of the object, assuming that speed is more or less independent of position. If in-
appropriate features are selected, the resulting anomalies may be of little or no
interest. Thus, features should be selected carefully based on available domain
knowledge of how interesting anomalies manifest themselves.

Types of Anomalies

Considering the anomalies that are to be detected, Chandola et al. (2009) cat-
egorise them as point anomalies, contextual anomalies and collective anom-
alies. Point anomalies correspond to individual data points that are anomalous
relative all other data points; this type of anomalies is captured by, e.g., the
definition of an outlier given by Hawkins (1980). Point anomalies are the focus
of most research within anomaly detection algorithms (Chandola et al., 2009).
Contextual anomalies, also known as conditional anomalies, are data points
that are considered anomalous in a particular context. To formalise the notion
of context, each data point is defined by contextual attributes and behaviour
attributes (Chandola et al., 2009). If the behaviour attributes of a data point
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are anomalous relative the behaviour attributes of the subset of data points
having the same or similar contextual attributes, the corresponding data point
is considered a contextual anomaly. Examples of contextual attributes could
be time of day, season and geographical location. Lastly, collective anomalies
consist of a set or sequence of related data points that are anomalous relative
the rest of the data points. In this case, the individual data points may not be
anomalous by themselves; it is the aggregation of the data points that is anom-
alous. Examples of collective anomalies can found in sequence data, graph data
and spatial data (Chandola et al., 2009).

Availability of Data Labels

In some anomaly detection applications, historical data may be annotated by
a label telling whether a particular data point is considered normal or anomal-
ous. This annotation is typically based on human expert knowledge regarding
normalcy and what constitutes an anomaly in the current domain. Since an-
notation is often done manually, the available amount of labelled data is usually
very limited. In particular, labelled anomalies are usually hard to acquire due
to the fact that such data points are rare and that anomalies may be dynamic
in nature, i.e., new types of anomalies may arise for which there is no labelled
training data (Chandola et al., 2009).

Based on the extent to which labels are available, anomaly detection al-
gorithms can be categorised as supervised, semi-supervised or unsupervised
(Chandola et al., 2009). Supervised algorithms assume that the training set
contains labelled data points of both classes, i.e., normal and anomalous. They
typically learn a predictive model for classifying new unlabelled data points
as either normal or anomalous (Chandola et al., 2009; Latecki et al., 2007).
However, they are considered out of the scope in most anomaly detection ap-
plications, since availability of labelled anomalies is very limited (Latecki et al.,
2007). Indeed, most definitions of anomaly and outlier detection, including
those presented earlier in this chapter, suggest that no labelled anomalies are
required for normalcy modelling.

In contrast, semi-supervised techniques only assume that data points la-
belled as normal are available. They typically learn a normalcy model from a
data set assumed to reflect normalcy. This model is then used for detecting an-
omalies in new data. Unsupervised techniques are even more flexible, since they
learn a normal model from an unlabelled data set which may include anomalies.
These techniques do, however, make the implicit assumption that normal data
points are (far) more frequent than anomalous in the data set; if this is not the
case, such algorithms may suffer from high false alarm rates (Chandola et al.,
2009).
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Online vs. Offline Learning

Learning in most anomaly detection algorithms is essentially offline; static mo-
del parameters are learnt from a batch of training data and then used repeatedly
when classifying new data. In order to accurately model normalcy, a fairly large
training set may be required, which is representative of all possible normal be-
haviour. But such a data set might not be available from the outset. Moreover,
“in many domains normal behaviour keeps evolving and a current notion of
normal behaviour might not be sufficiently representative in the future” (Chan-
dola et al., 2009). In contrast, online learning may account for this by incre-
mentally refining and updating model parameters based on new data points.

Output

There are generally two types of output from an anomaly detector; scores and
labels (Chandola et al., 2009). Scoring techniques assign an anomaly or outlier
score to each input data point, where the score value reflects the degree to which
the corresponding data point is considered anomalous. Output is usually a list
of anomalous data points that are sorted according to their anomaly score.
Such a list may include the top-k anomalies, or a variable number of anomalies
having a score above a predefined threshold. Labelling techniques, on the other
hand, output a label for each input data point, usually normal or anomalous.
Such techniques may also output the corresponding anomaly score, confidence
or probability associated with the label. More details regarding the output of
different algorithms will be discussed in Section 2.1.2 and 2.1.3 below.

Algorithms for Anomaly Detection

A number of surveys attempting to structure different algorithms for anomaly
detection have been published during the last years (e.g., Chandola et al. (2009);
Patcha and Park (2007)). Chandola et al. (2009) categorise algorithms as be-
longing to one or more of the following classes: classification based techniques,
parametric or non-parametric statistical techniques, nearest neighbour based
techniques, clustering based techniques, spectral techniques and information
theoretic techniques. In their survey, various advantages and disadvantages of
algorithms from each category are discussed at length.

In this thesis background, we will focus on statistical techniques, since
the anomaly detection algorithms we propose and evaluate fall into this cat-
egory. But we will also present the general principles of classification, nearest
neighbour and clustering based techniques, since they are commonly applied
algorithms for anomaly detection in trajectory data.
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2.1.2 Statistical Anomaly Detection

Statistical methods for anomaly detection are based on the assumption that
“normal data instances occur in high probability regions of a stochastic model,
while anomalies occur in the low probability regions of the stochastic model”
(Chandola et al., 2009). It is usually assumed that normal data points constitute
independent and identically distributed (IID) samples from a stationary prob-
ability distribution, P , which can be estimated from sample data, D. Thus,
statistical methods are based on semi-supervised learning. Given a new data
point, z, the goal is to determine whether it can be assumed to have been gen-
erated by P or not, i.e., if it is anomalous or not relative the sample data D.
Hence, there are two practical problems: how to estimate P based on D, and
how to decide whether z can be assumed to be a random sample from P .

Parametric Methods and GMM

Statistical methods for estimating probability distributions can broadly be cat-
egorised as either parametric- or non-parametric models (Markou and Singh,
2003a). Starting with the parametric models, they assume that the underlying
distribution belongs to a parameterised family of distributions, i.e., Pθ : θ ∈ Θ,
where the parameters θ belong to a parameter space Θ and can be estimated
from available sample data D. A common and simple parameterised model in
anomaly detection applications is the Gaussian distribution (Chandola et al.,
2009; Markou and Singh, 2003a). Another example is the Poisson distribu-
tion (Holst et al., 2006). More complex parameterised models in anomaly de-
tection applications include various graphical models, such as Bayesian net-
works(Johansson and Falkman, 2007) and Hidden Markov Models (HMM)
(Urban et al., 2010), and mixture models, such as as univariate and multivari-
ate Gaussian Mixture Models (GMM) (Laxhammar, 2008; Ekman and Holst,
2008) and mixtures of other parameterised distributions, such as the Poisson
and Gamma distributions (Ekman and Holst, 2008).

GMM is a common model for approximating continuous multi-modal dis-
tributions when knowledge regarding the structure is limited; it has been used
in numerous anomaly detection applications (Chandola et al., 2009). A GMM
consist of C multivariate Gaussian densities known as mixture components.
Each Gaussian component ci, i = 1, . . . , C, has it own parameter values θi =
(µi,Σi) and weight wi, where µi is the mean value vector, Σi is the covari-
ance matrix and wi is a non-negative normalised mixing weight where all
weights sum to one. The total set of parameters for the GMM is denoted
θ = {θ1, . . . , θC , w1, . . . , wC}. The probability density function for the mul-
tivariate GMM is given by:

p (x) =

C∑
i=1

wi
1

(2π)
d/2
√
|Σi|

exp

(
−1

2
(x− µi)>Σ−1

i (x− µi)
)
. (2.1)
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A common and relatively simple way to estimate the parameters θ of a dis-
tribution Pθ based on a data sample D is to use a Maximum Likelihood (ML)
estimator. The Expectation-Maximisation (EM) algorithm (Dempster et al.,
1977) is a widely used ML estimator when D is incomplete and data points
may have missing values, also known as latent variables. One example of miss-
ing values is when it is unknown which of the components of a mixture model
that generated a data point. Typically, the EM algorithm starts by randomising
initial values for the parameters and then incrementally estimate the values θ̂
that yield maximum likelihood for the sample data D:

θ̂ = argmax
θ∈Θ

(D|θ) . (2.2)

More specifically, the algorithm consist of two steps, Expectation and Maxim-
isation, that are repeated until a certain end condition, usually a convergence
condition, is fulfilled. In case of a GMM with a predefined number of com-
ponents C, the Expectation step involves updating the posterior probabilities
p (ci |xj ) for each data point xj ∈ D, j = 1, . . . . , n, belonging to each compon-
ent ci, i = 1, . . . , C, according to Bayes’ rule (Verbeek, 2003):

p (ci |xj ) =
p (xj ; ci)wi∑

q=1,...,C

p (xj ; cq)wq
, (2.3)

where

p (xj ; cq) =
1

(2π)
d/2√|Σq| exp

(
−1

2
(xj − µq)> Σ−1

q (xj − µq)
)

(2.4)

corresponds to the qth component distribution. This expectation of point to
component correspondence is then used in the Maximisation step where the
parameters of each component are updated based on ML estimation. The Max-
imisation step involves adjusting the parameters of each component in such a
way that the component better fits the data points, taking the updated pos-
terior probabilities into account. More specifically, component parameters are
updated according to Equation 2.5 to 2.7 (Verbeek, 2003):

wi =
1

n

n∑
j=1

p (ci |xj ) , (2.5)

µi =
1

nwi

n∑
j=1

p (ci |xj )xj , (2.6)

Σi =
1

nwi

n∑
j=1

p (ci |xj ) (xj − µi) (xj − µi)> . (2.7)
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The updated model is then used for calculating new posterior probabilities in
the Expectation step, and so on.

The popularity of the standard EM algorithm is probably due to its relat-
ively simplicity and fast convergence. But it has some disadvantages. To start
with, it is not guaranteed to converge to a global optimum; the algorithm is
more or less sensitive to the parameter initialisation and may converge to dif-
ferent ML estimates depending on the start values (Verbeek, 2003). The stand-
ard procedure to overcome this initialisation dependence is to start the EM
algorithm from several random initialisations and retain the best obtained res-
ult (Verbeek, 2003). An extension of the standard EM algorithm calculates the
maximum a posteriori (MAP) estimate based on a prior distribution, p (θ), on
the parameters, thus incorporating prior knowledge and making the algorithm
less sensitive to initialisation and noisy data. Another issue is how to determine
the optimal number of components, a problem which is not solved by the stand-
ard EM algorithm. Verbeek proposed an efficient and greedy version of the EM
algorithm that determines the optimal number of components of a GMM and
avoids the need for multiple runs with random parameter initialisation (Ver-
beek et al., 2003).

ML and MAP estimators do not include any uncertainty in the parameter
estimates; they simply calculate the most likely parameter values for a given
data set, regardless of the size of the data set. Hence there is no information
on how confident we can be in the estimates. In the case of a small sample, the
estimates are susceptible to random variations in the data; this is a bad property
of an anomaly detector since it will give a lot of false alarms by focusing too
much on the peculiarities of the data (Holst et al., 2006). Moreover, in many
applications, including anomaly detection, we are not interested in the model’s
parameter values per se; rather, we are interested in getting an accurate and
reliable estimate of the predictive data distribution, p (x), based on the sample
data D. In this case, an alternative to ML or MAP is a fully Bayesian parameter
estimation, where the posterior distribution for the parameter values, p (θ|D),
is estimated based on the prior distribution, p (θ), and available sample data,
D, according to Bayes’ theorem (Gelman et al., 2003):

p (θ|D) =
p (D|θ) p (θ)´
θ
p (D|θ) p (θ)

. (2.8)

The posterior distribution for the parameters can then be used for estimating
the predictive distribution for normal data (Holst et al., 2006):

p (x|D) =

ˆ
θ

p (x|θ) p (θ|D) p (θ) . (2.9)

Non-Parametric Methods and KDE

A general drawback of the parametric techniques is that they assume that a
parametrised model exists and that it can be accurately estimated; this is doubt-
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ful in many applications where the true structure of the probability distribution
is unknown and may be highly complex (Markou and Singh, 2003a). One ap-
proach to mitigate this problem is to resort to non-parametric methods, such
as histograms or Kernel Density Estimators (KDE), which essentially assume
nothing about the structural form of the distribution; it is instead determined
from the given data (Chandola et al., 2009; Markou and Singh, 2003a).

In histogram based methods, the feature space is assumed to be discrete
and each possible value corresponds to a bin of the histogram. The histogram
is constructed by simply counting the number of data points that fall within
each of the bins. The unknown data distribution is then approximated by the
discrete distribution of observed data points from the different bins, i.e., the
relative frequency. A drawback of histogram methods is that continuous input
data has to be discretised. It may not be obvious how the discretisation should
be done and subtle, yet significant, information may be lost in the process.
Determining the optimal size of the bins is a key challenge for maintaining low
false alarm (false positive) rate and low false negative rate in anomaly detection
applications (Chandola et al., 2009). Histogram methods for anomaly detec-
tion in multivariate data typically construct separate univariate histogram for
each data feature (Chandola et al., 2009). Thus, they do not capture potential
correlation between different features. However, there is at least one exception
to this, in which correlation between different attributes are accounted for by
considering a variant of a multi-dimensional histogram (Brax et al., 2008).

In contrast, KDE, also known as Parzen window estimation, allows for
non-parametric estimation of a multivariate continuous distribution based on
a kernel function (Chandola et al., 2009). The unknown distribution is approx-
imated by placing a kernel function K on each and every data point xi of the
data sample:

p (x) =
1

n

n∑
i=1

1

(hi)
d
K

(
x− xi
hi

)
, (2.10)

where n is the size of the sample data, d is the number of dimensions of the data
points and hi is a kernel width parameter known as bandwidth (Latecki et al.,
2007), window width (Ristic et al., 2008) or smoothing parameter (Markou
and Singh, 2003a). The kernel function is usually a symmetric probability
density function, being non-negative over its domain and should integrate to
unity over the defined range (Markou and Singh, 2003a). A common kernel for
anomaly detection applications is the multivariate Gaussian function with zero
mean and covariance matrix Σ (Ristic et al., 2008; Latecki et al., 2007):

K (x) =
1

(2π)
d/2
√
|Σ|

exp

(
−1

2
x>Σ−1x

)
. (2.11)

The covariance matrix Σ can be set to, e.g., the identity matrix (Latecki et al.,
2007) or estimated from data as sample covariance (Ristic et al., 2008). The



24 CHAPTER 2. BACKGROUND

kernel width can either be fixed, i.e., the same for all data points, or adaptive
based on the local (Latecki et al., 2007) or global (Ristic et al., 2008) distribu-
tion of the data points. A formula for computing the optimal fixed width for
the Gaussian kernel (under the assumption that the underlying PDF is Gaus-
sian) was originally proposed by Silverman (1986). Yet, a fixed kernel width
is inappropriate in applications where local data density varies (Latecki et al.,
2007). In particular, a fixed kernel width is unable to deal satisfactorily with the
tails of distributions where local density is low (Ristic et al., 2008). Therefore,
kernel widths should be adaptive based on the local data density, i.e., broader
windows in low density areas and narrower windows in high density areas. A
two stage approach known as adaptive KDE for computing adaptive window
widths from the fixed optimal width was proposed by Silverman (1986). An-
other approach where local window widths are based on distance to the kth
nearest neighbour was presented by Latecki et al. (2007). There are, however,
at least two general drawbacks of KDE methods: they are relatively sensitive
to noise in data (Markou and Singh, 2003a) and they require a relatively large
sample set for accurate density estimation.

Anomaly Detection in New Data

Assuming that P has been estimated based on a parametric or non-parametric
method as discussed above, various anomaly tests for a new data point z have
been proposed (Chandola et al., 2009). Some of these compute an anomaly
score, which depends on the probability (discrete data) or probability density
value (continuos data), and classify the data point as anomalous if the score is
above a particular threshold. Often, the anomaly score is simply the inverse or
negative of the data likelihood or its logarithm. Other approaches are based on
statistical hypothesis testing where the null hypothesis, H0, that z constitutes a
random sample from the estimated distribution p (x) is tested (Chandola et al.,
2009). These tests are based on a specified test statistic and significance level,
which corresponds to the confidence in classifying a data point as anomalous.

For Gaussian models, such as the simple Gaussian distribution or mixtures
of Gaussian distributions, a large number of anomaly measures and test statist-
ics have been proposed for classifying new data points as normal or anomalous.
A simple technique is to calculate the number of standard deviations (σ) from
the corresponding mean µ and compare to a threshold (Markou and Singh,
2003a). For example, data points located 3σ or further away more from µ may
be classified as anomalous, where the region µ± 3σ contains 99.7% of all data
points from the corresponding distribution (Chandola et al., 2009). An equival-
ent and relatively simple anomaly measure for univariate or multivariate data
is the box plot rule, which defines a region where 99.3% of the normal data
points lie (Chandola et al., 2009). A well known outlier test is Grubb’s test,
where the z-score for a univariate data point is calculated and compared to an
adaptive threshold based on data size and the value of a t-distribution taken
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at a specified significance level (Chandola et al., 2009). Multiple variants of
Grubb’s test have been proposed for multivariate data (Chandola et al., 2009).
A number of other test statistics for anomaly detection have also been proposed
for univariate and multivariate data, including Student’s t-test, Hotelling’s t2-
test and χ2-tests. All these test statistics have in common that they assume that
the underlying data distribution is Gaussian.

Ekman and Holst (2008) proposed principal anomaly as “the true anomaly
measure”. Assuming that X is a random variable from the probability distri-
bution p (x), the principal anomaly of a data point z with respect to p (x) is
defined as Pr {p (X) ≥ p (z)}, i.e., the probability that a random sample X has
a density equal to or larger than the density of z (Ekman and Holst, 2008).
This measure is attractive from a theoretical perspective, since it is normal-
ised and does not assume that p (x) is Gaussian. However, it is typically not
easy to estimate the principal anomaly for multivariate distributions and distri-
butions other than the Gaussian (Ekman and Holst, 2008). Therefore, Ekman
and Holst (2008) proposed deviation as an alternative anomaly measure, which
is defined as:

E [log p (X)]− log p (z)

S [log p (X)]
, (2.12)

where E and S correspond to the expectation (mean) and standard deviation,
respectively. They argue that this measure is strongly related to principal anomaly
and show how it can be easily calculated for multivariate distributions with in-
dependent variables (Ekman and Holst, 2008).

In histograms based methods, there are generally two approaches to anomaly
detection. The first is to simply check if new data points fall in any one of the
bins of the histogram. If it does, the data points is classified as normal; other-
wise it is anomalous (Chandola et al., 2009). The second approach assigns an
anomaly score to each data point based on the frequency of the corresponding
bin (Chandola et al., 2009). If frequency is below a specified threshold, the data
point is classified as anomalous.

For other non-Gaussian distributions, such as Bayesian networks, HMM,
KDE etc., anomaly detection is usually done by checking whether the likeli-
hood p (z), or the corresponding logarithmic likelihood, log (p (z)), for the new
data point is below an application specific anomaly threshold. A low likelihood
indicates an improbable data point and, hence, evidence against the hypothesis
that it is normal. More generally, a higher anomaly likelihood threshold in-
creases the probability of detecting true anomalies but also the probability of
false alarms.
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2.1.3 Other Anomaly Detection Algorithms

Classification Based Methods

Classification based methods essentially assume that a decision boundary in fea-
ture space, which separates normal and anomalous data points, can be learnt
from a training data set. Similar to statistical methods, classification based
methods are usually based on semi-supervised learning. Depending on the num-
ber of different normal labels, classification based methods can be grouped into
two broad categories: multi-class and one-class anomaly detection techniques
(Chandola et al., 2009). Multi-class techniques assume that training data in-
cludes labels from multiple normal classes. Typically, new data points are either
classified as belonging to one of the normal classes, or classified as anomalous
if it they do not fit any of the normal classes. One-class techniques assume that
all data points in the training set have the same label; they typically learn a
discriminative boundary around the training data which is used to check if new
data points are anomalous or not.

Most of the classification based methods for anomaly detection are based
on neural networks, Support Vector Machines (SVM) or rule-based methods
(Chandola et al., 2009). Considering neural networks, Multi-Layer Perceptrons
(MLP) are the best known and most widely used (Markou and Singh, 2003b).
Other neural networks used for anomaly detection include Auto-associative
networks, Adaptive resonance theory, Radial basis functions and Hopfield net-
works (Chandola et al., 2009). Neural networks are powerful classifiers, since
they can approximate arbitrary complex decision boundaries in feature space.
However, they are designed for discriminating between multiple known classes
rather than detecting new classes (Markou and Singh, 2003b). Since they do
not generate closed class boundaries, adapting them to anomaly (novelty) de-
tection and ensuring that the generalisation property of the network does not
interfere with its anomaly detection ability are fairly challenging tasks (Markou
and Singh, 2003b). In other words, there is typically a risk of overfitting to the
training data.

A number of different SVM based methods have been applied to anomaly
detection in the one-class setting (Chandola et al., 2009). Similar to neural
networks, SVM methods are capable of learning arbitrary complex regions in
input feature space. However, they do not have the same problem of overfit-
ting to training data, since they estimate optimal wide-margin hyperplanes in
a high-dimensional feature space. A key parameter of any SVM is the kernel
function, e.g., a polynomial or Gaussian function, which maps input data to a
high-dimensional feature space where data is perfectly, or close to, linearly sep-
arable. Schölkopf et al. (2000) proposed a one-class SVM for novelty detection
based on quantile estimation of arbitrary distributions. The idea is to learn the
boundaries in input data feature space for a specified quantile of the underly-
ing distribution, based on available training data. For example, estimating the
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boundaries for the first percentile results in a region containing approximately
99% of randomly generated data points from the underlying distribution. The
specified quantile corresponds to the anomaly threshold; if a new data point
falls outside of the region, it is considered anomalous. The region is found by
estimating the hyperplane in the high-dimensional feature space that maximises
the distance to the origin where only a small fraction of the training data points
fall between the hyperplane and the origin (Schölkopf et al., 2000).

Various methods that learn rules from normal data based on, e.g., decision
trees have been proposed for anomaly detection (Chandola et al., 2009). Some
of these methods associate a confidence score to each rule, which is propor-
tional to the ratio of the number of training instances correctly classified by the
rule and the total number of training data points covered by the rule (Chandola
et al., 2009). For new data points, the rule that best captures the data points is
searched for, and the inverse of the corresponding rule confidence is returned as
the anomaly score. If no rule can be found that captures the new data points, it
is classified as anomalous.

Nearest-neighbour Methods

Nearest-neighbour methods for anomaly detection are based on the assumption
that “normal data [points] occur in dense neighbourhoods, while anomalies oc-
cur far from their closest neighbours” (Chandola et al., 2009). This assumption
suggest that a distance or similarity measure between data points is needed. For
continuous features, the Euclidean distance (ED) is a popular distance meas-
ure, but other measures have also been proposed (Chandola et al., 2009). For
categorical attributes, simple matching coefficient is often used, or other more
complex measures (Chandola et al., 2009). Generally, distance measures used in
nearest neighbour methods are required to be positive-definite and symmetric;
but they are usually not required to satisfy the triangle inequality and, hence,
not required to be strictly metric (Chandola et al., 2009).

A number of different algorithms for calculating anomaly scores based on
the nearest neighbour principle have been proposed. A common algorithm is
based on the following principle: “The anomaly score of a data [point] is
defined as its distance to its kth nearest neighbour in a given data set” (Chan-
dola et al., 2009). Other variants of this principle calculate the anomaly score
as the sum of the distances to the k nearest neighbours (Eskin et al., 2002),
or as the inverse of the number of nearest neighbours that are no more than
d distance apart from the corresponding data point (Chandola et al., 2009).
The latter algorithm has the flavour of kernel density estimation (Section 2.1.2)
where the kernel function corresponds to counting the number of neighbour-
ing data points within the hypersphere of radius d. However, analogously to
statistical methods, the nearest neighbour techniques discussed above may be
suboptimal if the data has regions of varying densities (Chandola et al., 2009).
To handle this, techniques have been proposed for computing the local density
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of data points, i.e., the density of data points relative their closest neighbours.
One such technique is Local Outlier Factor (LOF), in which the anomaly score
for a particular data point is equal to the ratio of the average local density of the
k nearest neighbours, and the local density of the data point itself (Chandola
et al., 2009). The local densities in LOF are inversely proportional to the radius
of the minimum hypersphere that contains the k nearest neighbours. Several
variants and extension of the basic LOF algorithm have been proposed, e.g.,
for handling different data types and improving computational efficiency.

In most cases, a threshold is applied to the anomaly score during anomaly
detection. Alternatively, the n data points with the largest anomaly scores may
be returned (Chandola et al., 2009).

Clustering Methods

Clustering is essentially an unsupervised learning technique that groups sim-
ilar data points into clusters. Chandola et al. (2009) categorise clustering based
techniques for anomaly detection into three groups, depending on what as-
sumptions are made regarding normal and anomalous data. The first group
assumes that “normal data [points] belong to a cluster in the data, while anom-
alies do not belong to any cluster”. These techniques are based on an algorithm
that clusters the data while not forcing all data points to belong to a cluster;
data points that are not found to belong to any cluster are classified as anomal-
ous. According to Chandola et al. (2009), these methods have the disadvantage
that they are designed for finding clusters rather than anomalies.

The second group of clustering techniques are more focused on finding an-
omalies; they are based on the assumption that “normal data [points] lie close
to their closest cluster centroid, while anomalies are far away from their closest
cluster centroid” (Chandola et al., 2009). Typically, these methods first cluster
the data and then assign an anomaly score to each data point based on the dis-
tance to its nearest cluster centroid. Common clustering algorithms include k-
means clustering, Self-Organising Maps (SOM) and Expectation-Maximisation
(EM) (Chandola et al., 2009). In EM, clusters are represented as Gaussian com-
ponents in a mixture model, i.e., similar to estimation of a GMM (Section
2.1.2). Techniques from the second group can also operate in a semi-supervised
mode, where new test data is compared to a cluster model learnt from previous
training data (Chandola et al., 2009).

If anomalies form clusters by themselves, algorithms based on the two prin-
ciples presented above will obviously not be able to detect those anomalies. To
address this issue, algorithms have been proposed that rely on the following
assumption: “Normal data [points] belong to large and dense clusters, while
anomalies either belong to small or sparse clusters” (Chandola et al., 2009).
These algorithms assign an anomaly score, which reflects the size or density of
the cluster to which the corresponding data points belongs. An example of such
method is Cluster-Based Local Outlier Factor (Chandola et al., 2009).
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2.2 Anomaly Detection in Trajectory Data

Research related to automated anomaly detection in trajectory data has at-
tracted a lot of attention lately, much due to the increasing amounts of his-
torical and real-time trajectory data; there is a clear trend towards more and
more advanced sensor systems producing huge amounts of trajectory data from
moving objects, such as people, vehicles, vessels and animals. For example, the
use of video cameras for public surveillance has increased dramatically since
the beginning of the 21th century, and a significant research effort has been
done towards developing object tracking algorithms that produce trajectories
from raw video data. In the maritime surveillance domain, regulations regard-
ing the mandatory use of AIS transponders for vessels of 300 gross tonnage
or greater have resulted in a significant increase of vessel tracking data, which
complements existing radar tracking systems (Chang, 2004). In the domain of
intelligent transportation, widespread use of GPS has facilitated tracking of
land-based transports.

2.2.1 Representing Trajectory Data

In its raw form, a trajectory is often represented as a finite sequence T =(
(x1, t1) , (x2, t2) , . . . , (xm , tm)

)
. Each data point xi, sometimes referred to as

a flow vector (Morris and Trivedi, 2008a), corresponds to a multi-dimensional
feature vector of a moving object at time point ti, where ti < ti+1 for i =
1, . . . ,m − 1. The feature vectors typically correspond to processed measure-
ments of the moving object at successive time points. In the simple case, xi ∈ R2

represents an object’s (estimated) location in the 2-dimensional plane at time
point ti. Depending on the application, the point feature space is extended by,
e.g., a third spatial dimension, and/or the current velocity vector (Ristic et al.,
2008) or speed and course (Johansson and Falkman, 2007).

2.2.2 Anomaly Detection in Video Surveillance

A significant amount of work related to automated anomaly detection in tra-
jectory data has been published in the video surveillance domain (Morris and
Trivedi, 2008a; Hu et al., 2006; Dee and Velastin, 2008). Most of these meth-
ods involve trajectory clustering, where cluster models corresponding to normal
paths/routes are learnt from historical trajectories; this process is referred to as
trajectory learning (Morris and Trivedi, 2008a) and will be presented in the
first part of this subsection. New trajectories are typically assigned an anomaly
score based on the distance to the closest cluster model, or likelihood of the
most probable cluster model; this will be described in the second part of this
subsection. Finally, methods that do not involve trajectory clustering will be
presented in the third and last part of this subsection.
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Trajectory Learning

Trajectory learning typically consists of three steps that are sometimes blended:
preprocessing of raw trajectories, clustering of preprocessed trajectories and
modelling of trajectory clusters (Morris and Trivedi, 2008a).

The purpose of the preprocessing is to produce trajectory representations
that are suitable for clustering. A typical problem with raw trajectories is that
they are not of equal length. According to Morris and Trivedi (2008a), “steps
must be taken to ensure a meaningful comparison between differing sized in-
puts” and “trajectory representations should retain the intuitive notion of simil-
arity present in raw trajectories for meaningful clusters”. Two main techniques
are used for preprocessing trajectories: normalisation and dimensionality re-
duction (Morris and Trivedi, 2008a). Normalisation techniques ensure that
trajectories are of equal length by, e.g., extending short trajectories by zero
padding (Hu et al., 2006) or re-sampling trajectories. Dimensionality reduc-
tion techniques map trajectories into a lower dimensional feature space which
is computationally more manageable and enables more robust clustering given
less training data (Morris and Trivedi, 2008a). Examples of dimensionality re-
duction techniques include vector quantisation, various polynomial approx-
imations (Naftel and Khalid, 2006), parametrised spline models (Sillito and
Fisher, 2008), wavelets, HMM (Porikli, 2004), principal component analysis
and spectral methods (Atev et al., 2010).

The aim of the trajectory clustering is to learn the underlying structure and
routes in data by grouping similar trajectories. All clustering algorithms require
that an appropriate similarity measure, also known as distance measure, is
defined which constitutes a valid metric. Euclidian distance (ED) is perhaps the
most simple and intuitive similarity measure (e.g., Piciarelli et al. (2008)), but it
requires that the preprocessed trajectories are of equal length and ED performs
poorly if they are not properly aligned (Morris and Trivedi, 2008a). Other sim-
ilarity measures and modifications of ED have been proposed for relaxing align-
ment and length constraints, such as Dynamic Time Warping (DTW) (Morris
and Trivedi, 2008a). Longest Common Sub-Sequence (LCSS) is another simil-
arity measure appropriate for trajectories that are of unequal length and/or are
not well-aligned (Vlachos et al., 2002). In contrast to ED and DTW, LCSS is
more robust to noise in trajectories since it focuses on parts of the trajectories
that are similar rather than dissimilar (Vlachos et al., 2002). Other alternatives
to ED include HMM-based trajectory distance (Porikli, 2004) and variants of
the Hausdorff distance (HD) (Atev et al., 2010) (HD will be presented in Sec-
tion 2.4). Different similarity measures, including those presented above, were
evaluated for trajectory clustering on a real world data set by Zhang et al.
(2006).

A number of different algorithms have been proposed for creating and up-
dating trajectory clusters based on a specified similarity measure. Morris and
Trivedi (2008a) identified five main categories based on fundamental properties
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of the clustering algorithm: iterative optimisation (e.g., K-means), online ad-
aptive, hierarchical methods (agglomerate and divisive), neural networks (e.g.,
Self-organising maps (SOM)) and co-occurrence methods. The strengths and
weaknesses of each category are discussed in their survey (Morris and Trivedi,
2008a). Of particular interest are clustering algorithms that are online adapt-
ive, since they enable continuous and efficient update and adaption to changes
in normal trajectory behaviour. Piciarelli and Foresti (2006) proposed such an
algorithm for online clustering of trajectories, including a novel similarity meas-
ure tailored for the clustering algorithm.

Once trajectories have been clustered, appropriate cluster models, some-
times referred to as path models (Morris and Trivedi, 2008a) or motion pat-
terns (Hu et al., 2006), are defined. The path models correspond to compact
representations of the clusters which enable efficient inference during, e.g., tra-
jectory classification or anomaly detection. Two main types of path models
have been adopted: The first considers a complete path, from starting point to
endpoint. The second decomposes a path into smaller atomic parts called sub-
paths (Morris and Trivedi, 2008a). Complete path models are typically based
on a centroid representation of the cluster, corresponding to the “average” tra-
jectory (Morris and Trivedi, 2008a). The centroid is sometimes complemented
by an envelope, which captures the extension and variance of the trajectories
(Morris and Trivedi, 2008a). Hu et al. (2006) model each path model (referred
to as motion pattern) as a chain of Gaussian distributions, where the sequence
of mean values and covariance matrices define the centroid and envelope, re-
spectively. Morris and Trivedi (2008b) proposed the modelling of each path by
a HMM where each (hidden) state is modelled by GMM. Model parameters for
each HMM are initially estimated based on the training trajectories belonging
to the corresponding cluster. Each HMM can also be updated online as new
training data arrives. In case of subpath models, these are further defined by
their connections to other subpaths, which can be probabilistically modelled
(Morris and Trivedi, 2008a). An example of a subpath structure was proposed
by Piciarelli and Foresti (2006), where each subpath is modelled as a node in a
tree-like structure augmented with probabilities for node transitions. A subpath
in their approach is represented as a sequence of points, where each point has
an associated variance, i.e., similar to Hu et al. (2006).

Anomaly Detection

For complete trajectories, anomaly detection is typically carried out by first de-
termining the path model that best explains the new trajectory, i.e., having the
minimal distance to the new trajectory. In case of probabilistic models, this can
be done based on a MAP or ML analysis (Morris and Trivedi, 2008a). The
corresponding distance or likelihood is then usually compared to an anomaly
threshold, analogously to general anomaly detection algorithms discussed in
Section 2.1. Some algorithms, but far from all, support sequential, also known
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as online (Morris and Trivedi, 2008a) or incremental (Hu et al., 2006), anomaly
detection in incomplete trajectories. Morris and Trivedi (2008b) proposed an
algorithm that monitors the likelihood for the part of the current trajectory that
is within a sliding window of fixed size; if this likelihood drops below a specified
threshold, the trajectory is classified as anomalous. Hu et al. (2006) proposed
an algorithm for incremental anomaly detection in incomplete trajectories; for
each new data point, the algorithm first updates the most probable motion pat-
tern (trajectory cluster model) given the part of the trajectory observed so far.
The likelihood for the new point is then calculated relative the most probable
motion pattern and the point is classified as anomalous if its likelihood is be-
low a specified threshold. If a series of points are classified as anomalous, the
trajectory is classified as anomalous. Fu et al. (2005) proposed a sequential
anomaly detection algorithm that incrementally determines the MAP trajectory
cluster as more data points are observed for an incomplete trajectory. The in-
complete trajectory is classified as anomalous if: it leaves the envelope of the
current MAP cluster, the MAP cluster varies as more data points are observed,
or the velocity of the trajectory deviates from the corresponding velocity of the
current MAP cluster.

Non-clustering Based Methods

Other approaches to trajectory anomaly detection in video surveillance have
been proposed that do not involve clustering of trajectories as presented above
(Piciarelli et al., 2008; Yankov et al., 2008; Brax et al., 2008; Owens and
Hunter, 2000). Piciarelli et al. (2008) proposed a trajectory learning and anomaly
detection algorithm based on one-class SVM (Section 2.1.3) where each tra-
jectory is represented by a fixed-dimensional feature vector corresponding to
evenly sampled points from the raw trajectory. One of the main novelties of
the algorithm is its ability to automatically detect and remove anomalies in the
training data.

Yankov et al. (2008) proposed the application of time-series discords (Keogh
et al., 2005) for detecting anomalous trajectories in a database of trajectories.
Assuming preprocessed trajectories (or sub-trajectories) of equal length, a dis-
cord is defined as the trajectory (or sub-trajectory) maximising the ED to its
nearest neighbour in the set. This definition can be extend by considering the
distance to the kth nearest neighbour. Moreover, if the data set is assumed to
include more than one anomalous trajectory, anomaly detection can be carried
out by calculating the top-K discords according the distance to nearest neigh-
bour.

Brax et al. (2008, 2009) proposed an algorithm based on multi-dimensional
histograms for detecting anomalous trajectory behaviour in video surveillance.
Each data point from a trajectory is represented in a discrete multi-dimensional
feature space, referred to as a composite state space, which encompasses: cur-
rent kinematic state (position, speed and course), object’s position relative the
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currently closest other object, object’s size, state of local environment and time
of the day. A multi-dimensional histogram is constructed for the composite
states of all the data points in the training set. Moreover, a separate histogram
for each possible transition from a composite state to another is also construc-
ted. Sequential anomaly detection is based on the relative frequency of each new
data point according to the histograms. If the average frequency of the most re-
cent data points within a sliding window is below a predefined threshold, the
trajectory is classified as anomalous. One of the main features of this approach
is that contextual information, i.e., time of day and state of local environment,
is embedded in the state (feature) space. Moreover, the proposed method differs
from traditional multi-histograms in that the state boundaries are set based on
expert knowledge rather than generated from the data itself (Brax et al., 2009).

Owens and Hunter (2000) proposed an algorithm based on SOM appro-
priate for learning and sequential (online) anomaly detection in trajectory data.
Each data point from a trajectory is represented by a fixed-length feature vec-
tor encompassing the current location, velocity, and acceleration together with
information on the recent position. The SOM is trained using a set of feature
vectors as input. During sequential anomaly detection, the feature vector cor-
responding to each new data point is submitted to the SOM and the ED to the
winning neuron is determined. If this distance exceeds a predefined threshold,
the corresponding trajectory is classified as anomalous.

Lee et al. (2008) proposed a partition-and-detect framework for detection
of anomalous sub-trajectories in a trajectory database. A two-step anomaly
(outlier) detection algorithm is proposed, which first partitions each trajectory
into a number of line segments. Next, anomalous trajectory partitions, i.e.,
line segments, are detected according to a combination of distance-based and
density-based analysis. In case of distance, a combination of spatial distance
and angular distance between line segments is used.

2.2.3 Anomaly Detection in Maritime Surveillance

Maritime surveillance is another domain where substantial work related to
anomaly detection in trajectory data has been published. In contrast to the
video surveillance domain, most of the algorithms proposed for anomaly detec-
tion in the maritime domain do not involve explicit clustering of trajectories as
part of the learning phase. The papers published in this domain typically give
less information on parameter values and implementation details of the pro-
posed algorithms. Moreover, experiments are often described in less detail and
data sets (real and simulated) are exclusively non-public. Hence, it is generally
more difficult to actually implement the proposed algorithms and reproduce
experiments.

A number of methods have been proposed where learning is based on estim-
ation of a statistical model for the feature values of individual data points from
vessel trajectories, e.g., the current location and velocity vector (Brax et al.,
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2010; Johansson and Falkman, 2007; Ristic et al., 2008; Kraiman et al., 2002).
In the work by Ristic et al. (2008), vessel trajectories are first clustered based
on their origin, resulting in a number of motion patterns. The PDF for feature
values of data points belonging to the same motion pattern are then estim-
ated using KDE. Data points from new trajectories are sequentially classified as
normal or anomalous based on their likelihood, which is calculated from the
PDF of the corresponding motion pattern. Kraiman et al. (2002) discuss a two-
step learning algorithm where feature values of individual data points are first
clustered using SOM and then modelled using GMM. Anomaly detection in
new data is carried out based on a Bayesian analysis of the probability output
of the GMM, which can be accumulated within a sliding time window. A pro-
totypical scenario is presented where properties of the proposed algorithm are
discussed. However, no details regarding the learning and anomaly detection
algorithm are given.

Other statistical approaches have also been proposed based on Bayesian net-
works (Johansson and Falkman, 2007) or multi-dimensional histograms (Brax
et al., 2010), where point features are discretisized and anomaly scores for new
data points calculated based on their likelihood or frequency in training data,
respectively. Johansson and Falkman (2007) argue that one of the main ad-
vantages of the Bayesian network is that it enables incorporation of human
expert knowledge during learning. The multi-histogram method proposed by
Brax et al. (2010) has the advantage that it, in contrast to the previous al-
gorithms, captures the relationship between successive data points by model-
ling the frequency of different state transitions. In order to suppress the effect
of noise during anomaly detection, Johansson and Falkman (2007) and Brax
et al. (2010) propose a sliding window approach where anomaly scores for
individual data points are integrated, i.e., similar to Kraiman et al. (2002) de-
scribed above.

Urban et al. (2010) proposed a two level approach based on a combination
of GMM and HMM for learning and anomaly detection in trajectory data. On
the first level, a GMM is estimated for the position feature of individual traject-
ory points based on EM. One the second level, each component of the GMM
is considered a discrete state in a HMM which is estimated from the trajectory
data using the Baum-Welch algorithm. Anomaly detection in new trajectories
is carried out by thresholding the likelihood according to the HMM. Classifica-
tion performance of the algorithm is evaluated on a non-public simulated data
set. A similar two level approach was proposed by Tun et al. (2007), in which
clusters, referred to as regions, in the position feature space for vessel traject-
ories are first discovered using a combination of density maps and Linear scale
space. A HMM is then estimated for the transitions between different regions.
Moreover, additional feature values, such as momentary course and speed, are
estimated for vessel trajectories within the same region. A short extract from an
experimental evaluation with real normal data and simulated anomalous data
show that the method can accurately detect the anomalies.
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Rhodes et al. (2005, 2007); Garagic et al. (2009); Bomberger et al. (2006)
have proposed a number of algorithms for learning and anomaly detection in
vessel traffic based on different variants of neural networks. The first algorithm
is based on a combination of online unsupervised and supervised learning,
implemented by a Fuzzy ARTMAP neural network, where clusters in feature
space are incrementally detected and optionally labelled by a human operator
(Rhodes et al., 2005). The features considered in their application are moment-
ary location and speed of vessels. New data points are classified as anomalous
depending on their distance to nearest cluster. The authors present prototypical
scenarios and discuss qualitative properties related to online performance of
the algorithm; yet, no details are given regarding parameters and implement-
ation. In a subsequent paper, the authors proposed replacing the Fuzzy ART-
MAP algorithm with another mixture-based neural network algorithm with
similar properties, including unsupervised and incremental learning (Garagic
et al., 2009). Performance of the new algorithm was compared to that of a
standard mixture model based on batch learning.

Bomberger et al. (2006) proposed an algorithm based on associative neural
network that learns to predict the future location of vessels based on their
current location, speed and course. Similar to their previously proposed al-
gorithms, learning is incremental and unsupervised. However, features are also
discretisized, where location is specified by the corresponding cell coordinates
in a grid over the surveillance area. Anomalous vessel behaviour is detected
when current location (cell) of a vessel is inconsistent with the corresponding
prediction. This algorithm is considered to be a complement to the previous
algorithms, since it is able to detect anomalous behaviour that develops over
time, such as anomalous routes. Results for learning and prediction perform-
ance of the algorithm based on real vessel data were presented. These results
indicated that performance is sensitive to local grid resolution. Hence, the au-
thors investigated an extended approach in a subsequent paper, where improve-
ment in prediction performance was achieved by using multiple spatial scales
to represent position (Rhodes et al., 2007).

The online clustering algorithm initially proposed by Piciarelli and Foresti
(2006) for video surveillance (Section 2.2.2) was evaluated by Dahlbom and
Niklasson (2007) in the domain of maritime surveillance. Dahlbom and Nik-
lasson (2007) discuss some practical problems and issues that were discovered
during experiments on a simulated vessel trajectories. The paper is concluded
with a discussion regarding an alternative spline-based clustering approach.

2.3 Conformal Prediction

In this section, we describe Conformal prediction, which underpins the al-
gorithms for anomaly detection proposed in Chapter 3.

Conformal prediction is a technique for “hedging” individual predictions
made by machine learning algorithms with valid measures of confidence (Gam-
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merman and Vovk, 2007). Given a specified confidence level, say 95%, con-
formal predictors output a prediction set that contains the true label (value)
with probability at least 95%. In the case of classification, conformal predictors
may also output the single most likely label and the corresponding confidence,
i.e., the confidence in the prediction set of size one.

Assume an example space of the form Z = X × Y where X is the fea-
ture space and Y is the label space. Having observed the sequence of ex-
amples (x1, y1) , . . . , (xn, yn) and the features xn+1 of the next example, the
conformal predictor predicts the next label yn+1 by producing a prediction set
Γε
(
(x1, y1) , . . . , (xn, yn) , xn+1

)
⊆ Y that is valid at the specified significance

level ε ∈ (0, 1). The validity of the prediction set means that for each success-
ive n, the probability of the event yn+1 ∈ Γε

(
(x1, y1) , . . . , (xn, yn) , xn+1

)
is

at least 1 − ε (Gammerman and Vovk, 2007). Thus, the successive predictions
made will each be correct with a probability equal to or larger than the corres-
ponding confidence level, even though they are based on an accumulating data
set (Gammerman and Vovk, 2007). For example, in case of 95% confidence
level, prediction sets will be correct at least 95% of the time. The only assump-
tion is that the data sequence is IID or exchangeable, which is a slightly weaker
assumption than IID (Shafer and Vovk, 2008).

The basic idea of conformal prediction is to estimate the p-value, py, for
each possible label y ∈ Y for the new example and exclude from the predic-
tion set those labels having py < ε, i.e., analogously with statistical hypothesis
testing, the most unlikely labels are rejected at significance level ε (Shafer and
Vovk, 2008). In order to estimate these p-values, the concept of a noncon-
formity measure (NCM) is introduced, which measures how “different” an
example is relative a set of examples. Formally, a NCM is real-valued function
A
(
B, (x, y)

)
that returns a nonconformity score α measuring how different the

particular example (x, y) is from the set of examples in the bag (multi-set) B
(Shafer and Vovk, 2008). Since conformal predictors only assume that data is
IID or exchangeable, the information of the order is irrelevant and omitted
by representing the examples as a bag. By calculating the nonconformity score
αi = A

(
Bi, (xi, yi)

)
for each example (xi, yi) ∈

{
(x1, y1) , . . . , (xn, yn)

}
relative

the rest in Bi =
{

(xj , yj) ∈ {(x1, y1) , . . . , (xn, yn)} |j 6= i
}

, we can estimate the
p-value for a particular example (xi, yi) as the ratio of nonconformity scores
α1, . . . , αn that are at least as large as αi:

pi =

∣∣{j = 1, . . . , n | αj ≥ αi}
∣∣

n
. (2.13)

Now, including the new example (xn+1, y) with observed features xn+1 and
hypothetical label y, we expect that any label y 6= yn+1, i.e., any label other
than the true label, would result in the corresponding αn+1 being relatively
large compared to α1, . . . , αn. This would imply a low p-value py and that the
corresponding example constitutes an outlier. The prediction set Γε is formed
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by estimating the p-value py for each y ∈ Y and including in the prediction set
those y having a p-value greater than the significance level ε.

The conformal predictor presented above is conservatively valid in the sense
that the probability of error is bounded by ε, i.e., Pr

(
yn+1 /∈ Γε

)
≤ ε (Gam-

merman and Vovk, 2007). It can easily be extended to a smoothed conformal
predictor that produces prediction sets that are exactly valid, which means that
probability of error equals ε, i.e., Pr

(
yn+1 /∈ Γε

)
= ε (Gammerman and Vovk,

2007). The smoothed conformal predictor is obtained by simply updating equa-
tion 2.13 to:

pi =

∣∣{j | αj > αi}
∣∣+ τi

∣∣{j | αj = αi}
∣∣

n
, (2.14)

where τi ∈ [0, 1] is a random variable sampled from the uniform distribution
on the unit interval (Gammerman and Vovk, 2007).

A (smoothed) conformal predictor will produce valid and nested prediction
sets using any real-valued function A

(
B, (x, y)

)
as the NCM (Shafer and Vovk,

2008). However, the prediction sets will only be small if an appropriate NCM
is chosen that measures well how different (x, y) is from B, i.e., precision is
highly dependent on the chosen NCM. Therefore any available domain know-
ledge regarding the structure of the underlying process should be exploited
when defining NCMs for specific applications. Yet several general NCMs for
both classification and regression based on different modern machine learning
algorithms have been proposed, including the k-nearest neighbours algorithm,
(kernel) ridge regression, support vector machines and neural networks (Vovk
et al., 2005).

2.4 Hausdorff Distance for Shape Matching

This section presents the Hausdorff distance (HD), which later will be used for
anomaly detection in trajectory data (Chapter 4).

Generally speaking, HD is a dissimilarity measure for two sets of points in a
metric space. It is a well known distance measure in the field of computational
geometry and image processing, where it has been applied for shape matching
and shape recognition (Alt, 2009). Given two sets of points A ⊆ RD and B ⊆
RD, the directed HD from A to B,

−→
δH (A,B), corresponds to the maximum

distance from a point a ∈ A to the closest point of B, where distance between
points is measured by some metric d (a, b), typically ED:

−→
δ H (A,B) = max

a∈A

{
min
b∈B
{d (a, b)}

}
. (2.15)

Assuming that the point sets represent different shapes, the directed HD cap-
tures the degree to which shape A resembles some part of shape B. It should be
noted that this measure is not a metric since it is not symmetric; the reverse HD
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Figure 2.1: Illustration of the directed Hausdorff distance (HD)
−→
δH and undirected HD

δH between two polygonal curves A and B.

−→
δH (B,A) is in general different from

−→
δH (A,B). In order to compare complete

shapes, the undirected HD between A and B, δH (A,B), can be calculated as
the maximum of the two directed distances:

δH (A,B) = max
{−→
δ H (A,B) ,

−→
δ H (B,A)

}
. (2.16)

This distance measure is symmetric and constitutes a valid metric for all closed,
bounded sets A and B (Huttenlocher et al., 1993). The directed and undirected
HD between two polygonal curves are illustrated in Figure 2.1.

If A and B are represented as finite sets of points, there is a naive algorithm
for calculating the (directed or undirected) HD in time O (nm), where n and m
are the number of points in A and B, respectively (Alt, 2009). However, there is
no similar straightforward algorithm for calculating the exact HD when A and
B are represented as polygons, polygonal curves or other parametric curves,
which are common in shape matching applications (Alt, 2009). In the case
of polygons and polygonal curves, it is not enough to consider the distance
from each vertex of A (B) to each line segment of B (A), since HD can occur
between two interior points of two line segments of A and B (Alt, 2009). Yet an
efficient algorithm for calculating the exact HD between two polygons in time
O
(
(n+m)+log (n+m)

)
has been proposed, where n and m are the number of

line segments of the corresponding polygons (Alt et al., 1995). The algorithm
is based on the fact that the HD between two sets of disjoint line segments A
and B can only occur at points that are either endpoints of line segments or
intersection points of the Voronoi diagram of one of the sets with a segment of
the other (Alt, 2009). This property, together with further observations, reduce
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the number of possible points along each line segment where HD may occur,
from infinitely many to O (n+m) (Alt, 2009).





Chapter 3
Conformal Anomaly Detection

In this chapter, we theoretically investigate algorithms for anomaly detection.
We start off by discussing various issues and limitations of previously proposed
algorithms (Section 3.1). This is followed by a discussion of a novel application
of Conformal prediction (CP) for multi-class anomaly detection (Section 3.2.1).
The remaining part of the chapter (Section 3.3) is dedicated to the proposed
Conformal Anomaly Detector (CAD), which is a general algorithm for anomaly
detection with well-calibrated false alarm rate. We identify and discuss key
properties of CAD. We also present the Similarity-based Nearest Neighbour
Conformal Anomaly Detector (SNN-CAD), which is well-suited for anomaly
detection in data represented as sets or sequences of varying size or length, such
as trajectories.

3.1 Issues with Previous Anomaly Detection
Algorithms

3.1.1 Assumptions on the Underlying Distribution

Simple parametrised statistical models, such as the Gaussian distribution, are
attractive because parameter estimation is rather straightforward, and because
there exists a number of general tests that provide well-founded confidence
for anomaly detection (Section 2.1.2). However, accuracy of estimated mod-
els, and robustness of anomaly detection, depend on whether the structural
assumptions are valid. For example, fitting a Gaussian model to data generated
from an approximately uniform distribution will result in overestimation and
underestimation of the probability density at the centre (mean) and the tails
of the distribution, respectively. Generally, in case of underestimation, the false
alarm rate will increase since normal data points will be assigned a lower likeli-
hood. And in case of overestimation, the sensitivity to anomalies will decrease,
since there is an increased risk that subtle anomalies will be erroneously clas-
sified as normal. In some real world applications, where behaviour dynamics

41
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are governed by social systems and structures rather than by physical laws, the
Gaussian assumption may indeed be questioned (cf. Taleb (2004)). Moreover,
traditional statistical methods may encounter serious conceptual and compu-
tational difficulties when applied to high-dimensional data sets (Gammerman
and Vovk, 2007).

3.1.2 Parameter-laden Algorithms

It seems that most anomaly detection algorithms require careful preprocessing
and setting of multiple application specific parameters and detection thresholds
in order to achieve (near) optimal performance; trajectory anomaly detection
is no exception to this. In fact, Keogh et al. (2007) argue that most data
mining algorithms are more or less parameter-laden, which is undesirable for
several reasons. In an extensive empirical study, they showed that “in case
of anomaly detection, parameter-laden algorithms are particularly vulnerable
to overfitting” (Keogh et al., 2007). The risks of overfitting parameter-laden
models in real world applications were also discussed by Hand (2006), who
showed empirically that “the marginal gain from complicated models is typic-
ally small compared to the predictive power of the simpler models”. According
to Markou and Singh (2003a), “an [anomaly] detection method should aim to
minimise the number of parameters that are user set”. Indeed, one could argue
that use of few parameters suppresses bias towards particular types of anom-
alies and makes the method easier to implement for different applications.

3.1.3 The Problem of Setting the Anomaly Threshold

The anomaly threshold is a central parameter in all anomaly detection al-
gorithms, since it regulates the sensitivity to true anomalies and the rate of false
alarms (false anomalies). Nearest-neighbour methods and clustering methods
(Section 2.1.3) typically rely on a distance or density threshold for deciding
whether a data point is anomalous or not. Many statistical methods, in partic-
ular non-Gaussian and non-parametric methods, rely on a likelihood (density)
threshold (Section 2.1.2). These distances or densities are typically not norm-
alised and the procedures for setting the thresholds seem to be more or less
ad-hoc. Typically, thresholds are static and set once using, e.g., the training
set or a separate tuning set. The interpretation of the distances, densities and
thresholds are not very intuitive to, e.g., an operator of a surveillance system.
In case of modern classification-based methods, such as one-class SVM, it has
been argued that ”while these approaches provide impressive computationally
efficient solutions on real data, it is generally difficult to precisely relate tun-
ing parameter choices to desired false alarm probability” (Zhao and Saligrama,
2009). The difficulty of tuning the anomaly threshold has consequences regard-
ing the effectiveness and usefulness of an anomaly detection system; according
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to Axelsson (2000), “the false alarm rate is the limiting factor for the perform-
ance of the [anomaly] detection system”. Moreover, Riveiro (2011) argues that
“the primary and most important challenge that needs to be met for using [an
anomaly detection] approach is the development of strategies to reduce the
high false alarm rate”. Riveiro (2011) goes on arguing that “the inability of
suppressing false alarms is a perennial problem that prevents the widespread
adoption of anomaly detection capabilities“ and that “this obstacle may be-
come a nuisance for operators that might turn them off”.

3.2 Conformal Prediction and Anomaly Detection

The theory of Conformal prediction was developed for supervised learning and
prediction applications (Section 2.3). However, we argue that theoretical prop-
erties of Conformal prediction also make it well-suited for one-class and multi-
class anomaly detection. The key observation is that the p-value estimated for
an observed example is a general and useful anomaly measure. Based on the
concepts of NCM and p-values, we will in Section 3.3.1 define the Conformal
Anomaly Detector (CAD), which is a general one-class anomaly detection al-
gorithm. But before we introduce CAD, let us discuss how a conformal pre-
dictor operating in the supervised online learning and prediction setting can be
used for multi-class anomaly detection.

Assume an example space Z = X × Y where X is the feature space and
Y is a finite set of normal classes. Based on the set of previously observed
examples

{
(x1, y1) , . . . , (xn, yn)

}
and observed features xn+1 of the next ex-

ample, a conformal predictor will output a prediction set Γε ⊆ Y for the class
yn+1 at the specified significance level ε. Assuming that the significance level is
fairly low (e.g., 1% or less), an interesting situation arises if the prediction set
is empty; this happens if all p-values (one for each possible class) are below ε.
An empty prediction set indicates that the new example has novel features that
do not match well any of the known classes. According to Gammerman and
Vovk (2007), “[an empty prediction set at a low significance level] means that
either the training set is non-random or the test [example] is not representative
of the training set”. As an example, the authors discuss an Optical Character
Recognition (OCR) application, where an empty prediction set may arise if the
new image corresponds to a letter while the training set consists of images of
digits (Gammerman and Vovk, 2007). Another interesting situation arises if
a non-empty prediction set does not include the true label (which is revealed
after each prediction during online learning). This means that features were
recognised but the (later observed) class was unexpected. An example of such
situation would be an badly written “7” that resembles a “1” (or vice verse).
In both situations, the prediction set is incorrect and we may suspect that the
corresponding example is an anomaly, i.e., it was not generated from the same
distribution as the training set. In general, if the new example and the train-
ing set are IID, we know that the probability of error, i.e., that the prediction
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Figure 3.1: Illustrating the problem with the NCM based on distances to nearest neigh-
bours of the same class and nearest neighbours of some other class, for anomaly detec-
tion applications.

set is incorrect, is bounded by ε (Section 2.3). thus, if we classify examples as
anomalous if the corresponding prediction set is incorrect, we expect that the
frequency of false alarms will be less than ε. Hence, we can bound false alarm
rate by the specified significance level ε.

3.2.1 A Nonconformity Measure for Multi-class Anomaly
Detection

A nearest neighbour NCM suitable for classification applications has previously
been proposed (Gammerman and Vovk, 2007). It is based on ED in feature
space to the k-nearest examples with the same label and the k-nearest examples
with a different label:

αi :=

∑k
j=1 d

+
ij∑k

j=1 d
−
ij

, (3.1)

where d+
ij is the jth shortest distance from xi to other examples labelled in the

same way as xi and d−ij is the jth shortest distance from xi to examples la-
belled differently from xi. The intuition behind this NCM is rather simple: It
is assumed that examples of the same (normal) class are close to each other
in feature space, while examples of different (normal) classes are further away
from each other. However, we argue that this NCM is suboptimal in multi-class
anomaly detection applications when there are reasons to believe that normal
classes overlap in feature space. We will show this point with the following
principle example, illustrated by Figure 3.1: Assume that we have a binary clas-
sification problem where the two class distributions (blue and yellow) overlap
in a high-density area in feature space. Considering the red point A, we expect
its distance to the closest examples of each class to be approximately the same.
So its nonconformity score using Equation (3.1) would be close to 1, regardless
of which class it actually belongs to. Moving away from both distributions and
considering the red point B, the ratio of the distances to the closest examples
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of each class will approach 1. Hence, the p-value of a normal point located in
the overlapping high density area will be close to the p-value of an obviously
anomalous point located far away from both class distributions. Therefore, we
propose a modified NCM in the case of partially overlapping class distributions
that simply omits the distances to other classes:

αi :=

k∑
j=1

d+
ij . (3.2)

We expect this NCM to be more sensitive to anomalous points located far away
from all known classes.

3.3 Conformal Anomaly Detection

In some applications, we may only be interested in detecting anomalies and
not determining which, if any, of the normal classes that fits the example best.
In this case, it makes more sense to only check the p-value for the observed
label, rather than calculating p-values for all possible labels Y as done during
label prediction. And in case of one-class anomaly detection, i.e., when we are
dealing with only a single normal class, the feature-label space X × Y does
not make any sense since |Y| = 1. Moreover, by calculating smoothed p-values
according to Equation (2.14), we get a more precise notion of expected false
alarm rate. Based on these observations and Hawkins’ definition of an outlier
(Section 2.1), we formalise the Conformal Anomaly Detector (Algorithm 3.1)
in Section 3.3.1 below.

3.3.1 The Conformal Anomaly Detector

Assume that we are observing a stream of examples corresponding to observed
behaviour in some domain of interest. For each new example zn, the task of
the Conformal Anomaly Detector (CAD) is to decide whether zn is anomalous
relative the training set of previously observed examples {z1, . . . , zn−1}, given
a NCM A and an anomaly threshold ε ∈ (0, 1). If the smoothed p-value pn for
zn is below the anomaly threshold ε, zn is classified as a conformal anomaly at
significance level ε. The p-value can be interpreted as the probability of erro-
neously rejecting the null hypothesis that zn was independently generated from
the same distribution as the previous examples (Shafer and Vovk, 2008). In
other words, the p-value corresponds to the probability of classifying zn as an-
omalous when it is in fact not; this is known as a false alarm. This observation
leads to the following theorem:

Theorem 3.1. If the new example zn and the training set {z1, . . . , zn−1} are
independent and identically distributed, the probability of false alarm of a Con-
formal Anomaly Detector is equal to ε.
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Algorithm 3.1 The Conformal Anomaly Detector (CAD)
Input: Nonconformity measure A, anomaly threshold ε, old examples

z1, . . . , zn−1 and new example zn.
Output: Boolean variable Anomaly.

1: D = {z1, . . . , zn}
2: for i← 1 to n do
3: αi ← A (D\zi, zi)
4: end for
5: τ ← U (0, 1)

6: pn ← |{i:αi>αn}|+τ |{i:αi=αn}|
n

7: if pn < ε then
8: Anomaly ← true
9: else

10: Anomaly ← false
11: end if

Assuming online learning with an accumulating training set of IID examples
corresponding to normalcy, we expect from Theorem 3.1 that the false alarm
rate, i.e., the frequency of normal examples erroneously classified as anomal-
ous, will be close to ε over time. We refer to this property of CAD as well-
calibrated false alarm rate. The parameter ε regulates the sensitivity to true
anomalies and should be set depending on the rate of false alarms that is ac-
ceptable in the current application. A higher value of ε increases probability of
detecting true anomalies but also the frequency of false alarms.

3.3.2 Interpretation of a Conformal Anomaly

There are at least three different explanations for a conformal anomaly. Firstly,
it may correspond to a rare or previously unseen, yet normal, example; such
examples happen with probability ε and are false alarms. Secondly and thirdly,
it may be a true anomaly in the sense that it was not generated according to
the same distribution as the training data; either the example is a true novelty,
or the training data itself is in fact not IID. A non-IID training set may be
explained by incomplete or biased data collection. In a surveillance application,
for example, observed behaviour during early morning or late afternoon may
appear anomalous if the training set is based on data recorded during a limited
time of the day, e.g., 10 a.m. to 2 p.m. Another possible reason for a non-
IID training set is that the underlying distribution has actually changed. In the
context of surveillance, new trajectories may arise as a result of, e.g., new traffic
regulations. Indeed, if the (false) alarm rate starts to deteriorate from ε, there
are reasons to suspect that the distribution for normal behaviour has changed
recently.
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3.3.3 Online Semi-supervised Learning

New examples classified as normal by CAD should automatically be added to
the training set. New examples classified as anomalous would ideally be con-
firmed or rejected by an oracle, which is typically a human expert in the context
of surveillance. If rejected, the anomaly is considered a false alarm and the cor-
responding example should be added to the training set; this corresponds to
the case of a rare yet normal event. If confirmed, there would be one or two
possible responses depending on whether we are concerned with one-class or
multi-class anomaly detection. In case of one-class anomaly detection, a con-
firmed anomaly should simply not be added to the training data. But in case of
multi-class anomaly detection, an additional option is to let an oracle (human
expert) either re-label the new example as one of the existing normal classes, or
labelled it as a new normal class; the latter would correspond to the discovery
of a new relevant class.

In case where no (immediate) feedback is available, examples classified as
anomalous by CAD could be stored in a separate log for future scrutiny and
action. However, this would result in a biased training set, since extreme, yet
normal, examples are left out when updating the training set online. Hence,
the training set would not be IID relative new normal data and, consequently,
the false alarm rate would no longer be guaranteed to be well-calibrated (cf.
Theorem 3.1). Conversely, if all new examples, regardless of their classification,
were added to the training set, sensitivity to true anomalies may decrease if the
training set becomes corrupted with true anomalies.

3.3.4 The Choice of Nonconformity Measure

Analogously to a conformal predictor, the choice of NCM is of central import-
ance to the performance of CAD. The more sophisticated the NCM, the more
sensitive the algorithm is to subtle anomalies. Yet, computational efficiency is
also important, since CAD is based on online learning. In this thesis, we will
focus on NCMs based on the nearest neighbour algorithm. According to Rus-
sel and Norvig (2003), nearest neighbour methods are very easy to implement,
require little in the way of tuning, and often performs quite well. In particular,
nearest neighbour methods are well-suited for online learning since they do not
require extensive update of a prediction model when new training data is added
(compared to, e.g., neural networks and support vector methods). Moreover,
nearest neighbour algorithms have some strong consistency results: The asymp-
totic error rate is less than twice the Bayes error rate, which corresponds the
minimum achievable error rate given the distribution of the data (Duda and
Hart, 1973).

Previously proposed NCMs, including the one proposed in Section 3.2.1,
require that examples are represented as data points in a feature space with
fixed dimensions. This may be a problem in applications where input examples
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are represented as sequences or sets of data points of variable length or size,
respectively. Trajectories is one such example.

3.3.5 Similarity-based Nearest Neighbour Conformal Anomaly
Detector

Based on the observations in Section 3.3.4 above, we propose the Similarity-
based Nearest Neighbour Nonconformity Measure (SNN-NCM):

αi :=

k∑
j=1

S (zi, zj) . (3.3)

This NCM is a generalisation of Equation 3.2, where ED is replaced by a dis-
similarity measure S and zj corresponds to the jth most similar neighbour to
zi. It allows for a more flexible comparison since examples are not necessarily
required to have the same size or length. Moreover, S is not required to be
symmetric, i.e., S (zi, zj) can be different from S (zj , zi). This property will be
exploited in Section 4.4.1 where we define an asymmetric trajectory dissimilar-
ity measure based on directed HD.

Now, let us introduce the Similarity-based Nearest Neighbour Conformal
Anomaly Detector (SNN-CAD, Algorithm 3.2), which classifies a new example
zn as normal or anomalous based on:

• previously observed examples z1, . . . , zn−1,

• a dissimilarity measure S,

• an anomaly threshold ε,

• a sorted dissimilarity matrix Mn−1 of size (n− 1)× k, where each row i
correspond to the dissimilarity values of the k-most similar examples to
zi, sorted in ascending order.

When classifying the new example zn, SNN-CAD first updates the sorted dis-
similarity matrix Mn based on the previous matrix Mn−1 as follows: For each
old example zi, i = 1, . . . , n − 1, the algorithm updates the dissimilarity val-
ues of its k most similar neighbours by inserting the new dissimilarity value
S (zi, zn) at the appropriate column index of the sorted row i of M (lines 3–8
of Algorithm 3.2). The (k + 1)th most similar neighbour to zi is simply dis-
carded after the insertion. In a similar manner, the algorithm calculates the
reverse dissimilarity S (zn, zi) and updates the last row n of M (lines 9–18).

Having updated the dissimilarity matrix, SNN-CAD then calculates the
nonconformity score αi for each example zi, i = 1, . . . , n, based on Eq. 3.3
(lines 20–22). Finally, the smoothed p-value for the new example is calculated
and used for classification (lines 23–29). The output of the algorithm is the clas-
sification of zn and the updated dissimilarity matrix Mn. If the new example
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zn is added to the training set (see Section 3.3.3), Mn is used as input when
classifying the next example zn+1. Hence, the algorithm has a recursive flavour
since Mn is calculated based on Mn−1.

Complexity Analysis

The two inner loops (lines 4–7 and lines 13–16) each has worst-case complexity
O (k). Hence, the worst-case complexity of the first outer loop (lines 2–19)
is O (nk). The second outer loop (lines 20–22) and line 24 have complexity
O (nk) and O (n), respectively. Thus, the overall complexity of Algorithm 3.2
is O (nk). Assuming that k is a (relatively small) constant, the algorithm scales
linearly in the size of the training data.

The space complexity of SNN-CAD is also O (nk), since the size of the
dissimilarity matrix Mn is n × k. Thus, space complexity also scales linearly
with the size of training set.

3.4 Discussion

Compared to most other anomaly detection algorithms, we argue that SNN-
CAD is a parameter-light algorithm. In the simple case of k = 1 and dissimil-
arity calculated as ED in feature space, the only parameter left is the anomaly
threshold ε, which is application independent and regulates sensitivity to an-
omalies and rate of false alarms. This simple, yet general, NCM is applicable
in many domains. The idea of calculating the anomaly score based on ED to k-
nearest neighbours has indeed been investigated by other authors (Eskin et al.,
2002; Angiulli and Pizzuti, 2002). Yet, other more domain specific dissimilarity
measures than ED may be used in SNN-CAD; one such example is HD, which
will be presented in Section 4.4.

As is the case with nearest neighbour methods in general, the optimal value
of k in terms of classification performance is application and data dependant.
However, it may be argued that a higher value of k increases robustness to
spurious anomalies and other noise in training data, since their impact will ef-
fectively be smoothed out. On the other hand, a larger value of k implies higher
computational complexity. Moreover, in case of multi-class anomaly detection,
precision decreases with higher k since the boundaries between different normal
classes are also smoothed out.

The NCM used in CAD can, analogously with a conformal predictor, be
chosen quite freely. In particular, we may use any previously proposed anomaly
detection algorithm that outputs an anomaly score for an individual example
(data point). As an example, the inverse or negative of the data likelihood for a
statistical model could serve as a nonconformity score. Most, if not all, variants
of nearest neighbour and cluster methods may potentially be used as a NCM,
since the corresponding distance to nearest neighbour or cluster can be inter-
preted as a nonconformity score. Hence, CAD encompasses a multitude of the
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Algorithm 3.2 Similarity-based Nearest Neighbour Conformal Anomaly
Detector (SNN-CAD)
Input: Dissimilarity measure S, anomaly threshold ε, number of most similar

neighbours k, old examples z1, . . . , zn−1, dissimilarity matrix Mn−1 and
new example zn.

Output: Dissimilarity matrix Mn, boolean Anomaly.
1: M ←Mn−1

2: for i← 1 to n− 1 do
3: j ← k
4: while j > 0 and S (zi, zn) < Mi,j do
5: Mi,j+1 ←Mi,j

6: j ← j − 1
7: end while
8: Mi,j+1 ← S (zi, zn)
9: if i ≤ k then

10: Mn,i ← S (zn, zi)
11: else
12: j ← k
13: while j > 0 and S (zn, zi) < Mn,j do
14: Mn,j+1 ←Mn,j

15: j ← j − 1
16: end while
17: Mn,j+1 ← S (zn, zi)
18: end if
19: end for
20: for i← 1 to n do
21: αi ← sum (Mi,1, . . . ,Mi,k)
22: end for
23: τ ← U (0, 1)

24: pn ← |{i:αi>αn}|+τ |{i:αi=αn}|
n

25: if pn < ε then
26: Anomaly ← true
27: else
28: Anomaly ← false
29: end if
30: Mn ←M
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algorithm categories discussed by Chandola et al. (2009), including statistical,
nearest neighbour and cluster methods.

Yet, it may be argued that CAD is essentially a statistical approach to
anomaly detection, since it is based on Hawkins’ definition of an outlier (Sec-
tion 2.1); it is assumed that normal data, i.e., the training set, is generated
from a stationary probability distribution, and that anomalies correspond to
low probability events. Similar to statistical hypothesis testing, CAD is based
on thresholding p-values, which is convenient since the threshold is associated
with a significance level that corresponds to the expected false alarm rate. How-
ever, unlike the traditional methods, CAD does not require that the underlying
distribution belongs to a parametric distribution, such as the Gaussian. While
non-parametric methods also avoid making such assumptions, they are, in con-
trast to CAD, not truly distribution-independent, since they still require that the
underlying distribution is estimated. This estimation is typically associated with
some error, in particular when dealing with complex, high-dimensional and
continuous distributions, and may require large amounts of data for accurate
density estimates. Moreover, thresholding is typically less straightforward when
using non-parametric methods, as discussed in Section 3.1.3. Classification-
based methods, such as SVM, share the property of distribution-independence
and are appropriate for high-dimensional data sets. However, as discussed in
Section 3.1, they involve setting of various application specific thresholds and
it may not be obvious how to relate these to desired false alarm rate.

Similar to classification-based and statistical anomaly detection algorithms
(Section 2.1.3), CAD can be categorised as a semi-supervised anomaly detection
algorithm, since it assumes that the training set consists of only normal data.
Moreover, it can also be classified as an online and semi-supervised learning
algorithm; the training set is incrementally updated with new normal examples
that have either been classified as normal by CAD, or first classified as anomal-
ous by CAD and then corrected by a human.

3.5 Summary

In this chapter, we have proposed and discussed CAD, which is a general al-
gorithm for online learning and anomaly detection. CAD is based on the the-
ory of Conformal prediction; a central property that follows from this is that
the false alarm rate is well-calibrated, i.e., the expected frequency of normal
examples misclassified as anomalous equals the specified anomaly threshold
ε ∈ (0, 1), under the assumption that training data and new normal data are
IID. Thus, no application specific anomaly threshold is required. Analogously
to Conformal prediction, the main design parameter in CAD is the NCM. We
have proposed a new NCM, SNN-NCM, which is appropriate in applications
where data is represented as sets or sequences of different size or length. Apart
from the number of most similar neighbours k, the only design parameter in
SNN-NCM is the dissimilarity measure S which can be chosen quite freely. A
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simple dissimilarity measure applicable in many domains is ED in feature space.
Yet, other more application specific dissimilarity measures may be used, which
may be asymmetric and do not necessarily require that data points are of equal
size or length. Based on CAD and SNN-NCM, we have proposed and described
the SNN-CAD algorithm which scales linearly in the size of the training data.



Chapter 4
Anomaly Detection in
Trajectory Data

In this chapter, we theoretically investigate different algorithms for sequen-
tial anomaly detection in trajectory data. We start by discussing some limit-
ations of previously proposed algorithms for anomaly detection in trajectory
data (Section 4.1). Next, two main approaches to trajectory anomaly detec-
tion are considered, which differ in the nature of the feature model adopted:
point-based and trajectory-based anomaly detection. For point-based anomaly
detection, three different algorithms are proposed: The first and the second are
based on parametric (GMM) and non-parametric (KDE) statistical models, re-
spectively. The third algorithm proposed is a specialised version of CAD called
the Single Point Trajectory Conformal Anomaly Detector (SPT-CAD), which is
based on the Single Point Trajectory Nonconformity Measure (SPT-NCM). For
trajectory-based anomaly detection, we adopt SNN-CAD (Section 3.3.5) and
propose two parameter-free dissimilarity measures based on HD for compar-
ing multi-dimensional trajectories of arbitrary length. One of these measures is
appropriate for sequential anomaly detection in incomplete trajectories.

4.1 Issues with Previous Algorithms

A number of previously proposed algorithms for learning and anomaly detec-
tion in trajectory data were briefly presented in Section 2.2. No details were
given there regarding the implementation of the algorithms; yet, it seems that
most of the algorithms involve setting of multiple parameters prior to learn-
ing and anomaly detection. Some of the algorithms also require substantial
preprocessing of input data, which may imply even more parameters. For ex-
ample, some algorithms require that each continuous feature is appropriately
discretised by a human expert (e.g., Brax et al., 2008). Hence, they are, sim-
ilar to data mining and anomaly detection algorithms in other domains, more
or less parameter-laden, which is undesirable for many reasons (Section 3.1).

53
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Moreover, most algorithms seem to lack intuitive principles for setting the
anomaly threshold, and properties related to well-calibrated false alarm rate
seem to be weak or nonexistent. Thus, the performance, generalisability and
usability of the proposed algorithms in real world surveillance applications may
be questioned, particularly for those algorithms that have only been evaluated
on a single synthetic data set, or a relatively small real world data set.

In addition to the general observations and discussion above, a few more
or less domain specific observations can be made regarding previously pro-
posed algorithms. To start with, it seems that most of the previous work within
video surveillance is focused towards offline anomaly detection; it is explicitly
or implicitly assumed that the algorithm has observed the complete trajectory
before it is classified as anomalous or not. This is quite obvious when con-
sidering algorithms that require preprocessed trajectories prior to clustering or
anomaly detection, such as those based on dimensionality reduction and other
normalisation techniques discussed in Section 2.2.2. The focus towards off-
line anomaly detection is further emphasised by the fact that many algorithms
are defined for anomaly detection in trajectory databases (e.g., Yankov et al.
(2008); Lee et al. (2008)). Moreover, most similarity measures, including ED,
DTW and LCSS, are designed for complete trajectories, even though some of
them (e.g., LCSS) are more robust to missing data than others. As discussed
in the introduction to this thesis, offline anomaly detection is a serious lim-
itation in surveillance applications, since it delays anomaly alarms and thus
the ability to react to impending events. Hence, focus should be on developing
algorithms that are designed for online or sequential anomaly detection in in-
complete trajectories, supporting real-time detection of anomalous trajectories
as they evolve.

With a few exceptions (notably Piciarelli and Foresti (2006); Bomberger
et al. (2006); Bu et al. (2009)), it seems that learning in previous algorithms for
trajectory anomaly detection is offline; fixed model parameters and thresholds
are typically estimated or tuned once, based on a batch of historical data. The
advantage of efficient and continuous online learning, also referred to as in-
cremental learning (Ekman and Holst, 2008), based on new trajectories, was
pointed out by Piciarelli and Foresti (2006), who proposed an online trajectory
clustering algorithm. Rhodes et al. (2007) went as far as arguing that it is “es-
sential that learning occurs incrementally in order to allow the system to take
advantage of increasing amounts of data without having to take the system off-
line” and that “an additional benefit [of online learning] is that the system will
be able to adapt to changing behaviour patterns automatically”. Yet, it may be
counter-argued that taking the system offline is not strictly necessary in case
of an offline learning process that runs in parallel with the anomaly detector,
where updated model parameters are introduced at specific time points. For
example, some authors discuss regular batch-learning repetitions using an up-
dated training set (Morris and Trivedi, 2008b). However, it is not clear how
to determine the appropriate time point for such an update. On the one hand,



4.2. POINT-BASED VS. TRAJECTORY-BASED ANOMALY DETECTION 55

minimising the learning delay, i.e., the time between successive model updates,
may be desirable in order to maintain a more timely and accurate model. But
on the other hand, computational complexity of offline learning algorithms,
which is typically higher than for online algorithms, may impose restrictions
on how low delay that can be achieved in a practical application.

An algorithm specifically developed for online learning and anomaly detec-
tion in a single continuous trajectory stream was recently proposed by Bu et al.
(2009). Yet, the authors do not discuss how or if this algorithm can be applied
for anomaly detection in multiple trajectories, i.e., when the current trajectory
(stream) is compared to multiple previous trajectories.

4.2 Point-based vs. Trajectory-based Anomaly
Detection

A key challenge when designing an anomaly detector is how to represent the
data in which anomalies are to be found, i.e., how to find an appropriate fea-
ture model that captures the “right” type of anomalies. In case of trajectories,
we may consider a low-dimensional feature space corresponding to individual
trajectory points; we refer to such approaches as point-based anomaly detec-
tion. Alternatively, we may consider a high-dimensional feature space that em-
beds the complete trajectory or segments of the trajectory. Such approaches are
referred to as trajectory-based anomaly detection.

4.3 Point-based Anomaly Detection

A simple approach to anomaly detection in trajectories is to estimate a model
for the feature vector, x ∈ Rd, of an arbitrary data point of a trajectory, and
use this model for detecting anomalous data points in new trajectories. For
example, we may estimate a model for the momentary position and velocity
vector, (x, y, vx, vy) ∈ R4, of trajectories.

4.3.1 Statistical Approaches

Adopting a statistical approach to anomaly detection (Section 2.1.2), it is as-
sumed that the feature values x ∈ Rd of data points from normal trajectories
are independently and randomly generated according to an unknown prob-
ability distribution P . Given a model, p (x), for P , we can calculate the data
likelihood for an individual trajectory point x′, under the assumption that it is
normal. If the likelihood p (x′) is below a predefined threshold, we may suspect
that x′ was not generated according to P and, thus, it may be classified as an
anomaly.

Similar to other real world applications, it is unknown what is the para-
metric form of P , if such even exists. Thus, in order to estimate P from our
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sample data, we need a flexible model that makes relatively weak assumptions
regarding the structure of P . In this thesis, we consider two such techniques
based on GMM and KDE, which are standard approaches to parametric and
non-parametric density estimation, respectively (Section 2.1.2 and 2.1.2).

GMM

GMM is probably the most commonly used parametric density model for ap-
proximating arbitrary continuous multivariate PDFs when there are no par-
ticular knowledge or assumptions regarding the structure of the distribution
(Section 2.1.2). One of the main advantages of GMM is that it is relatively easy
to implement algorithms, e.g., EM, for estimating the parameters. However,
the standard version of EM requires that the number of Gaussian components
C is specified in advance; this parameter is typically unknown. If C is set too
small, the resulting GMM will be too simple and, hence, underfit to the data.
Conversely, too large C will result in a complex model which overfits to the
data.

A relatively simply approach to solve the problem of determining a suit-
able number of components is to estimate multiple mixture models with dif-
ferent number of components, i.e., with different values of C, and use a hol-
dout method to determine when we are starting to overfit the model to the
data. In this thesis, we propose such an algorithm that is based on iterative
EM (Algorithm 4.1) and which takes the following parameters as input: train-
ing set DTrain, model validation set DV al, maximum number of components
(iterations) Cmax that will be considered and number of candidate models q
to consider during each iteration. For each iteration, starting with C = 1, the
algorithm estimates q C-component models based on DTrain using standard
EM, where initial parameters for each of the q models are randomly generated.
For each of the q models, the average of the validation data likelihood is com-
puted; if the largest of these q likelihood values is lesser than the corresponding
value from the previous iteration, it is assumed that the C-component model is
overfitting the data. Hence, the algorithm terminates and the best of the previ-
ous (C − 1)-component models is returned as solution. If the algorithm reach
C = Cmax, the best Cmax-component model is returned.

KDE

In traffic surveillance applications, e.g., surveillance of vessels at sea, trajector-
ies typically follow traffic lanes that can be described as sequences of straight
line segments. Adopting the multivariate Gaussian for the distribution of indi-
vidual trajectory data points implies that the location and extension of the lane
segments are characterised by a Gaussian mean vector and covariance matrix,
respectively. Considering the distribution of data points along the minor axis
perpendicular to the lane, the Gaussian may very well capture the vessel po-
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Algorithm 4.1 Iterative EM for estimating GMM with unknown number of
components
Input: Training data DTrain, validation data DV al, maximum number of com-

ponents Cmax, number of candidate models per iteration q.
Output: Set of component parameters.

1: C ← 1
2: Overfitting ← false
3: while ¬Overfitting and C ≤ Cmax do
4: for i← 1 to q do
5: for c← 1 to C do
6: θc ← randomCompInitialisation ()
7: end for
8: {θ̂1, . . . , θ̂C}i ← ExpectationMaximisation

(
{θ1, . . . , θC}, DTrain

)
9: end for

10: j ← argmax
i=1,...,q

(
E
[
p
(
DV al

∣∣{θ̂1, . . . , θ̂C}i
)])

11: ΘC ← {θ̂1, . . . , θ̂C}j
12: if C ≥ 2 and E

[
p(DV al |ΘC )

]
≤ E

[
p(DV al |ΘC−1 )

]
then

13: Overfitting ← true
14: Θ← ΘC−1

15: else
16: Θ← ΘC

17: C ← C + 1
18: end if
19: end while
20: return Θ
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sition offset relative the sea lane. However, assuming that the distribution of
data points along the major axis of the lane is approximately uniform, one may
argue that the Gaussian distribution is a suboptimal density model. This obser-
vation motivates why non-parametric techniques are also investigated in this
thesis.

KDE (Section 2.1.2) is a technique for estimating an unknown probability
density function, which, in contrast to GMM, is purely non-parametric, i.e.,
it makes no assumption regarding the parametric form of the true density; the
form of the estimated PDF is explicitly determined by the training data. This
property gives KDE an advantage over GMM regarding the ability to accurately
model traffic lanes as discussed above. In fact, Ristic et al. (2008) proposed
using adaptive KDE for estimating the joint PDF for the position-velocity vector
of vessel trajectories (Section 2.2.3). Similar to other applications of KDE for
anomaly detection, they proposed adopting a Gaussian kernel.

Considering Position and Velocity Vector

In many applications, such as sea and video surveillance, a feature space com-
prising current position, speed and course is considered (e.g., Ristic et al. (2008);
Johansson and Falkman (2007); Brax et al. (2008)). Previously proposed al-
gorithms typically model all these features by a joint high-dimensional PDF
and calculates a single likelihood score for all features of a new data point
(Ristic et al., 2008; Johansson and Falkman, 2007). Indeed, considering the
joint likelihood does make sense under the assumption that there is a signific-
ant correlation between the features. However, a drawback of this approach is
that it is not possible to infer whether a particular feature or a subset of fea-
tures caused the anomaly, i.e., which of the features contributed (the most) to
the anomaly. Moreover, a high-dimensional model may suffer from the curse
of dimensionality (Mitchell, 1997), as more subtle, yet important, anomalies in
lower dimensional subspaces may be marginalised.

It may be argued that the velocity vector is dependent on the current pos-
ition. For example, the course and speed of a vessel is typically dependent on
whether the vessel is located in a harbour (in which case speed is low or zero)
or in a particular sea lane (in which case it follows the direction of the lane and
lane speed regulations). The opposite direction of dependency, i.e., that posi-
tion is dependent on current velocity vector, seems less intuitive (unless we also
include previous position, in which case current position is dependent on the
previous position and velocity vector).

Based on the reasoning above, we suggest an alternative approach to stat-
istical point-based trajectory anomaly detection that involves estimating two
distributions: p (x, y), which corresponds to the unconditional position PDF,
and p (vx, vy |x, y ), which corresponds to the PDF for the velocity vector con-
ditioned on the current position. Assuming that p (x, y) and p (vx, vy, x, y) (the
joint PDF for position and velocity vector) can be estimated using, e.g., GMM
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or KDE as discussed above, we can express the conditional PDF for the velocity
vector using Bayes’ rule as follows:

p (vx, vy |x, y ) =
p (vx, vy, x, y)

p (x, y)
. (4.1)

For each of the two PDFs, we define an anomaly likelihood threshold; note
that the likelihood score is not a normalised measure and, hence, two different
thresholds need to be defined. Given a new trajectory data point (x′, y′, vx′, vy′),
we calculate the likelihood scores p (x′, y′) and p (vx′, vy′ |x′, y′ ) (based on
Equation 4.1) and check if there is a position and/or velocity anomaly, respect-
ively.

Cell-based Modelling

In some applications, the surveillance area may be relatively large. In the mari-
time domain, for example, the surveillance area may extend over several thou-
sand kilometres of coastal area. This implies large amounts of trajectories and,
consequently, a large and complex training set. As size and complexity of the
training set grow, normalcy learning and anomaly detection may become com-
putationally intractable. For GMM, the relatively large number of cluster com-
ponents, which are required to adequately model local features of the data,
will be scattered in high-dimensional feature space; this may pose serious con-
straints. In case of KDE, the computational complexity for calculating the ad-
aptive window widths and anomaly detection is quadratic and linear, respect-
ively, in the number of trajectory data points.

In this thesis, we propose the discretisation of the surveillance area into a
grid in order to reduce model complexity, while still retaining local resolution.
For each cell in the grid, a local model is estimated from the local training data.
New data points from new trajectories are classified using the corresponding
local model, i.e., the model is chosen depending on which cell the new data
point lies within. This approach is known as cell-based modelling.

Assuming that complexity of each local model is bounded by, e.g., the max-
imum number of components allowed in a GMM, increasing and decreasing
cell size correspond to decreasing and increasing model resolution, respectively.
When determining a suitable cell size, it is important to find a good balance
where resolution is sufficiently high for accurately capturing local features of
data while cell size is large enough to include a fair amount of training data. In
some applications, the geographical distribution and density of data may differ
significantly from one area to another. Depending on how grid discretisation is
done, some cells may have no or very small amounts of data. Obviously, if no
data is available in a particular cell, no model can be estimated. More generally,
if local data size is below a certain threshold, no model should be estimated,
since it may be highly inaccurate; new data points located in such cells should
rather be classified as anomalous by default.
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Algorithm 4.2 Single Point Trajectory Nonconformity Measure (SPT-NCM)
Input: Set of trajectories {T1, . . . , Tn}, new trajectory feature vector x′, non-

conformity measure A.
Output: Nonconformity score α.

1: for i← 1 to n do
2: x′′i ← NearestNeighbour (Ti,x

′)
3: end for
4: α← A

(
{x′′1 , . . . ,x′′n},x′

)
4.3.2 Conformal Anomaly Detection Approach

The most straightforward way to adopt the CAD algorithm for the point-based
feature model would be to let each data point xi ∈ Rd, i = 1, . . . ,m, from a
trajectory T = (x1, . . . ,xm) be represented as a single example, i.e., x is substi-
tuted for z in CAD (Section 3.3.1). But this would result in a non-IID training
set because of auto-correlation in trajectory data. Obviously, the current loc-
ation of an object is strongly dependent on its previous location. Statistical
methods, such as GMM and KDE methods discussed in Section 4.3.1, may not
suffer severely from this if the data likelihood is interpreted as a general dens-
ity measure. But a non-IID training set is undesirable in CAD, since the false
alarm rate is then no longer guaranteed to be well-calibrated, i.e., close to ε
(Theorem 3.1).

In order to eliminate this intra-trajectory dependency, we propose that each
trajectory T1, . . . , Tn should be treated as a single example in CAD, i.e., zi cor-
responds to Ti = {x1, . . . ,xmi} for i = 1, . . . , n, where n is the number of
trajectories in the training set and mi is the number of data points in traject-
ory Ti. Assuming that the trajectories are independent of each other, we now
have a training set {T1, . . . , Tn} that can be considered IID. But, in order to
calculate the nonconformity score αi for each trajectory Ti, we have to define
a suitable NCM that compares two sets of feature vectors where set size may
vary. One approach is to select and compare two feature vectors, x′ ∈ Ti and
x′′ ∈ Tj , from the two trajectories, Ti and Tj . For this we propose a specialised
NCM called Single Point Trajectory Nonconformity Measure (SPT-NCM) (Al-
gorithm 4.2). This function takes as input a set of trajectories {T1, . . . , Tn} and
a reference feature vector x′ from a trajectory T for which a nonconformity
score α is to be calculated and returned. Moreover, the function takes as input
a regular NCM, A, which compares fixed length feature vectors x ∈ Rd, e.g.,
the NCM in Equation 3.2. The general procedure for SPT-NCM is as follows:
For each trajectory Ti, i = 1, . . . , n, determine the feature vector x′′i ∈ Ti that
has the smallest ED to the reference vector x′ in feature space. Next, calculate
the nonconformity score α for x′ relative the set {x′′1 , . . . ,x′′n} using A, where
{x′′1 , . . . ,x′′n} is substituted for B and x′ substituted for z (Section 2.3).
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Algorithm 4.3 Single Point Trajectory Conformal Anomaly Detector
(SPT-CAD)
Input: Nonconformity measure A, anomaly threshold ε, old trajectory ex-

amples T1, . . . , Tn−1 and new trajectory feature vector x.
Output: Boolean variable Anomaly.

1: for i← 1 to n− 1 do
2: x′i ← NearestNeighbour (Ti,x) // Nearest neigbhour to x in set Ti
3: end for
4: x′n ← x
5: Tn ← {x}
6: D ← {T1, . . . , Tn}
7: for i← 1 to n do
8: αi ← SPTNCM

(
{D \ Ti},x′i, A

)
9: end for

10: τ ← U (0, 1)

11: pn ← |{i:αi>αn}|+τ |{i:αi=αn}|
n

12: if pn < ε then
13: Anomaly ← true
14: else
15: Anomaly ← false
16: end if

Yet, it is not clear how the reference feature vector x′i should be chosen
for each trajectory Ti when calculating its nonconformity score αi using SPT-
NCM. For the new trajectory Tn, the choice of x′n is trivial; it is simply the new
observed feature vector x that CAD should classify as normal or anomalous.
For each of the remaining trajectories in the training set, we simply select the
reference point x′i ∈ Ti that has the shortest ED to x in the feature space; this
corresponds to lines 1–3 of the Single Point Trajectory Conformal Anomaly
Detector (SPT-CAD) (Algorithm 4.3).

4.4 Trajectory-based Anomaly Detection

Point-based approaches for trajectory anomaly detection are limited in the
sense that they do not capture trajectory behaviour over time. Some point-based
approaches integrate anomaly scores for individual data points within a slid-
ing window (e.g., Johansson and Falkman (2007)); however, the feature model
is still point-based and, thus, do not model the relationship between success-
ive data points. To illustrate the shortcoming of a point-based feature model,
consider Figure 4.1, which shows trajectories belonging to two main clusters.
Obviously, one of the trajectories is an anomaly since it takes a different route.
However, this route anomaly would hardly be detected by a point-based fea-
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Figure 4.1: Illustration of trajectories from two trajectory clusters (dashed and dotted
lines, respectively) and a single trajectory (thick line) corresponding to a deviating route.

ture model since no particular point along the trajectory is far away from the
nearest data point of any of the other trajectories.

One approach to deal with this problem is to extend the point-based feature
model and consider a high-dimensional feature space, where successive data
points are embedded. Indeed, various methods for representing complete tra-
jectories by a single high-dimensional feature vector have been proposed (Sec-
tion 2.2). Yet, such methods typically require that the complete trajectory has
been observed before it can be classified as normal or anomalous (Section 2.2).
Hence, they are not appropriate for sequential anomaly detection in incomplete
trajectories. A compromise between a point-based feature model and a feature
model for complete trajectories is to consider a feature model for partial traject-
ories, i.e., segments of trajectories. An example of such method was proposed
by Hu et al. (2006) where each trajectory is divided into a number of fixed
length and non-overlapping subsequences of data points. Each subsequence is
represented as a high-dimensional feature vector and could be modelled using,
e.g., the point-based techniques described in Section 4.3.1 above. However,
such a method typically involves more preprocessing, such as alignment and
interpolation, and more parameters, such as size of the subsequence, than a
point-based method. It may not be obvious how the size of the subsequence
should be chosen. Moreover, there will still be a delay in anomaly detection
that is bounded by the length of the subsequence.

Adopting SNN-CAD for trajectory anomaly detection, we would ideally
have a dissimilarity measure S that measures the dissimilarity between two tra-
jectories of arbitrary lengths, where one of the trajectories may be incomplete.
The requirement of incomplete trajectories reflects the sequential anomaly de-
tection setting in which SNN-CAD has to update the preliminary nonconform-
ity score α?n for the incomplete trajectory T ?n = (x1, . . . ,xl) and classify it as
anomalous if the corresponding p-value drops below ε.
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4.4.1 A Dissimilarity Measure for Incomplete Trajectories

Based on the observations above, we propose the use of directed HD (Sec-
tion 2.4),

−→
δH (Ti, Tj), for calculating the dissimilarity of an incomplete or com-

plete trajectory Ti relative to a complete trajectory Tj , where trajectories are
represented as polygonal curves in Rd. This dissimilarity measure captures the
extent to which Ti matches some part of Tj and has the advantage that tra-
jectories are not required to be of equal lengths. Exact calculation of HD can
be done efficiently using algorithms from computational geometry (Alt, 2009)
(see Section 2.4). Moreover, we observe that the calculation can be done in a
recursive manner:

−→
δH
(
(x1, . . . ,xm) , Tj

)
=

max
{−→
δH
(
(xm−1,xm) , Tj

)
,
−→
δH
(
(x1, . . . ,xm−1) , Tj

)}
. (4.2)

This recursive property makes the directed HD well-suited for sequential anom-
aly detection in trajectory data using SNN-CAD. Given the next data point xl
from the incomplete trajectory T ?n = (x1, . . . ,xl), we can update the prelimin-
ary nonconformity score α?n based on the updated distance

−→
δH (T ?n , Tj) to every

(complete) trajectory Tj ∈ T in the training set T using Equation 4.2. If the
updated p-value drops below ε, we classify the incomplete trajectory T ?n as an-
omalous. Since the directed HD monotonically increases with additional data
points, i.e.,

−→
δH
(
(x1, . . . ,xl−1) , T

)
≤
−→
δH
(
(x1, . . . ,xl−1,xl) , T

)
for l = 2, 3, . . .,

we know that α?n ≤ αn, i.e., the preliminary nonconformity score α?n is always
less or equal to the nonconformity score αn for the complete trajectory Tn. This
property ensures that the probability of false alarm for SNN-CAD will still be
equal to ε during sequential anomaly detection in trajectories. Note that this
would not be the case if we used a distance measure based on, for example, the
average distance to the closest point of the other trajectory.

4.4.2 A Dissimilarity Measure for Complete Trajectories

In applications other than sequential anomaly detection, it may be more appro-
priate to consider the undirected HD, δH , since it is symmetric and corresponds
to a more complete comparison of two trajectories. Apart from anomaly detec-
tion in complete trajectories, this measure could be useful for, e.g., clustering
trajectories.

4.4.3 Considering Location, Speed and Course

As discussed in Section 4.3.1, it may be appropriate to consider separate models
for position and velocity vectors in order to suppress the curse of dimensionality
and enhance understanding of which feature constitutes the anomaly. In case
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of SNN-CAD based on HD, we suggest an anomaly detection scheme where
three different feature subspaces of the trajectories are considered in parallel as
follows:

Assume we are dealing with 4D trajectories:

T =
(
(x1, y1, v1, θ1) , . . . , (xm, ym, vm, θm)

)
,

where (xi, yi), vi and θi correspond to the location in the 2D-plane, speed and
course, respectively, at some time point ti. We propose the implementation of a
separate SNN-CAD for the:

• 2D trajectories of location vectors, T ′ =
(
(x1, y1) , . . . , (xm, ym)

)
,

• 3D trajectories of location-speed vectors,
T ′′ =

(
(x1, y1, v1) , . . . , (xm, ym, vm)

)
,

• 3D trajectories of location-course vectors,
T ′′′ =

(
(x1, y1, θ1) , . . . , (xm, ym, θm)

)
.

For each new trajectory Tn, we let SNN-CAD calculate the three p-values
p′n, p

′′
n, p
′′′
n for the location, speed and course, respectively. If any of these is

below the corresponding anomaly threshold ε′, ε′′ and ε′′′, the trajectory is con-
sidered anomalous with the respect to that feature. The sensitivity to location,
speed and course anomalies can each independently be adjusted online by the
corresponding anomaly threshold. Yet, if there is no reason to favour any par-
ticular type of anomaly, the thresholds should be set to the same level, i.e.,
ε = ε′ = ε′′ = ε′′′.

When calculating directed or undirected HD between two trajectories T ′i
and T ′j of location vectors, we use ED since this is the standard point metric
(Alt, 2009). In particular, we consider the squared ED, since it requires less
computation than ED (no square root) and because CAD (and Conformal pre-
dictors) are insensitive to monotonic transformations of the NCM (in this case
SNN-NCM) (Shafer and Vovk, 2008). However, considering trajectories of het-
erogeneous features vectors, such as T ′′ and T ′′′ above, the features have to be
normalised before calculating ED, to avoid feature bias. A general way to nor-
malise a feature value x is to replace it with the corresponding standard score
x′, also known as z-score (Han and Kamber, 2006):

x′ =
x− µ
σ

, (4.3)

where µ and σ correspond to the population mean and standard deviation of
the feature (which can be estimated from a sample of normal data). Thus, when
calculating HD between two trajectories T ′′i and T ′′j of location-speed vectors,
we use the squared ED for calculating distance between the normalised points
(x1, y1, v1) ∈ T ′′i and (x2, y2, v2) ∈ T ′′j :
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distx,y,v = (x1 − x2)
2

+ (y1 − y2)
2

+ (v1 − v2)
2
. (4.4)

Calculating HD between two trajectories T ′′′i and T ′′′j of location-course vectors
is less straightforward since course is measured in angular units. In this case,
we use the point metric defined as the addition of the squared ED in normal-
ised location space and the square of the absolute angle difference dθ ∈ [0, π]
weighted by an application specific parameter w:

distx,y,θ = (x1 − x2)
2

+ (y1 − y2)
2

+ (w ∗ dθ)2
. (4.5)

4.5 Discussion

The iterative EM algorithm (Algorithm 4.1), proposed for estimating the num-
ber components and the parameters of each component in GMM, is relatively
straightforward to implement. However, it may be argued that it is relatively
inefficient in terms of computational complexity. Indeed, other more efficient
and greedy variants of EM, such as the algorithm proposed by Verbeek et al.
(2003), can be used for estimating the optimal GMM when the number of
components is unknown.

An advantage of KDE and SPT-CAD based on the nearest neighbour NCM
is that they are, in contrast to GMM, purely non-parametric methods and, thus,
are potentially more accurate for the position along traffic lanes. Yet, the flexib-
ility of KDE and SPT-CAD comes at the cost of increased computational com-
plexity. In order to mitigate the online complexity, offline preprocessing and
clustering of trajectories prior to anomaly detection may be appropriate. As dis-
cussed in Section 4.3.1, the cell-based modelling reduces complexity. Another
approach to mitigate the anomaly detection complexity is to cluster trajectories
during offline learning based on the complete trajectory (Hu et al., 2006) or
the trajectory origin (Ristic et al., 2008). When classifying a new data point,
only data points from trajectories belonging to the same cluster will be used for
density estimation (KDE) or nearest neighbour calculations (SPT-CAD).

It may be noted that the cell-based modelling approach is related to the
LOF approach (Section 2.1.3), since both methods consider the local density of
a data point during anomaly detection. However, a principal difference is that
in the cell-based approach, the local neighbour (i.e., the boundaries of each cell)
is static, whereas in LOF it is dynamically determined based on the k-nearest
neighbour of the corresponding data point.

The point-based anomaly detection methods, presented in Section 4.3, ad-
dress some of the issues discussed in the first section of this chapter: they are
relatively parameter-light and easy to implement, and they support sequential
anomaly detection in incomplete trajectories. We believe that they serve as a
convenient base for initial investigations of sequential anomaly detection in
trajectory data. Yet, the range of anomalous trajectory behaviour that can be
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detected by these methods is limited to momentary kinematics of the objects.
Assuming a feature model based on the current position, speed and course,
anomalies that could potentially be detected include objects that:

• travel too fast in speed restricted areas,

• remain stationary in traffic lanes or in areas where stopping is prohibited,

• cross traffic lanes,

• travel in the opposite direction in one-way traffic lanes,

• are located in areas of (very) low traffic density.

Trajectory-based anomaly detectors, such as SNN-CAD based HD, can, in ad-
dition to the momentary anomalies presented above, also detect anomalous
behaviour that evolves over time. Assuming a point feature model based on po-
sition, speed and course (see Section 4.4.3), examples of detectable behaviour
includes various route anomalies and anomalous sequences of speed values. For
example, highly fluctuating speed may be detected as an anomaly, even though
the individual speed values are not anomalous by themselves.

Compared to other trajectory-based anomaly detection algorithms, we ar-
gue that SNN-CAD, with S =

−→
δH , has some principal properties that makes it

more flexible and applicable in a wider range of applications, since it:

• does not require that trajectories are of equal length,

• requires no particular preprocessing of trajectories,

• supports sequential anomaly detection in incomplete trajectories,

• supports online learning,

• has relatively few parameters,

• has a principle way of setting the anomaly threshold, which does not
make any assumptions on the nature or frequency of anomalies.

The property that trajectories need not be complete has in fact more general
implications. It may be argued that the directed HD is not only robust to future
data points that have not yet been observed; it also robust to previous data
points that are missing due to delayed track initialisation, re-initialisation of a
previous track that was lost, etc.

HD is by definition insensitive to the ordering of the data points. Thus, if
only position is included in the point feature model, this may result in contra-
intuitive matching. An example is two objects that follow the same path but
travel in opposite direction. This can of course be addressed by simply extend-
ing the point feature model to also include current course, as discussed in Sec-
tion 4.4.3. Another approach is to include relative time as an explicit feature;
this would not only capture the direction but also the speed of the object.
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4.6 Summary

In this chapter, we have proposed and discussed algorithms for sequential anomaly
detection in trajectory data. Two main approaches were identified that differ
in the nature of the feature model adopted: point-based and trajectory-based
anomaly detection. For point-based anomaly detection, two types of algorithms
were proposed. The first is cell-based statistical modelling of point features, us-
ing GMM or KDE. One novelty of this approach lies in the cell-based model-
ling, which is appropriate for wide-area surveillance applications. Another nov-
elty is the alternative approach where output from a separate position model
is combined with output from a position-conditional velocity vector model.
The second type of point-based anomaly detector proposed is SPT-CAD, which
is a modification of CAD based on SPT-NCM. For trajectory-based anomaly
detection, we adopted SNN-CAD and proposed two parameter-free dissimil-
arity measures based on HD for comparing multi-dimensional trajectories of
arbitrary length. One of these measures is appropriate for sequential anomaly
detection in incomplete trajectories.





Chapter 5
Empirical Investigations

This chapter presents empirical investigations of the proposed algorithms for
sequential anomaly detection in trajectory data. Four algorithms are evaluated:
cell-based GMM and KDE (Section 4.3.1), SPT-CAD (Section 4.3.2) and SNN-
CAD (Section 3.3.5) based on the HD (Section 4.4). The overall aim of the
empirical investigations is to:

• Demonstrate the feasibility and validity of proposed models and algo-
rithms on real world data sets.

• Identify suitable performance measures for algorithms for sequential ano-
maly detection in trajectory data.

• Evaluate proposed algorithms for sequential anomaly detection in traject-
ory data, according to identified performance measures.

The chapter begins with an introduction and discussion of the main perform-
ance measures identified. This is followed by an overview of all experiments
including the data sets and algorithms evaluated in each experiment. The rest
of the chapter presents a series of experiments organised according to the main
data set used. The chapter is concluded by a summary of all experiments and
general conclusions regarding the evaluated algorithms.

5.1 Performance Measures

Obviously, a central performance measure of any anomaly detector is its ability
to accurately distinguish between normal and anomalous examples. Assuming
that labelled examples from both classes are available, well-established clas-
sification performance measures from the field of pattern recognition can be
used. In this thesis, we consider the classification performance measures accur-

69
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acy, precision, recall and false alarm rate (FAR) according to their standard
definitions in pattern recognition (Fawcett, 2006):

Accuracy =
(tp+ tn)

(fp+ fn+ tp+ tn)
, (5.1)

Precision =
tp

(tp+ fp)
, (5.2)

Recall =
tp

(tp+ fn)
, (5.3)

FAR =
fp

(tn+ fp)
, (5.4)

where tp (true positives) corresponds to number of trajectories correctly clas-
sified as anomalous, fp (false positives) trajectories erroneously classified as
anomalous, tn (true negatives) trajectories correctly classified as normal and
fn (false negatives) trajectories erroneously classified as normal.

Accuracy is a general performance measure for evaluating binary classifiers
(Tan et al., 2006); it has been used in the previous experiments that we repro-
duce in this thesis. Yet, accuracy is a somewhat blunt measure and is therefore
often complemented, or replaced, by, e.g., precision and recall, which are more
specific performance measures; these measures were also used in previous ex-
periments that we reproduce in this thesis. Recall, also known as sensitivity
(Fawcett, 2006), reflects sensitivity to labelled anomalies, i.e., ability to detect
true anomalies. Precision corresponds to the degree to which detections are
true anomalies and not false alarms. Ideally, precision and recall are both 1,
which corresponds to perfect accuracy. In practise, this is typically not pos-
sible; instead there is a trade-off between precision and recall, which, in case of
anomaly detection, is typically regulated by the anomaly threshold.

FAR corresponds to the rate of normal examples that are erroneously clas-
sified as anomalous. Analogously to precision, there is typically a trade-off
between FAR and recall (sensitivity) that is regulated by the anomaly threshold;
a higher threshold typically increases recall but also FAR. It may be argued that
FAR is of more practical interest than precision in anomaly detection applic-
ations; the frequency of normal examples is typically much higher than the
frequency of (true) anomalies and, hence, FAR dominates the overall alarm
rate. Assuming that there is an upper bound for the overall alarm rate that can
be tolerated by a human operator, FAR is of central importance and should be
suppressed. This reasoning is consistent with the discussion by Axelsson (2000)
regarding the base rate fallacy and its relation the performance of an intrusion
(anomaly) detection system. According to Axelsson (2000), the Bayesian detec-
tion rate, which corresponds to precision, becomes dominated by FAR if the
prior probability of an anomaly (in this case an intrusion) is very low. There-
fore, “the factor limiting the performance of an [anomaly] detection system is
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not the ability to correctly identify behaviour as [anomalous], but rather its
ability to suppress false alarms”. In other words, a very low FAR is needed
to achieve a high level of precision. In contrast to precision, estimation of
FAR only requires examples labelled normal, which usually exist in abund-
ance. Moreover, in case of CAD, the specified anomaly threshold ε corresponds
directly to FAR (Theorem 3.1), which therefore can be controlled in practise.

In a trajectory anomaly detection application, we may also be interested in
the expected time, or number of data points, required before detection of a true
anomaly. In this thesis, we therefore propose detection delay as a performance
measure, which corresponds to the number of successive data points required
from incomplete trajectories labelled as anomalous before they are classified
as anomalous. As discussed in Section 2.2, a low detection delay may be an
advantage in some applications since it enables earlier response to impending
events and situations. Detection delay is a standard performance measure in
the fields of sequential statistics and change detection (e.g., Ho and Wechsler
(2010)); yet, as far as we know, it has not previously been proposed for evalu-
ating algorithms for trajectory anomaly detection.

5.2 Overview of Experiments

This section presents an overview of the data sets used and the experiments
carried out.

5.2.1 Data Sets

We use four main data sets: two non-public data sets with vessel trajectory
data and two public data sets of synthetic trajectories and real video trajector-
ies, respectively. The first data set of vessel trajectory data consists of unlabelled
position-velocity vectors that were extracted from a database of recorded vessel
traffic. The second set of vessel trajectory data consists of unlabelled trajector-
ies extracted from another database of recorded vessel traffic. However, this
data set has also been complemented with simulated trajectories labelled as an-
omalous. The synthetic data set, created by Piciarelli et al. (2008), consists of
2-dimensional trajectories labelled as normal or anomalous. The set of video
trajectories, labelled normal or anomalous, were extracted from a real video
recording (Pokrajac et al., 2007). More details regarding the data sets and how
they are preprocessed are presented in the following sections.

5.2.2 Experiments

A number of experiments are carried out and organised according to the data
sets used (see Table 5.1). Starting with Section 5.3, we evaluate cell-based GMM
and the point-based position and velocity vector feature model for anomaly de-
tection in unlabelled vessel traffic. The purpose of this experiment is to investig-
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ate whether the proposed algorithm and feature model are feasible for anomaly
detection in real vessel trajectories. Results are of qualitative nature, where we
investigate the character of some of the most anomalous data points detected
in an unlabelled test set.

Section 5.4 constitutes the main body of the empirical investigations. Here,
performance of all the anomaly detection algorithms proposed in this thesis are
evaluated using real vessel trajectories as normal data and simulated trajectories
as anomalous data. In the first experiment, we compare accuracy of GMM and
KDE for modelling the position and velocity vector features of vessel trajectory
points. The main objective of this experiment is to investigate whether KDE is
a more accurate normalcy model than GMM.

Next, sequential anomaly detection delay for cell-based GMM and cell-
based KDE, based on different point feature models, are evaluated on a set
of anomalous trajectory segments. The main objective of this experiment is to
investigate whether:

• KDE is more sensitive to the anomalous trajectory points.

• How different point feature models affect detection delay.

This is followed by a second detection delay experiment, where cell-based
GMM, cell-based KDE and SPT-CAD are evaluated. In contrast to the pre-
vious experiment, vessel class labels are exploited during learning and anomaly
detection. The main objective of this experiment is to investigate whether:

• SPT-CAD is more sensitive to the anomalous trajectory points than cell-
based GMM/KDE.

• The additional class information has any effect on anomaly detection per-
formance.

• The false alarm rate of SPT-CAD is well-calibrated.

In the last two experiments of Section 5.4, we evaluate SNN-CAD based on
directed HD. The first of these experiments is a reproduced experiment previ-
ously published by Brax et al. (2010), where precision and recall for different
anomaly detectors are evaluated. In the other experiment, the false alarm rate
of SNN-CAD during online learning and anomaly detection is investigated.
The purpose of the experiments is to investigate the classification performance
SNN-CAD, and to confirm that its false alarm rate is well-calibrated.

In Section 5.5, we further investigate the performance of SNN-CAD on
the public set of synthetic labelled trajectories. We first reproduce a previously
published experiment, where accuracy for SNN-CAD with S = δH and S =
−→
δH on complete trajectories is compared to previously published results for
other outlier measures. We then evaluate SNN-CAD for online learning and
sequential anomaly detection in the trajectories, with the objective to:
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• Demonstrate that labelled anomalies can be detected with high sensitivity
and low FAR before the complete trajectory has been observed.

• Show that FAR is well-calibrated, i.e., close to the specified anomaly thre-
shold ε, and that sensitivity to true anomalies increases during online
learning.

Finally, in Section 5.6 we reproduce a previously published experiment on a
public set of labelled video trajectories. In this experiment, classification ac-
curacy of SNN-CAD with S =

−→
δH on complete trajectories is compared to

previously published results.

5.3 Anomaly Detection in Unlabelled Vessel
Position-Velocity Data

A first experiment with cell-based GMM was carried out using a data set of
position-velocity vectors extracted from a database of recorded vessel tracks.
The aim of this experiment was to investigate whether the proposed algorithm
and the point-based position-velocity feature model are feasible for anomaly
detection in sea traffic. Since there are no labelled anomalies in this data set,
we investigate the character of the most anomalous data points detected by the
algorithm, i.e., the data points with the lowest likelihood scores.

5.3.1 Data Description and Preprocessing

Three sets of unlabelled vessel position-velocity vectors were extracted from a
vessel track database provided by the Swedish Naval Base1. The database con-
tains fused AIS data and radar tracks from vessels, which have been collected
during surveillance of the coast of south Sweden and parts of the neighbouring
coasts of Denmark, Germany and Poland and the sea in between. The database
has two main parts corresponding to approximately one week of summer traffic
and one week of autumn traffic, respectively. In addition, there are six shorter
recordings spread out over the year, each having a duration of a few hours. In its
raw form, each row in the database corresponds to a vessel report that includes
a number of attributes. For each row, we extracted a 4-dimensional position-
velocity vector from attributes corresponding to location in latitude and longit-
ude, speed and course. The feature vectors where organised into three different
sets corresponding to the two main parts and the remaining six scenarios.

5.3.2 Experiment Design

The grid size of the cell-based GMM was arbitrarily set to 30 in latitudinal dir-
ection and 40 in longitudinal direction. This was considered to be good enough

1http://www.forsvarsmakten.se/en/Organisation/Training-units/Naval-Base-MarinB/
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in the sense that the number of data points in each square is sufficiently high
(more than 30 data points), while the complexity of each GMM is not too high
(less than 20 components). Estimation of the GMM parameters was done using
a publicly available implementation of the greedy EM algorithm, with standard
parameter values, proposed by Verbeek et al. (2003). During training of each
local GMM, the local data from the summer traffic and autumn traffic data
sets (Section 5.3.1) were used for parameter estimation and model validation,
respectively; recall that the greedy EM algorithm requires a separate valida-
tion set to determine a suitable number of mixture components (Verbeek et al.,
2003). The maximum number of mixture components was set to 20; this value
was never reached, however. For more details on the greedy EM algorithm and
its parameters, the reader is referred to Verbeek et al. (2003). The validation set
was also used for tuning the anomaly likelihood threshold so that 0.1% of all
position-velocity vectors in the validation set were classified as anomalous. The
level 0.1% was chosen in consideration of what may constitutes an acceptable
(false) alarm rate in a real surveillance applications. The remaining data from
the six shorter scenarios was used as test data for anomaly detection.

5.3.3 Results

In total, 0.1% of the position-velocity vectors of the test set were classified as
anomalous. Figure 5.1–5.4 present qualitative results for a subset of all cells,
where anomalies were detected. Each arrow in the figures represents a position-
velocity data point, where the position, size and direction of the arrow corres-
pond to the vessel’s location, speed and course, respectively. The colour coding
is as follows:

• Blue corresponds to the training data.

• Green corresponds to test data classified as normal.

• Red corresponds to the test data classified as anomalous.

5.3.4 Analysis

The rate of data points in the test set classified as anomalous (0.1%) is equal to
the rate of anomalous data points in the validation set, i.e., the data set used for
tuning the anomaly threshold. This result is quite expected since the validation
set and test set are both assumed to reflect normalcy and, hence, should have
approximately the same of amount of anomalies for a given threshold.

Examining Figure 5.1–5.4, we see that the detected anomalies correspond
to vessels that are: crossing sea lanes (Figure 5.1, Figure 5.2 and Figure 5.4),
travelling in the opposite direction of sea lanes (Figure 5.2) and travelling rel-
atively fast (Figure 5.3 and Figure 5.4). These anomalies appear rather clear in
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Figure 5.1: Anomaly detection results for cell-based GMM and the joint position-
velocity feature model, in a selected cell located approximately 19 nautical miles north-
east of the island of Bornholm, Denmark. A two-directed sea lane is clearly illustrated
by the high concentration of (blue) traffic in two opposite directions. A minority of the
traffic travels in parallel to the main sea lane, but still follows the main direction of
motion. The anomaly (red) corresponds to a vessel crossing the sea lane.
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Figure 5.2: Anomaly detection results for cell-based GMM and the joint position-
velocity feature model, in a selected cell located approximately 15 nautical miles west of
the port of Gothenburg, Sweden. The majority of the tracks of the training data (blue)
are concentrated to the sea lane going in north-west direction; a minority of the training
data deviates from it. Data points from two vessel tracks are detected as anomalous; the
first vessel has travelled close to the sea lane but in the opposite direction, and the other
has crossed the sea lane.
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Figure 5.3: Anomaly detection results for cell-based GMM and the joint position-
velocity feature model, in a selected cell located approximately 20 nautical miles south
of the port of Karlskrona, Sweden. A two-way sea lane is clearly illustrated. The an-
omalous data points correspond to a vessel travelling in the sea lane but at high speed,
which is indicated by the length of the velocity vector.
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Figure 5.4: Anomaly detection results for cell-based GMM and the joint position-
velocity feature model, in a selected cell located in the strait between the island of
Bornholm, Denmark, and the south-eastern coast of Sweden. The anomalous data points
(red) correspond to a vessel crossing the main sea lane at an anomalous location and at
a relatively high speed.
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contrast to the normal data. The location and extension of the major sea lanes
are often easily identified. However, information regarding the normal speed
in the sea lanes is obscured by the high concentration of plotted data vectors.
Figure 5.4 confirms that the algorithm is sensitive to anomalous correlations
between different feature values. There is a substantial amount of tracks in the
training set that crosses the main sea lane; however, the location of the crossing
point is different for the test track detected as anomalous, suggesting that the
algorithm is sensitive to the relation between current course and position.

The point-based position-velocity feature model is of course limited, since
it only considers momentary states of the vessel motion. Furthermore, spatio-
temporal relations to surrounding vessels are not considered. This implies that
anomalies related to situations that develop over time and which may involve
multiple vessels, e.g., smuggling and hijacking, are difficult, if not impossible,
to detect. However, the simplicity of the method makes it applicable to any
domain involving motion in the two-dimensional plane, requiring no particular
domain knowledge.

5.3.5 Summary and Conclusion

In this experiment we have evaluated the cell-based GMM and the position-
velocity feature model for anomaly detection in recorded vessel traffic. Results
indicate that the proposed algorithm and feature model are feasible for anomaly
detection in sea traffic. It has been shown that vessels crossing sea lanes, viol-
ating traffic direction and travelling at relatively high speeds can be detected
at a low alarm rate (0.1%). Moreover, it has been shown that the proposed
algorithm is sensitive to anomalous combinations of the feature values, e.g.,
vessels crossing sea lanes at novel locations. Yet, anomalies related to beha-
viour over time are not captured by the method. Hence, the method should be
replaced or complemented by a trajectory-based anomaly detector, e.g., SNN-
CAD based on HD (Section 4.4).

5.4 Anomaly Detection in Labelled Vessel Trajectory
Data

In this section, a series of experiments are carried out where relative perform-
ance of cell-based GMM and KDE, SPT-CAD and SNN-CAD based on HD
are evaluated on labelled vessel trajectory data. We start by describing the data
sets used, including how they were extracted and preprocessed (Section 5.4.1
and 5.4.2). The general setup and the parameters of the evaluated algorithms,
used throughout the experiments, are presented in Section 5.4.3. In the first ex-
periment (Section 5.4.4), we compare normalcy learning performance of GMM
and KDE. In Section 5.4.5 and 5.4.6, we investigate the detection delay for cell-
based GMM and KDE and SPT-CAD. In Section 5.4.7, we reproduce a previ-
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ously published experiment where classification performance of SNN-CAD is
compared to other algorithms. Finally, in Section 5.4.8 we investigate whether
the false alarm rate of SNN-CAD is well-calibrated (according to the definition
in Section 3.3.1).

5.4.1 Extraction of Normal Training Data

Vessel trajectories were extracted from an AIS database provided by Saab
Transponder Tech. The database includes AIS reports collected from about
three weeks of continuous sea traffic along the west coast of Sweden. From each
of the raw AIS reports, we extracted the following attributes: MMSI (Maritime
Mobile Service Identity), latitudinal and longitudinal position, course, speed,
absolute time stamp and vessel class. In order to extract trajectories, we have
tracked each individual vessel based on its MMSI number, which is assumed
to be an unique identifier. To reduce the size of the data, vessel reports are
sampled when the tracked vessel has travelled a distance equal to or larger than
the sampling distance 200 m. The sampling distance is chosen quite arbitrary
but is considered to sufficiently reduce the size of the data while still retaining
a reasonable resolution. During each sampling, latitude, longitude, speed and
course of the current vessel report are extracted, resulting in 4-dimensional
trajectories. Sampling is continued until either no new reports are received
within a particular time interval (e.g., due to the fact that the vessel has left
AIS-coverage), or it has remained stationary for more than 5 minutes, in which
case it is assumed to be moored. In either case, the current trajectory is ter-
minated and a new trajectory is initiated when the vessel reappears or starts to
move again.

In total, approximately 4,500,000 vessel reports were sampled and 36,370
trajectories extracted from the AIS database. These trajectories constitute the
total AIS vessel trajectory set and are illustrated in Figure 5.5. Moreover, two
local sets of 2888 and 1468 trajectories were separately extracted from a con-
fined area outside the port of Gothenburg (Figure 5.6 and Figure 5.7). Traject-
ories in the second local set are labelled by the corresponding AIS class and
belong to one of the three vessel classes cargo ship, passenger ship or tanker;
these are the most common classes and constitute approximately 50% of all the
trajectories in this area. From the local sets, a subset of 2310 and 1028 traject-
ories were randomly sampled as training set TTrain1 and TTrain2 , respectively.
The remaining trajectories, 578 and 440 trajectories, respectively, were used
when creating three test sets of normal and simulated anomalous trajectories,
as described in Section 5.4.2 below.

Note that trajectories extracted from the AIS database are unlabelled in the
sense that there is no label telling whether a particular report or trajectory is
anomalous or normal. However, during the experiments we assume that all the
trajectories extracted from the AIS database are normal.
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Figure 5.5: Screen capture from Google Earth where all trajectories extracted from the
AIS database (Section 5.4.1) have been superimposed on a photo (copyright 2009 Ter-
raMetrics, COWI A/S, DDO, GeoContent) of Sweden (right) and Denmark (left) and
the sea in between (Kattegat, Skagerrak and Öresund).
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Figure 5.6: Screen capture from Google Earth where the local set of 2888 trajectories
from all vessel classes (Section 5.4.1) have been superimposed on a photo (copyright
2009 Lantmäteriet/Metria) of the port area of Gothenburg. The size of the area is ap-
proximately 12×8 km. A grid of size 6×4, used for cell-based modelling (Sections 5.4.5
and 5.4.6), is overlaid.

Figure 5.7: Screen capture from Google Earth where the local set of 1468 trajectories
from vessel classes cargo ship, passenger ship and tanker (Section 5.4.1) have been super-
imposed on a photo (copyright 2009 Lantmäteriet/Metria) of the port area of Gothen-
burg. The size of the area is approximately 12 × 8 km. A grid of size 6 × 4, used for
cell-based modelling (Sections 5.4.5 and 5.4.6), is overlaid.
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5.4.2 Creation of Normal and Anomalous Test Data

Three different test sets, TTest1 , TTest2 and TTest3 , were created for the ex-
periments. Each trajectory in the first and second test set consists of an initial
segment labelled normal, which is followed by a simulated segment labelled as
anomalous. The trajectories in the third test set are simply normal or anomal-
ous, where anomalous trajectories are based on normal trajectories that have
been distorted. More details on the generation of the test sets follow below.

First Test Set of Vessel Trajectories

The first test set, TTest1 , consists of 1000 trajectories that each has two parts:
an initial normal segment that is followed by an anomalous segment. The nor-
mal segment was constructed by first randomly sampling a trajectory among
the subset of 578 trajectories from all vessel classes extracted from the port
area of Gothenburg. A break point along the sampled trajectory was then ran-
domly selected; the part that extended from the first data point to the break-
point was extracted as the normal segment. The anomalous segment, extending
from the selected breakpoint, is a random walk generated as follows. Starting
from the breakpoint, new values for speed and course are randomly sampled
from the uniform distributions on the intervals 0–30 knots and 0–360°, re-
spectively. Next, the subsequent latitudinal and longitudinal coordinates of the
trajectory are updated by projecting the next position 200 m ahead of the cur-
rent position, based on the current course. Thus, the sampling distance of the
anomalous segments is equal to that of the normal segments (see Section 5.4.1).
Moreover, during each trajectory update (sampling), there is a 10% probability
that new values for the speed and course are sampled from the corresponding
uniform distributions, independently of each other. If the trajectory is about
to leave the local port area (Figure 5.6), a new course is sampled that ensures
that the trajectory does not leave the area. The length of each anomalous seg-
ment is fixed to 100 points, which was assumed to be long enough for enabling
anomaly detection. A sample of trajectories from the first test set are illustrated
in Figure 5.8.

Second Test Set of Vessel Trajectories

The second test set, TTest2 , was created in the same way as TTest1 above, but
with the difference that normal segments were sampled from the subset of 440
trajectories where AIS vessel class is cargo ship, passenger ship or tanker.

Third Test Set of Vessel Trajectories

The third test set, TTest3 , was created by Brax et al. (2010). It consists of 161
and 172 trajectories labelled as normal and anomalous, respectively. Both the
normal and anomalous trajectories were randomly sampled from the subset of
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Figure 5.8: Plot of three semi-simulated vessel trajectories from the first test set TTest1 ,
where the (real) normal segments are green and the (simulated) anomalous segments are
red (Section 5.4.2). These are overlaid on the set of all (real) normal trajectories in blue
from the first training set TTrain1 (2310 trajectories) (Section 5.4.1). Note that only the
first 20 points from the anomalous segments have been plotted for clarity.
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Figure 5.9: Plot of three semi-simulated vessel trajectories labelled anomalous (thick
red) from the third test set TTest3 (Section 5.4.2), overlaid on the set of all normal
trajectories (blue) from the first training set TTrain1 (2310 trajectories) (Section 5.4.1).
Note the anomalous segment of each anomalous trajectory, where 10 consecutive points
have been shifted.

578 trajectories extracted from the Gothenburg port area. However, each tra-
jectory labelled as anomalous was distorted by randomly selecting a point and
shifting it and the 9 consecutive points. The latitude and longitude location
of each point was shifted a random distance from its original location accord-
ing to the uniform distribution on [−4,4], where 4 = 500 m. A sample of
the anomalous trajectories are illustrated in Figure 5.9. For more information
regarding the generation of this data set, see Brax et al. (2010).

5.4.3 General Setup and Parameters

This section describes the setup, parameters and other implementation details
of the anomaly detection algorithms that are evaluated on the AIS data set.

Cell-based GMM

For the cell-based GMM, the iterative EM algorithm (Algorithm 4.1), proposed
in Section 4.3.1, has been used for estimating the parameters, including the
number of components. The number of candidate models per iteration, q, was
set to 5, which was assumed to be enough for adequately suppressing the sensit-
ivity to the random parameter initialisation. The maximum number of compon-
ents, kmax, was unlimited. Moreover, 20% of the training data was randomly
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and exclusively selected for the hold-out model validation, i.e., determining the
appropriate number of mixture components. This proportion was chosen quite
arbitrary, but was assumed to be enough for model validation.

Cell-based KDE

For KDE, we adopted the adaptive window width approach described by Ristic
et al. (2008). That is, we selected the multivariate Gaussian kernel with zero
mean and fixed covariance matrix, which was set to the sample covariance
of the local cell data. The window width h for each kernel was adaptively
estimated using the formula originally proposed by Silverman (1986).

SPT-CAD

For SPT-CAD, we adopted the position-velocity vector feature model, where
each feature was normalised to [−1, 1]. The modified nearest neighbour NCM
(Equation 3.2) was used for calculating the nonconformity between pairs of
trajectory points (input parameter A to Algorithm 4.2), where the number of
nearest neighbours, k, was set to one, which is common for nearest neighbour
methods.

SNN-CAD

For SNN-CAD, we used the directed HD as similarity measure, i.e., S =
−→
δH ,

considering the single most similar neighbour, i.e., k = 1. We adopted the
anomaly detection scheme proposed in Section 4.4.3, where three different
point feature subspaces were considered. That is, we had three SNN-CAD
detectors in parallel, classifying the trajectories of position vectors, position-
speed vectors and position-course vectors, respectively, where normalisation of
features was done according to Section 4.4.3.

For practical reasons, we have not implemented an exact algorithm for cal-
culating HD between two trajectories, i.e., an algorithm that considers all inter-
mediate points along the line segments, such as the one proposed by Alt et al.
(1995). Instead, we use a naive algorithm that approximates HD between two
trajectories by only considering the finite set of end points of the line segments.

5.4.4 Normalcy Learning – GMM vs. KDE

GMM and KDE are two statistical models that have been proposed for point-
based trajectory anomaly detection (Section 4.3.1). As discussed in Section
4.3.1, there are reasons to believe that GMM is suboptimal for estimating the
distribution of the position along traffic lanes; the position distribution along
traffic lanes is usually close to uniform rather than Gaussian. In this section,
we empirically investigate whether KDE is indeed a more accurate model than
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GMM for estimating the distribution of position-velocity values of normal ves-
sel traffic.

Ideally, we would measure the similarity of the estimated distributions with
the true distribution using, e.g., the Kullback-Leibler divergence measure
(Bishop, 2006). However, this is not feasible since we do not know the true
distribution for the normal data. Therefore, we propose a new performance
measure known as normalcy modelling performance. Assume that we have a
normal training set and a normal evaluation set that are IID. Having estimated
the underlying distribution using the training set, we calculate the data likeli-
hood for the evaluation set using each of the estimated models. The normalcy
modelling performance of a model is proportional to the evaluation data like-
lihood. If the model is close to the true distribution, we expect that the data
likelihood will be relatively high, since the evaluation data was generated from
the same distribution as the training set. Hence, the model (GMM or KDE)
that assigns the largest likelihood for the evaluation data is assumed to better
estimate the true PDF and is therefore regarded as superior.

Experiment Design

We estimated joint position-velocity vector models for the total AIS vessel tra-
jectory set (36 370 trajectories, see Section 5.4.1), using cell-based GMM and
cell-based KDE. A grid of size 12 × 24 in longitude and latitude direction, re-
spectively, was used, where the size of the cells is approximately 22 × 22 km.
The grid is different from that of the previous experiment (Section 5.3); the
extension of the trajectories in this data set is different, and cell size was (ar-
bitrary) chosen to be slightly larger. For each cell, we extract a local trajectory
segment from each trajectory that passes the cell. The local trajectory segments
for each cell are then divided into two sets: 80% are randomly selected as local
training set and used for PDF estimation, while the remaining are used as local
test data for calculating likelihood scores. Cells with less than 100 trajectory
data points in the evaluation set were excluded from normalcy learning. This
resulted in 112 out of 288 cells having enough data for estimating normalcy
models.

Results

Results for the normalcy modelling experiment using cell-based GMM and
KDE are summarised in Table 5.2. The table presents the median and first
percentile of the distribution of the natural logarithm of the likelihood for all
data points from all the local evaluation sets. For a selected cell (Figure 5.10),
the 2-dimensional PDFs in position space for GMM and KDE are illustrated in
Figure 5.11 and Figure 5.12, respectively.
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Table 5.2: Summary of the distribution of natural logarithm of the likelihood scores for
all vessel position-velocity data points of all the local evaluation sets (Section 5.4.4).

Cell-based
GMM

Cell-based
KDE

Median of log likelihood
distribution

-1.8270 -1.3162

1st percentile of log likelihood
distribution

-11.6569 -7.7414

Figure 5.10: Plot of vessel trajectories from the AIS data set (Section 5.4.1) in a selected
cell from the grid of size 12×24 (Section 5.4.4). This cell has been selected, since the cor-
responding GMM and KDE models have interesting features (see Figure 5.11 and 5.12).
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Figure 5.11: Visualisation of PDF in position space for GMM for the selected cell in
Figure 5.10. Note the uni-modal peak halfway along the two parallel sea lanes, hiding
the separation between them.

Figure 5.12: Visualisation of PDF in position space for KDE for the selected cell in Fig-
ure 5.10. Note how this PDF, in contrast to the one in Figure 5.11, nicely discriminates
the two parallel lanes and approximates a uniform distribution along them.
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Analysis

Looking at Table 5.2, we may interpret the results as KDE being superior in the
sense that the median of the data likelihood of a normal observation is higher
than for the GMM model; the median of the likelihood (no logarithm) for the
normal evaluation set is approximately 5/3 times the corresponding likelihood
for the GMM model. This ratio is even larger, approximately 50:1 in favour
of KDE, when considering the first percentile, i.e., the least likely observations
encountered in the evaluation set. These results, together with the plotted PDFs
in Figure 5.11 and Figure 5.12, support the hypothesis that KDE more accur-
ately captures features in normal data related to, e.g., the distribution of vessel
position along sea lanes.

One could argue that the assumption that the recorded AIS data strictly re-
flects normal traffic is not realistic or feasible. In fact, there may be occurrences
in this data that some people, in some context, would consider anomalous and
worthy an alert. By taking the median and not the mean value of the (logar-
ithm of the) likelihoods for all data points, our assessment of the normalcy
modelling performance is robust with regard to such anomalies. Consider for
example the case where we actually have a true anomaly in our evaluation
data. A good normalcy model would then assign this data point a (very) low
likelihood, while a less good normalcy model might assign it a considerably lar-
ger likelihood. Thus, considering the mean instead of median would penalise
models that detect these true anomalies in favour for models that do not.

5.4.5 Sequential Anomaly Detection Delay – First Experiment

In this section, we investigate detection delay on the anomalous trajectory seg-
ments of the first test set TTest1 . We evaluate cell-based GMM and KDE where
different point feature models are estimated from the first training set TTrain1 .
The main objective of the experiment is to investigate:

• Whether KDE is more sensitive to the anomalous segments than GMM.

• How different point feature models affect detection delay.

Experiment Design

Grid size was arbitrary set to 6 × 4 cells in longitude and latitude direction,
respectively. The resulting cells were approximately quadratic with size 2 km,
which is less than the cell size of the grids used in the previous experiments. The
reason for considering another grid, with smaller cell size, is that this experi-
ment involves a subset of the data set from a port area, where traffic density is
relatively high. Based on the first training set, TTrain1 , we estimated, for each
cell, three different PDFs based on GMM/KDE: the joint 4D position-velocity
vector PDF, the 2D position PDF and the 2D conditional velocity vector PDF
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Table 5.3: Sequential anomaly detection delay (Section 5.1) on the anomalous segments
of the first test set of vessel trajectories TTest1 (Section 5.4.5). The anomaly threshold
of each detector has been tuned so that 1% of the normal trajectory segments in TTest1

have one or more data points classified as anomalous.
Anomaly detector Mean Median

Joint position-velocity PDF 18.7 12
Cell-based Position PDF 11.3 7.5

GMM Cond. velocity PDF 22.3 16
Position PDF OR cond. velocity PDF 17.7 11

Joint position-velocity PDF 17.9 12
Cell-based Position PDF 10.1 7

KDE Cond. velocity PDF 26.0 19
Position PDF OR cond. velocity PDF 10.6 7

(conditioned on current position) (see Section 4.3.1). Based on these PDFs, four
types of cell-based anomaly detectors were evaluated:

1. Joint position-velocity detector.

2. Position detector.

3. Position-conditional velocity vector detector.

4. Logical OR combination of detectors 2 and 3 above.

In order to normalise detection delay results, the anomaly threshold for each
detector 1–4 was tuned so that one or more anomalous data points were detec-
ted in 1% of the normal segments in the test set TTest1 . In case of the combined
detector of type 4, the thresholds for detector 2 and 3 were each independently
tuned to generate anomalous data points in 0.5% of the normal segments; this
ensures that the false alarm rate of the combined detector is bounded by 1%,
which we assume is an acceptable rate in a real surveillance application.

Results for detection delay are presented in Table 5.3.

Analysis

Examining Table 5.3, a number of interesting observations can be made. To
start with, there seems to be no strong evidence suggesting that KDE is more
sensitive to anomalous trajectory points than GMM (or vice verse). This is per-
haps a bit surprising, given the prior hypothesis and results from the normalcy
modelling experiment (Section 5.4.4). However, there is a possible explanation
for the apparent insignificance of GMM and KDE which we will get back to
later in this section.
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The best results for cell-based GMM/KDE were achieved when considering
only the position PDF; the detection delay for GMM/KDE based on only velo-
city vector is more than twice than that of the corresponding position detector.
Hence, it seems that the position is a significantly more accurate feature than
the velocity vector for discriminating the anomalous data points, regardless
of GMM/KDE. Moreover, performance of the joint position-velocity detector
and the combined position and velocity detectors were both worse than the
position detector alone. Thus, it seems that for most of the anomalous test seg-
ments, the velocity vector features do not contribute to the anomaly detection.
It is also interesting to note that the logical OR combination of the position
detector and the conditional velocity vector detector performs better than the
joint position-velocity detector, in particular for KDE. A possible explanation
for this difference in performance is the curse of dimensionality, as discussed in
Section 4.3.1; more subtle anomalies in lower-dimensional feature spaces, such
as position, are marginalised in the joint high-dimensional feature space.

Generally, we observe that the mean value is larger than the corresponding
median value for all detectors. This means that the distribution of the detection
delay is skewed to the right, i.e., there is a long tail of relatively large delay
values. This could at least partially be explained by those anomalous trajectory
segments that, initially, more or less follow the normal sea lanes and lie within
the normal speed interval by chance. The detection of these anomalies will typ-
ically be delayed until a new course and/or speed is randomly sampled (Section
5.4.2), or the trajectory eventually leaves the current sea lane.

The overall performance of the detectors is not very impressive. Given the
rather constrained behaviour of the normal trajectories (see, e.g., Figure 5.8),
it seems reasonable to expect that an effective anomaly detector should be able
to detect most of the random and sweeping anomalous trajectories at an early
stage, e.g., after a couple or three data points. Yet, the best results achieved are
7.5 and 7 data points (median) for GMM and KDE, respectively, which corres-
ponds to approximately 1.5 km. This distance can be compared to the size of
the cells, which is approximately 2 km. We argue that it is the very low like-
lihood threshold that is the key to explaining the suboptimal results. Consider
Figure 5.13 which illustrates the data point whose position likelihood value de-
termines the threshold for the KDE position PDF. This data point corresponds
to the minimum point likelihood of the normal test segment that has the largest
minimum point likelihood among the 1% normal test segments classified as
anomalous. Now, looking at the position PDF, it is clear that the data point
is assigned a very low likelihood, even though it belongs to a normal segment
and is located close to another trajectory in the training set. The reason for
this is that the relative probability density is very low; a large majority of the
trajectories in the training set for this cell follow two other lanes which are
clearly indicated by the high density areas of the position PDF. One percentage
of the normal trajectory segments have one or more data points that are at least
as extreme as this. In order to suppress the rate of false alarms, we are there-
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Figure 5.13: Illustration of a position anomaly detected in a normal segment by cell-
based KDE, which is tuned to detect position anomalies in 1% of all normal segments.
The detected point corresponds to the least anomalous among all data points detected
as anomalous in the normal segments. Above: Plot of trajectory segments from local
training set (blue) in current cell and anomalous position (red dot) detected in a normal
trajectory segment (cyan) from the first test set TTest1 . Below: Plot of the position PDF
for the cell, estimated using KDE. Note the red point indicating the location and density
for the detected position anomaly.
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Figure 5.14: Illustration of a position-conditional velocity anomaly detected in a normal
segment by cell-based KDE, which is tuned to detect velocity anomalies in 1% of all
normal segments. The detected point corresponds to the least anomalous among all data
points detected as anomalous in the normal segments. Above: Plot of trajectory segments
from local training set (blue) in current cell and location of the velocity anomaly (red
dot) detected in a normal trajectory segment (cyan) from the first test set TTest1 . Below:
Plot of the position-conditional velocity PDF for the position of the velocity anomaly,
where the PDF is estimated using KDE. Note the red point indicating the anomalous
velocity vector and its density.
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fore forced to push the likelihood threshold down to this (very) low level. This
means that the true anomalies have to be even more extreme, i.e., they have
to have even lower likelihood value, in order to be detected. The situation is
similar when considering the data point, illustrated in Figure 5.14, whose velo-
city vector likelihood determines the threshold for the KDE velocity PDF. From
Figure 5.14, it seems that the course has relatively low likelihood, even though
there are other trajectories nearby in the training data that have similar course.
Yet, since almost all trajectories that are nearby follow another two-directional
sea lane, the illustrated data point is assigned a very low likelihood.

Assuming that the segments labelled normal in the test set would indeed
be considered normal in a real application, the cell-based approach is clearly
suboptimal since it fails to capture relatively infrequent, yet normal patterns,
in data. Part of the problem may perhaps be explained by the importance
of the cell division and cell size. For example, the data point illustrated in
Figure 5.13 would probably not be assigned such as low likelihood if it be-
longed to the smaller cell defined by the lower left longitude-latitude coordin-
ates (11.765, 57.670) and upper right coordinates (11.780, 57.676). As another
example, consider the cell located in the second column and second row, start-
ing from the top, of the grid illustrated in Figure 5.6. In this cell, there is a
minor sea lane that extends in north-westwards direction from the major sea
lane. Since traffic density of the minor sea lane is relatively low compared to
the major sea lane, vessels travelling close to the minor sea lane will be con-
sidered rather unlikely, perhaps even anomalous, by cell-based GMM/KDE,
even though they follow a sea lane that seems to be part of normalcy. This
would not be the case if the minor sea lane was located in a (smaller) separate
cell, since its local density would then be larger.

It is quite possible that better performance could be achieved with another
cell division where, e.g., cell size is smaller. However, determining the optimal
cell division does not seem to be trivial and it may be argued that cell-division
is not a natural way to structure and partition vessel trajectory data. An al-
ternative, or complement, to the cell-based modelling is to cluster trajectories
following similar routes, with the aim of finding and discriminating the fre-
quent trajectory patterns from the less frequent trajectory patterns (cf. clus-
tering based trajectory anomaly detection methods in Section 2.2.2). For each
cluster, the features of trajectories belonging to that cluster may be statistically
modelled using GMM or KDE. When classifying a new data point, the most
probable cluster would first be determined. Next, its likelihood would be es-
timated based on the corresponding cluster model. This means that a trajectory
following other previous trajectories in a low traffic density area would typ-
ically be classified as normal, assuming that a corresponding cluster has been
identified for the previous trajectories.
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5.4.6 Sequential Anomaly Detection Delay – Second
Experiment

In this section, we investigate detection delay on the anomalous trajectory seg-
ments of the second test set, TTest2 , for the following three detectors: cell-based
GMM, cell-based KDE and SPT-CAD. All three detectors are based on the joint
position-velocity vector feature model and trained using the second training set
TTrain2 . The objective of this experiment is to investigate:

• Whether SPT-CAD is more sensitive to the anomalous segments than cell-
based GMM/KDE.

• Whether the false alarm rate of SPT-CAD is well-calibrated, i.e., if the
empirical false alarm rate is close to the specified anomaly threshold ε.

• Whether detection delay for cell-based GMM/KDE is affected when in-
corporating vessel class information.

The setup and design of this experiment is similar to the previous experiment
described in Section 5.4.5, but with the following modifications to account
for the additional vessel class information of each trajectory: For cell-based
GMM and cell-based KDE, a separate model was estimated for each of the
three vessel classes. When classifying data points from a test trajectory T ∈
TTest2 , the model corresponding to the class of T was used. In case of SPT-
CAD, the subset of trajectories from TTrain2 having the same class label as T
were provided as training data. For each detector, a single anomaly threshold
was used; in case of GMM/KDE, the same likelihood threshold was used for
each class specific model. Similar to the first detection delay experiment, the
threshold for each detector was tuned to detect one or more anomalous data
points in approximately 1.1% or, more exactly, 5 out of 440 of the normal test
segments2. For SPT-CAD, this rate was achieved by setting ε to 0.3%, which
resulted in 0.2% of all data points from the normal test segments classified as
anomalous.

Results for detection delay are presented in Table 5.4.

Analysis

We observe in Table 5.4 that detection delay for SPT-CAD is less than the detec-
tion delay for cell-based GMM/KDE. Hence, it seems that SPT-NCM based on
the nearest neighbour distance (Section 4.3.2) is a rather good outlier measure
compared to cell-based GMM/KDE. This is perhaps explained by the fact that
SPT-NCM is not density-based and therefore, in contrast to GMM and KDE,
does not penalise the more infrequent, yet normal, patterns in data (see analysis
of results from the previous detection delay experiment in Section 5.4.5). Yet,

2It was, for numerical reasons, not possible to achieve exactly 1% anomalous test segments.
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Table 5.4: Sequential anomaly detection delay on the anomalous segments of the second
test set of vessel trajectories TTest2 (Section 5.4.6). The anomaly threshold of each de-
tector has been tuned so that 1.1% of the normal trajectory segments in TTest2 have
one or more data points classified as anomalous.

Detector Mean Median

SPT-CAD 3.99 1
Cell-based GMM 6.75 3
Cell-based KDE 4.69 2

results for SPT-CAD and cell-based KDE are quite close and the median detec-
tion delay for both methods is very low (1 and 2, respectively), indicating that
most anomalous trajectories are very easy to detect. Hence, it is not obvious
what conclusions can be drawn regarding relative sensitivity of the detectors.

It is perhaps of more interest to compare the results in Table 5.4 with the
results from the first detection delay experiment in Table 5.3. From this com-
parison, it is clear that performance of cell-based GMM/KDE has improved
significantly in the second experiment. This performance improvement is prob-
ably related to the additional class information during learning and classifica-
tion, and the fact that only trajectories of vessel class type cargo ship, tanker
and passenger ship are considered. The behaviour of these vessels appears to
be more predictable; they follow sea lanes more strictly compared to other ves-
sels, such as tugs and pilots, which move around more freely in the port area.
This, we believe, makes the anomalous trajectories appear more anomalous
and, hence, performance of cell-based GMM/KDE is improved.

Finally, we observe that the rate of normal data points classified as anom-
alous (0.2%) by SPT-CAD is just below the anomaly threshold (0.3%). Thus,
the false alarm rate, in terms of normal data points classified as anomalous, is
well-calibrated.

5.4.7 Anomaly Detection – Precision and Recall

This experiment was first published by Brax et al. (2010), who evaluated precise
and imprecise State-based Anomaly Detection (SBAD) using the first training
set TTrain1 and the third test set TTest3 . We repeat this experiment using SNN-
CAD with the objective of evaluating its relative classification performance.
Given the training set TTrain1, the anomaly detector simply has to classify
each complete trajectory T ∈ TTest3 as either normal or anomalous. Results
for SNN-CAD are compared to the best results reported by Brax et al. (2010)
in Table 5.5.
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Table 5.5: Precision and recall (Section 5.1) for different anomaly detectors on the third
test set of vessel trajectories TTest3 . Note that results for SBAD were previously pub-
lished by Brax et al. (2010).

Detector Precision
Recall

(sensitivity)

SNN-CAD with S =
−→
δH 0.97 0.98

Precise SBAD with parameter setting B
(Brax et al., 2010)

0.88 0.98

Imprecise SBAD with parameter setting B
(Brax et al., 2010)

0.92 0.97

Analysis

In Table 5.5, we see that while SNN-CAD and precise/imprecise SBAD all attain
a high level of recall (0.98, 0.98 and 0.97, respectively), SNN-CAD has a higher
level of precision (0.97 compared to 0.88 and 0.92).

The normalcy model in SBAD is based on the frequency of different discrete
kinematic states and their transitions among data points from normal trajector-
ies. A possible explanation for the superior performance of SNN-CAD is that
it models the relationship between all (observed) data points from the corres-
ponding trajectory. In contrast, SBAD only considers the relationship between
successive data points, i.e., the relative frequency of one-step state transitions.
Moreover, SNN-CAD does not require that features are discretisized, which, in
case of SBAD, may result in some loss of sensitivity.

5.4.8 Anomaly Detection – False Alarm Rate

In this section, we investigate the false alarm rate of SNN-CAD during online
learning and anomaly detection in the first set of normal vessel trajectories
TTrain1. The objective of this experiment is to investigate whether the false
alarm rate is well-calibrated, i.e., if the empirical false alarm rate is close to the
specified anomaly threshold ε: According to Theorem 3.1, the expected false
alarm rate for SNN-CAD is equal to ε, if the training set and new example are
IID.

Starting with an initial training set TInit = {T1, . . . , T100} ⊆ TTrain of 100
randomly sampled normal trajectories, we let three parallel detectors, as pro-
posed in Section 4.4.3, classify the sequence of remaining trajectories
(T101, . . . , T2310) from TTrain. After each classification, the corresponding tra-
jectory is added to the accumulated training set, i.e., online learning, regardless
of whether it was classified as normal or anomalous. In theory, we may start
with an empty training set. However, in a real applications, there will typically
be a set of normal trajectories available prior to the deployment of the anomaly
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Table 5.6: Empirical false alarm rates, for multiple detectors based on SNN-CAD, dur-
ing online learning and anomaly detection in a sequence of normal vessel trajectories
from TTrain1 (Section 5.4.8). The combined detector corresponds to a logical OR com-
bination of the three detectors.

Empirical false alarm rate

Location detector with ε′ = 0.01 1.04%
Speed-location detector with ε′′ = 0.01 0.85%

Course-location detector with ε′′′ = 0.01 0.81%
Logical OR combination of all detectors 1.99%

detector. Hence, we have set the size of the initial training set to 100, which
is relatively small compared to the size of total set (2310). Analogously to the
previous experiments, the anomaly threshold for each detector was set to 1%,
i.e., ε′ = ε′′ = ε′′′ = 0.01.

Results for the false alarm rates are shown in Table 5.6.

Analysis

In Table 5.6, we see that the empirical false alarm rate for each of the three
detectors is close to the expected false alarm rate 1%. It also interesting to
note the false alarm rate of the combined detector (1.99%). Clearly, some of
the trajectories are classified as anomalous by more than one of the detectors.
Moreover, the overall false alarm rate indicates that anomalies detected by dif-
ferent detectors are not independent. Because, if they were indeed independent,
we would expect an overall false alarm rate close to 1− 0.993 = 2.97%, where
0.993 is the probability that a random normal sample will not be classified as
anomalous by any of the three detectors. Yet, the overall false alarm rate can
still be controlled in practise, since it is bounded by 1 minus the product of the
individual anomaly thresholds. In a real application, the anomaly thresholds ε′,
ε′′ and ε′′′ may be set to different levels, if there is a need for suppressing or
favouring particular types of anomalies.

5.4.9 Summary

A number of experiments have been carried out where cell-based GMM and
KDE, SPT-CAD based on Euclidean nearest neighbour distance and SNN-CAD
based on directed HD have been evaluated on different data sets of real and
simulated vessel trajectories.

To start with, qualitative and quantitative results indicate that KDE is a
more accurate model than GMM for the position and velocity vector fea-
tures of normal vessel trajectories. However, no significant difference between
GMM and KDE was observed for detection delay in the anomalous traject-
ories. Moreover, results for cell-based GMM/KDE in the first detection delay
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experiment were considered suboptimal. After examining more closely some
of the false alarms of cell-based KDE, it was concluded that the model fails
to account for relatively infrequent, yet normal, patterns in the training data.
Despite the fact that these patterns re-appear in the normal test data, they are
assigned a very low likelihood since their relative density in the cell is very low.
In order to better account for these patterns, trajectory clustering, as an altern-
ative or complement to cell-division, prior to statistical modelling and anomaly
detection was discussed.

An interesting observation from the first detection delay experiment was
that the best performance for GMM and KDE was obtained when only con-
sidering the position features, i.e., without considering velocity vector features.
This indicates that the position is a more discriminating feature than the ve-
locity vector for detecting the anomalous trajectory segments. Furthermore,
increased performance was achieved by combining the output of two separate
detectors for position and velocity vector, respectively, rather than considering
a single detector for the joint position-velocity vector.

Results from the second detection delay experiment show that SPT-CAD
performs relatively well compared to cell-based GMM/KDE. A possible ex-
planation for these results is that the former algorithm is not density-based and
therefore better captures less frequent patterns in normal data. Yet, we observe
that performance for cell-based GMM/KDE is significantly better than in the
first detection delay experiment. This difference is probably due to the addi-
tional class information during learning and anomaly detection, and the fact
that normal trajectories belong to a subset of vessel classes whose behaviour
seems to be more predictable.

We have also reproduced an experiment previously published by another
author, where precision and recall for different anomaly detectors are measured
on a labelled set of vessel trajectories. Results show that SNN-CAD based on
HD is an accurate anomaly detector compared to previously proposed anomaly
detectors.

5.5 Anomaly Detection in Synthetic Trajectory Data

In this section, we further evaluate SNN-CAD and the proposed trajectory
dissimilarity measures using a public data set of simulated trajectories. Two
experiments are carried out where one is a repetition of an experiment previ-
ously published. Similar to the experiments in the previous section, we have not
implemented an exact algorithm for calculating HD between two trajectories.
Instead, we use the naive algorithm that approximates HD between two tra-
jectories by only considering the finite set of end points of the corresponding
line segments.
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Figure 5.15: Plot of 260 trajectories from one of the 1000 synthetic data sets used in
Section 5.5. Blue trajectories are labelled as normal and red trajectories are labelled as
anomalous. All anomalous trajectories in this particular data set are detected by SNN-
CAD with no false alarms.

5.5.1 Data Description

The public data set3 of simulated trajectories was previously created by Pi-
ciarelli et al. (2008). The data set consists of two main parts; in this paper we
use the second part4, which consists of 1000 randomly generated data sets.
Each of these data sets contain 260 2-dimensional trajectories of length 16. Of
the 260 trajectories, 250 belong to 5 different clusters and are labelled as nor-
mal. The remaining 10 are stray trajectories that do not belong to any cluster;
they are labelled as anomalous (see Figure 5.15 for a plot of one of the data
sets).

3http://avires.dimi.uniud.it/papers/trclust/
4The reason we do not use the first part of the data set is that the corresponding training data

includes anomalies. While this a very interesting situation, it is considered to be out of the scope of
the thesis.
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Table 5.7: Average accuracy for different outlier measures on the public set of synthetic
trajectories (Section 5.5.2). Note that accuracy results for SVM and discords are 1 minus
the corresponding error rate reported by Piciarelli et al. (2008).

# of most similar neighbours considered
Outlier measure k = 1 k = 2 k = 3 k = 4 k = 5

SNN-NCM with
S =

−→
δH

96.59% 97.12% 97.05% 96.84% 96.72%

SNN-NCM with
S = δH

97.28% 97.66% 97.63% 97.57% 97.37%

SVM (Piciarelli
et al., 2008)

96.30% (Piciarelli et al., 2008)

Discords (Keogh
et al., 2005)

97.04% (Piciarelli et al., 2008)

5.5.2 Accuracy of Outlier Measure

We reproduce one of the experiments published by Piciarelli et al. (2008) where
the authors evaluate two anomaly detectors based on two different outlier
measures: the first is based on a Support Vector Method (SVM) (Piciarelli et al.,
2008) and the second is based on time-series discords (Keogh et al., 2005).
Given a set of trajectories, the outlier measures produce an outlier score for
each trajectory relative the rest. For each of the 1000 synthetic data sets de-
scribed above, the authors calculated outlier scores for each of the 260 traject-
ories and checked if the 10 trajectories with highest outlier scores correspond
to the 10 trajectories labelled as anomalous. The error rate, which is equival-
ent to 1 minus accuracy, was calculated for each method by averaging over
the number of normal trajectories among the 10 trajectories with highest out-
lier scores. Since the nonconformity scores output by SNN-NCM correspond
to the outlier scores output by the other two outlier measures, comparison is
straightforward.

Accuracy results for SNN-NCM and the corresponding accuracy results
for SVM and discords reported by Piciarelli et al. (2008) are summarised in
Table 5.7.

Analysis

It is clear from Table 5.7 that SNN-NCM based on HD is an accurate out-
lier measure for the simulated trajectories. In particular, the undirected HD
outperforms the other two trajectory outlier measures, regardless of the para-
meter value k. It is not surprising that the undirected HD performs better than
the directed HD for complete trajectories, since the former utilises all points
from both trajectories during comparison (the directed HD only considers dis-
tance to a subset of points from the other trajectory). However, the undirected
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measure is not appropriate for comparing incomplete trajectories and thus not
applicable for sequential anomaly detection in trajectories.

5.5.3 Online Learning and Sequential Anomaly Detection

In this section, we evaluate SNN-CAD with S =
−→
δH for online learning and

sequential anomaly detection in the synthetic trajectories. The first objective is
to demonstrate that anomalies can be detected with high sensitivity and low
FAR before the complete trajectory has been observed, i.e., with a detection
delay less than 16 data points. The second objective is to show that FAR is
well-calibrated and that the sensitivity to true anomalies increases during semi-
supervised online learning.

Design

For each of the 1000 sets of 260 synthetic trajectories (Section 5.5.1), we do the
following: First we create an initial training set by randomly sampling 100 nor-
mal trajectories among the 250 labelled as normal. The remaining 160 traject-
ories (150 normal and 10 anomalous) are then randomly permuted and sequen-
tially presented to the algorithm. For each trajectory Ti =

(
zi1, . . . , z

i
16

)
, i =

1, . . . , 160, we let SNN-CAD with k = 2 (cf. Table 5.7) and ε = 0.01 (sim-
ilar to previous experiments) sequentially classify each incomplete trajectory
T ?i =

(
zi1, . . . , z

i
m

)
,m = 1, . . . , 16, as normal or anomalous. If Ti is labelled an-

omalous and successfully detected as anomalous, it is simply discarded. In all
other cases, the complete trajectory Ti =

(
zi1, . . . , z

i
16

)
is added to the training

set before classifying the next trajectory, Ti+1, regardless of whether Ti is actu-
ally labelled as normal or anomalous. Thus, the algorithm operates in an online
semi-supervised learning mode, where the true label for new examples are only
given for those detected as anomalies; this corresponds to a setting where, e.g.,
a human is alerted of trajectories detected as anomalous and either confirms or
rejects each alarm.

Results

Results for the 1000 trajectory sets are as follows: average sensitivity and FAR
are 98% and 0.96%, respectively. The median detection delay is 6 out of 16
data points. Moreover, the number of false negatives based on the size of the
accumulating training set is illustrated Figure 5.16.

Analysis

Results show that SNN-CAD often detects the labelled anomalies before half
the trajectory has been observed. This is done at a high level of sensitivity (98%)
and a low level of FAR (0.96%), which is well-calibrated, i.e., close to the
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Figure 5.16: Histogram showing frequency of false negatives, i.e., missed anomalies, de-
pending on the size of the accumulated training set for SNN-CAD during online learning
and sequential anomaly detection. Results are based on 1000 experiments on 1000 dif-
ferent data sets of simulated trajectories (Section 5.5.3), i.e., one experiment per data
set.
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Figure 5.17: Plot of the 239 video surveillance trajectories (Pokrajac et al., 2007). Blue
corresponds to normal trajectories. Two anomalous trajectories are indicated by the
solid red and dashed red trajectories. Red solid corresponds to a person walking left
and then back right and dashed red corresponds to person walking very slowly (Pokrajac
et al., 2007). Both anomalies are detected by SNN-CAD with perfect accuracy, i.e., no
false alarms (Section 5.6).

specified anomaly threshold ε = 0.01. Moreover, Figure 5.16 indicates that
sensitivity increases as more training data is accumulated, even though 2%
of the labelled anomalies are on average erroneously classified as normal and
added to the training set. These outliers in the training set does not seem to
have any impact on FAR.

5.6 Anomaly Detection in Real Video Trajectory Data

In this section, we reproduce an experiment on a public data set of 2D video tra-
jectories5. The data set consists of 239 labelled video motion trajectories where
only two trajectories were visually identified as unusual behaviour (Pokrajac
et al., 2007). The trajectories were extracted from IR surveillance videos us-
ing a motion detection and tracking algorithm (Pokrajac et al., 2007). Each
trajectory is represented by five points in (x, y, time) space. A plot of all 239
trajectories is shown in Figure 5.17.

Analogously to Pokrajac et al. (2007), we calculate the outlier score for
each of the 239 trajectories relative the rest using SNN-NCM with S =

−→
δH

and k = 1 (which is a standard value). Sorting the resulting nonconformity
scores, we observe that the two trajectories labelled as anomalous have the top-
two largest outlier scores. Hence, similar to Pokrajac et al. (2007) and others

5www.cs.umn.edu/~aleks/inclof
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(Isaksson and Dunham, 2009; Yankov et al., 2008), we achieve perfect accuracy
on this data set.

5.7 Discussion

Intuitively, the approximation error of the implemented algorithm for calcu-
lating HD between two polygonal curves is bounded by the sampling distance
of the points; the more sample points, the more accurate the approximation.
It is possible that even better classification accuracy can be achieved by either
considering a smaller sampling distance, or by calculating the exact HD using,
e.g., the algorithm proposed by Alt et al. (1995). An advantage of the latter
algorithm is that computational complexity can be reduced by compressing
trajectories using, e.g., the Douglas-Peucker algorithm for line simplification
(Douglas and Peucker, 1973).

There exists a lot of published work on algorithms for anomaly detection
in trajectory data. But as far as we know, there are no experimental results
published on a public data set of real trajectories with a fairly large amount
of labelled anomalies. Indeed, acquiring labelled anomalies is usually difficult
(Section 2.1.1). Many authors publish good or excellent results on simulated
labelled data (e.g., Urban et al. (2010)) or limited amounts of real data with re-
latively few, if any, labelled anomalies (e.g., Pokrajac et al. (2007); Naftel and
Khalid (2006)). Results are often of qualitative nature where authors show a
few detected anomalies and argue that these can be considered true positives
(e.g., Hu et al. (2006); Pokrajac et al. (2007); Ristic et al. (2008); Johansson
and Falkman (2007)). With a few exceptions (e.g., Pokrajac et al. (2007); Pi-
ciarelli et al. (2008)), data sets are typically not publicly available. Moreover,
it is difficult to asses relative performance of different anomaly detectors when
the amount of labelled anomalies is small, since the statistical significance of
the results may be questioned.

5.7.1 Limitations

An important issue that has not been addressed in the empirical investigations
is computational complexity. In particular, computational complexity during
sequential anomaly detection is critical in a real world surveillance applica-
tion. Another important issue that has not been addressed is how different
amounts of anomalies in training data affect learning and anomaly detection
performance of the proposed algorithms. For example, subtle anomalies may
incorrectly be classified as normal and added to the training set during semi-
supervised learning (see Section 5.5.3). Normal trajectories, extracted from,
e.g., tracking systems, may include noise due to incorrect measurements etc.
Hence, further investigations regarding sensitivity to noise and anomalies, and
methods for handling these, should be pursued in future work.
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As can be seen from the experimental overview in Table 5.1, only a subset
of all the algorithms proposed in this thesis have been evaluated in each of the
experiments. Ideally, all algorithms would have been evaluated in each of the
experiments. However, this has not been done due to time limitations.

5.8 Summary

In this chapter, we first introduced and discussed a number of performance
measures appropriate for evaluating algorithms for sequential anomaly detec-
tion in trajectory data. We then carried out a number of experiments where the
algorithms proposed in this thesis where evaluated on a number of different
data sets. In the first experiment, we demonstrated that the combination of cell-
based GMM and the position-velocity feature model is a feasible approach to
sequential anomaly detection in vessel traffic; it was shown that vessels crossing
sea lanes, violating traffic direction and travelling at relatively high speeds can
be detected at a low alarm rate (0.1%). This was followed by a number of ex-
periments where cell-based GMM/KDE, SPT-CAD based on Euclidean nearest
neighbour distance and SNN-CAD based on directed HD were evaluated on
different data sets of real and simulated vessel trajectories. The main results
and conclusions from these experiments are as follows:

• KDE is a more accurate model than GMM for the position and velocity
vector features of normal vessel trajectory points.

• Cell-based GMM/KDE are suboptimal for anomaly detection in vessel
traffic, since they fail to account for relatively infrequent, yet normal,
patterns in the training data.

• SPT-CAD performs relatively good compared to cell-based GMM/KDE,
probably due to the fact that the former is not density-based and therefore
better captures the less frequent patterns in normal data.

• Position is a more accurate feature than the velocity vector for detecting
the anomalous trajectory segments.

• Increased sensitivity to anomalies can be achieved by combining the out-
put of two separate detectors for position and velocity vector, respectively,
rather than considering a single detector for the joint position-velocity
vector.

• SNN-CAD based on HD is an accurate anomaly detector compared to
previously proposed anomaly detectors.

In the last experiments of this chapter, learning and anomaly detection per-
formance of SNN-CAD was further investigated on two public and labelled
data sets of synthetic and real video trajectories, respectively. The results from
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these experiments showed that SNN-NCM based on HD is an accurate outlier
measure for trajectories. It was also demonstrated that the proposed algorithm
is capable of detecting labelled anomalies in incomplete trajectories with high
sensitivity (98%) and low FAR (0.96%), which is well-calibrated. Moreover,
results indicated that sensitivity to labelled anomalies increases as more train-
ing data is accumulated during semi-supervised online learning.





Chapter 6
Conclusions

The aim of this thesis was to investigate properties and performance of al-
gorithms for anomaly detection in trajectory data for surveillance applications,
and propose new or updated algorithms that are better suited for this task.
(Section 1.1). In this final chapter, we describe to what degree this aim has been
fulfilled. The chapter presents the main conclusions and contributions of the
thesis (Section 6.1), an outline of future work (Section 6.2) and how the results
from this work can be generalised to other research and application domains
(Section 6.3). Final remarks are given in Section 6.4.

6.1 Contributions

We centre the discussion of the contributions around Objective 1–6, presented
in the introduction of the thesis (Section 1.1).

Objective 1: Identify important and desirable theoretical properties of algo-
rithms for anomaly detection in surveillance applications

The underlying assumption and starting-point of the thesis is that there is a need
for automated anomaly detection in surveillance applications, which motivates
the main research aim. However, from the outset, it was not obvious what
are the critical and desirable requirements and properties of such algorithms.
Hence, the first step towards the research aim of the thesis was to investigate
key properties of algorithms for anomaly detection in surveillance applications.

Most of the key properties identified in this thesis were already presented in
the introduction and can be summarised as follows:

• Support for online learning, requiring no or limited human feedback.

• Sequential anomaly detection in incomplete trajectories.

• A minimum of parameters.

111
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• Anomaly thresholds that are intuitive for intended users.

• Well-calibrated false alarm rate.

These properties were further discussed in Section 3.1 and 4.1. It should be
noted that most of the properties have separately been identified and discussed
by previous authors in related research fields. Yet, we argue that the compila-
tion and overall discussion of all these properties is a contribution by itself in
the field of anomaly detection in surveillance applications.

Objective 2: Review and analyse previously proposed algorithms for anomaly
detection in trajectory data

In this thesis, we have undertaken a literature study in which previously pro-
posed models and algorithms for anomaly detection in general and traject-
ory anomaly detection in particular have been reviewed. The result of this
study was presented in Section 2.1 and 2.2, i.e., the background of the thesis.
Moreover, some of the key observations from the analysis of anomaly detection
algorithms are presented and further discussed in Section 3.1 and 4.1.

A substantial portion of the review is based on two recently published sur-
veys by Chandola et al. (2009), regarding anomaly detection in general, and
Morris and Trivedi (2008a), regarding anomaly detection in video trajectory
data. This work has been complemented by studying other literature related to
anomaly detection in general and anomaly detection in trajectory data. Apart
from constituting a complemented overview of the research area, the literature
study has served as a basis for the analysis of previous work and identification
of the key properties in Objective 1.

Objective 3: Propose algorithms that are well-suited for anomaly detection in
trajectory data

In Chapter 4, a number of models and algorithms for sequential anomaly detec-
tion in trajectory data have been proposed: cell-based GMM, cell-based KDE,
SPT-CAD and SNN-CAD based on directed HD. Each of the algorithms ad-
dresses some or all of the key properties identified in Objective 1 and can be cat-
egorised according to the underlying learning and anomaly detection algorithm
adopted, i.e., GMM, KDE or CAD, and the type of feature model adopted, i.e.,
point-based or trajectory-based.

Starting with the cell-based GMM and KDE algorithms, they are point-
based anomaly detectors that are relatively easy to implement, require minimal
preprocessing of trajectory data and do not have many parameters. The fun-
damental learning and anomaly detection algorithm for cell-based KDE is sim-
ilar to other previously proposed algorithms (Ristic et al., 2008). For learning
in cell-based GMM, we proposed a simple extension of the standard version



6.1. CONTRIBUTIONS 113

of EM for determining an appropriate number of mixture components (Sec-
tion 4.3.1). As discussed in Section 4.5, more efficient and sophisticated al-
gorithms for determining the optimal number of components have previously
been proposed (Verbeek et al., 2003); however, our algorithm has the advant-
age that it is relatively simple to implement. The main novelties of the cell-based
GMM and KDE algorithms in the context of trajectory anomaly detection are
two-fold: Firstly, a grid-based approach to suppress model complexity has been
introduced, where a separate model is estimated for each cell based on the local
training data (Section 4.3.1). This approach is appropriate for, e.g., wide-area
surveillance applications. Secondly, a novel approach to point-based statistical
anomaly detection has been proposed that involves the combination of the out-
put from two separate detectors based on the unconditional position PDF and
position-conditional velocity vector PDF, respectively (Section 4.3.1). An ad-
vantage of this approach compared to previously proposed detectors based on
the joint PDF (e.g., Ristic et al., 2008) is that more information is provided
regarding which of the features contributed to an anomaly. Moreover, the risk
that subtle anomalies in lower dimensional feature spaces are marginalised due
to the curse of dimensionality is reduced.

Considering SPT-CAD and SNN-CAD, these are both based on CAD, which
is a novel anomaly detection algorithm proposed in Chapter 3. CAD is based
on the theory of Conformal prediction (Vovk et al., 2005) and a central prop-
erty that follows from this is that the false alarm rate is well-calibrated, i.e., the
expected rate of false alarms equals the specified anomaly threshold ε ∈ (0, 1),
under the assumption that the training data and new normal data are IID.
Thus, no application specific anomaly threshold is required. The main design
parameter in CAD is the nonconformity measure (NCM). We have proposed
SNN-NCM, which is a new NCM appropriate for applications where data
is represented as sets or sequences of different size or length, such as traject-
ories (Section 3.3.5). Apart from the number of most similar neighbours k,
the only design parameter in SNN-NCM is the dissimilarity measure S, which
can be chosen freely. For trajectory-based anomaly detection, we proposed
two parameter-free dissimilarity measures based on HD for comparing multi-
dimensional trajectories of arbitrary length (Section 4.4). One of these meas-
ures is appropriate for sequential anomaly detection in incomplete trajectories.
We have also proposed SPT-NCM, which is another new NCM specifically de-
signed for point-based anomaly detection in SPT-CAD (Section 4.3.2).

The CAD-based algorithms proposed in this thesis are unique in the sense
that they address all of the key properties identified in Objective 1, i.e., sup-
port for online learning, sequential anomaly detection in incomplete traject-
ories, very few parameters, application independent anomaly threshold and
well-calibrated false alarm rate. The main difference between SPT-CAD and
SNN-CAD based on HD is that the latter is trajectory-based and, hence, is
more sensitive to anomalous behaviour that develop over time.
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Objective 4: Demonstrate feasibility and validity of proposed algorithms on
real world surveillance data sets

All the models and algorithms proposed in this thesis have been implemented
and demonstrated on real world data sets in Chapter 5. In Section 5.3, the cell-
based GMM based on the position-velocity feature model was demonstrated
using a relatively large set of unlabelled data extracted from a vessel track data-
base. Results showed that vessels crossing sea lanes, violating traffic direction
and travelling at relatively high speeds can be detected at a low overall alarm
rate (0.1% of all data points). Moreover, results indicate that the algorithm is
sensitive to anomalous combinations of the feature values, e.g., vessels crossing
sea lanes at novel locations. The point-based feature model has theoretical lim-
itations regarding the type of anomalous behaviour that can be detected. For
example, it is insensitive to anomalous routes since it does not capture beha-
viour over time. However, it is still capable of detecting a subset of anomalous
behaviour, as described above. Moreover, it is relatively simple to implement
and requires relatively little preprocessing of data, as discussed in Objective 3
above. Hence, we conclude that the proposed algorithm is a feasible, yet lim-
ited, approach to sequential anomaly detection in vessel trajectory data.

The cell-based GMM and KDE, SPT-CAD and SNN-CAD based on HD
were all implemented and evaluated using data extracted from an AIS database
of recorded sea traffic (Section 5.4). The algorithms were trained using ran-
domly sampled trajectories from the AIS data, assumed to be normal. Test data
consisted of other trajectories extracted from the AIS database, also assumed to
be normal, mixed with simulated trajectories assumed to be anomalous. Res-
ults showed that the anomalous trajectories, generated according to a random
walk function, can be distinguished from normal vessel trajectories at a low
false alarm rate (1%). Moreover, SNN-CAD based on HD was demonstrated
on a relatively small set of real video trajectories (Section 5.6). These results
showed that the proposed algorithm can achieve perfect accuracy on a labelled
data set, i.e., detection of all labelled anomalies without any false alarms.

Objective 5: Identify suitable performance measures for evaluating algorithms
for anomaly detection in trajectory data

Obviously, a central performance measure of any anomaly detector is its abil-
ity to accurately distinguish between normal and anomalous examples. In this
thesis, we have considered accuracy, precision, recall and false alarm rate (FAR),
which are standard classification performance measures in pattern recognition
(Fawcett, 2006). In particular we have argued, supported by previous work
(Axelsson, 2000; Riveiro, 2011), that FAR is a critical performance measure in
anomaly detection applications and that it should be kept at a low or very low
level.
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In case of sequential anomaly detection, we are also interested in minim-
ising the time, i.e., the number of data points, required for accurately classi-
fying incomplete trajectories. Detection delay, which is a well-known perform-
ance measure in the domain of change-detection (Ho and Wechsler, 2010), has
therefore been proposed as a complement to the traditional classification per-
formance measures when evaluating sequential anomaly detectors (Section 5.1).
As far as we know, detection delay has never before been used as a performance
measure in the domain of trajectory anomaly detection.

Evaluating the performance measures discussed above requires a test set of
trajectories labelled normal and anomalous. Typically, there are large amounts
of historical data available that more or less reflects normalcy. Yet, acquiring a
representative set of labelled anomalies is problematic, since anomalies typic-
ally occur (very) rarely and may appear very different from each other. Good
accuracy on a few prototypical anomalies is no guarantee that the detector will
successfully detect future anomalies. In order to obtain statistically significant
results, a sufficiently large set of trajectories labelled normal and anomalous
is needed. One approach to circumvent this problem is to simulate anomalous
trajectories. In this thesis, we have therefore proposed a method for simulating
anomalous vessel trajectories based on a random walk (Section 5.4.2).

It may be argued that obtaining an accurate normalcy model is a prerequis-
ite for good classification accuracy of any anomaly detector. Hence, to com-
plement the performance measures discussed above, we have introduced a per-
formance measure known as normalcy modelling performance (Section 5.4.4).
This measure aims to quantify the relative accuracy of different methods for
estimating an unknown PDF for normal data. In contrast to classification ac-
curacy, evaluating normalcy modelling performance only requires data labelled
as normal.

Objective 6: Evaluate proposed algorithms according to identified performance
measures

Based on the performance measures from Objective 5 above, we have evalu-
ated the proposed algorithms using a number of relatively large data sets. In
Section 5.4.4, we compared normalcy modelling performance for cell-based
GMM and KDE using a large data set of vessel traffic. Results from this ex-
periment confirmed our hypothesis that KDE is a more accurate model than
GMM for the position and velocity vector features of vessel trajectory points.
In Section 5.4.5 and 5.4.6, we evaluated detection delay for all the point-based
anomaly detectors on simulated anomalous vessel trajectories, using real vessel
trajectories assumed to be normal as training data. Results from these exper-
iments showed that cell-based GMM and KDE are suboptimal for anomaly
detection in vessel traffic, since they fail to account for relatively infrequent, yet
normal, patterns in the training data. SPT-CAD performed good, compared to
cell-based GMM and KDE, which may be explained by the fact that the former
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is not density-based and therefore better captures the less frequent patterns in
normal data. Moreover, for cell-based GMM and KDE, it was discovered that
the position is a more discriminating feature than the velocity vector for detect-
ing the anomalous trajectories. Results also indicated that a combined detector,
based on two separate low-dimensional detectors for the unconditional posi-
tion PDF and the position-conditional velocity PDF, respectively, outperforms
a single detector based on the joint position-velocity vector PDF.

Previous results from evaluations of algorithms for anomaly detection in
trajectory data are rather limited (Section 5.7). Generally, there are no results
on standardised public data sets of labelled trajectories, since few such data sets
seem to exist. Hence, it is difficult to discuss the empirical results in this thesis in
relation to previous empirical results. Yet, in the last experiments of Chapter 5,
the learning and anomaly detection performance of SNN-CAD was further in-
vestigated on two public and labelled data sets of synthetic and real video tra-
jectories, respectively. Results from these experiments showed that SNN-NCM
based on HD is an accurate outlier measure for trajectories, compared to pre-
viously published algorithms (Section 5.5.2 and 5.6). Thus, good classification
results have been achieved by SNN-CAD on public data sets without any para-
meter tuning. It was also demonstrated that SNN-CAD based on directed HD
is capable of detecting labelled anomalies in incomplete trajectories with high
sensitivity (98%) and low FAR (0.96%), which is well-calibrated. Moreover,
results indicated that sensitivity to labelled anomalies increases during semi-
supervised online learning, i.e., classification performance increases as more
training data is accumulated.

6.1.1 Summary of Contributions

In this thesis, we have investigated algorithms appropriate for sequential ano-
maly detection in trajectory data for surveillance applications. We have iden-
tified and discussed some key theoretical properties of such algorithms, based
on a literature study, which has been carried out in this thesis. The key prop-
erties include: sequential anomaly detection in incomplete trajectories, online
learning based on new data requiring no or limited human feedback, a min-
imum amount of parameters and a well-calibrated false alarm rate. A number
of algorithms founded on statistical and nearest neighbour methods have been
proposed for sequential anomaly detection in trajectory data. Two of these al-
gorithms, SPT-CAD and SNN-CAD, are unique in the sense that they address
all of the key properties. They are both based on CAD, which is a novel al-
gorithm for anomaly detection proposed in this thesis. CAD is founded on the
theory of CP and a key property that follows from this is that the false alarm
rate is well-calibrated. The main difference between SPT-CAD and SNN-CAD
is that the latter is trajectory-based and, hence, more sensitive to anomalous
behaviour that develops over time. The only design parameter in SNN-CAD
is the dissimilarity measure; we have proposed the use of directed and undir-
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ected HD, which are both parameter-free dissimilarity measures, for anomaly
detection in incomplete and complete trajectories, respectively.

The proposed algorithms have been evaluated on real world data sets, in-
cluding vessel traffic data, which have been complemented with simulated an-
omalous data. A number of relevant performance measures have been identi-
fied and discussed; two of these are novel in the context of trajectory anomaly
detection. The experiments have demonstrated the type of anomalous beha-
viour that can be detected at a low overall alarm rate. Quantitative results for
learning and classification performance of the algorithms have been compared.
These results indicate that the statistical methods fail to account for relatively
infrequent, yet normal, patterns in some data sets. Moreover, results from re-
produced experiments on public data sets indicate that the classification per-
formance of SNN-CAD is relatively good compared to previously published
algorithms. Hence, it is concluded that SNN-CAD based on HD is a promising
algorithm for anomaly detection in trajectory data.

6.2 Future work

In this section, we list a number of directions for future work based on the
results and conclusions of this thesis:

• Investigations of sensitivity to noise and anomalies in training data.

An important issue that has not been addressed in this thesis is how dif-
ferent amounts of anomalies in training data affect learning and anomaly
detection performance of the proposed algorithms. For example, subtle
anomalies may incorrectly be classified as normal and added to the train-
ing set during online semi-supervised learning (see Section 5.5.3). Nor-
mal trajectories, extracted from, e.g., tracking systems, may include noise
due to incorrect measurements etc. Hence further investigations regard-
ing sensitivity to noise and anomalies, and methods for handling these,
should be pursued in future work.

• Investigations of long-term online learning of CAD, addressing the issues
of concept drift (Hand, 2006) and population drift (Hand, 2006) and
complexity issues related to size of training set.

In this thesis, we have essentially assumed that new data not classified as
anomalous by a human is simply added to the training set during online
learning. This means that the size of training set monotonically increases
as new data is observed. Yet, it has been argued that “it is impractical
to store and use all the historical data for training, since it would re-
quire infinite storage and running time” (Masud et al., 2009). Moreover,
“there may be concept-drift in the data, meaning, the underlying concept
of the data may change over time” (Masud et al., 2009). The issue of
concept-drift is closely related to that of population drift, which means
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that the underlying distribution, from which new data is sampled, has
changed (Hand, 2006). Trajectory data in the intelligence and surveil-
lance domain is no exception to this. For example, the extension of sea
lanes, and the speed of vessels following them, may change as an effect of
new or updated traffic regulations. Hence, future work should investigate
appropriate techniques for 1) detecting and handling concept and popula-
tion drift, and 2) pruning of old and irrelevant data, thereby suppressing
computational complexity.

• Investigations of appropriate algorithms for trajectory clustering prior to
statistical modelling and anomaly detection.

During the experimental evaluation, it was found that the cell-based
GMM and KDE models did not accurately capture the less frequent pat-
terns in the training data for some data sets. For example, new traject-
ories following relatively infrequent, yet normal, sea lanes would typic-
ally be classified as anomalous. One approach to this problem, which
is briefly discussed in this thesis, is to cluster trajectories in the training
data prior to the statistical modelling. The clustering should be based on
distance or similarity, rather than density, using, e.g., k-means clustering
(Tan et al., 2006) or spectral clustering (von Luxburg, 2007), since the
aim is to detect and discriminate different patterns in the training data
independently of their relative frequency. For each trajectory cluster, the
features of trajectories belonging to that cluster could then be statistically
modelled using, e.g., GMM or KDE. During anomaly detection, new tra-
jectories would only be evaluated relative the closest cluster. SNN-CAD
and SPT-CAD are inherently more sensitive to the less frequent patterns
in training data since they are distance based. Yet, it is quite possible that
these algorithms would also benefit from clustering prior to anomaly de-
tection. In particular, it would be interesting to investigate algorithms for
online clustering, since clusters may change and new clusters emerge as
more training data is accumulated during online learning in CAD.

• Investigations of alternative trajectory dissimilarity measures.

The directed HD has theoretical properties that are attractive for sequen-
tial anomaly detection in incomplete trajectories. Moreover, it has shown
promising results during the empirical investigations of this thesis. Yet, it
has been argued by others that HD has some general drawbacks, such as
sensitivity to noise (Rucklidge, 1996; Atev et al., 2010) and insensitivity
to the ordering of points (Alt, 2009; Atev et al., 2010). Various modifica-
tions of HD have been proposed to account for its deficiencies (e.g., Atev
et al., 2010). Other authors have proposed alternative distance measures
to HD, such as the Fréchet distance (Alt, 2009). In contrast to HD, the
Fréchet distance does not allow for discontinuities during matching, i.e.,
two curves should be compared by traversing them both and determine



6.3. GENERALISATION TO OTHER DOMAINS 119

how close the courses of the two curves stay together. However, it is not
clear if these alternative measures are appropriate for sequential anomaly
detection in incomplete trajectories. Hence, it would be interesting to fur-
ther investigate whether the alternative dissimilarity measures, or some
extension or adaption of them, share the theoretical properties of direc-
ted HD that makes them appropriate for sequential anomaly detection
in incomplete trajectories; if they do, empirical investigations should be
carried out with the aim of comparing classification performance of SNN-
CAD based on the alternative measures and the standard directed HD.

• Investigations of adaptive cell-division algorithms.

A central parameter of the cell-based GMM and KDE approaches is the
size of the cells. In this thesis, we have assumed that cell size is uniform.
Moreover, the size of the grid has been set quite arbitrary in the empirical
investigations. Yet, it seems reasonable that cell division should depend
on the distribution of the data. Indeed, it is quite possible that better
performance for cell-based GMM and KDE could be achieved in the ex-
periments using another cell division with, e.g., smaller cell size. Hence,
future work related to cell-based modelling should investigate data ad-
aptive algorithms for cell division.

• Investigations of whether HD, or some modification of it, constitutes a
valid Mercer kernel (Schölkopf and Smola, 2002).

From a machine learning perspective, it would be interesting to investig-
ate whether HD, or some modification of it, constitutes a valid Mercer
kernel. Because if it does, it would enable the use of powerful kernel
methods (Schölkopf and Smola, 2002) for clustering and classifying tra-
jectories.

6.3 Generalisation to Other Domains

In this thesis, we have proposed SNN-CAD for detecting anomalous traject-
ories in intelligence and surveillance applications. Yet, SNN-CAD is a general
algorithm for anomaly detection that only requires that a dissimilarity measure
is specified. Anomaly detection is indeed a ubiquitous problem and we see no
principal limitations in applying SNN-CAD, or some other variant of CAD,
in other applications, such as fraud, intrusion or fault detection, as long as
(normal) data can be assumed to be approximately IID. Moreover, previously
proposed algorithms, which have shown good anomaly detection performance
for specific applications, may potentially be adopted as nonconformity meas-
ures or dissimilarity measures in CAD or SNN-CAD, respectively. That is, CAD
and SNN-CAD may serve as wrapper for any anomaly detection algorithm that
outputs anomaly scores for individual data points. An advantage of such wrap-
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per, compared to the base algorithm, would be the well-calibrated false alarm
rate.

6.4 Final Remarks

Detecting abnormal trajectories is important in many surveillance domains,
such as maritime surveillance, since these trajectories may correspond to early
indications of dangerous, or otherwise interesting, situations. Various algo-
rithms for automated learning and anomaly detection have previously been
proposed for assisting analysts in detecting anomalous trajectories. However,
as discussed in this thesis, these algorithms typically suffer from one or more
issues: Firstly, they are often parameter-laden, which means that they require
careful setting of multiple parameters in order to achieve (near) optimal per-
formance; this is an undesirable property for more than one reason (Keogh
et al., 2007). Secondly, it may be difficult in practice to balance the sensitivity
to anomalies and the false alarm rate, since the anomaly threshold is typic-
ally application dependent and not normalised. A possible effect of a badly
calibrated threshold is that the false alarm rate becomes too high, which in-
creases the risk that the operator simply ignores all alarms, including true and
interesting anomalies. Conversely, if the threshold is unbalanced in the oppos-
ite direction, sensitivity becomes unnecessarily low, which increases the risk of
missing true and interesting anomalies. Thirdly, many of the algorithms are es-
sentially designed for offline anomaly detection in a trajectory database, where
it is assumed that the complete trajectory has been observed before it is classi-
fied. This is a limitation in a surveillance application, since it delays the online
detection of anomalous trajectories and, thus, the ability to act proactively to
impending situations.

In this thesis, we have proposed SNN-CAD, which is a novel algorithm
for anomaly detection that has a unique set of properties. SNN-CAD is based
on Conformal prediction, which is a relatively new theory in the field of ma-
chine learning, and a key property that follows from this is that the false alarm
rate is well-calibrated under relatively weak assumptions. That is, the expec-
ted rate of false alarms is equal to the specified anomaly threshold ε ∈ (0, 1)
under the assumption that normal data is IID. This is very convenient, since
it enables tuning the threshold to an optimal balance between the false alarm
rate, for which there may be an upper bound corresponding to an acceptable
rate, and the sensitivity, which should be maximised in order to detect as many
true anomalies as possible. Apart from the anomaly threshold, the only design
parameters in SNN-CAD are the dissimilarity measure, S, and the number of
nearest neighbours, k. Assuming that k = 1 and that dissimilarity is measured
as Euclidean distance in a (normalised) feature space, which are standard in
many data mining applications, there is only one free parameter, namely the
anomaly threshold ε. Hence, SNN-CAD addresses the first and second issues
discussed above.
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Depending on the application, other dissimilarity measures than Euclidean
distance in feature space may be appropriate. In case of anomaly detection in
multi-dimensional trajectory data, we have proposed adopting the directed HD
as dissimilarity measure in SNN-CAD. This trajectory dissimilarity measure,
which is parameter-free, reflects how similar a particular trajectory is to some
part of another trajectory. It does not require that trajectories are preprocessed
or of equal length, and it can be calculated recursively for each successive data
point of the first trajectory. Thus, it is well-suited for online anomaly detection
in incomplete trajectories, i.e., it addresses the third issue above.

Results from experimental evaluations on different data sets show that the
combination of SNN-CAD and HD is an accurate anomaly detector for traject-
ory data; compared to other algorithms, good accuracy was achieved without
any parameter tuning. Moreover, it has been demonstrated that the false alarm
rate is indeed well-calibrated in practise.
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