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Abstract

Fighter pilots operate in environments where an erroneous decision may have
fatal consequences. A tactical decision support system (TDSS) could aid the
pilots to analyze the situation and make correct decisions. The TDSS can, for
instance, highlight important information and suggest suitable actions. The aim
of this thesis is to provide a situation analysis model of combat survival that
can be utilized in a TDSS.

The first part of this thesis describes an analysis of what the model needs to
describe and how it can be used. It is concluded that the model should evaluate
the outcome of different actions with respect to combat survival. This evalua-
tion can guide the pilot’s decision making, so that actions leading to dangerous
situations are avoided. The analysis also highlights the need of handling uncer-
tainties, both measurement precision uncertainty regarding the locations and
capabilities of the threats (enemies) and inference uncertainties regarding the
prediction of how the threats will act. Finally, arguments for focusing the rest
of the work on a single fighter aircraft and threats located on the ground are
presented.

The second part of the thesis suggests a model, which describes the sur-
vivability, i.e., the probability that the aircraft can fly a route without being
hit by fire from ground-based threats. Thus, the model represents the inference
uncertainty, since it describes the probability of survival. The model’s character-
istics are discussed, e.g., that the model is implementable and can be adapted to
describe different kinds of ground-based threats. Uncertainty in terms of mea-
surement precision influences the estimate of the survivability. Two different
ways of representing this is discussed: calculating the worst case scenario or
describing the input as random variables and the resulting survivability as a
random variable with a probability distribution. Monte Carlo simulations are
used for estimating the distribution for survivability in a few illustrative sce-
narios, where the input is represented as random variables. The simulations
show that when the uncertainty in input is large, the survivability distribution
may be both multimodal and mixed. Two uncertainty measures are investigated
that condense the information in the distributions into a single value: standard
deviation and entropy. The simulations show that both of these measures re-
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flect the uncertainty. Furthermore, the simulations indicate that the uncertainty
measures can be used for sensor management, since they point out which infor-
mation that is the most valuable to gather in order to decrease the uncertainty
in the survivability.

Finally, directions for future work are suggested. A number of TDSS func-
tions that can be developed based on the model are discussed e.g., warnings,
countermeasure management, route-planning and sensor management. The de-
sign of these functions could require extending the threat model to incorporate
airborne threats and the effects of countermeasures. Further investigations re-
garding the uncertainty in the model are also suggested.

Keywords: fighter aircraft, situation analysis, combat survival, decision sup-
port, uncertainty



Sammanfattning

Stridspiloter flyger i situationer där ett felaktigt beslut kan få ödesdigra konse-
kvenser, till exempel att flygplanet störtar, att målet missas eller att flygplanet
träffas av fiendeeld. Piloterna behöver fokusera både på att utföra sina upp-
drag, att flyga på ett säkert sätt och att överleva striden. Denna avhandling fo-
kuserar på överlevnad i striden, vilket innebär att piloten måste vara medveten
om de hot (fiender) som finns i omgivningen och undvika att träffas av fien-
deeld. Ett taktiskt beslutstödssystem kan underlätta för piloterna att analysera
situationen med avseende på överlevnad, vilket skulle tillåta dem att rikta mer
uppmärksamhet mot sitt uppdrag. Ett sådant system kan exempelvis prioritera
vilken information som behöver visas för piloten, hjälpa piloten att utvärde-
ra olika handlingsalternativ och/eller rekommendera lämpligt åtgärder. Målet
med forskningen i denna avhandling är att ta fram en modell för situationsana-
lys för överlevnad som kan utgöra en komponent i ett sådant beslutstödssystem
för piloter.

Den första delen av avhandlingen beskriver en problemanalys som görs för
att förstå både vad som ska modelleras, men också hur modellen ska användas
och vilka krav detta ställer på den. Analysen baseras på både litteraturstudi-
er och intervjuer med stridspiloter. En slutsats är att modellen ska utvärdera
olika åtgärder som piloten kan utföra genom att beräkna hur dessa åtgärder
påverkan pilotens möjligheter att överleva. Det föreslås också att beslutstöds-
system bör leverera ett konfidensmått på hur säkra dess rekommendationer är.
Eftersom modellen är tänkt att vara del av ett sådant system är det viktigt att
modellen kan hantera och representera osäkerhet. Denna osäkerhet rör både
hotens position och förmåga samt osäkerhet kring hur hoten kommer att agera.
Resultatet av problemanalysen är en fördjupad problembeskrivning. Dessutom
motiveras de avgränsningar som görs för resterande arbete, exempelvis att fo-
kusera på markbaserade hot och att inte ta hänsyn till samverkan mellan flera
piloter.

Den andra delen av avhandlingen föreslår en modell som beräknar överlev-
nadsmöjligheten, dvs. sannolikheten att piloten kan flyga en viss rutt utan att
flygplanet blir träffat av fiendeeld. I avhandlingen föreslås en enkel beskrivning
av hoten som tar hänsyn till sannolikheten att de upptäcker flygplanet, risken
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för att de väljer att avfyra missiler och sannolikheten att dessa missiler träffar
flygplanet. Några av modellens egenskaper diskuteras, exempelvis att modellen
är implementerbar och kan hantera olika beskrivningar av markbaserade hot.

Modellen använder information om var hoten befinner sig och vilken för-
måga de besitter. Eftersom denna information oftast är osäker, så blir beräk-
ningarna av överlevnadsmöjligheten osäkra. Två sätt föreslås för att represen-
tera detta. Genom att räkna på värsta möjliga fall, får man en undre gräns för
överlevnadsmöjligheten. Ett annat sätt är att representera indata som stokas-
tiska variabler, vilket innebär att även överlevnadsmöjligheten är en stokastisk
variabel med en fördelning. Det visar sig vara svårt att analytiskt beskriva den-
na fördelning och därför används simuleringar för att skatta den och för att
analysera modellens beteende i ett par illustrativa scenarier. Simuleringarna vi-
sar att överlevnadsmöjligheten beskrivs av en mixad fördelning, dvs. en fördel-
ning som innehåller både kontinuerliga och diskreta delar. När osäkerheten i
indata är stor och rutten passerar nära flera hot, får fördelningen ett komplext
utseende.

Istället för att representera osäkerheten i överlevnadsmöjligheten med en
fördelning, så är det önskvärt att ta fram ett mått som sammanfattar osäkerhe-
ten i ett enda värde. Detta mått kan användas för att ta fram konfidensmått för
de rekommendationer som beslutstödssystemet ger. Två möjliga mått studeras:
standardavvikelse och entropi. Simuleringarna visar att båda dessa mått verkar
beskriva osäkerheten i fördelningarna, även om de fokuserar på delvis olika
aspekter av osäkerheten. Ett möjligt användningsområde för ett sådant mått är
sensorstyrning, där sensorerna skulle kunna samla in den information som är
mest värdefull för att minska osäkerheten angående överlevnadsmöjligheten. I
ett scenario där hotens positioner är osäkra visar simuleringar att båda måt-
ten kan användas för att identifiera vilket hot som mest bidrar till osäkerheten.
Genom att styra inhämtningen av information så att detta hot prioriteras, kan
osäkerheten minskas.

Avhandlingen avslutas med förslag på fortsatt arbete. Det diskuteras hur
modellen kan utökas till att hantera exempelvis flygande hot och hur den kan
användas som grund för ett beslutsstödssystem. Olika beslutstödsfunktioner
föreslås, såsom varningar, ruttplanering, motmedelshantering och sensorstyr-
ning. Det föreslås även att andra sorters osäkerhetsrepresentationer kan vara
intressanta att studera. Dessutom pekas andra möjliga användningsområden
för modellen ut, såsom automation i obemannade flygande farkoster och da-
torgenererade agenter i simulatorer.
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Chapter 1
Introduction

“Although our intellect always longs for clarity and certainty, our nature often
finds uncertainty fascinating.”

Carl von Clausewitz

This chapter introduces the research work that is described in this thesis. It
starts with a description of the problem area, in order to motivate the research
and put it into a larger context. Then, the research approach is described, in-
cluding the methodology, research aim, objectives and the scientific contribu-
tions of the work. The chapter ends with an outline of the rest of the thesis.

1.1 Motivation

Fighter pilots operate in environments with a lot of information to process and
where decisions have to be made fast. An erroneous decision may have fatal
consequences, such as fratricide, engaging the wrong target or getting hit by an
enemy missile. In order to make correct decisions it is important that the fighter
pilot analyzes the situation with respect to the his1 goals, such as accomplish-
ing the mission and survive the combat. A tactical decision support system
(TDSS) can aid the pilot to analyze the situation and make correct decisions,
for instance, by highlighting important information, predicting the outcome of
different actions that the pilot can perform or generating recommendations of
suitable actions.

During the years a number of research programs have tried to develop tac-
tical decision support systems for fighter pilots, such as the US Pilot’s Associate
[5], the French Copilote Electronique [89] and the Dutch POWER project [44].
Even though these studies resulted in valuable insights regarding the utility and
possibility of support systems for fighter pilots, they focused on the technology

1In this thesis, the fighter pilot will be referred to as he (instead of he/she) for convenience, even
though there are a few female fighter pilots in the world.
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2 CHAPTER 1. INTRODUCTION

available at the time, i.e. the end of the 20th century. The technology develop-
ment has since then equipped the fighter aircraft with, for instance, faster com-
puters and better displays, as well as, more and better sensors and weapons.
This technology development is likely to continue in the future, and it is there-
fore motivated to design new support functions to meet the new demands and
new possibilities that are offered by the new technology.

1.1.1 Situation Analysis

When a fighter pilot is performing a mission, he needs to be aware of many
factors in order to make well-informed decisions, for instance, weather, status
of the own aircraft and locations of threats and targets. It is not enough to be
aware of the entities in the surroundings, but the pilot also has to interpret how
the entities’ actions might impact his goals. In order to do this, it is important
that the pilot analyzes the situation and gain situation awareness. Pilots de-
scribe that developing and maintaining situation awareness is the most difficult
part of their jobs [29].

Roy [77, p. 3] has defined situation analysis as “a process, the examina-
tion of a situation, its elements, and their relations, to provide and maintain
a product, i.e., a state of SAW [situation awareness], for the decision maker”.
This thesis work investigates how parts of this process can be automated, i.e.,
the possibility to design algorithms that can be run on computers and where
the output from these algorithms can support a fighter pilot to create situation
awareness. The aim is not to copy the situation analysis performed by the hu-
man pilot. A computer will not have access to all the knowledge and experience
of the human pilot and it is therefore not possible, or at least very difficult, to
perform the same situation analysis as the pilot does. Instead, the aim is to de-
sign algorithms for situation analysis based on the information that a computer
can access.

1.1.2 Combat Survival

According to Endsley [29] situation awareness includes an understanding of
the importance of the entities in the surroundings with respect to the goal of
the decision maker, here the fighter pilot. Schulte’s goal model [82] depicted
in Figure 1.1, describes the fighter pilot’s three concurring and sometimes con-
flicting goals: flight safety, mission accomplishment and combat survival. Flight
safety includes objectives regarding flying of the aircraft, such as monitoring the
fuel level, keeping the aircraft on the right course and avoiding collisions with
other aircraft. Mission accomplishment describes the purpose of the mission,
which can be reconnaissance over a particular area, protecting a team member
or prevent hostile aircraft entering the own airspace.

This thesis work studies one of the goals in Schulte’s goal model, namely
combat survival. This means that the pilot needs to detect the enemies in the
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Figure 1.1: Schulte’s goal model [82] describes the pilot’s three main objectives: flight
safety, combat survival and mission accomplishment. This thesis work focuses on com-
bat survival, which is one of these objectives. Figure adopted from [31].

surroundings, assess how much danger they pose against the own aircraft and,
if necessary, determine suitable actions in order to handle these threats. For the
purpose of this thesis, the term threat is defines as:

Threat is an enemy unit that is able to launch a missile against the
aircraft or might be able to do this in the near future.

A threat can for instance be a hostile fighter or an air defense system. The pilot
needs to evaluate the threats to assess how much danger they pose, both with
respect to the present situation and possible future situations. An enemy may
hinder the continuation of the mission and can be dangerous in the near future,
even though it is not threatening in the present situation. In these cases, the
pilot needs to take actions in order to both avoid the threat and (if possible)
accomplish the mission.

The reason for focusing the thesis work on combat survival is that it is a
challenging research area, due to its dynamic nature and the large uncertainties
that need to be handled. The goal is easy to express and comprehend (“avoid
enemy fire”), but challenging to achieve. The reason for this is that the fighter
pilot is facing opponents with the intent to hinder him to perform the mission
or even with the goal to kill him. The opponents will try to avoid being de-
tected by the aircraft and to disguise their intentions. This makes it difficult to
predict the opponents’ next moves and the fighter pilot needs to manage large
uncertainties, both regarding the present positions and actions of the opponents
and even larger uncertainties regarding the opponents’ future actions. Another
reason for selecting combat survival is that this goal is likely to be important
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also in the future, when the military missions might be different than today.
Independent of what kind of mission that a future fighter pilot will perform, he
wants to survive the combat and avoid enemy fire.

1.2 Methodology

The research described in this thesis is applied research and can be classified
as design science. According to Simon [83, p. 67], design is “courses of action
aimed at changing existing situations into preferred ones”. Design is concerned
with how things ought to be, as opposed to natural sciences, which are con-
cerned with how things are [83]. The purpose of design science is to create and
evaluate artifacts intended to solve identified problems. In general, these arti-
facts can be constructs, models, methods and instantiations. The goal of design
science is utility, that is the effectiveness of the artifact [45].

Lee [56] argued that design researchers should consider the philosophy of
pragmatism as the base for the research, since the interest of pragmatism in-
cludes not only truthfulness, but also usefulness and moral rightness. Rorty
argued that a theory is good if it works in practice, whether or not it reflects
the objective reality is not important, see [67, p. 589]. The focus of pragmatism
is therefore the utility of a theory or the utility of an approach for solving a
research problem. Pragmatists believe in an external world independent of the
mind, but it is not this world or the physical laws that are of interest for the
research. Instead Cherryholmes [16, p. 16] argued that “we would be better
off if we stopped asking questions about laws of nature and what is ’real’ and
devoted more attention to the ways of life we are choosing and living when ask
the questions we ask”.

Pragmatism focuses on the research problem and all available methods can
be used for analyzing the problem and finding solutions. Hence, the focus on
what works can be applied not only to problems, but also to research methods.
A solution or approach works if it solves the problem and a research method
works if it can be used for investigating the problem at hand. This gives the
researcher freedom in the choice of research methods to select the methods and
techniques that are best for the purpose of analyzing the problem [20, chap.
1]. By combining different methods, a deeper understanding of the research
problem can be gained and the drawbacks of one method can be compensated
by another method. Based on this argument, the research methodology used in
this thesis is to combine different methods. The methods are briefly described
below together with the research aim and objectives. More detailed descriptions
of the methods applied in this research are given in each chapter.
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1.3 Purpose, Aim, Objectives and Contributions

The long-term purpose that motivates this research work is the following:

Long-Term Purpose Develop a tactical decision support system that can en-
hance a fighter pilot’s combat survivability

It is anticipated that a component that can analyze the situation with respect
to combat survival can be a useful part of the TDSS, which would enable the
TDSS to support the pilot with the right information or the right suggestions,
depending on the situation. The design of such a component requires a situation
analysis model. This motivates the research aim that will be addressed in this
thesis:

Aim Provide a model of situation analysis with respect to combat survival for
a fighter aircraft

Five objectives have been identified for addressing the research aim. The next
subsections describe these objectives together with brief descriptions of the
method(s) that are used to address them and the contributions from the re-
search.

1.3.1 Problem Analysis

In order to provide a model that can be used in a TDSS, the problem area of
combat survival and decision support for fighter pilots needs to be investigated,
so as to understand the phenomena that should be modeled as well as the in-
tended use of the model and which demands this implies on the model. The
research aim is too wide for a thesis work and the outcome from the investiga-
tion of the problem area can therefore be used for identify interesting research
problems that are of manageable sizes and that have not earlier been addressed
in the literature. The following objectives have been formulated:

O1 Describe important characteristics of the problem area

O2 Specify and delimit the problem area to find a manageable research prob-
lem

These objectives are addressed with a combination of literature reviews of re-
lated work, interviews and analyses of important perspectives of the problem
area. The literature review provides an understanding of the problem area and
reveals how the problem area has been previously researched. The interview
study describes the end-user’s, i.e., the fighter pilot’s, point of view.

The scientific contribution from the problem analysis is a detailed descrip-
tion of the problem area. This description can be useful for other researchers
interested in the problem area or adjacent problem areas. Parts of this objective
have earlier been addressed in Paper III, Paper IV, Paper V and Paper VI.
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1.3.2 Modeling Combat Survival

In order to design algorithms for automated situation analysis with respect to
combat survival, the situation analysis needs to be described. Based on the in-
vestigations regarding the problem area, a model that seems suitable can be
suggested. This model can either be one identified in the literature, a modifica-
tion of a model used in a similar domain or a novel model. The model’s char-
acteristics needs to be analyzed, to assess whether the model can be a suitable
part of a TDSS.

O3 Suggest a model for combat survival and analyze its characteristics

This objective is addressed with a combination of literature reviewing to iden-
tify similar approaches suggested in the literature and modeling in order to
present a suitable model for situation analysis that can be used in a TDSS.

The scientific contribution with regard to this objective is a model that can
be used for situation analysis and an analysis of the model’s benefits and limi-
tations. The model has previously been presented in Paper I.

1.3.3 Sensitivity to Uncertainty

The input to the situation analysis is likely to be uncertain due to uncertainties
regarding locations of the threats as well as the capabilities of the threats. An
important characteristic of the model is therefore its behavior when the inputs
are uncertain. Furthermore, it is desirable to represent the uncertainty in the
situation analysis as a single value or a measure. This motivates the following
objectives:

O4 Investigate the influence of uncertainty in input to the model

O5 Discuss and compare different uncertainty measures for representing the
influence of uncertainty in input

These objectives are addressed with Monte Carlo simulations with a few illus-
trative scenarios in order to study which influence of uncertainty in input has
on the model. Furthermore, the simulations are used to analyze the estimations
of two uncertainty measures and whether these measures reflect the intuitive
comprehension of the uncertainty.

The scientific contribution from these simulations is an understanding of
the model’s response to uncertainty in input as well as an investigation of the
nature of the uncertainty measures. Parts of these contributions have previously
been presented in Paper I and Paper II.
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1.4 Thesis Outline and Reading Instructions

Chapter 1 introduces the thesis and describes the research problem and the
methodology. Chapter 2 provides the reader with the background information
needed for reading the thesis. The research problem is analyzed in Chapter 3,
which results in a detailed problem description. This chapter also includes a
review of related work. Chapter 4 introduces a survivability model. Simula-
tions and analysis of the influence of information uncertainty in the model is
described in Chapter 5. Finally, Chapter 6 presents the conclusion of the thesis
and Chapter 7 discusses directions for future work and related areas.

All chapters start with a short introduction and an outline of the chapter.
Summaries are given at the end of the chapters or inside the chapters, when
the material has enabled this. Readers who are not interested in reading all
details are encouraged to read the summaries and thereafter read the parts of
the chapters that are of interest.





Chapter 2
Background

“Creating information from data is complicated by the fact that, like beauty,
what is truly ‘information’ is largely in the eyes of the beholder.”

Mika Endsley [29]

This chapter describes the relevant background material needed for reading the
thesis. It describes the fighter aircraft domain, including the pilot’s goal, com-
bat survival and information sources. Important concepts regarding situation
analysis and information fusion are presented, such as situation awareness and
the JDL-model. Different classifications of uncertainty are also described. The
chapter ends with a summary.

Note that a literature review describing related work will be presented as
part of the problem analysis in Section 3.2 and is therefore not given in this
chapter.

2.1 Fighter Aircraft Domain

Fighter pilots can perform many different kinds of missions; such as reconnais-
sance missions, attacking targets on the ground, defending the airspace against
hostile air force etc. Military aircraft can be specialized for a particular kind
of mission or the aircraft can have the ability to perform different kinds of
missions. For instance, bombers and attack aircraft are designed for attacking
target on the ground or at sea, and fighters are primarily used for air-to-air com-
bat. A multi-role aircraft, also known as a multi-role fighter or a strike fighter, is
an aircraft that is designed for being used in different kinds of missions, which
means that it can change role.

This thesis work investigates tactical decision support for fighter pilots in
future aircraft. The thesis has not focused on a specific kind of military aircraft,
but the terms “fighter pilots” and “fighter aircraft” are used for describing a
pilot flying a generic military aircraft, for instance a multi-role fighter. Further-

9
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more, the thesis does not focus on a specific kind of mission1, but considers
all types of mission where threats are present. The reason for this is that it is
difficult to predict which kinds of mission that will be important in the future
and it is therefore desirable to consider a general mission.2

2.1.1 Schulte’s Goal Model

There are a lot of things that the pilot needs to consider during flight, for in-
stance the location of the target, the enemies in the air and on the ground as
well as the status of the aircraft such as the remaining amount of fuel. Schulte’s
goal model [82] depicted in Figure 2.1, describes three main objectives that
the pilot has: flight safety, combat survival and mission accomplishment. Flight

Figure 2.1: Schulte’s goal model [82] describes the pilot’s three main objectives: flight
safety, combat survival and mission accomplishment. Figure adopted from [31].

safety means that the pilot needs to fly the aircraft in a safe way and therefore
needs to consider factors such as altitude, weather, fuel level and other aircraft
in the airspace. Combat survival implies avoiding being shot down by enemies
in the air and on the ground. Mission accomplishment includes, for instance,

1The interview study in Section 3.1.4 was based on a reconnaissance mission, but other kinds
of mission were also discussed.

2Most of the information in this section has been taken from Wikipedia (www.wikipedia.org),
unless otherwise stated. The reason for this is twofold. First of all, the thesis focuses on a future
fighter aircraft and there exist no detailed and accurate information regarding future systems that
have not yet been built. It is therefore necessary to either use general descriptions or well-grounded
guesses and assumptions. Secondly, the information regarding military aircraft is typically held
secret. Information from Wikipedia gives a general idea of fighter aircraft without revealing secret
information.
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defending own and other aircraft from hostile fighters, weapon delivery or re-
connaissance.

This thesis focuses on the combat survival objective in Schulte’s goal model.
However, it is important to remember that the aim is not to maximize the sur-
vivability since this would imply not to fly at all. Instead the aim is to decrease
the risk of being hit by enemy fire or keep the risk at a reasonable level and at
the same time enabling the mission to be accomplished. The importance of the
mission determines the risks the pilot has to accept. If the mission is important
the pilot might accept a higher risk of being shot down. However, if the mission
is less important, surviving the combat has higher priority than accomplishing
the mission.

2.1.2 Team

Fighter pilots usually fly together in teams. A benefit of flying together is that
the fighters can carry more payloads such as weapons, countermeasures and
sensors than a single fighter. A team can consist of only two aircraft, denoted a
two-ship, where one aircraft is the leader and the other aircraft is called wing-
man. Another common formation is the four-ship which consists of two two-
ships. However, in large air operations the air power can be organized in very
large teams where sub-teams from different air forces cooperate.

Communication links between the aircraft in the team enables the fighter pi-
lots to talk to each other and to transmit data between the aircraft. This means
that flying together increases the pilots’ situation awareness, since together they
can detect more targets and they can cover a larger search space with their sen-
sors than a single aircraft. Recently a data link has been introduced in the
French air force that enables the fighter pilots to transmit data between the air-
craft. Lebraty & Godé-Sanchez [55] studied how this implementation affected
the pilots’ decision making and reported that all interviewees (fighter pilots and
navigators) agreed that the data link had significantly improved the way they
conducted air operations.

2.1.3 Combat Survival

The goal of combat survival is to avoid being hit by missiles and weapons fired
by hostile forces. Depending on the kind of enemy and which equipment the
enemy possesses, there are different ways to accomplish this objective.

Threats

An important part of combat survival is to be aware of the enemies that can
fire missiles against the aircraft. If an enemy fires a missile against the aircraft,
the pilot needs to maneuver and take other actions in order to avoid getting
hit. It is also important to be aware of other enemies in the surroundings. An
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enemy may hinder the continuation of the mission and can be dangerous in the
near future, even though it is not threatening in the present situation. In these
cases, the pilot needs to take actions in order to both avoid the threat and (if
possible) accomplish the mission.

The term threat is used in this thesis as: 3

Threat is an enemy unit that is able to launch a missile against the
aircraft or might be able to do this in the near future.

In practice, a threat can be for instance an air defense system or a hostile fighter
aircraft. Chapter 3 will consider all kinds of threats, while Chapter 4 will focus
on threats located on the ground, i.e., air defense systems. A closer description
of these systems will be given in Section 4.2.1.

Threat Evaluation

The pilot needs to evaluate the threats and assess how much danger they pose,
both with respect to the present situation and with respect to possible future
situations. The aim of threat evaluation is to quantify how dangerous a particu-
lar threat is to the aircraft. This can be performed by calculating a threat value
that represents how much danger a threat poses against the aircraft. Threat
evaluation can also mean a more general assessment of the danger and po-
tential danger of a threat. Threat evaluation is discussed in Section 3.1.3 and
literature regarding threat evaluation is reviewed in Section 3.2.

Countermeasures

There are different ways that the pilot can avoid enemy fire. According to Hes-
selink et al. [44] the best way to handle a ground-based threat is simply to
stay outside the threat’s weapon range. This can be achieved by flying above or
around the threat system. However, it is not always possible to accomplish the
mission, when flying at a safe altitude. Furthermore, flying threats cannot be
avoided in this way.

The fighter pilot can use countermeasures such as jamming the threat’s radar
or release chaff or flares. The purpose of this is to delude the threat’s sensors and
the guidance system of the hostile missiles. Usually the use of countermeasures
is combined with maneuvering [44].

Jamming and release of chaff can be used for diverting radars. The enemy
radar system transmits a radar signal and analyzes the echo of the signal in
order to detect and track the aircraft. The aircraft can transmit jamming signals
with the purpose of confusing the signal analysis in the enemy radar system. It

3Note that the term threat is used for denoting the enemies and their equipments. In everyday
language, the term threat is also used in a more abstract sense, for instance the “threat from the
climate change”. Roy et al. [78, p. 329] defined as “an expression of intention to inflict evil, injury
or damage”, which is an example of a more abstract definition.



2.1. FIGHTER AIRCRAFT DOMAIN 13

will then be problematic for the enemy radar system to estimate the position
and velocity of the aircraft. Chaff is small pieces of foil or bipolar material
and when they are released, a cloud of chaff is formed behind the aircraft. The
enemy radar systems interpret the cloud as an aircraft and will track the cloud
of chaff instead of the aircraft (if the countermeasures work as anticipated).

Flares are expendables of hot material and they are released in order to di-
vert IR guided missiles. An IR missile uses the heat radiation from the aircraft in
order to find its target. If the aircraft releases flares, an IR missile that is chasing
the aircraft might follow the flares instead. This gives the pilot an opportunity
to maneuver away from the missile. A closer description of jamming, chaff and
flares can be found in, for instance, [73].

2.1.4 Information Sources

Figure 2.2 shows a number of sensors and other information sources that can
provide the fighter pilot with information.

Figure 2.2: The fighter pilots receives information from many different sources, such as
onboard sensors and data links between the aircraft and other team members, forward
air controllers (FAC) and a command and control station (C2). The sensor indicated
in the figure are active electronically scanned array (AESA) radar, infra-red search and
track (IRST), identification friend or foe (IFF), radar warning receiver (RWR), missile
approach warning (MAW), forward looking infra-red (FLIR) camera and laser desig-
nator pod (LDP). An airborne early warning (AEW) aircraft is also depicted. Figure
reprinted with permission.
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Track Information

Sensors on the aircraft detect and track entities in the surroundings, such as
aircraft, ships, trucks etc. It is also possible to detect radar systems that are
tracking the aircraft, for instance surveillance radar on the ground, air defense
radar systems or the radar on a hostile aircraft. This information is important,
since it might indicate a threat that is tracking the aircraft in order to launch a
missile. If the aircraft is equipped with missile warning receivers, the pilot can
also get a warning when a missile is approaching the aircraft.

The aircraft can also receive information from sensors that are not onboard
the aircraft. A team of fighters can share sensor data and other information over
a data link. This enables them to use their sensors to search different regions of
the airspace. Furthermore, the fighter aircraft can receive information from a
command and control station with access to surveillance sensors that can detect
targets outside the field of vision for the aircraft’s own sensors.

The sensors typically provide kinematic information regarding the tracks,
such as position (range, bearing, and altitude), velocity (speed and course) and
maneuvering information. Different sensors have different characteristics and
their accuracy and ability to provide information differs. For instance, radar is
good at determining the range to an object and can work in all weathers, while
IRST (infra-red search and track) is good at determining the bearing to a target,
but gives worse range estimates and its performance depends on the weather.
An introduction to different kinds of sensors and their characteristics can be
found for instance in [97].

It is often interesting to obtain information regarding the type and identity
of the object that is tracked. Different cues regarding the identity of an ob-
ject can be received from the sensors and by combining this information with
contextual information it may be possible to estimate the type of object. If the
aircraft is equipped with a camera, the pilot can visually identify the object. IFF
systems (identification friend or foe) can identify whether the object is a friend,
i.e., if it belongs to the own troops. Radar warning receivers can identify the
kind of radar system that is tracking the aircraft.

Mission Information

The information from the sensors is complemented with intelligence informa-
tion that can describe which threat systems that are anticipated during the mis-
sions and which equipment that they are likely to possess. Databases including
this information are typically loaded into the aircraft before take-off. This indi-
cates the capabilities of the enemies, such as the detection range of their sensors,
which type of weapons they are likely to use and their fire range. When the sen-
sors are able to detect a threat and determine its identity, information from
the databases can determine how close to the threat it is safe to fly and which
combinations of countermeasures that are the most effective against the threat.
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If other missions have recently been performed in the area, there might also
be information regarding known threat positions, for instance locations of air
defense systems. This information can be used when planning the mission, so
that threats are avoided.

The fighter pilot can also load the aircraft with maps of the area, in which
the mission will be flown. Important points and areas can be indicated on this
map, such as the route that the pilot intends to fly, areas that should not be
entered and target locations. The pilot also has access to information describing
the status of the aircraft such as the fuel level, the weaponry of the aircraft and
warnings indicating if some part of the aircraft is malfunctioning or broken.

2.2 Situation Analysis and Situation Awareness

Roy [77, p. 3] defines situation analysis as:

“a process, the examination of a situation, its elements, and their
relations, to provide and maintain a product, i.e., a state of SAW
[situation awareness], for the decision maker”.

Thus, the aim of situation analysis is to create and maintain a mental represen-
tation of the real situation in the environment. Roy [77, p. 4] defines a situation
as “a specific combination of circumstances, i.e., conditions, facts or state of af-
fairs, at a certain moment”. In military operations, situation analysis requires
knowlegde about for instance military doctrines and tactics and the effects of
weather and terrain, as well as an assessment of the enemy’s determination to
fight [77].

From the definition, it is clear that the aim of situation analysis is to support
the situation awareness. The importance of situation awareness for the decision
maker has been emphasized in many domains. A general definition of situation
awareness is given by Endsley [28, p. 36]:

“Situation awareness is the perception of the elements in the envi-
ronment within a volume of time and space, the comprehension of
their meaning, and the projection of their status in the near future.”

Situation awareness has been studied for instance in the aviation domain, where
the decision maker is a pilot. According to Endsley [29] pilots describe that
developing and maintaining situation awareness is the most difficult part of
their jobs. A domain-specific definition of situation awareness for fighter pilots
is given by Waag & Bell [95, p. 247]:

“a pilot’s continuous perception of self and aircraft in relation to
the dynamic environment of flights, threats, and mission, and the
ability to forecast, then execute tasks based on that perception.”
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It can also be interesting to know how pilots think of situation awareness.
One fighter pilot interviewed by Endsley gave the following description of good
situation awareness [27, p. 159]:

“Awareness of who, what, when and where of the friendlies, threats,
and ownship in the immediate tactical situation and very immedi-
ate future. It’s like a balloon - always changing. SA is fleeting - you
don’t know it’s gone ’till it’s gone awhile.”

From these definitions, it can be concluded that situation awareness requires the
perception of the elements in the environment, which in the fighter aircraft do-
main are mainly threats, ownship and friends, i.e., team members, own troops
and other on the same side of the war. But only the knowledge of the current
state of the elements is not enough. Instead it is important that the decision
maker can project the situation into the (near) future and make decisions based
on the perception. Endsley [29] means that situation awareness includes an
understanding of the situation with respect to the goals of the decision maker.
This can also be seen in the definition by Waag & Bell who mentions “mission”
and the pilot who talks about the “tactical situation”. Schulte’s goal model, de-
scribed in Section 2.1.1, stated that a fighter pilot has three goals, flight safety,
mission accomplishment and combat survival. Since this thesis focus on combat
survival, the situation analysis will focus on the threats in the surroundings and
their potential (negative) impact on the pilot’s chances of surviving the mission.

2.3 Information Fusion

The purpose of information fusion is to combine different pieces of information
in order to achieve a better understanding of the world, than what a separate
piece can give. The pieces of information can originate from sensor measure-
ments, from data bases or human intelligence. The following definition is given
by Hall & Llinas [37, p. 6]4:

“Data fusion techniques combine data from multiple sensors, and
related information from associated databases, to achieve improved
accuracies and more specific inferences than could be achieved by
the use of a single sensor.”

Another definition of the information fusion research field is given by Boström
et al. [12]5:

“Information fusion is the study of efficient methods for automat-
ically or semi-automatically transforming information from differ-
ent sources and different points in time into a representation that

4This thesis does not discuss the difference between the terms ’information fusion’ and ’data
fusion’, but considers them to be synonyms.

5More definitions of information fusion that have been suggested in the literature can be found
in [12, p. 5].
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provides effective support for human or automated decision mak-
ing.”

From these two definitions it can be seen that information fusion deals with
combining and transforming information from different sources with the aim
of supporting decision making for instance by improving accuracy or enabling
more specific inference. In this thesis work, the information sources are mainly
sensors and databases as discussed in Section 2.1.4 and the decision maker is
either the fighter pilot or an autonomous system. Bossé at al. [11] argue that a
goal of a fusion system is to reduce uncertainty. This will be discussed further
in Section 2.4. The JDL-model is used as a common ground of reference for
designers and developers of different information fusion systems.6 The model
is depicted in Figure 2.3 and consists of the following levels:

Figure 2.3: The JDL model adopted from [37].

Source pre-processing aims at processing data, so it can be used by the other
levels. Source pre-processing is sometimes referred to as Level 0.

Level 1: Object Refinement aims at combining data associated with an individ-
ual object, in order to get a refined representation of the object.

Level 2: Situation Refinement aims at describing the current relationships be-
tween the objects in the environment.

Level 3: Threat Refinement aims at projecting the current situation into the fu-
ture. This includes inferring the intention and opportunities of the objects.

6The model has been criticized and revised over the years and a number of different versions
exist. For instance, it has been argued that a Level 5 - User refinement should be added to the
model, cf. [9]. This thesis has adapted the version described by Hall & Llinas [37], since there is
no need for a more refined version for understanding the work in this thesis.



18 CHAPTER 2. BACKGROUND

Level 4: Process Refinement aims at controlling the data acquisition resources.
This level is sometimes referred to as a meta-process, since the purpose is
to refine the information fusion processes at the other levels.

The JDL model is further described in for instance [37, 22].
According to Llinas [60] the term “refinement” indicates that the focus for

information fusion processing almost always is on dynamic events and that
this is reflected in the need for temporally-adaptive, recursive state estimation
processes. In the fighter aircraft context the speed and maneuverability results
in dynamic situations where the locations and relations between the aircraft
and the threats and targets can change fast and the fusion processes therefore
need to be fast.

The work in this thesis is located at level 2 and 3 of the JDL model. The
aim is to analyze the situation and predict future situations in order to identify
potential dangerous situations (threatening situations) as well as identifying
opportunistic situations. The available information of interest is first of all in-
formation regarding the threats, i.e., enemies, in the surroundings. Information
regarding the mission and status of the own aircraft, as well as information
regarding the team members is also of interest, see Section 2.1.4.

2.4 Uncertainty and Uncertainty Management

Uncertainty is present in many domains and several approaches for classifying,
representing and reducing uncertainty have therefore been proposed. This sec-
tion briefly discusses different kinds of uncertainty and different methods for
managing it.

2.4.1 Aleatory and Epistemic Uncertainty

It is common to distinguish between aleatory and epistemic uncertainty, cf. [69].
Aleatory uncertainty is also referred to as variability, irreducible uncertainty
or stochastic uncertainty and is the kind of uncertainty that comes from the
variability of a phenomenom. A typical example is the flipping of a fair coin.
Before the coin is flipped, it is not possible to know whether it will show head
or tail. The only thing that can be known beforehand is that the probability of
head is 0.5.

Epistemic uncertainty is also known as reducible uncertainty, subjective
uncertainty or state-of-knowledge uncertainty. This uncertainty is not due to
the variability of a phenomenon. Instead, the information regarding the phe-
nomenon is insufficient. This kind of uncertainty can be reduced or even elimi-
nated if more information is received. A typical example of this kind of uncer-
tainty is a witness reporting that she is 80% sure that she saw a suspect driving
away in a green car. This uncertainty is not due to the variability of colors of
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cars, but comes from the uncertainty of the observation and the memory of the
witness.

2.4.2 Classifications of Uncertainty

Skeels et al. [84]7 performed an empirical study where they interviewed 18 peo-
ple from several domains, who worked with uncertainty. This study resulted in
a classification with three levels of uncertainty and two level spanning uncer-
tainties, see Figure 2.4.
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Figure 2.4: Classification of uncertainty based on an empirical study performed by Skeels
et al. [84].

Measurement precision - Level 1. Imprecise measurements including variations,
imperfection and precision limitations in the measurement techniques re-
sults in uncertainty.

Completeness - Level 2. Completeness includes concerns about sampling meth-
ods and generalizing of results achieved from a sample to the entire pop-
ulation. Aggregating or summarizing data can also be a cause of uncer-
tainty because information is lost and the data is no longer complete.
Unidentified unknowns is a related concept within completeness, where
information is missing without being known. Skeels et al. did not include
unidentified unknowns in the classification, since unidentified unknowns
are not identifiable.

7This thesis adopts the classification of different types of uncertainty presented in [84]. An
alternative classification and discussion about different types of uncertainty can be found in for
instance [53].
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Inference - Level 3. Inference includes all types of modeling, prediction and ex-
trapolations and is hence a broad category. Inference has a tight relation-
ship with decision making since it describes how data is interpreted and
forms a ground for decision making.

Credibility - spans levels. Credibility is a type of uncertainty that spans the
three levels. This uncertainty can come from an information source that
has produced unreliable data in the past or in other senses has a suspect
behavior. A human source may be considered more or less trustworthy
based on for example if the person is a specialist or generalist. For mea-
surement tools credibility is similar to measurement precision uncertainty.
However, credibility is a judgment made by the human consumer of the
information about the information source, rather than being a known
precision limitation expressible by the information source itself.

Disagreement - spans levels. Disagreement can come from different measure-
ments of the same thing but with different results, from overlapping but
not identical data sets or from two experts that draw different conclusions
from the same data. Disagreement and credibility are often associated be-
cause disagreement often lead to credibility issues.

According to Skeels et al. [84], a reason to why the uncertainties are so
problematic is that it is difficult to adequately transform uncertainty from one
level to the other. Even though, the uncertainty at the measurement precision
might be well described, it is not clear how this uncertainty affect the uncer-
tainty at the inference level.

2.4.3 Uncertainty in the Situation Analysis

In the fighter aircraft domain, examples of uncertainty can be found at all levels
in the model. However, this thesis focus on the uncertainty at level 1 and 3 and
how the uncertainty at level 1 impacts the uncertainty at level 3. The measure-
ment uncertainties in form of errors in sensor measurements and imprecision
in information from intelligence sources (level 1) will induce uncertainty into
the situation analysis (level 3). The measurement uncertainty is epistemic, since
better sensor measurements or more intelligence information would reduce this
uncertainty. However, the situation analysis would be uncertain even though
the sensor measurements were perfect, since the situation analysis must pre-
dict what the future situation will look like and this prediction will also be
uncertain. This information can be considered as aleatory, since it is not possi-
ble to know exactly what will happen beforehand.8 An important challenge is

8One could argue that this uncertainty is at least partly epistemic, since if it was possible to read
the mind of the opponents, it would be easier to guess what the opponents are planning to do, which
would improve the situation analysis. However, for the purpose of this thesis, such distinction is
not important and the unknown parts of the opponent’s actions and plans are considered to be
aleatory uncertainty.
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therefore to represent and combine these kinds of uncertainties. Chapter 5 will
investigate how the measurement uncertainty will affect the uncertainty in the
situation analysis.

2.4.4 Uncertainty Management Methods

Uncertainty is present in many domains, as revealed in the study by Skeels et
al. [84]. The information fusion domain is a typical example of this. Bossé at
al. [11, p. 1] argue that “the goal of fusion systems is to reduce uncertainty”. A
number of methods for representing uncertainty and reasoning with uncertain
information have been proposed both inside the information fusion research
and in other domains. This thesis uses probability theory and stochastic pro-
cesses for managing both the aleatory uncertainty in the model as well as the
epistemic uncertainty in the input information. Appendix A provides the back-
ground material regarding probability theory and stochastic processes that will
be used in Chapter 4 and 5. Examples of other techniques for uncertainty man-
agement and introductory references are fuzzy logic [100], belief functions (also
known as Dempster-Shafer theory) [23], possibility theory [25] and imprecise
probability [19].

2.5 Summary

This chapter presents background material that is relevant for the thesis. The
chapter starts with a description of the fighter aircraft and the pilot’s goals,
(see Section 2.1). Schulte’s goal model [82] is presented, which shows that the
fighter pilot has three different goals; flight safety, combat survival and mis-
sion accomplishment. The focus of this thesis is combat survival and important
components of this goal are threat evaluation as well as the actions that can
be performed in order to handle or avoid the threats. The information that the
fighter aircraft has access to is also described.

The pilot analyzes the situation in order to increase the chances of combat
survival. Definitions of situation analysis and situation awareness are presented
in Section 2.2. Situation analysis is describes as the process for creating and
maintaining situation awareness. Information fusion is described in Section 2.3
together with the JDL-model. The work in this thesis is mainly located at level
2 and level 3 (situation assessment and threat assessment) of the JDL-model.

The situation analysis includes uncertainty of different kinds. Section 2.4 de-
scribed two different classifications of uncertainty. Aleatory uncertainty stems
from randomness and stochastic processes, while epistemic uncertainty comes
from lack of knowledge. Furthermore, the classification of uncertainties in dif-
ferent levels by Skeels et al. [84] was presented. This thesis focuses on level 3
(inference) and also studies how uncertainty at level 1 (measurement precision)
influences the uncertainty at level 3.





Chapter 3
Problem Analysis and Related
Work

“Before beginning a Hunt, it is wise to ask someone what you are looking for
before you begin looking for it.”

Winnie the Pooh

“solving a problem simply means representing it so as to make the solution
transparent” according to Simons [83, p.78]. This means that a good starting
point for finding a solution is to receive a good understanding of the problem.
This chapter consists of an analysis of the problem area, which has been per-
formed by using several different research methods. Parts of this work have
previously been described in Paper III, Paper IV, Paper V and Paper VI. A pre-
liminary definition of the problem area that is used in this chapter is:

Decision support systems that aid fighter pilots to handle combat survival.

The result from the analysis is a detailed description of the problem area as well
as the identification and motivation of the specific research problem that will be
addressed in the following to chapters of this thesis. The scientific contribution
of this chapter is a description of the problem area, which is interesting not
only for this thesis work, but also for others who are interested in researching
the problem area, with other research methods or who selects to delimit the
work in other ways.

Section 3.1 aims to describe important parts of the problem area in order to
generate a deeper understanding. Section 3.2, describes related work and iden-
tifies literature regarding research problems inside or close to the problem area.
Section 3.3 describes design approaches and evaluation methods that have been
suggested in the literature for decision support systems in military applications.
Section 3.4 concludes the problem analysis by giving a detailed description of
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the problem area and describing the research problem that is addressed in the
rest of this thesis. Each section is concluded with a discussion and summary.

The literature review in this chapter is an extended version of the one re-
ported in Paper III. Section 3.4 concludes the problem analysis by giving a
detailed problem description and describing the delimitations that have been
applied for the rest of this thesis. Each section is concluded with a discussion
and summary.

3.1 Problem Understanding

This section starts with highlighting a few important aspects of the design of
a general tactical decision support system, see Section 3.1.1. Section 3.1.2 de-
scribes a special kind of tactical support system, namely a situational adapting
system, and discusses a few of the issues that need to be addressed in order to
design such system and Section 3.1.3 focuses on threat evaluation. An inter-
view study with two fighter pilots is described in Section 3.1.4, where the aim
of the study is to gain a deeper understanding of their situation, with focus on
threat evaluation and team cooperation. Finally Section 3.1.5 concludes with a
discussion about the problem area and summarizes the conclusions.1

3.1.1 Recommendations with Confidence Levels

Tactical decision support systems (TDSSs) for fighter pilots can aid the pilot
during flight by generating recommendation of actions for the pilot to take.
These recommendations will be based on the information regarding the situa-
tion that is known by the system. However, this information is associated with
uncertainties of different kinds and the recommendation might therefore also
be uncertain. Paper VI argued that the TDSS should provide its recommenda-
tions with a confidence level, describing the reliability of the recommendations.

This argument is supported by two of the design guidelines for automation
in fighter pilots proposed by Helldin et al. [43]. Guideline 2 suggests that the
system should “provide means to indicate to the user that data is missing, in-
complete, unreliable or invalid” [43, p. 4] and guideline 5 suggests that the
system should “show the source of automation failure” [43, p. 5]. Further-
more, in a study regarding threat evaluation systems in future fighter aircraft
by Helldin & Falkman [42], fighter pilots argued that it is very important for
them to receive indications of the reliability for the outputs from the threat
evaluation system. Confidence levels could be used as such indications.

Figure 3.1 shows a schematic block diagram of a TDSS with the following
components:

1This section has been arranged in chronological order with repsect to the publications, so as to
illustrate the progress in the research work.
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Figure 3.1: A schematic block diagram showing the interrelations between a few sub-
systems in a tactical decision support system.

• Information acquisition: Gather the information needed to provide confi-
dent recommendations. This information gathering process is constrained
by:

– Technical limitations of sensors

– Resource conflicts between different information requests

– Time criticality

– Type of mission and tactical behavior. In some missions there is a
conflict between the need of gathering more information and the
aim of minimizing the electromagnetic emissions from the aircraft.

• Situation analysis: Assess the confidence of the information regarding the
situation and present both the situation information and its confidence
level to the pilot.

• Generate recommendations: Evaluate different possible actions based on
the system’s information regarding the situation and:

– Present recommendation of pilot actions, such as engage target, avoid-
ance maneuvers, etc.

– Present confidence levels for the recommendations based on uncer-
tainty in the information regarding the situation
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• Information demands: If the confident level of a recommendation is too
low, identify which information that is required in order to increase the
confidence and gather this information in accordance with the first bullet.

3.1.2 Situational Adapting System

Schulte’s goal model [82], presented in Figure 2.1, describes that the fighter pi-
lot has three main objectives during flight: flight safety, combat survival and
mission accomplishment. Paper V considered these three objectives as perspec-
tives of the situational picture, of which the pilot must simultaneously be aware
in order to effectively reach his goals. It is anticipated that a situational adapt-
ing system would aid the pilot to balance these perspectives during flight. The
following definition of a situational adapting system is suggested (p. 5 Paper V):

A situational adapting system is a system that is able to respond to
changes in the environment, as given by the situation analysis.

The adaptivity of the system can be manifested in terms of changes in the user
interfaces as well as the presentation of recommendations of suitable actions,
adapted to different types of information, tasks, missions and roles.

Situational adapting systems have been studied in the context of adaptive
aiding, cf. [90]. One example of such a system from the aircraft domain is
the ground collision warning system which helps the pilot avoid terrain colli-
sions by, for example, de-cluttering the displays from task-irrelevant data [90].
Paper V argued that by adapting the presentation of information as well as
generating recommendations reflecting the current situation of the team and
individual pilot would improve the chances of mission success and combat sur-
vival.

As stated in the definition, the situational adapting system should be able to
respond and adapt according to the situation analysis. This means that the sys-
tem must either be able to perform a situation analysis itself or to communicate
with a system or human that can perform the situation analysis. In stressful
situations the pilot is too busy to communicate with the system and it would
therefore be desirable if the system could perform an automatic situation analy-
sis. The design of an automatic situation analysis is thus an important challenge
in the implementation of a situational adapting system.

In order for the pilot to plan future actions, the pilot must be able to predict
how different actions could affect the situation, considering both flight safety,
mission accomplishment and combat survivability. Most decision support sys-
tems for fighter aircraft presented in literature only consider one of these three
perspectives. For instance, Sundqvist [88] presents a system for aircraft colli-
sion avoidance (flight safety) and Enevoldsen [30] presents a decision support
system for avoiding missiles (combat survival). These are examples of systems
that only suggest recommendations when the situation is too critical for the
pilots to consider all three perspectives. However, in many other situations it is
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possible to take all three perspectives into account, for instance when the de-
tection of a threat can be handled either by a small deviation from the mission
route or by the use of countermeasures. In these cases there is a need to evaluate
possible actions from all three perspectives, so that the fighter pilot can make
decisions that enable flight safety, combat survival and mission success. A sit-
uational adapting system can therefore aid the pilot by evaluating the feasible
actions regarding the three perspectives and let the pilot select an action that is
suitable.

3.1.3 Threat Evaluation

The purpose of threat evaluation is to assess how much danger a threat poses
to the aircraft. Combat survival is closely related to threat evaluation, since it
is important to be aware of the threats that might shoot down the aircraft. The
approaches that have been used in the literature for threat evaluation will be
discussed in Section 3.2. This section discusses two aspects of threat evaluation
for fighter aircraft; team threat evaluation and threat evaluation with respect
to possible defensive actions.

Team Threat Evaluation

Team cooperation is often crucial for both mission accomplishment and com-
bat survival. Castor [14] showed that there is a positive correlation between
pilot teamwork and performance in both defensive and offensive scenarios. Pa-
per V argued that the creation of team situation awareness is important for
team cooperation and that a central part of the pilots’ situation awareness is
the evaluation of the threats in the surroundings. A system that evaluates the
threats in the surrounding would aid the pilots to achieve team situation aware-
ness.

The question whether the threat evaluation in the team should be distributed
or centralized is not trivial. Paper V argued that the threat evaluation needs
to be performed in each aircraft, since all aircraft must be able to perform
threat evaluation if one aircraft is lost or the communication link is not work-
ing. However, considerations to the other aircraft in the team should be taken.
There are two interesting cases that could be considered for illustrating this:

• If an entity is not considered threatening for the own platform, but for a
team member, the entity should be classified as a threat against the team.
If the pilot has resources to counter the threat, this should be considered
in order to aid the team member.

• If a team member counters an entity, this should decrease the assessed
threat value, since the threat has been taken care of. However, there is
a risk that the member is not able to fully counter the threat. The cor-
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rect action might then be to aid the team member, unless there are other
threats that need to be handled.

Threat Evaluation and Available Defensive Actions

A common approach for threat evaluation is to evaluate the threats without
taking into account the own ability to counter the threat. This approach was
used for instance in the SPEW project [26] which studied and developed a pro-
totype of a countermeasure management system in a fighter aircraft. All threats
were first assigned a value representing the threat level and the system thereafter
scheduled appropriate countermeasures based on these values.2 Thus, the threat
evaluation was accomplished without regards to own resources and possible
defensive actions. The same approach is often used in the literature regarding
threat evaluation and weapon assignment, cf. [76, 49], where the result from
the threat evaluation is used for weapon assignment.

Instead of first evaluating the threat and thereafter deciding upon appropri-
ate actions, another approach would be to take available defensive actions into
consideration already in the threat evaluation process. In many cases when the
threat level is low, no defensive action should be executed, because this would
hinder the mission. However, in the cases where the chance of combat survival
would be too low unless defensive actions are taken, appropriate actions for
decreasing the threat level have already been calculated and can be suggested
to the pilot. This approach is similar to the approach suggested by Roy et al.
[78], where the threat evaluation is divided into two parts: Inherent Threat As-
sessment and Actual Risk Assessment. In the Inherent Threat Assessment the
threats are evaluated without regards to own resources, while the Actual Risk
Assessment takes into account the defensive actions that could be performed to
eliminate or decrease the threat.

In summary, is has been argued that a threat evaluation algorithm that takes
available resources into account and considers the threat situation for all mem-
bers in the team, could increase the chances of both combat survival and mis-
sion success.

3.1.4 Interviews with Fighter Pilots

An interview study was conducted with two active fighter pilots in summer
2010. The aim with this study was to gain a deeper understanding of the pilots’
working situations and their perceived needs related to tactical decision support
systems. The interviews constitute an important complement to the literature
review described in the next sections, since it has been difficult to identify recent
literature describing the situations of fighter pilots. The study has previously
been described in Paper IV.

2The SPEW project will be discussed further in Section 3.2.2.
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Method

The method used in the study was semi-structured interviews with two active
Swedish fighter pilots. A semi-structured interview enables the interview to fol-
low a focus, but it also allows fruitful discussions to evolve. The interview
method was chosen for this study in order for the interviewers to receive a
better understanding of the pilots’ working situations. The interview method
also allows the researcher to ask additional questions when the answers are not
clear, which is not possible when reading literature.

During the interviews, the pilots were asked to relate their answers to a par-
ticular scenario, so as to put their answers into the right context. The scenario
used during the interviews was a reconnaissance mission, where the pilots had
to handle threats of different kinds. A reconnaissance scenario was selected
due to its straightforward structure. The scenario was used as a basis for the
questions asked, but the pilots were asked not to limit their answers to this par-
ticular scenario if other situations related to the questions asked were reflected
upon. More details about the interview procedure can be found in Paper IV.

The validity of the results can be questioned, since only two fighter pilots
were interviewed. However, the aim of the interviews was not to get the com-
plete view, but to increase the understanding of a fighter pilot’s working situa-
tion and this aim was fulfilled even though only two pilots were interviewed.

The interviews had three main focuses: team situation awareness, team co-
operation and threat evaluation. This section presents the results that are con-
sidered relevant to this thesis and therefore focus on threat evaluation but also
presents some results regarding team.

Threat Evaluation

The threat situation is very dynamic. The time from that the pilot detects a
potential threat until he risks to be shot down3 varies from a couple of minutes
to only a few seconds.4 In general, pilots strive not to take risks, if it can be
avoided. The pilot continuously evaluates how dangerous different threats are.
Parameters that influence the threat evaluation are the position of the threat, the
type of threat, the time that the own aircraft has been exposed to the threat and
how reliable the information about the threat is. Depending on, for example,
the type of threat and the distance to it, the actions that the pilots perform
differ. To handle some threats, a slight change of course or altitude might be
sufficient, while other threats require a combination of several actions (as many
as 5-10 actions) or even mission abandonment. The threat is mainly handled
by the threatened aircraft and is in today’s tactics not considered a team issue.

3It should be noted that the pilots can act in order to avoid being hit.
4The pilots were asked to relate their answers to a reconnaissance scenario. There might be

other scenarios where the distance to the detected threat is greater.
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In the case of ground-based threats, the interviewed pilots saw little gain in
cooperation, except for information sharing within the team.

There is a great difference between flying threats (i.e. other fighters) and
threats on the ground (i.e. air defense systems, ships etc). Threats on the ground
can be considered static, since they cannot move or move very slowly compared
to a fighter aircraft. It is thus possible to avoid such threats by keeping a dis-
tance to them. Airborne threats, on the other hand, are more dynamic and often
cannot be avoided by just re-planning the route.

The interviewed pilots thought that it would be difficult to develop a system
that evaluates threats. They argued that the aircraft cannot know where the pi-
lot intends to fly and can therefore not evaluate whether or not a threat hinders
the route. Often the pilot has several reasons for his behavior, of which the
support system cannot be aware. It would therefore be difficult to let a support
system suggest which threat that the pilot should handle. This difficulty will be
discussed in Section 3.1.5.

Team Situation Awareness and Team Cooperation

Both pilots agreed that team work often is the key to mission success and also
decreases the risk for losses within the team. One pilot stated that it is the
cooperation within a team that determines if the team will be successful in
accomplishing their mission or not. A reason for this is that the pilots can create
a set of qualitative data by comparing sensor measurements, when working
together.

However, the need for cooperation in an air unit depends on the mission
at hand. Cooperation is of great importance in air-to-air scenarios such as be-
yond visual range missions, where the enemy is engaged before they can be seen
visually. The need for coordination during the mission is less in air-to-ground
missions, since the mission structure is less dynamic due to heavily detailed
plans before take-off. Furthermore, in large operations with 30 or more air-
craft, cooperation between the different air units is difficult. Instead, the pilots
collaborate within sub-teams and rely on tactics between other teams.

3.1.5 Discussion

In this section it has been argued that a tactical decision support system can
aid the fighter pilots to create and maintain situation awareness, increase the
chances of mission success and decrease the risks of being shot down during the
mission. A special case of a tactical support system is a situational adaptive sys-
tem, described in Section 3.1.2. The realization of a situational adaptive system
would be aided by an automatic situation analysis, since in many situations it
is not feasible to let the pilot communicate his situation analysis to the system.
This design of automatic situation analysis is therefore valuable, but it is also a
difficult challenge and needs more research.
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An important part of the situation analysis is to evaluate the threats in
the surroundings. Section 3.1.3 suggested that the threat evaluation algorithm
should take available resources into account and consider the threat situation
for all members in the team. However, the interviewed pilots thought that it
would be difficult to design a support system that suggests which threat the pi-
lot should handle, cf. Section 3.1.4. They argued that the aircraft cannot know
where the pilot intends to fly and can therefore not evaluate whether or not a
threat hinders the route. Often the pilot has several reasons for his behavior, of
which the support system cannot be aware.

Section 3.1.2 suggested that the situational adaptive system could aid the
fighter pilot by evaluating the possible actions with respect to flight safety, com-
bat survival and mission accomplishment. This would aid the pilot in making
decisions that take all these three perspectives into account and to find a bal-
ance between these sometimes conflicting goals. This suggests that instead of
evaluating how dangerous a threat is at the moment, it can be feasible to eval-
uate how the threat can be mitigated and how much danger the threat will
pose to the aircraft in the near future based on the action’s of the pilot. When
evaluating actions instead of threats, the available resources will be taken into
account in a natural way, since the available resources determine the actions
that are possible to perform. Evaluating possible actions also handles the prob-
lem that the system cannot know where the pilot intends to fly. The system does
not need to know what the pilot intends to do, since it only evaluates possible
actions. The system can suggest suitable actions to the pilot when appropriate.

Both interviewed pilots agreed that team work often is the key to mission
success and also decreases the risk for losses within the team, cf. Section 3.1.4.
On the other hand, a threat is mainly handled by the threatened aircraft and
is currently not considered a team issue. In the case of ground-based threats,
the pilots saw little gain in cooperation, except for information sharing within
the team. Section 3.1.3 argued that the threat evaluation needs to be performed
in each aircraft, but that it might be interesting to consider the situations and
actions of the other aircraft in the team. The same argumentation is valid if
the system evaluates actions instead of objects. It can be interesting to take the
actions of the others into account and in some cases to coordinate the defensive
actions, but on the other hand each aircraft must be able to work independently
in case of communication loss. More research is needed in order to investigate
if a TDSS that aids the pilots to evaluate threats with regards to the team or
to coordinate defensive actions, would increase the team’s chances of combat
survival.

The information regarding the important aspects of the situation is most of
the time associated with uncertainties, which means that the system’s situation
analysis will be uncertain. Section 3.1.1 argued that it is important to assess the
uncertainty of the output from the situation analysis and present this as a con-
fidence level for the pilot. The interview study highlighted that the data quality
was considered important by the fighter pilots. One of the parameters men-
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tioned when evaluating threats was the reliability of the information regarding
the threat. Furthermore, if the confidence level is low it would be desirable to
identify which information that is needed in order to improve the confidence.
This information can be used for gathering the most relevant information, for
instance by a sensor management system.

3.1.6 Summary – Problem Understanding

In summary, the problem understanding has identified that automatic situation
analysis can be an important component of a tactical decision support system,
for instance of a situational adapting system. Combat survival is an important
goal for the pilot, which means that this is one of the areas that the situation
analysis should focus on. Important aspects of combat survival are threat eval-
uation as well as the evaluation of actions with respect to combat survival. An
automatic situation analysis will be based on uncertain information and it is
important to investigate how this uncertainty affects the situation analysis and
how it can be represented.

3.2 Related Work

A literature review was performed in order to identify how the problem area
has been addressed in the literature. The aim of the literature review is to find
inspiration regarding possible solutions to the research aim of this thesis, as
well as identify pitfalls and difficulties that others have found.

3.2.1 Method

A literature review can be performed by searching for keywords and to browse
through relevant journals and conference proceedings, see for instance the pro-
cedure for literature review described by Creswell [20]. The problem analysis in
this thesis covers a large range of problems and it has been difficult to identify
the relevant keywords and relevant journals and conferences. Instead relevant
literature has been found in different journals and conference proceedings and
described with different keywords. It is therefore possible that relevant litera-
ture have not been found in the search. However, it is not likely this undetected
literature would significantly change the conclusions from the analysis of the
literature. When the problem has been analyzed and a more detailed problem
description is found, it is suitable to perform a deeper and narrower literature
search for this specific area.

Starting Point

The starting point for this literature review, is the review described in Paper III.
The aim of Paper III was to identify approaches suitable for designing a TDSS
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in a fighter aircraft that supports the pilot to evaluate threats. Threat evaluation
has been described by Johansson [48] as a process of assigning a threat value
Vij to each threat-asset pair. An asset is an object that one wants to protect.
In the fighter aircraft domain, the main asset is the aircraft (and the pilot),
but other team members can also been considered as assets. The starting point
in Paper III was that calculating and presenting the threat value for the pilot
will increase his situation awareness and thereby also increase his chances of
combat survival.

Extension of the Literature Review

The starting point in Paper III is too narrow in order to identify the relevant lit-
erature for this thesis work. The review has therefore been extended to include
literature about adjacent areas and recently written literature. Furthermore, the
analysis based on the identified literature has been extended to not only focus
on threat evaluation, but also include other aspects important for combat sur-
vival.

In order to analyze the literature, it is useful to categorize it into different
themes. Figure 3.2 shows the categorization used in this thesis. The structure
of the following subsection is based on this categorization.

3.2.2 Decision Support Systems for Fighter Pilots

A decision support system for a fighter pilot can aid the pilot with a lot of
things, such as route planning, countermeasure scheduling, combat tactics and
missile avoidance. A few large research programs have tried to design decision
support systems for fighter aircraft and civil aircraft that aim to support the
fighter pilot in all kinds of decisions. Other researchers have focused on only
one possible decision aid function. This section describes different research
studies on decision support for fighter pilots, with focus on combat survival.
Decision support functions that focus only on flight safety (such as ground
collision avoidance and navigation aid) or mission accomplish have not been
included in this literature review.5

Research Programs designing Aviation Decision Support

In the 1980’s the US Pilot Associate (PA) program was launched, with the aim
of developing a decision support system that could aid the fighter pilot with
all aspects of the mission during flight [5, 75]. The aim was to design a system
that in real-time could infer the pilot’s intent based on stick movements, radar
data and information from equipment sensors. The knowledge of what the pilot

5It should be noted that some of the studies have not explicitly stated that their purpose is to
design a decision support system, but they have been included in the literature review anyway, since
they have been considered relevant for this thesis work.
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Figure 3.2: The identified literature has been sorted according to the research problem
it addresses. This categorization also shows the structure of the following subsections.
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wants to do was then used for determining which information that should be
presented and to detect flying errors. Phase 1 of the Pilot’s Associate ended with
the Demo 3 in November 1989 and even though the main conclusions from the
demo were positive, it was also concluded that the concept required technology
that was not developed at the time. The General Aviation Pilot Advisory and
Training System (GAPATS) was a civil continuation of the Pilot’s Associate
program [72]. They developed an expert system that used knowledge of air
traffic controller (ATC) routines and aircraft performance to infer the flight
mode of the aircraft without input from the pilot. The inferred flight mode was
used for selecting which information that should be displayed and to generate
appropriate advice.

Similar programs during the 1980s and 1990s were the French CoPilote
Electronique, the British COGPIT for fighter aircraft and the German CAMA
for military transportation aircraft [70, 89]6. These programs were all based
on rule-based systems and aimed at supporting the pilot in all phases of the
mission.

A more recent program is the Dutch POWER program [44], which devel-
oped a number of crew assistants that supported the pilot with different tasks
during the flight. A number of techniques were tested for different decision sup-
port functions such as a Bayesian Belief Network for profile recognition and a
predictor of the opponent aircraft’s maneuvering based on case based reason-
ing. One project within this program was the Self-Protection Electronic Warfare
Manager (SPEW) project, which developed a prototype of a rule-based system
that suggested which countermeasures that should be used against the present
threats. The SPEW project will be described in more detail later in this section.

Air-to-air Combat

Sun et al. [87] studied the development of an intelligent advanced fighter air
combat decision support system (IAFACDSS). They used a fuzzy inference sys-
tem to determine the best pilot decision. The system was assumed to predict
the future positions of the enemy accurately. The pilot’s decision space was de-
scribed as seven possible flight tactics, such as “maximum G-force turn” and
“continuous stable flight”.

Virtanen [94] studied air-to-air combat with a game theoretical approach.
Based on the assumption that the opponent aircraft behave in an optimal way
to win the fight, the optimal action for the own aircraft was calculated.

Coradeschi & Vidal [17] combined a decision-tree model, temporal chroni-
cals and game automata for modeling one-on-one beyond visual range combat
situation. This enables the system to predict the opponent’s next move and se-

6A comparison between Pilot’s Associate and CoPilote Electronique with focus on their different
assumptions on pilot expertise and how these assumptions affected the design is given in [89].
Description of all the mentioned programs is given in [70] with focus on cockpit assistance systems.
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lect the action that maximize the chances for mission success and minimize the
risk of unfavorable situations.

da Costa [21] studied automatic weapon management and sensor manage-
ment against enemies located both on the ground and in the air. He designed
both a rule-based system and a dynamic network and compared the designs.

Team Operations

Fighter pilots usually fly together in a team. This enables them to share infor-
mation within the team, which will enhance their ability to create a correct
situational picture. Virtanen et al. [93] studied many-versus-many air combat
in order to find a team optimal signaling strategy. Due to the geometry of the
combat, each aircraft could not track all enemy aircraft, and the team members
therefore transmitted sensor tracks over a data link to each other. The deter-
mination of which sensor track that should be transmitted was based on how
threatening the opponent was to the members of the own team.

Countermeasure Management

The Dutch project SPEW7, short for Self-Protection Electronic Warfare Man-
ager, developed a decision support system for fighter pilots, that aided the pi-
lot in handling ground-based threats [26, 44, 91]. The system determined the
most efficient actions in order to counter detected threats. The suggested ac-
tions were either presented to the pilot or automatically initiated. A prototype
of the SPEW manager was tested by fighter pilots flying simulated missions
(cf. [44, 26]). One outcome of the evaluation was that accurate sensor data is
needed both with regards to the identification and localization of the threats.

Randleff [73] compared four different approaches for designing a decision
support system for fighter pilots that suggested actions that aimed at increas-
ing the survivability of the aircraft against ground-based threats. The system
evaluated countermeasures such as the use of chaff, flares and jammer. The first
approach was rule-based and the idea was to formulate the rules that fighter
pilots are taught from experts. The second approach was based on a Bayesian
network, in which it was possible to express uncertainties about for instance
threat positions. The third approach was mathematical modeling which evalu-
ated the best set of actions for the entire mission, instead of the best momentary
action as the previous approaches. The mathematical modeling approach was
very computational demanding, so the fourth approach was a further devel-
opment, where a metaheuristic was used for the optimization. The four ap-
proaches were evaluated subjectively by the author where each approach was
rated from 1-5 on five criteria (5 being best). The suggested approaches only

7The SPEW project was part of the larger POWER project described above.
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achieved 2 − 3 points in the useful-criteria, which indicates that more research
is needed to improve the approaches or suggest others.8

Route Planning and Optimal Trajectories

A natural way to handle threats is to fly in such a way that the aircraft does not
enter the proximity of the threats. This problem has been addressed in the liter-
ature regarding unmanned aerial vehicles (UAVs), where it is desirable to plan
a route for a UAV that minimizes the risk of being shot down by ground-based
threats, see for instance Ruz et al. [79], Hall [38] and Winstrand [96]. Route-
planning can be a useful tool also in a manned aircraft. Aust [3] reported about
an experimental study were pilots flew missions in a simulator with manual
or automated planning capabilities. The results showed several benefits from
automated mission planning, such as lower estimated workload and increased
mission survivability.

An important issue connected to the survival of the fighter pilot is the vis-
ibility of the aircraft. This depends on the design of the aircraft, such as the
materials it is constructed of and its shape, but can also be affected by the way
the pilot maneuvers the aircraft. Norsell [68] investigated the optimal trajecto-
ries for a fighter aircraft that aims at reducing the radar cross section toward
enemy radar stations. A decreased radar cross section means that the aircraft
can fly closer to an enemy radar station without detection. Kabamba et al. [54]
studied path planning for unmanned combat aerial vehicles that took the air-
craft radar cross section into account.

Missile Avoidance

If a missile is launched against the aircraft from an air defense system or a
hostile aircraft, the pilot must maneuver and take other actions in order to
avoid being hit. Enevoldsen [30] proposed a decision support system for aiding
the pilot to avoid an incoming missile. This system was based on influence
diagrams, which were used for predicting the outcome of all decision options.
The decision alternative with best outcome was thereafter selected. Moore &
Garcia [63] have studied which evasive maneuvers that are most effective when
avoiding incoming missiles based on genetic programming. The authors later
extended this approach to also consider the use of countermeasures [64].

Computer-Generated Fighter Aircraft

In simulators for training and evaluation of aircraft and tactics, it is useful
to have simulated fighter aircraft that act similar to fighter aircraft that are
manned by human pilots. Heinze et al. [39] discuss issues regarding modeling
of sensors and data fusion for virtual pilots flying virtual aircraft. Instead of

8The work of Randleff is also discussed in Chapter 4.
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constructing a detailed model of the physical sensor fusion system, they treated
the fighter aircraft and its crew as a socio-technical system. Tidhar et al. [92]
discuss how teams of pilots can be modeled and suggest an organizational struc-
ture to define which responsibilities each sub-team have regarding the mission.
They also discuss how the control and coordination of the sub-teams should be
modeled.

Tac Air-Soar was a system for military simulations, that could generate be-
havior for an agent flying a fixed-wing military aircraft [52]. A large number
of rules were hierarchically grouped into operations and goals, for describing
different airborne missions. The aim was that participants in military exercises
should perceive the generated behavior as “human-like”.

Coradeschi et al. [18] studied the design of intelligent agents in air combat
domain and in particular how the behavior of the agent should be specified. The
aim was to design a system such that the air combat experts could construct
such agents and specify their behavior without computer science expertise.

Summary – Decision Support Systems for Fighter Pilots

The large research programs in the 1980’s and 1990’s, such as the Pilot’s Asso-
ciate [5], were very ambitious, but the technology developed at the time was not
mature enough for a thorough evaluation of the concept. In the POWER pro-
gram [44], the approach was to study subproblems and design different cockpit
agents for different aiding functions, instead of designing a system that could
do everything. Most of the other studies have also limited the scope of the re-
search to consider only a single aiding function. The review also reveals that
the design of automation for UAVs as well as the design computer-generated
fighter aircraft have a lot in common with the design of decision support for
fighter pilots. A deeper literature review regarding these areas can therefore be
useful for finding inspiration for the design of tactical decision support systems
(TDSS) for fighter pilots.

The literature search found a few studies regarding missions where the
threats are located on the ground. Both pro-active approaches, such as route
planning or planning the use of countermeasures, and re-active approaches,
such as missile avoidance and reactive countermeasure scheduling have been
studied. In air-to-air combat, the planning horizon is much shorter, since it is
more difficult to predict the opponent’s future actions. The studies regarding
air-to-air combat tried to predict the next move of the opponent and find the
best action for the own aircraft. However, more research is needed to investi-
gate issues such as uncertain information and the prediction of the opponents’
future action. Even though the fighter pilots interviewed in Paper IV consid-
ered team cooperation important, the literature regarding supporting fighter
pilot team cooperation for is very sparse.



3.2. RELATED WORK 39

3.2.3 Threat Evaluation in Military Systems

Roux & van Vuuren [76] reviewed state of the art for threat evaluation (TE)
and weapon assignment (WA) decision support. A TEWA system is a system
that uses the output from a threat evaluation as input to a weapon assignment
system to decide which threat that should be assigned to which weapon. The
review focused on the context of ground based air defense systems, but much of
the content was claimed to be interesting in other military domains as well. The
paper described three difficulties for developers of threat evaluation systems:

• Weak spatio-temporal constraints on relevant evidence.

• Weak ontological constraints on relevant evidence.

• Weakly-modeled causality.

Threat evaluation describes the relation between two objects, namely the
threat and the asset. According to Johansson & Falkman [49] a threat is often
evaluated based on its capability and intent. Capability describes the threat’s
ability to inflict damage upon the asset and intent its determination to harm the
asset. Opportunity is a third component sometimes used for threat evaluation,
which describes the threat’s possibility to carry out the intent. Opportunity
is often connected to the geometry between the threat and the asset and can
change for instance if the aircraft enters or exits the threat’s weapon range.
Johnson [51] described an ontology that can be used for describing these re-
lations. Parameters that have been used for assessing these components are
further described in [49].

Several different algorithms for threat evaluation have been proposed in the
literature. Liebhaber & Feher [58] designed a rule-based system that compared
the value of a number of cue parameters with their expected values. Oxenham
[71] suggested rule-based algorithms based on spatio-temporal parameters for
threat ranking. Fuzzy logic has been used for threat evaluation for instance by
Liang [57] and Johansson & Falkman [50]. Johansson & Falkman [49] also
designed a Bayesian network for threat evaluation. Roy et al. [78] suggested
that the threat evaluation should be divided into two parts; inherent threat as-
sessment which only considers parameters associated with the threat and actual
risk assessment which also considers the possible defensive actions that can be
taken against the threat. A threat with high inherent threat value but that is easy
to take care of can be assigned a lower actual risk than a threat with moderate
inherent threat value, but that cannot be taken care of.9

Intent Recognition

The threat’s intent is difficult to assess, since it cannot be observed directly [66].
The problem of intent recognition, which often is an important part of threat

9This is discussed in more detail in Section 3.1.3.
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evaluation, has been studied by Nguyen [66] who implemented a Bayesian net-
work. Foo et al. [35] studied the problem of identifying that an attack aircraft
is planning to deliver a weapon, based on its flight profile.

Threat evaluation in Fighter Aircraft

In the fighter aircraft domain, there is not much literature about threat evalua-
tion, even though there is literature addressing adjacent problems. Three studies
have been identified that explicitly assign a threat value to the threats.

The SPEW-project assigned a threat value 1-10 for all threats in order
to schedule countermeasures actions against the most dangerous threats. The
threat values were based on distance and type of threat, corresponding with
“far away search radar” - “incoming missile” [26]. However, the conversion
from raw sensor data into a list of threats was not a project goal and was there-
fore simulated [91]. The project developed a simple algorithm for assigning
the threat values, which for instance did not take uncertainties in the sensor
data into account. It is therefore likely that this threat value algorithm can be
improved.

da Costa [21] compared a rule-based approach and a dynamic decision net-
work for determining suitable defensive actions for a fighter pilot. In both ap-
proaches the threats were evaluated and the threat level was used for deciding
which action to apply. In the rule-based approach, a number of rules were used
in order to determine the suitable actions against the threat if the threat level
was high. When the threat level was low on the other hand, no further actions
were considered necessary. In the dynamic decision network approach, the as-
sessment of the danger of ground threats and other aircraft was conducted with
Bayesian networks. These assessments were used in dynamic decision network
approach to find suitable actions.

Another study that assigned threat values to entities within the fighter air-
craft domain is the study by Virtanen et al. [93], which investigated the optimal
signal strategy within a team of fighter pilots. This study assigned a value 0-1 to
each track-member pair in order to evaluate how threatening the track was to
each member. They used a value function for describing the preferences of the
pilot and used intervals for describing the uncertainty in the information. The
most threatening tracks were transmitted over the data link within the team.

Discussion

The study revealed that threat evaluation has been studied in the TEWA con-
text, but it only identified three studies in the fighter aircraft domain. Further-
more these three studies evaluated threats for slightly different purposes. In
two of the studies, threats were ranked in order to determine which threat that
should be prioritized for countermeasures (SPEW-project [26]) or data trans-
mission (Virtanen et al. [93]). In contrast, Da Costa [21] did not try to iden-
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tify the most dangerous threats. The threat level was instead used for deciding
suitable actions. Randleff [73], on the other hand, aimed at handling multiple
threats, without evaluating them. Instead, the approach was to identify actions
that could handle all threats.

The starting point for the literature review in Paper III was that each threat
should be evaluated based on how dangerous it was for the fighter aircraft and
that this value should be presented for the pilot. The result from the literature
review indicates that this starting point can be questioned. To present a threat
value for the fighter pilot might not be an interesting idea. No literature has
been identified that aims at solving this particular problem. In fact, a fighter
pilot that was asked whether this was an interesting idea, did not see the benefit
of the presentation of a threat value.10 On the other hand, threat evaluation can
be an important component in a system that aims at aiding the fighter pilot to
handle the threats.

There is an important difference between the fighter aircraft and the TEWA
context. When a TEWA system assigns a weapon towards a threat, this action
does not affect any of the other threats. On the other hand, if a fighter aircraft
maneuvers away from one threat, the aircraft might approach another threat.
Thus, a maneuvering action affects the situation regarding all threats. When
the pilot decides how to maneuver, the position of all threats must therefore be
taken into account. The deployment of countermeasures resembles the TEWA
problem, since the use of countermeasures against one threat will not worsen
the situation regarding another threat and it can therefore be a reasonable ap-
proach to apply the countermeasures against the most threatening enemy. This
can explain why threat evaluation was found in connection with countermea-
sure management, but not in studies regarding route planning. However, if the
available resources are sparse and dispensable, such as chaff and flares, it can
be important to evaluate the present threats against future potential threats.
Otherwise, the pilot might use all resources in the beginning of the mission
and, consequently, will have no resources left for later.

The TEWA literature can contribute with valuable insights regarding threat
evaluation and threat handling also in the fighter aircraft domain. Threat eval-
uation needs to handle uncertainty and the literature reveal that this has been
managed with different methods, such as fuzzy logic, Bayesian networks and
value functions. Furthermore, the problem of intent recognition is importance
also in the fighter aircraft domain, since the threat’s intent affects the risk of
the threat shoot down the aircraft. The intent is also an interesting parameter
when trying to predict the opponent’s future action.

In summary the literature review found no support for displaying a threat
value for the fighter pilot, but identified other tactical decision support func-
tions in which threat evaluation can be an important component. In particular
a TDSS that suggest actions that only affects one threat can be designed for

10personal communication, anonymous fighter pilot, Linköping 2011-04-18.
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suggesting counter actions against the most dangerous threat(s). The TEWA lit-
erature can contribute to the design of a TDSS in a fighter aircraft for instance
with different methods regarding uncertainty management and intent recogni-
tion.

3.2.4 Situation Assessment and Threat Assessment

Situation assessment and threat assessment have been studied for instance in the
in the command and control (C2) context. This is a domain where the decision
maker must handle uncertain information. Gross et al. [36] studied intelligence
analysis and suggested a stochastic graph matching method for situation as-
sessment in that context. The aim is to find a situation of interest represented
with a template graph in a large graph of observed data. Uncertainties in data
are managed with the use of fuzzy similarity scores between the graphs that are
compared.

Benavoli et al. [7] argued that the Bayesian networks are limited in that un-
certainty must be presented with probability functions. Instead they suggested
an evidential network for threat assessment. Looney & Liang [61] presented
a fuzzy belief network that inferred the intent of the opponents. Brynielsson
& Arnborg [13] used a game theoretic approach for modeling the opponent’s
action. A similar approach was used by Chen et al. [15] who focused on asym-
metric threat detection.

Decision Support for Effects-Based Planning

Schubert et al. [80, 81] developed a decision support system for effects-based
planning. The tool could be used by a commander to simulate the effect of a
number of operational plans, before executing them in reality. The system sim-
ulated different alternatives of the activities in the plans against possible courses
of events and identifies inconsistencies in the plans as well as dangerous activ-
ities. The outcome of an activity might depend on circumstances that cannot
be known for certain. This was handled by modeling the circumstances as a
number of random variables of given distributions. Monte Carlo simulations
were performed for the plans to avoid that a mostly good plan was rejected due
to bad outcome in unlikely situations.

Discussion

The planning horizon in the command and control (C2) context is much longer
than in the TEWA context or in the fighter aircraft context. Nevertheless, it is
interesting for the combat survival perspective in the fighter aircraft for two
reasons. Due to the long planning horizon it is important to predict the op-
ponent’s future actions, since it is not possible to wait for the opponent to act
and thereafter make decisions about what to do. Prediction of the opponent’s
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future actions is of interest also in the fighter aircraft context, especially in air-
to-air combat due to its dynamic nature. Secondly, there is a need to represent
and manage the uncertainty in the C2 context, since the prediction of the fu-
ture is always uncertain and the literature search revealed that a number of
uncertainty management methods and combination of them have been applied.
These methods can be interesting also in the fighter aircraft context.

The effects-based planning suggested by Schubert et al. [80, 81] did not
only predict the future of the opponents but also evaluated the outcome of an
operational plan, before executing it in real-time. This enabled the commander
to test different plans in order to find a suitable one. In the same way, it can be
interesting to evaluate different possible actions that the fighter pilot can take
in order to avoid or handle the threats.

In summary the command and control (C2) context resembles the fighter
aircraft context in that it is necessary to predict the opponent’s future actions
and that it is desirable to evaluate different possible actions, even though the
outcome of these actions is uncertain. It is therefore assumed that the literature
regarding situation assessment and threat assessment can be an inspiration in
the design of a tactical decision support system for a fighter aircraft.

3.3 Design- and Evaluation Approaches

The aim of this thesis is to design a situation analysis model that can be a part
of a tactical decision support system (TDSS) for fighter pilots. This section de-
scribes design and evaluation approaches of different decision support systems
in military applications. Even though the aim of this thesis is not to design a
whole decision support system, it is nevertheless interesting to understand the
design and evaluation processes of such systems, since this can inspire the de-
sign and evaluation of the model.

3.3.1 Design Approaches

Paper III concluded that most of the identified literature did not include exten-
sive descriptions of the design process of the systems and algorithms. A few
design approaches have nevertheless been identified in the literature review and
are described below.11

Imitate the Work of Human Experts

A few studies aim at designing a system that work in a similar way as a human
expert. Liebhaber et al. [59, 58] conducted a study with experienced air defense
personnel in order to describe how they evaluate threats. The study identified

11The aim of the literature review is not to describe all possible design approaches, but merely
discuss differences between some approaches. The different approaches described below partly
overlap each other.
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which cues that the personnel used, such as Origin, IFF Mode and Altitude. A
rule-based system for threat evaluation was thereafter implemented based on
the same cues. Liang [57] constructed a fuzzy knowledge-based system based
on the results from the same study. A similar approach was used by Nguyen
[66] who conducted a cognitive work domain analysis in order to understand
how experienced personnel assessed the intent of an air threat. He thereafter
implemented a Bayesian network which aimed at assessing the intent in the
same way as the experts did.

A difficulty with this approach is that two different human experts might
not perform their work in the same way. Liebhaber et al. [59] observed that
the participants used different, but overlapping, subsets of parameters when
evaluating threats. This means that in order to design a system that is represen-
tative for many experts, it might not be sufficient to only observe one or two.
Instead a large study is needed with many experts. Another difficulty with this
approach is that it is based on the tactical behavior of the enemy at the time
that the study is conducted. If the enemy changes its tactical behavior, for in-
stance due to the technical development, the threat evaluation might also need
to be updated.

Provide a Tool for Human Experts

Coradeschi et al. [18] studied the design of intelligent agents in the air com-
bat domain. The aim was to design a system, in which domain experts could
construct air combat agents and specify their behavior without computer sci-
ence expertise. Thus, instead of building expert knowledge into the system,
they developed a system that the human experts could use for expressing their
knowledge. A similar idea can be found in the work by Schubert et al. [80, 81].
They pointed out that they did not develop a planning tool, but a tool to test
plans developed by human experts. It was up to the human expert to specify
the plans, the goals and the alternative ways to achieve them.

The advantage with this design approach is that the designer of the system
does not need to have a deep understanding of the tactics. Another advantage
is that the domain experts can easily update the system, if the environment
changes or when more knowledge about the enemies is received.

Design for Utility

Rouse et al. [75] pointed out that there existed no textbook with a quantitative
description of how dangerous a threat is. Johansson & Falkman [47] argued
that since there exist no objectively “correct” threat value, a threat evalua-
tion system should be evaluated based on how successful the TEWA system
is, in which the threat evaluation system is a module. The philosophy used in
the GAPATS program was that “If GAPATS does not improve the situational
awareness of the GA pilot, it has failed” [72, p. 92]. These three studies exem-
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plifies a different perspective compared to the studies by Liebhaber et al. and
Nguyen described above. The goal of the system is not to work in the same
way as the human expert does, but to produce outputs that are useful for its
purpose, i.e. the utility of the system output. As argued in Paper III, this design
approach seems to be based on a pragmatic worldview.

As described in Section 1.2, this research is based on a design science ap-
proach and in accordance with the argumentation by Johansson & Falkman
[47] the aim is not to design a system that produces the “correct” output,
but that produces “useful” outputs. The fighter pilots interviewed in Paper IV
thought that it would be difficult to design a threat evaluation system that eval-
uates the threats in the same way as a pilot does cf. Section 3.1.4. Instead the
focus in this thesis is to design a system that can be useful for the fighter pilot,
even though the system’s evaluation might not be performed in the same way
as a fighter pilot’s.

Combine Human Expert Knowledge with Physical Constraints

Instead of imitating the human expert, another approach is to utilize human
expert knowledge in the design. The expert knowledge can be assessed by in-
volving the experts in the design process, by interviewing experts or by litera-
ture studies. In the Pilot’s Associate program both participants from the tech-
nical community as well as the user community were involved in the process
of designing the demonstrator. It was noted that the best expert sources were
those with cross-disciplinary specialties [5, 75]. Randleff [73] argued that a
rule-based system could be designed in accordance to the rules that fighter pi-
lots are taught during their education, which is one kind of expert knowledge.

The human expert knowledge can be combined with knowledge regarding
physical constraints, such as maximal speed of hostile aircraft, weapon range
and sensor characteristics. Foo et al. [35] aimed at determining the likelihood
of weapon delivery of an attack aircraft. They analyzed the flight profile of the
aircraft, since an attack usually starts by climbing to high altitude before diving.
Thus, this work was based on a combination of human expertise, the knowl-
edge of the typical flight profile, and physical constraints such as maximum
acceleration of an attack aircraft.

Utilizing the physical laws and constraints is desirable since they will not
change as contrary to enemy tactics which can change over time. However,
the physical laws are not able to capture all important aspects of the enemies,
since it cannot capture the human decision making. It is therefore necessary
to include a component of human expertise. The design of the system should
preferably allow a human operator to easy and fast update this system compo-
nent.
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Iterative Design Process

An important result from the SPEW project was that the fighter pilots were
skeptical to the system before they tested it in experiments, but after they had
tried the prototype they were more convinced that it might be appropriate to
implement the system in a fighter aircraft [26]. This indicates that a system
can be useful, even though the users do not realize it in the design phase. Both
Pilot’s Associate and GAPATS used an iterative design approach, where early
prototypes of software modules where tested and evaluation with pilots in a
simulator environment [75, 72]. The testing of a prototype yields a deeper un-
derstanding of the problem, and this new knowledge can be used for improving
the prototype in the next iteration.

Cooperation between Automation and Human Operator

The automation design also determines how important it is that the system
produces the “right” results every time. If the operator has the opportunity to
reject or improve the output, it is more likely that the operator will accept that
the system is not perfect. An example of this is the automated planner used in
the experiments in [3], which allowed the fighter pilot to refine the route if they
wanted. The pilot had information that was not available to the route planner,
such as tactical considerations for the mission, and could use this information
to refine the basic route suggested. The experiments showed that the pilots re-
fined the route, when they found it necessary. Nevertheless, the experiments
showed that the automatic planner (with refinement possibilities) reduced the
pilots’ estimated workload and increased the survivability compared to plan-
ning the route manually.

3.3.2 Evaluation Approaches

The evaluation of the systems is usually described in some more detail than the
design process, even though the description of the evaluation method in many
papers is short. This section discusses a few different approaches for performing
the evaluation, that have been identified in the literature. Figure 3.3 shows a
categorization of the methods together with examples of studies in which they
have been used.

Prototype Evaluation with End-Users

The Pilot’s Associate was evaluated by demonstrations, where the system was
run during a scenario and evaluated by fighter pilots [5]. The SPEW project
was evaluated in a similar way with fighter pilots using the system when flying
simulated scenarios. The pilots were observed by another experienced fighter
pilot. Both the pilots’ and the observer’s impressions were used for evaluation.
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Figure 3.3: The evaluation methods identified in the literature together with a few ex-
amples of studies in which they have been used.

For instance, the pilot rated his own situation awareness equally good when us-
ing the system and when not using it, but the observer rated the pilot’s situation
awareness higher when the pilots had access to the system [26, 44]. Another ex-
ample is the evaluation of the automated mission planner described by Aust [3].
In this evaluation, experiments were performed both with the system activated
and without the system. This enables a comparison of the pilot’s performance
with the system and without it. The evaluation was based on comparing pa-
rameters such as response time and performance in terms of survivability and
estimated workload. Smith et al. [85] described the evaluation of a decision
support system called TADMUS, which stands for Tactical Decision-Making
Under Stress. 15 teams of 6 Navy officers in each participated in the evalua-
tion. Half of the teams had access to TADMUS and the other teams had access
to a Navy training system. At critical times during the scenario, an observer
asked to team leaders to provide a list of the most dangerous threats at the mo-
ment. This data was then compared to the correct answers and the results from
the teams using TADMUS were compared to the results of the teams without
it.

The prototype evaluation of a decision support system is an attractive evalu-
ation method due to the results that can be achieved. Testing a system with the
intended end-users in an environment similar to the operation environment,
gives a good indication of whether the system is useful or not as well as its
strengths and weaknesses. Furthermore, if it is possible to compare the user’s
performance when they have access to the support and without the support,
this will further increase the understanding of the utility of the system. The
drawback with this evaluation method is that it requires a lot of resources and
time in order to be useful. The evaluation method puts high demands on a good
human-computer interface and on the suitable simulation environment; other-
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wise the results might not be valid in a real situations. Furthermore, it requires
access to several end-users that can participate in the evaluation.

Single Scenario Evaluation

Several studies have used the approach of constructing a single scenario or
a small number of scenarios, running the algorithms for these scenarios and
discussing the result (cf. [15, 35, 73]). This enables an analysis of the algorithms
which can result in an understanding of the algorithms’ opportunities and weak
points. This understanding can also result in improvement suggestions of the
algorithm. Virtanen et al. [93] showed a scenario together with the system’s
response to domain experts, who confirmed that the response was reasonable.

Another kind of evaluation is to run two or more algorithms on the same
scenario and compare the results. da Costa [21] compared a rule-based ap-
proach and a dynamic decision network approach for a system that determined
the best defensive actions in a fighter aircraft context. Johansson & Falkman
[50] developed two threat evaluation algorithms and compared their results in
a scenario. They also compared other aspects of the two algorithms, such as
ability to handle uncertain and missing evidence, developing time and abrupt
changes in the threat values.

The single-scenario evaluation approach requires less time and resources
than the prototype evaluation described above. Such approach is therefore suit-
able in an earlier state of an iterative design process. The method requires a
careful interpretation of the results, since the results only show how the system
behaves in the particular situation in which it has been tested. Instead of eval-
uating whether the system can be useful in all kinds of situations, this method
merely highlights particular characteristics of the system and illuminates special
strengths and weaknesses. The method demands that the evaluation scenario is
selected with caution, in order to evaluate the characteristics that one is inter-
ested in.

Batch-simulations with evaluation criteria

Johansson & Falkman [46, 47] discussed the problem of evaluating threat eval-
uation algorithms in the TEWA context. They argued that there is an interde-
pendency between the threat evaluation (TE) and the weapon allocation (WA)
and that the threat evaluation algorithm should be evaluated together with the
weapon allocation. A testbed was developed for comparing different TE algo-
rithms. A scenario with a number of threats and assets was run and the output
from the TE was used for allocating weapons and for shooting down threats.
After the scenario, the number of survived assets was calculated and this num-
ber was used as a measure of how good the TE was. A TE algorithm that results
in a high number of surviving assets was considered better than a TE algorithm
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with fewer surviving assets. A more detailed description of the testbed together
can be found in [47].

The batch-scenario method requires that one or a few performance mea-
sures can be specified, since it is not possible for a human analyst to study all
scenarios. Johansson & Falkman [47] used the number of survived assets to
evaluate the performance of a TEWA system. In the case of a fighter aircraft,
there is only one asset, namely the aircraft itself. If a large number of scenar-
ios are run, the number of scenarios where the aircraft survives could be an
interesting measure. However, there is no direct connection between the out-
put from the tactical decision support system and the survival of the aircraft.
Whether a threat is able to launch a missile against the aircraft depends on the
action of the pilot, i.e. maneuvering, use of weapons and countermeasures. To
construct a similar testbed as the one described by Johansson & Falkman [47]
above requires a model of pilot behavior when the system is used.

3.3.3 Summary – Design and Evaluation

Paper III concluded that the design process and evaluation methods are only
briefly described in many of the identified studies. Nevertheless, the literature
review identified a few different approaches. Some studies focused on designing
systems that work in a similar way as a human expert, while other studies
focused on the utility of the system, i.e., if the system was useful for its intended
operator. The literature review also identified that some studies used iterative
design processes and included the user in the design process, in order to develop
useful systems.

The evaluation of the identified systems and algorithms depended on the
maturity of the system. A few studies developed prototypes that were evalu-
ated in large demonstrations with the intended end-users in simulated or real
environments. This kind of evaluation requires a prototype of the system and
is suitable for systems with high technological maturity. In less mature studies,
the algorithms were run in simple testbeds and the behavior of the algorithm
was shown in a few illustrative scenarios.

3.4 Detailed Problem Description

The aim of the problem analysis is to describe the problem area to understand
the phenomena that the situation analysis model should describe and also the
context in which the model should be used. This section concludes the problem
analysis by describing the problem area, see Section 3.4.1. This description can
be used for identifying interesting research problems. Section 3.4.2 discusses
natural delimitations and motivates the delimitations that will be applied in this
thesis work. The discussion regarding future work in Chapter 7 will address a
few of these delimitations and discuss how the work can be extended in order
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to include them. Finally, Section 3.4.3 summarizes the research problem that
will be addressed in the rest of this thesis.

3.4.1 Description of Problem Area

A tactical decision support system (TDSS) should support the pilot’s situation
analysis, so that the he can achieve situation awareness and make correct deci-
sions. Three interesting perspectives of the problem area have been identified:
situation analysis, combat survival and uncertainty representation. These are
described below.

Situation Analysis

The pilot analysis the situation in order to predict how the situation in the near
future will affect the goals that he wants to achieve. According to Schulte’s
goal model, presented in Section 2.1.1, the pilot has three objectives: flight
safety, combat survival and mission accomplishment. Paper V considered these
three objectives as different perspectives of the situation and also suggested a
situational adapting system that could aid the pilot to handle these perspectives,
see Section 3.1.2.

A situational adapting system is a system that is able to respond to
changes in the environment, as given by the situation analysis.

In order to implement such system, it would be useful to have a subsystem
that is able to perform situation analysis, so that the system can adapt without
extensive interactions from the pilot.

The focus of this work is combat survival, so the situation analysis model
presented in this thesis will only consider this objective. It is assumed that the
pilot or another system can analyze the situation with respect to the other ob-
jectives and select the totally best actions in the situation.

Combat Survival – Threat Evaluation

The aim of threat evaluation is to assess how much danger an enemy poses
to the aircraft. Paper V discussed threat evaluation in the fighter aircraft and
argued that the pilot’s available resources for handling a threat should be taken
into consideration in the threat evaluation. Furthermore, when the pilots are
flying together within a team, it can be interesting to evaluate the threats with
respect to all members in the team and take the team members’ actions into
account, see Section 3.1.3.

Combat survival is highly affected by the threats in the surroundings of the
aircraft. The review by Roux & van Vuuren [76] described three difficulties for
threat evaluation, namely:
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• Weak spatio-temporal constraints on relevant evidence.

• Weak ontological constraints on relevant evidence.

• Weakly-modeled causality.

The situation analysis is likely to be based on estimates of the position, ve-
locity and type of the objects in the surroundings (and possibly more informa-
tion). However, the “weak spatio-temporal constraints” difficulty means that
even if these quantities are known exactly, it is still not clear how the threat
should be evaluated. In general, a threat that is close is more dangerous than
a threat that is farther away, but this is not always true, since the threat level
also depends on the threat’s intent. The weakly-modeled causality describes the
difficulty to predict the behavior of the opponents. How can the behavior of
the opponents reveal their intentions and future actions? Both these difficulties
are closely connected to intent recognition. The literature review identified in-
tent recognition as a difficult problem and stated that more research is needed
regarding this problem, see Section 3.2.

The weak ontological constraints on relevant evidence make it difficult for
human experts to express how a threat should be evaluated. It is therefore dif-
ficult to incorporate domain knowledge from human experts into a system.
Section 3.3.1 identified a few design approaches addressing this difficulty. Lieb-
haber et al. [58] investigated how human experts evaluate threats in practice
and one of their findings was that the experts evaluated the threats differently.
This illustrates the difficulty to describe how the threat evaluation should be
performed. Another approach was used by Coradeschi et al. [18]. They de-
signed a system in which the human experts could express their knowledge by
describing the behavior of simulated air combat agents. Nevertheless, designing
a threat evaluation system is a difficult task, since human expert knowledge is
necessary and this knowledge is difficult to express.

The starting point of the literature review in Paper III was the idea of dis-
playing the threat level for the pilot. The literature review did not find any sup-
port for this idea, see Section 3.2. Furthermore a fighter pilot that was asked
whether this was an interesting idea, did not see the benefit of the presentation
of a threat value.12 However, the literature review found that a threat evalua-
tion can be an important component in a TDSS for instance by recommending
the pilot to perform different actions to mitigate the threats depending on the
threat level [21], schedule countermeasures based on threat evaluation [26] or
transmit the track information that corresponds to the most dangerous track
within a team of aircraft [93] . It was also concluded that in some tactical deci-
sion support functions, it is not sufficient to only consider the most dangerous
threat. For instance route-planning requires that the route avoid all threats and
not only the most dangerous one. Threat evaluation might therefore not be
useful in such a system.

12personal communication, anonymous fighter pilot, Linköping 2011-04-18
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Combat Survival – Evaluation of Actions

An attempt to describe how dangerous a threat is could be to consider the risk
that the threat will harm or shoot down the aircraft. This approach overcomes
(at least partly) the difficulties described above. However, the momentary risk
might not be interesting to evaluate, since it is clear whether the aircraft is hit
or not at the present time. Furthermore, the pilot has no possibility to affect the
momentary risk. Instead the risk should be associated with a time slot, such as
the risk that the threat shoots down the aircraft in the next t minutes? This risk
does not only depend on the threats, but also on the actions of the own aircraft.
It therefore seems reasonable to evaluate different possible actions (including
the action to follow the original plan) based on the question: “What is the risk
that the aircraft will be shot down in the next t minutes, given that the aircraft
performs action A?”. It should be noted that the action A can be a momentary
action such as the change of course or the release of countermeasures, or a
plan that is extended in time and consists of multiple actions. Furthermore,
the effects of an action can be extended in time, even though the action is
momentary. For instance, a change of course affects the future positions of
the aircraft and the release of countermeasures degrades the threats ability to
detect the aircraft during some time. This discussion leads up to the following
definition that will be used in this thesis:

The Survivability during the next t minutes of an action A is the
chance that the aircraft will not be hit, given that it performs A.

How far in time it is possible to evaluate the survivability will depend on
the dynamics of the mission. If the threats and the mission are static, the surviv-
ability can be evaluated for the entire mission. In very dynamic missions, such
as air-to-air combat, it is not appropriate to evaluate more than a short time
ahead, since there are too large uncertainties regarding how the threats and the
pilot will act.

The literature review identified some studies that evaluated actions by pre-
dicting their outcome in the near future, cf. [73, 81, 87]. These studies can be
used for inspiration when designing a TDSS.

The following arguments for focus on evaluating actions instead of evalu-
ating threats can be identified:

• The pilot cannot affect the present situation, but only future situations.
In order select the best action, the possible actions (or a subset of the
possible actions) must first be evaluated.

• If an action affects the situation regarding more than one threat, such
as maneuvering, it is not sufficient to only consider the most dangerous
threat.

• The interviewed fighter pilots thought that it would be difficult to design
a threat evaluation system, since the system cannot know where the pilot
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intends to fly, see Section 3.1.4. If the system instead evaluates different
possible actions, the system does not need to know which of them the
pilot intends to execute.

• The evaluation of feasible actions takes the available resources into ac-
count in a natural way, since actions that require more resources than
available should not be considered.

• The weak ontological constraint described above is avoided, since the
evaluation focuses on a well-defined event (the aircraft being hit) and not
on a human assessment of how much danger that the threat poses to the
aircraft.

An objection against evaluating actions, such as for instance routes, is that
the fighter pilot will in practice not be able to follow the route perfectly. How-
ever, it can be argued that it is not necessary that the pilot actually follows
the route. As long as the pilot flies close to the route, the “true survivability”
should be close to the survivability of the intended route.

Uncertainty Representation

The prediction of the survival of the aircraft is uncertain due to a number of
factors. First of all, the survival depends not only on the actions of the own
aircraft, but also of the actions of other agents. This is the reason for defin-
ing the survivability as a probability, instead of considering the survival itself.
However, the present situation is not perfectly known. For instance, the posi-
tion and capabilities of the threats in the surroundings can be uncertain. There
might also be undetected threats that are relevant, such as enemies trying to
hide themselves. In the uncertainty classification by Skeels et al. [84] depicted
in Figure 2.4, this represents uncertainty at level 1 (measure precision), level
2 (completeness) and level 3 (inference). This means that the estimates of the
survivability will also be uncertain.

Section 3.1.1 argued that a recommendation from a TDSS should be accom-
panied with a confidence level, describing the uncertainty in the recommenda-
tion. The uncertainty in survivability therefore needs to be described and rep-
resented, so that it can be transformed into a confidence level. This confidence
level could also be used by a sensor management system, as depicted in Figure
3.1. The aim of sensor management is to gather the information that is needed
by the user. It can therefore be argued that the information that improves the
confidence level is the most valuable information.

Uncertainty is a wide research area and it is not clear how a confidence level
can be calculated. It is therefore necessary to investigate this further in order
to find a measure that is possible to calculate and that represents the operator’s
intuitive understanding of uncertainty.
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3.4.2 Delimitations

The problem area described above is too large for a licentiate thesis work, and
it has therefore been necessary to delimit the problems. This section presents
natural delimitations and motivates the choices made in this work.

Ground Threats and Airborne Threats

The interviewed fighter pilots pointed out that there is a great difference be-
tween threats on the ground and in the air cf. Paper IV (Section 3.1.4). The lit-
erature review identified that most studies regarding decision support in fighter
aircraft had either studied threats on the ground or in the air, see Section 3.2.2.
Threats on the ground move slowly in comparison with a fighter aircraft and
they can therefore be considered as static. This makes it possible to avoid such
threats by keeping a distance to them. Airborne threats on the other hand are
more dynamic, and it is therefore difficult to predict the opponent’s future ac-
tions.

This thesis focuses on threats positioned on the ground or at sea. It is as-
sumed that the threats will not move during the air mission, even though they
may re-position themselves between one mission and the next, meaning that
the position information regarding the threats may be uncertain. The motive
for focusing on static ground-based threats is that this is an easier problem,
since the opponents are static, and this is therefore a good starting point.

Routes

There are many possible actions that the pilot can perform and each of them
will affect the survivability in different ways. The actions that will be considered
in this thesis is where the aircraft will fly, i.e., how the aircraft is maneuvered.
This will be described by routes, consisting of waypoints that the aircraft should
pass and velocities that the aircraft should hold on every part of the route.

This delimitation is reasonable since the risk of whether the aircraft will
be shot down depends on the distance to the enemies. The relative geometry
between the aircraft and the threat will therefore always be an important factor
and it would be difficult to evaluate an action without taking this into account.
The extension to evaluate other possible actions, such as countermeasures and
sensor control, will be discussed in Section 7.3.

Tactical Decision Making

If a missile is launched against the aircraft the pilot will perform avoidance ma-
neuvers and execute other actions, which will increase his chances of surviving.
The thesis will not consider these kinds of actions, since the study focus on de-
cision making at a tactical level, hence before the pilot needs to perform evasive
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maneuvers. Readers interested in studies regarding decision support for evasive
maneuvers can find this in, for instance, [63, 64, 30].

Single Fighter Aircraft versus Team of Aircraft

The interviewed pilots agreed upon that team work often is the key to mission
success, see Section 3.1.4. Nevertheless, most of the studies identified in the
literature search considered single fighter aircraft and did not address the team
aspects of the problems, see Section 3.2.2. A result from the literature review
was therefore that it seems to be a need for more research regarding tactical
support for supporting team work in units of fighters.

However, threat evaluation is not considered as team issue according to
the interviewed fighter pilots cf. Paper IV (Section 3.1.4). Instead every pilot
evaluates the danger posed against the own aircraft by himself. Furthermore
they considered team cooperation most important in air-to-air scenarios. In the
case of ground-based threats, they saw little gain in cooperation except for
sharing information. In this thesis, the cooperation between team members is
therefore not considered, since the thesis focuses on ground-based threats and
routes.

Human-Machine Interaction

An appropriate human-machine interface as well as designing the support at
the suitable automation level is crucial for a tactical decision support system. If
the pilot does not have confidence in the system, the system is not likely to be
used.

However, this work does not study human-machine interaction, since this
would be a too large scope for the thesis work. Recent work investigating
human-machine interaction in fighter aircraft can be found for instance in
Helldin et al. [43], where the applicability for design guidelines regarding au-
tomation is investigated and Alfredson et al. [1], where cognitive ergonomics
design principles are studied.

3.4.3 Summary – Detailed Problem Description

The problem addressed in the rest of thesis is the following:

How to model survivability for a fighter aircraft, where uncertainty in
terms of both measurement precision and inference is described.

The term survivability is in this thesis defined as:

The Survivability during the next t minutes of an action A is the
chance that the aircraft will not be hit, given that it performs A.
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The following delimitations are applied:

• The possible actions are described as routes.

• The threats are located on the ground.

• The missile avoidance problem is not addressed.

• A single fighter aircraft is considered.

• Human-machine interaction is not investigated.



Chapter 4
Models

“A man will be imprisoned in a room with a door that’s unlocked and opens
inwards; as long as it does not occur to him to pull rather than push.”

Ludwig Wittgenstein

A fighter pilot flying over hostile territory is exposed to the risk of being shot
down be enemy air defense systems on the ground. Figure 4.1 depicts a route
described by waypoint positions. The lines between the waypoints are called
legs and each leg is associated with a speed that the aircraft should have. This
figure also shows a number of threat areas that the route intersects. The pilot
needs to assess the risk with flying the route. If the risk of flying this route is
too high, the pilot might need to re-plan the route, apply countermeasures, or
even abort the mission.

This chapter presents a survivability model that describes the probability
that the pilot can fly the whole route or a part of the route without being hit
by enemy fire, see Section 4.1. This model relies on models of the threats in the
surroundings, which is discussed in Section 4.2. The aim of the survivability
model is to form a foundation for a number of tactical decision support func-
tions, such as pre-planning, warnings and aid for countermeasure deployment.
The need for realism in threat modeling depends on the usage of the model, i.e.
the support function. There are also other factors, such as uncertainty in input
and computational complexity, which need to be considered when selecting the
level of realism in a model. In some situations a simpler and less realistic model
is preferred over a more complex model. This is discussed in Section 4.3. The
survivability model has previously been presented in Paper I and has also been
utilized in Paper II.

4.1 Modeling the Survivability of a Route

The risk that the aircraft will be shot down when flying a route depends on
how close the aircraft is to the threat and the threat’s capability and intent

57
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Figure 4.1: The figure depicts a route that the pilot intends to fly, consisting of waypoints
(blue rhombus) and legs (blue lines). Each leg is also associated with a speed that the
pilot intends to fly on the leg (not shown in the figure). The red circular areas illustrate
threat areas. Two small time intervals ∆t1 and ∆t2 have been marked out. The risk of
the aircraft being shoot down at time ∆t2 is dependent on that it has not been shot
down at ∆t1. This dependency is discussed in Section 4.1.1.
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to hit the aircraft. When calculating the risk over a route, it can be easier to
describe the risk at every position of the route and calculate the risk over the
total route based on this. One approach could be to calculate the momentary
risk for a number of time steps and sum over the total route (or integrate if one
works with continuous time). However, it might be difficult to interpret what
this summed risk would mean. Since it is not limited to 1, but can take any
positive value, it should not be interpreted as a probability.

Randleff [73] and Ruz et al. [79] handle this problem by normalizing the
sum with the length of the route.1 However, this approach makes it difficult to
compare two routes of different lengths. Consider Figure 4.2 where two differ-
ent routes are depicted. The aircraft flies within a dangerous area for equally
long time in both cases, but the right route is longer than the left route. If these

Figure 4.2: The figure depicts two possible routes that intersect with the threat areas for
equally long times, but where the right route is longer than the left route. If the risks
associated with these routes are normalized with respect to the length of the routes,
the left route will be considered more dangerous than the right route. This kind of
normalization is therefore problematic.

two routes are normalized with respect to the length of the route, the shorter
route (left route) will be considered more dangerous than the other, even though
the time within the dangerous area is the same. This form of normalization is
therefore problematic. The approach described in the following section avoids
this normalization.

1Randleff discusses other ways to calculate the total survivability during time t = 1 · · ·T based
on the momentary survivability St , for instance by Sprod =

∏T
t=1 St, see [73, p. 122-124].

This approach is similar to the approach that will be presented in the next section. The main
difference is that Randleff does not consider the survivability to be a probability and that the route
is discretized in time. However, Randleff does not investigate Sprod further, since it is assumed that
the computational time for this model would be too long in a real-time application.
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4.1.1 Survivability Model

Consider a small time interval of the route ∆t, for instance the ∆t1 or ∆t2
depicted in Figure 4.1. What is the probability that the aircraft will be shot
down during this time interval? It is difficult to estimate this probability, since
it depends on the earlier actions of the threat and pilot. The aircraft can only be
hit during ∆t, if it has not been hit at any time before ∆t. The probability that
the aircraft will be hit at two different times ∆t1 or ∆t2 are therefore dependent.
In the earlier approaches identified in the literature, this dependency is ignored,
see Section 4.1.

In order to handle this dependency without ignoring it, the approach used
in this thesis is to consider the conditional probabilities. Given that the aircraft
has not been hit up to time t, what is the probability that it will be hit during
the small time interval t + ∆t? Formally, this can be written as P (Thit < t +
∆t|Thit > t), where Thit is a random variable describing the time when the
aircraft will be hit.2

It is desirable to have a parameter that does not depend on the length of the
time interval ∆t. Therefore, the intensity λ(t) is defined as

λ(t) = lim
∆t→0

P (Thit < t+ ∆t|Thit > t)

∆t
(4.1)

It is shown in Appendix B that3

R(t) = P (Thit > t) = exp

(
−
∫ t

0

λ(u)du

)
(4.2)

R(t) is called the survival function and describes the probability that the
aircraft will not have been hit at time t.4 It is here assumed that the aircraft
starts to fly at time t = 0. The survivability for a route is defined as:

Definition 4.1. Let tstart and tend be the starting point and end point of a route.
The survivability of the route is then given by:

Survivability = R(tend) = P (Thit > tend) = exp

(
−
∫ tend

tstart

λ(u)du

)
(4.3)

2Thit actually describes the first time the aircraft would be hit. It is of course possible that the
pilot is able to fly the aircraft even though it is hit and therefore can be hit a second time. However,
the aim is to not be hit at all and that Thit is larger than the time it takes to fly the mission, which
means that the aircraft is not hit during the mission.

3The appendix considers a stochastic process {X(t), t ≤ 0}, with two states 0 (“life”) and 1
(“death”). The process starts in 0 and after a time Thit (lifetime) it changes to state 1. The survival
function R(t) is 1− FThit

(t), where FThit
(t) is the cdf for the random variable Thit.

4The calculations assume that the pilot actually flies the route as intended. In practice the pilot
is likely to perform evasive maneuvers or perform other counteractions, if he receives a missile
approach warning or detects an incoming missile in other ways. The survivability in practice is
therefore likely to be larger. See also the discussion in Section 4.2.3.
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Note that λ(t) is actually a function of the route, so that λ(t) = λ(route(t))
where route(t) describes the position and velocity the aircraft is suppose to
have at point t on the route. The survivability can also be calculated for a part
of the route by changing the end point.

4.1.2 Inspiration

The base of the survivability model is a lifetime process, see Appendix B. It is a
continuous Markov chain with two states, and λ describes the transition inten-
sity from state alive to state dead. A Markov chains is a stochastic process (see
Section A.4) and is used for modeling phenomena in a number of areas. For in-
stance, within the information fusion domain, they are used as a component in
interacting multiple models (IMM), which can used for tracking maneuvering
targets (cf. [22, chap. 4]) and in hidden Markov models (HMM) and dynamic
Bayesian networks (DBN), which can be used for modeling temporal situation
assessment (cf. [22, chap. 7]). Lifetime processes are also used in maintenance
engineering and in order to interpret and understand the output from the sur-
vivability model, this section discusses the models counterpart in that domain.

Maintenance engineering

The reliability function in maintenance engineering describes the probability
that a component will still be functioning after t seconds [6]. This function
depends on the hazard function h(t) (also known as failure rate) for the com-
ponent. The reliability function is described as

R(t) = exp

(
−
∫ t

0

h(u)du

)
Another important term within the maintenance engineering is the mean

time between failures (MTBF), which is the expected value of the survival time.
This is in general described as

MTBF = E(T ) =

∫ ∞
0

tf(t)dt =

∫ ∞
0

R(t)dt

In the special case when the hazard function is constant h, the mean time
between failure is

MTBF =

∫ ∞
0

R(t)dt =

∫ ∞
0

e−htdt =
1

h

In terms of the survivability model, the reliability function corresponds to
the survival function and the hazard function corresponds to the intensity λ(t).
In the special case of constant λ, 1

λ corresponds to the mean time between
failure in maintenance engineering. This imply that 1

λ can be interpreted as the
expected time until the aircraft will get hit by an incoming missile.
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4.2 Threat Model

The survivability model requires that the intensity λ(t) is known for every time
point of the route. The intensity depends on the threat systems located in the
area. Information about the capability of such systems is typically held secret
and must be estimated based on intelligence information. This section will give
a brief description about air defense systems and thereafter describe a basic
threat model that is used in this thesis. Finally, the important parameters in the
model are discussed.

4.2.1 Air Defense Systems

The threats on the ground are typically air defense systems,5 located either on
land or on ships at sea. The task of the air defense is usually the defense of
valuable assets. The defense is accomplished by detecting and engaging hostile
aircraft threatening the defended assets. Defended assets can be anything of
strategical or tactical importance, such as, airfields, harbors, critical infrastruc-
tures, troops and the air defense system itself. These assets are usually interest-
ing targets for the fighter pilot, meaning that the aircraft is usually required to
come near the air defense system in order to accomplish the mission, such as
gathering information before an attack mission, attack the target or perform
damage assessment after an attack. An introduction to air defense systems can
be found in for instance [48] and references therein.

An air defense system includes surveillance sensors, fire control radars, wea-
pon systems, command & control (C2) systems and human operator stations.
The system includes decision support systems aiding the operators to identify
hostile aircraft, prioritize them and suggest weapon assignments, in order to
neutralize or deter the hostile aircraft. The surveillance sensor is usually radar,
even though other sensors can be utilized such as thermal or optical sensors
[48]. Different radar systems have different characteristics in form of accu-
racy, detection range and update rate. The weapon systems can be anti-aircraft-
artillery (AAA) or surface-to-air missiles (SAM). Surface-to-air missiles are clas-
sified according to their guidance, mobility, range and altitude.

Many air defense systems are designed for high mobility, meaning that they
can be move to a new location and be set up in short time. This means that
information about the system’s location ages fast and intelligence information
about known locations is typically uncertain, since the system may have moved.

4.2.2 Basic Threat Model

In order to test the survivability model, a basic threat model was presented in
Paper I [34] and also utilized in Paper II [33]. In this model, a threat is de-
scribed with a stationary position and a threat area. Furthermore the intensity

5Air defense is also referred to as anti-aircraft warfare.
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λ is constant within this area, and zero outside. The survivability can then be
expressed as:

R(t) = exp(−
N(t)∑
k=1

λktk(t)) =

N(t)∏
k=1

e−λktk(t) (4.4)

where k = 1 . . . N(t) is the threat areas that the route has intersected at time t,
λk is the λ for threat k and tk(t) is the length of the intersection in time between
the threat area of threat k and the route flown up to time t.

Figure 4.3 illustrates this threat model with a scenario where three threats
are shown together with the route that the pilot intends to fly.
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Figure 4.3: The figure shows the route with waypoints (W1-W6), that the pilot intends
to fly. There are three threats located along the route with different intensity λ. The
numbers between the waypoints show the survivability, i.e. the probability that the pilot
can fly to the point without the aircraft being hit.

The survivability has been calculated for each waypoint. For simplicity two-
dimensional circular threat areas are depicted, but equation 4.4 can be applied
for any kind of threat area as long as the intersection between the route and the
area can be calculated. The algorithm for calculating the intersection between
the route and a circular threat is presented in Appendix C.

Figure 4.4 shows how the survivability changes over time during the route
depicted in Figure 4.3. It also shows the intensity function λ(t) for the sce-
nario. The intensity is described by a piece-wise constant function, which is
zero when the aircraft is outside any threat area, and λk when the aircraft is
within threat area k. The survivability decreases exponentially when the air-
craft flies within the threat area and remains constant when the aircraft flies
outside. This means that the survivability decreases fast in the beginning when
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Figure 4.4: The survivability and intensity as a function of time for the route illustrated
in Figure 4.3. Note that the survivability decreases exponentially when λ > 0 i.e., when
the aircraft is within the dangerous area of a threat.

the aircraft flies within the threat area in contrast to the approaches with the
normalized risk discussed in Section 4.1, where the survivability decreases at a
constant rate. Furthermore, the survivability will be bounded between 0 and 1,
meaning that it can be interpreted as a probability.

4.2.3 Describing λ in the Basic Threat Model

The intensity λ depends on the weapon system and guidance system of the
threat. It should preferably be defined by domain experts based on intelligence
information regarding the threats in the area. The discussion in Section 4.1.2
described that the mean time between failure in maintenance engineering can be
described as 1

λ . In the survivability model, mean time before failure correspond
to mean time before hit (MTBH). A domain expert therefore needs to estimate
the MTBH for each anticipated threat system in the surroundings, and λ can
then be described as the 1

MTBH .
Another way to estimate λ can be to describe the parameters that influ-

ence λ. Remember that λ = λ(route(t)) describes the rate of the momentary
conditional probability that the aircraft will be hit, given that it is not already
shot down, see equation 4.1. In the literature concerning route planning for
UAVs in hostile environments, models have been proposed for describing the
risk at each position, which can be used to guide the description of λ. Hall [38]
and Winstrand [96] both describe the risk for the UAV at a specific position
as pk = pfirephit, where pfire is the probability that the threat fires a missile
against the UAV and phit is the probability that a launched missile hits the UAV.
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Another inspiration for describing λ comes from Ball [4] who discusses de-
sign of combat aircraft. He uses the term “susceptibility” PH , which is the
probability that an aircraft is hit by a damage-causing mechanism and further
describes it as

PH = PA · PDIT · PLDG (4.5)

where PA is the probability that the threat is active, PDIT is the probability
that the threat detects, identifies and tracks the aircraft and finally PLDG is the
probability that a damage-causing mechanism hits the aircraft.

Inspired by these references, Paper I propose that λ could be described as

λ = ptrack · ρfire|track · phit|fire (4.6)

where:

• ptrack is the probability that the threat detects and tracks the aircraft with
sufficiently good quality to guide the weapon, corresponding to PDIT
above. For an air defense system, this parameter describes the capabilities
of the threat’s sensors.

• phit|fire describes characteristics of the threat’s weapon system and its
probability to hit the aircraft, given that a missile has been launched.
This corresponds to PLDG and phit above.

• ρfire|track describes the threat’s rate of fire. The decision to launch a mis-
sile is typically taken by a human commander on the ground. This deci-
sion is influenced by many factors, such as the commander’s assessment
of how important it is to hit the aircraft, the degree of conflict, the rules
of engagement etc.

Threats are often described based on the three parameters capability, oppor-
tunity and intent, see Section 3.2.3. In this model, the threat has opportunity
to hit the aircraft when the aircraft flies within the threat area. Capability is
described by ptrack, phit|fire and the size and shape of the threat area. Intent
corresponds to ρfire|track and as indicated above it depends on many factors,
which may be difficult to estimate. The problem analysis identified intent recog-
nition as an important and difficult problem to solve, see Section 3.4. One ap-
proach could be to consider the worst case and assume that the threat will fire
constantly, when the aircraft is inside the threat area. This corresponds to set
ρfire|track = ∞, which would model that the aircraft will be hit immediately
when it enters the threat area, i.e. the area should not be intersected at any
circumstances.

The basic threat model has two potential disadvantages; the model may be
too simple to capture all important characteristics of the threat and it may be
difficult for a domain expert to specify λ. Instead of utilizing one constant λ
for each threat, it can be desirable to describe λ as a function of for instance
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the aircraft’s position, altitude and velocity. On the other hand, it might be
even more difficult for a domain expert to describe this λ-function. Section
7.1 discusses how an extended threat model can be developed together with
domain experts.

4.3 Model Properties

This section discusses some of the properties of the model, such as its utility, its
ability to describe different types of threats and its computational complexity
and the need for approximations. The model’s robustness against uncertainty
in input is also discussed. This will be further investigated in Chapter 5.

4.3.1 Utility of the Model

The aim of the survivability model is to be a part of tactical decision support
system (TDSS) that can aid the fighter pilots, such as pre-planning aid, warn-
ings and countermeasure deployment. The primary evaluation criterion for the
model is therefore its ability to be utilized for tactical support. The need for
realism in the models depends on the functionality. Recall the discussion in
the Section 1.2, which stated that the aim of design science is utility rather than
truthfulness. A simple and less realistic model can be equally good as a complex
model, if the fulfils its purpose, i.e. the TDSS aids the fighter pilot to survive
the combat. In order to evaluate the model, it is therefore necessary to design a
support system and evaluate whether the system increases the pilot’s chances of
surviving the combat. Chapter 7 suggests a few tactical support functions that
can be based on the model and also discuss in which directions the model needs
to be extended in order to be useful.

4.3.2 Adaptivity to Different Types of Threats

The survivability model described with Definition 4.1 is very general and almost
any kind of threat can be modeled as long as the intensity λ can be described. In
order to describe λ, domain expert knowledge about the anticipated threats in
the area must be used. Section 4.2.3 suggested which parameters that influence
λ and their relationships. These parameters can be used as a starting point for
modeling λ.

One of the assumptions in the modeling is that the conditional probabilities
P (Thit < t + ∆t|Thit > t), which are utilized in the definitions of λ, are inde-
pendent for different times t. This means that the λs for two different threats
are assumed to be independent. This assumption is questionable for instance in
an integrated air defense system (IADS) where the threat systems are connected
in a network. Even though one threat system is not able to hit the aircraft, it
might be able to detect and track the aircraft and can transmit this information
to another threat. This increases the risk that the next threat hits the aircraft.
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The model as described by Definition 4.1 does not capture this dependency.
However, a remedy could be to model λ(t) so that it is increased for all other
threats, when the aircraft passes near one of the threats.

4.3.3 Approximations

The ease or difficulty to calculate the survivability depends on the description
of the intensity function λ. In theory, the survivability can be calculated as long
as λ can be described as an integrable function over the route. However, for
more complex descriptions of λ it might be difficult to describe and solve the
line integral in Definition 4.1 analytically and numerical integration algorithms
will be needed. This increases the computational complexity of the model as
well as introduces numerical approximations. In the basic threat model with
constant λ suggested in Section 4.2.2 the difficulty lies in calculating the inter-
section between the threat area and the route. In models with more complex
descriptions of λ(t), it could also be difficult to calculate the line integral of
λ(t).

4.3.4 Non-additive Risk

Compared to the approaches suggested by Randleff [73] and Ruz et al. [79] the
main difference with this approach is that the dependency between different
times of the route is taken into account. This guarantees that the survivability is
always bounded between 0 and 1, and thus can be interpreted as a probability,
without the normalization. The strange behavior illustrated in Figure 4.2 will
therefore not occur with this model.

However, the modeling of the time dependency results in that the risk over
different parts of the route is not additive.6 This means that it is not possible to
calculate the risk of flying two legs of a route by simply adding the risk of the
separate routes. Instead the risk appears to be larger for threats in the beginning
of the route and smaller for threats in the end of the route. Figure 4.5 shows a
scenario with three threats with the same λ and where the route intersects the
threat areas equally much. The first threat reduces the survivability from 100%
to 76%, while the last threat reduces the survivability from 58% to 44%. It
might seem contra-intuitive that two threats of the same type are not associated
with the same reduction of the survivability. On the other hand, in practice it
is probably best to take care of the most urgent threat first, so one could argue
that it is reasonable to pay more attention to the most urgent threats.

It should also be noted that even though the survivability is not additive, it
is monotonically decreasing meaning that a new threat will always decrease the

6The term “risk” is here used as the opposite to survivability, that is the risk is 1 - surivivability.
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Figure 4.5: The figure shows a scenario with three threats with the same λ and where
the route intersects the threat areas equally much. It might seem contra-intuitive that the
reductions in survivability for these threats are not equally large.

survivability. Furthermore, the natural logarithm of the survivability is additive,
since

ln(R(t)) = ln

(
exp

(
−
∫ t

0

λ(u)du

))
= −

∫ t

0

λ(u)du

= −
(∫ s

0

λ(u)du+

∫ t

s

λ(u)du

)
for 0 < s < t. This value might be difficult to interpret, but can be used for
instance for route planning, where it is usually desirable to have linear functions
to optimize. Maximizing the survivability is equivalent with maximizing the
natural logarithm of the survivability.

4.3.5 Robustness against Uncertainty in Input

Uncertainty can be classified as aleatory/irreducible uncertainty or epistemic/re-
ducible uncertainty [69], see Section 2.4.2. The survivability model is a stochas-
tic model, meaning that it cannot be known for certain whether a route is safe
or not; the model can only describe the probability that the aircraft will be able
to fly the route without being hit. The uncertainty in the model is thus aleatory,
since it is not possible to reduce the uncertainty. This uncertainty is located at
Level 3 in the uncertainty classification by Skeels et al. [84], see Section 2.4.2.
In order to increase the survivability, the pilot can for instance fly another route
or apply countermeasures to deceive the threat’s guidance system.
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Unfortunately, the calculations of the survivability will in practice also be
uncertain due to the uncertainty in the input data, which will consist of in-
telligence information and sensor data. The intelligence information typically
describes which types of threats that can be expected in the area and informa-
tion about them, such as type of weapon, fire range, and hit rate, which are
used to describe λ. There might also be intelligence reports indicating the loca-
tion of known threats. The sensors on the aircraft can provide data about the
position of the threat and also give an estimate of the type of threat. The sensor
data is uncertain due to sensor noise and limited detection distance. The intel-
ligence information is also uncertain since information about weapon capacity
is typically held secret by the enemy and must be estimated by military experts.
This uncertainty is epistemic since it is possible to reduce it if more information
is received. In the uncertainty classification by Skeels et al. [84], this uncertainty
is located at level 1.

In the basic threat model described above, λ(t) is a piece-wise constant func-
tion, since it is λk when the aircraft is inside the threat area k and 0 outside the
threat areas, see Figure 4.4. However, it is not only the values of the λk that can
be uncertain, but also the positions of the threats. When the positions of the
threats are not perfectly known, it is not possible to calculate the intersections
between the threat areas and the route and this will also introduce uncertainties
in the survivability calculations.

If the output is uncertain, the pilot might not trust the system and therefore
not use it. Another risk is that the pilot has overconfidence in the system and
takes bad decisions based on unreliable data. As discussed in Section 3.1.1
it would be desirable to represent and calculate the uncertainty, so that the
confidence level is known. Two kinds of representations are discussed below.

Worst-case/Best-case Scenario

When the survivability in a given scenario is uncertain, this uncertainty can be
represented by bounding the survivability between a maximum and minimum
value, by considering the worst-case scenario and the best-case scenario respec-
tively. The true survivability should lie between this two. If it is known that the
intensity is bounded, i.e., λ(t) ∈ [λmin, λmax],∀t, the survival function R(t) will
be bounded between Rmin(t) and Rmax(t), where

Rmin(t) = exp

(∫ t

0

λmaxdu

)
= e−λmaxt

Rmax(t) = exp

(∫ t

0

λmindu

)
= e−λmint

since R(t) is a monotonically decreasing function of λ.
Even though this seems to be a simple solution, there are at least three

difficulties with this approach:
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• It can be difficult to calculate or estimate λmin and λmax.

• If λmin is small and λmax is large or the route is long, Rmin will be close
to 0, while Rmax is close to 1. In this case, the bound does not provide
any information. This will happen both if the value of λ is uncertain, but
also if λ(t) varying much over the route.

• Rmin and Rmax represents the worst case and best case scenario respec-
tively, but these situations might not be likely to occur, even if they are
possible. Considering only the worst case scenario might lead to unneces-
sary mission abortion. On the other hand, considering only the best case
scenario might result in that the pilot takes unnecessary risks.

Stochastic Representation of Uncertainty

Instead of considering the worst-case and best-case scenarios, another approach
is to consider the uncertainty in the input as random and assume that the input
can be described with probability mass/density functions (pmfs/pdfs). Consider
the basic threat model described in Section 4.2.2 and let

x = [x1, y1, R1, λ1 . . . xN , yN , RN ), λN ]T

be a vector that describes the position (xk, yk), radius (Rk) and intensity (λk),
k = 1 . . . N of the known threats. The intensity over the route λ(t) depends
on the positions, radius and intensities of the threats, meaning that λ(t) can be
expressed as a function of x,∀t. Thus,

λ(t) = λ(x, t) = g1(x, t)

and

R(t) = exp(−
∫ t

0

λ(t)) = exp(−
∫ t

0

g1((x, t)) = g2(x, t)

When the input information is uncertain, the vector x can be represented as
a random vector X, with pdf fX(x1, y1, R1, λ1 . . . xN , yN , RN , λN ). According
to Section A.1.4, the pdf of Y = g(X) can be calculated as:

fY (y) = fX(g−1(y))

∣∣∣∣dg−1(y)

dy

∣∣∣∣ (4.7)

if g is increasing and invertible. For a fixt t, Rt = g2(x, t), i.e., Rt is a random
variable that can be described as a function of the random vector x. It is there-
fore tempting to apply the Equation 4.7 in order to calculate fRt(r). However,
it can easily be shown that the function g2 is (in general) not invertible, since
several different values of x can result in the same value of Rt. This means that
Equation 4.7 cannot be applied.
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Another way of deriving fRt(r) could be to start with calculating FRt(r),
see Section A.1.4.

FRt(r) = P (Rt ≤ r) = P (g2(x ≤ r)

To evaluate this expression analytically requires an analytical description of the
function g2. This expression is difficult to derive, since g2 depends on the inter-
section between the route and the threat area, which is given by the algorithms
in Appendix C.

Instead of deriving the expression for fRt
(r) analytically, it is possible to

estimate the distribution by performing simulations, as presented in Chapter 5.
These simulated estimates of the distribution can reveal important characteris-
tics of the distribution and the survivability model’s behavior when the input is
uncertain.

4.4 Summary

This chapter suggested a survivability model that calculates the probability that
the aircraft can fly a route without being hit by enemy fire. The model is de-
scribed in Definition 4.1. The model takes the time dependency into account
and outputs a survivability value that is bounded between 0 and 1, without per-
forming any normalization. The survivability model requires that the threats
along the route can be modeled in terms of intensity λ. A basic threat model
was suggested were each threat is represented with a threat area and a con-
stant intensity λk inside the threat area and λ = 0 outside all threat areas. The
following characteristics of the model were discussed:

• Utility of the Model. The aim of the model is to be a component in a
tactical decision support system (TDSS) that can aid the pilot with, for
instance, highlight important information or generate warning, route-
planning or countermeasure management. The design and evaluation of
a TDSS based on the model is regarded as future work and is discussed
in Chapter 7.

• Adaptivity to Different Types of Threats. The model can handle different
types of ground-based threats as long as the intensity λ can be described.
The model considers the threats to be independent and this assumption
can be question if the threats are integrated air defense systems (IADS). In
order to model these kinds of threats, it is suggested that lambda for each
entity should be increased when the aircraft comes near the first entity.
Furthermore, airborne threats are not handled in the model. Section 7.1
discusses how knowledge from domain experts can be incorporated into
the threat model and Section 7.2 identifies a few issues that need to be
addressed in order to model airborne threats.
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• Need of Approximations. When the threats are described with the basic
threat model, it is possible to calculate the survivability exact as long as
the intersection between the threat areas and route can be calculated. If
more complex threat models are utilized, it might be needed to approxi-
mate the survivability.

• Non-additive Risk. It is not possible to calculate the risk of a route by
adding the risk for different parts of the route. On the other hand, the
logarithm of the survivability is additive, which can be utilized for calcu-
lating the optimal route that maximizes the survivability.

• Uncertainty Representations.The survivability model is a stochastic model
that describes the inference uncertainty as a probability of survival, i.e.,
the survivability. However, this is not the only uncertainty that needs to be
represented. When the information regarding the locations and capacity
of the threats are uncertain (i.e., measurement precision uncertainty), this
uncertainty is also important to represent. Two different representations
were discussed:

Worst-case scenario. Considering the worst case scenario results in a lower
bound of the survivability. This corresponds to calculate the surviv-
ability for the maximum intensity and intersections with the threats.
The advantage with this approach is that it is easy to calculate. The
disadvantage is that is can be quite uninformative if the survivability
is low in the worst-case scenario and that the worst-case might be
very unlikely to happen.

Stochastic representation of input uncertainty. Instead of consider the worst-
case scenario; another approach is to represent the uncertainty in in-
put with a random vector. In this case, the survivability is a random
variable with a distribution. The advantage with this approach is
that all possible cases are considered and the probability of the dif-
ferent cases is taken into account. A disadvantage is that it is difficult
to analytically calculate the distribution of the survivability. Instead
it was suggested that this should be investigated with simulations.
This is the topic of Chapter 5.



Chapter 5
Simulations

“The question of whether a computer can think is no more interesting than the
question of whether a submarine can swim.”

Edger Dijkstra

The survivability model requires information about the threats that are located
on or near the route that the pilot intends to fly. This information will in prac-
tice be uncertain and this uncertainty will affect the estimates of survivability.
If the input is described as a random vector with a probability density function,
the survivability is a random variable. Section 4.3.5 discusses the distribution
of the survivability and concludes that it is difficult to derive an analytical ex-
pression of the probability density function (pdf). The aim of this chapter is to
estimate this distribution with simulations for a few illustrative scenarios.

Section 5.1 describes the set-up of the simulations. The first experiments
use a scenario with one threat and investigate the influence of uncertainty in
the threat’s position and the type of the threat, see Section 5.2. Section 5.3
describes experiments that investigate the model’s behavior in scenarios with
multiple threats located on the route or close to the route. This section also
presents experiments that two possible uncertainty measures. Finally, Section
5.4 summarizes the conclusions drawn from the simulations.

5.1 Simulation Set-Up

In this work, Monte Carlo simulations were performed to investigate how in-
put uncertainty affects the survivability. 10000 simulations have been run for
each case and in every simulation was the input been drawn from a probability
density distribution representing the uncertainty in input, see Section 5.1.2. The
survivability for each simulation was stored and a histogram of the survivabil-
ity for all simulations was calculated. These histograms estimate the probability
density distribution of the survivability.

73
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Figure 5.1: The three scenarios are used in the simulations. Larger figures of the scenar-
ios are given in the following sections.

5.1.1 Scenarios

Three different scenarios are used in the simulations, each scenario selected for
investigating different characteristics of the survivability model, see Figure 5.1.
The first scenario contains only one threat and the route has a large intersection
with the threat area. This scenario is selected for its simplicity and is used to
study the impact of uncertainty both in position data and also uncertainties
in information regarding the threat’s capabilities represented with the size of
the threat area and the intensity of the threat. The second scenario describes a
route that intersects with three threats. In this scenario it is possible to study
how the uncertainty develops over the route and how it is increased when more
threats are taken into account. It is also possible to see how the uncertainties
for different threat positions interfere.

The first two scenarios are selected for analyzing the model and have there-
fore not been selected for being realistic. However, in practice the survivability
in these scenarios is unrealistically low and it is not likely that the pilot would
fly any of these scenarios. The third scenario has therefore been chosen for
illustrating the case when the pilot has planned the route so that it does not
intersect with the threats. This scenario is nevertheless risky, since the threats
might not be correctly positioned due to the uncertainties in input.

The simulations of these scenarios can be used for reasoning about other
scenarios. Instead of simulating all possible scenarios, the results from these
three scenarios can be used for analyze other (similar) scenarios.
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5.1.2 Simulations of Uncertainty in Position and Type

The positions of the threats are either given from intelligence information or
from sensor data. This information is uncertain, due to imperfection in the sen-
sors measurements or in the intelligence data, see Section 2.1.4. It is assumed
that the sensors are well-calibrated and that the errors in sensor data are not
systematic, but random. It is therefore reasonable to describe the positions of
the threats with probability density distributions. In the case of intelligence
data, it is not clear how the uncertainty in this information should be repre-
sented. For simplicity, the uncertainties in these simulations are assumed to also
be described with pdfs. The positions of the threats have been represented with
Gaussian distribution with expected value of position as in the simulation sce-
nario and with different standard deviations for simulating different multitudes
of uncertainty.

The size and shape of the threat area as well as the intensity λ for a threat are
connected with the type of threat. This information is gathered by intelligence
sources, so that each anticipated type of threat is associated with a threat area
and an intensity.1 The type of each identified threat system must therefore be
estimated in order to associate it with the correct threat area and λ. The type
of threat can be estimated from intelligence data and possibly also from sensor
data and this estimate can be more or less uncertain. In this thesis, it is assumed
that the probability of the threat being of a specific kind is known, but where
this information comes from is not regarded.

5.2 Single Threat Scenario

The simulations in this section are based on a scenario with only one threat.
Two experiments are performed2. The first investigates the influence of uncer-
tainty in position data, but the type of the threat is assumed to be known. In
the second experiment, both the type of the threat and the position of the threat
are uncertain. A simple scenario with a single threat is used in order to ease the
interpretation of the results.

5.2.1 Position Uncertainty

Consider the scenario in Figure 5.2, where the route intersects with the threat
area and the survivability is 61% at the black point behind the threat. This
scenario is used in the experiment in this section.

Figure 5.3 shows scaled histograms of the results from three Monte Carlo
simulations where the position of the threat has been simulated with standard

1This information is of course also uncertain. This uncertainty is however ignored in this thesis.
It is assumed that this uncertainty is small compared to the position uncertainty and type uncer-
tainty and therefore can be neglected.

2These experiments have previously been presented in Paper I.
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Figure 5.2: The figure shows the scenario that is used in the experiment in this section.
The aircraft flies along the route and passes through the threat area. Note that this
scenario is selected for its simplicity. In practice a pilot would presumably find this
survivability too low in order to fly this route. However, the low survivability eases the
analysis and interpretation of the histogram of the results.

deviation 1km, 5km and 10km respectively. A scaled histogram can be inter-
preted as an estimate of the probability density distribution of the survivability.
In the top plot, the expected value of the survivability (here denoted as mean) is
61%, which is the same as in the scenario in Figure 5.2. However, in the mid-
dle and the bottom plot where the position uncertainty is larger, the expected
value of the survivability is increased. Note that in general E[g(X)] 6= g(E[X]),
where X is a stochastic variable and g is a function, see Section A.3. This means
that even though the expected value of the simulated position distribution of
the threat equals the position in Figure 5.2, the mean of the survivability may
differ from the true survivability, as shown in the middle and bottom subplot.

It can also be noted that there is a peak in the histograms for simulations
with survivability 100%. This is due to the fact that in some simulations, the
threat is positioned so that there is no intersection between the aircraft route
and the threat area. The distribution for the survivability is thus a mixed distri-
bution, which includes both a continuous and a discrete part. Thus, the surviv-
ability is a mixed random variable, see Section A.1 and the probability density
function contains both finite values and impulses (delta functions).3

3In this case, the only discrete part of the distribution is at 100%, but for other shapes of threats
it would be possible to have a completely discrete distribution or a distribution with more discrete
elements. Furthermore, other descriptions of the uncertainty in position, i.e., other distributions
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Figure 5.3: Histograms of the results from Monte Carlo simulations of the survivability
with the position drawn from a two-dimensional Gaussian distribution with expected
value as the position in the scenario in Figure 5.2 and standard deviation 1 km (top),
5 km (middle) and 10 km (bottom). The histograms have been scaled so that 1 on
the y-axis represents 100 simulations. The mean survivability and the proportion of
simulations resulting in high survivability (survivability > 95%) and low survivability
(survivability < 50%) are also displayed.

The probability density distributions in the middle and bottom subplots are
not unimodal as in the top case, but multimodal. It might therefore not be ap-
propriate to use the expected value as a value of how good the route is, since
this value is quite unlikely. As a complement, the probability for low surviv-
ability (defined as survivability < 50%) and high survivability (defined as sur-
vivability > 95%) have been calculated. In the bottom subplot, the uncertainty
in survivability is so large that both the probability for high survivability and
low survivability are non-zero, meaning that it is not easy to conclude whether
this is a good route or not. In a more realistic scenario with higher survivability
and smaller uncertainty, a good route should have a large probability for high
survivability and zero or small probability for low survivability.

of the position would also yield other shapes of the survivability distribution. An example of a
case which would result in a completely discrete distribution is a scenario with squared threat
areas and where the route is perpendicular to the threat area’s border. A scenario with both square
and circular threats could yield a mixed distribution with several discrete parts depending on the
geometry.
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5.2.2 Type Uncertainty

This section describes an experiment that investigates the influence of uncer-
tainty regarding the type of threat. Consider once again the scenario in Figure
5.2, but with three different possible types of threats denoted A, B and C, with
λ and radius of the threat area as specified in Table 5.1 and illustrated in Figure
5.4.

Table 5.1: Three different types of threats and the corresponding survivability if they
are located as the threat in Figure 5.2. The threats are illustrated in Figure 5.4.

Type λ Radius Intersection Survivability
A 0.1/min 41 km 62 s 90%
B 0.25/min 50 km 237 s 37%
C 0.01/min 55 km 300 s 95%
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Figure 5.4: The figure shows the scenario that is used to investigate the influence of
uncertainty in type. Three different types are possible, A, B and C, and each type is
associated with an intensity and a threat area. Type A (purple dotted) corresponds to a
small intersection resulting in a survivability of 90%. Type B (blue) has a large intensity,
which gives a survivability of only 37%. Type C (red dashed) gives a large intersection,
but has a low λ meaning that the survivability is 95% in this case.

For type A, the intersection between the route and the threat area is small,
resulting in a survivability of 90%. Type C gives a large intersection, but has a
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low λ meaning that the survivability is 95% in this case. Type B on the other
hand represents a dangerous case, since the survivability is only 37%.

Figure 5.5 shows the histograms from Monte Carlo simulations for these
three types with position simulated as a two-dimensional Gaussian distribution
with standard deviation 5 km. The position uncertainty has a large influence on
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Figure 5.5: Monte Carlo simulations of the survivability for the three different types of
threat specified in Table 5.1 and illustrated in Figure 5.4. The position uncertainty has
been simulated with a two-dimensional Gaussian distribution with standard deviation
5 km. Note that the plots have been zoomed and that the bins in the histograms can
be higher than indicated. The total density should sum up to 1 in the distributions. The
figure aims to illustrate the shape of the distribution, not the actual maximum value.

the survivability for type A and B, since two different threat positions may cor-
respond to very different intersections. The threat of type C on the other hand,
has a large threat area and a large intersection, which means that uncertainties
in position do not influence the survivability equally much.

Figure 5.6 shows the simulation results for three cases, where the proba-
bility for the type of threat differs and the position uncertainty is simulated as
in Figure 5.5. In the top subplot all three threat types are considered equally
probable. The expected value of the survivability in this case is 75%, but the
distribution is wide and the uncertainty is large. In the middle case there is a
high probability that the threat is of type C which corresponds to a high sur-
vivability and hence the survivability is high in this case. In the bottom case,
the probability for type B is high and the expected value is 51%. A cautious
statement in this case would be to estimate the survivability as low.



80 CHAPTER 5. SIMULATIONS

0 0.2 0.4 0.6 0.8 1
0

10

20
mean : 75 %

Survivability with P(A)=33%, P(B)=33%, P(C)=33%

0 0.2 0.4 0.6 0.8 1
0

10

20
mean : 89 %

Survivability with P(A)=10%, P(B)=10%, P(C)=80%

0 0.2 0.4 0.6 0.8 1
0

10

20
mean : 51 %

Survivability with P(A)=10%, P(B)=80%, P(C)=10%

Figure 5.6: Monte Carlo simulations of the survivability with different probabilities for
the different threat types A, B and C, see Table 5.1. The position uncertainty is simulated
the same way as in Figure 5.5.

5.2.3 Discussion – Single Threat Scenario

This simple scenario reveals important characteristics of the survivability dis-
tribution. First of all, the survivability distribution can be a mixed distribution
with both continuous and discrete parts (see Section A.1.3). In this scenario,
the discrete part represents the case of 100% survivability, which occurs when
the route does not intersect with the threat area. Even though each such case
is unlikely in this scenario, there are many possible threat positions that result
in 100% survivability and the distribution has a peak at 100% unless when
the position uncertainty is small. This peak increases when the threat position
uncertainty is increased. It should be noted that the other scenarios can result
in discrete parts of the distribution for other values.

The simulations with different types of threats revealed that the sensitivity
for position uncertainty depends on the type. Not surprisingly, a small intensity
λ and/or a large threat area resulted in a small sensitivity against position un-
certainty. In these cases, the survivability is only slightly affected if the position
of the threat is moved a little bit. On the other hand, for threats with a high
intensity or a small threat area, a small change in position can result in a large
change of the survivability.

The histograms summarize the simulation results and can be seen as esti-
mations of the distributions for the survivability. In cases with large position
uncertainty, it is difficult to interpret the histograms and use them for sup-
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porting the pilot’s situation analysis. In the bottom subplot of Figure 5.6 the
survivability is spread out from 22% to 100% with no clear peaks anywhere.
Thus, this could be a safe scenario, but it is equally likely that the survivability
is less than 30% which means that it is a very dangerous scenario. In this case,
the uncertainty is too large for the survivability estimations to be useful for
aiding the fighter pilot’s decision making.

In the cases when the uncertainty is smaller than in the cases described
above, the histograms are still cumbersome to work with. If the survivability
should be presented for the pilot during flight, it is not likely that the pilot
would be interested in the histograms. It would therefore be desirable to have
a more condensed way of representing the uncertainty in the survivability. One
way could be to present the probability for high survivability and low surviv-
ability, showed for instance in Figure 5.3. For a feasible route, the probability
for high survivability should be high and the probability for low survivabil-
ity should be low or zero. Two other ways of representing the uncertainty are
investigated in Section 5.3.

The survivability estimates can be used for decision making, either by sup-
porting the pilot’s situation analysis or as a component in a tactical decision
support system (TDSS). If the survivability is low and uncertain, it is desirable
to increase the survivability and reduce the uncertainty. Note that increasing the
survivability corresponds to shifting the density distribution to the right (more
density close to 100%), while reducing the uncertainty corresponds to a more
compact density gathered around the (hopefully true) survivability. Increasing
the survivability can be achieved through re-planning the route so that the in-
tersections with the threat areas are reduced or applying countermeasures to
delude the threats’ guidance systems. Chapter 7 discusses how the survivability
model can be used as a component in a TDSS that aids the pilot to increase the
survivability.

When the uncertainty in survivability is large, it would be desirable to de-
crease it by gathering more information. This could be performed either manu-
ally by the pilot who can request the desired information from sensors or from
other sources such as surveillance UAVs, sensor information from team mem-
bers or other information that the own forces have access to. During flight, this
could be handled automatically by a sensor management system that controls
the sensors in order to decrease the uncertainty. In this case, the histograms can
reveal information both about the uncertainty and about which information
that is needed in order to decrease it. In the top subplot in Figure 5.6 it is de-
sirable to determine whether the threat is of type B or not, since it would then
be possible to state that the survivability is low (if the threat is of type B) or
high (if the threat is either of type A or C.) In the bottom subplot on the other
hand, it would be better to focus on determining the position of the threat,
since this seems to be the main contribution to the uncertainty. In a scenario
with several threats, it can also be interesting to determine which threat that
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influences the uncertainty the most and focus on decreasing this uncertainty.
This is investigated further in the next section.

5.3 Scenario with Multiple Threats

The experiments described in this section investigate scenarios that include mul-
tiple threats. In the first scenario, the route intersects with the threat areas,
and in the second scenario, the route is planned so that the aircraft avoids the
threats but fly close to them. These scenarios are used for investigate how the
uncertainty in survivability increases over the route, since uncertainty in threat
position for more threats influences the survivability at the end of the route
than in the beginning. As a complement to the histograms represented in the
previous section, two uncertainty measures described in Section 5.3.1 will also
be presented for each simulation. These experiments also aim at investigating
whether these measures describe the uncertainty in the histograms in a reason-
able way.

5.3.1 Uncertainty Measures

The simulation results are summarized into histograms and even though the
histograms contain a lot of information, they may be difficult to work with.
When the scenarios are more complex than in Section 5.2 it is interesting to an-
alyze how the uncertainty changes over time. It would be possible to construct
one histogram for every time point on the route, but all these histograms would
be cumbersome to analyze. Instead it is desirable to summarize the uncertainty
in the histograms into a single measure that can be plotted as a function of
time. This kind of measure can also be used for representing the measurement
precision uncertainty (level 1) in the uncertainty classification by Skeels et al.
[84], see Section 2.4. This representation can be utilized for associating recom-
mendations from a tactical decision support system with a confidence level as
discussed in Section 3.1.1 or for sensor management where the aim is to auto-
matically minimize the uncertainty. Sensor management will be discussed more
in connection to future work in Section 7.3.4.

This section describes two possible uncertainty measures and how they can
be estimated from the simulation results4. The applicability of these two mea-
sures is investigated in the simulations described below.

4The uncertainty measures cannot be calculated exactly but must be estimated, since the his-
tograms are only approximations of the true distributions. This means that the estimates of the
uncertainty measures depend on the number of simulations used in the Monte Carlo simulations.
In the case of the entropy, the estimate also depends on the number of bins in the histogram. It
is anticipated that this will not significantly affect the result when the number of simulations are
large.
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Standard deviation

The standard deviation is defined as σ =
√
E[(X − E(X))2], see Section A.3

and indicates the expected difference between an observation of a random vari-
able X and its expected value [99]. Thus, it describes the “spread” of the dis-
tribution. In this work, it is estimated from the simulation results with

s̄ =

(
1

N − 1

N∑
i=1

(xi − x̄)2

) 1
2

where x̄ =
1

N

N∑
i=1

xi. (5.1)

N is the number of simulations and xi is the survivability in simulation i.

Shannon’s Entropy

In information theory, Shannon’s entropy of a random process is defined as
H(X) = −

∑
i p(xi) log(p(xi)). This measure has been suggested for sensor

management, where it is used for calculating the information gain with an ob-
servation by comparing the entropy of the distribution before the observation
with the estimated distribution after the observation [98]. To estimate the en-
tropy from a histogram of the simulation result, the following is used:

H̄ = − 1∑
nk

∑
nk 6=0

nk ln(nk) (5.2)

where nk is the number of simulations in the k:th bar in the histogram and ln
denotes the natural logarithm5.

5Any logarithm can be used and the choice of the natural logarithm is made out of personal
preferences.
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5.3.2 Route with Multiple Threats

The experiments6 described in this section use a scenario where the route inter-
sects multiple threats, see Figure 5.7.

20 40 60 80 100 120 140 160 180 200

20

40

60

80

100

120

140

160

180

200

Threat 1:      
λ=0.1

Threat 2:       
λ=0.05

Threat 3:      
λ=0.2

100 %

100 %

73 %
66 %

53 %

53 %

[km]

[k
m

]

speed = 250 m/s

W6

W5

W4

W3

W2

W1

Figure 5.7: The figure shows the route with waypoints (W1-W6), that the pilot intends
to fly. There are three threats located along the route with different intensity λ. Note
that this is the same scenario as in Figure 4.3 in Section 4.2.2. The radii of the threat
areas are 30km, 20km and 15km.

Figure 5.8 depicts scaled histograms7 of the survivability for the last way-
point (W6), i.e. the survivability for the entire route. When the uncertainty in
position is small as in the top case, the distribution for survivability is well
centered around 53%, which is the true value for the survivability at the last
waypoint, see Figure 5.7. When the uncertainty in position is increased, the
width of the distribution is increased. This is reflected both in the standard de-
viation as well as in the entropy, which have both increased. Compared to the
single threat scenario presented in Section 5.2.1, the distribution contains sev-
eral local minimum and maximum, especially when the uncertainty is large as
in the bottom subplot. It can also be noted that only the top subplot has a peak
at 100%. In the other cases, the probability that the route does not intersect
any of the threats is too small to be visible in the simulation results.

6These simulations have previously been presented in Paper II.
7The histograms have been scaled so that 1 on the y-axis represents 100 simulations. Note that

the plots have been zoomed and that the bins in the histograms can be higher than indicated. The
total density is 1 in all distributions. The figure aims to illustrate the shape of the distribution, not
the actual maximum value.
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Figure 5.8: Histograms of the results from Monte Carlo simulations of the survivability
at the last waypoint (W6) with the position drawn from a two-dimensional normal dis-
tribution with expected value as the position in the scenario in Figure 5.7 and different
standard deviations. The estimated standard deviation (std) and entropy (ent) are also
displayed.

Figure 5.9 shows the simulation results of the survivability for the way-
points along the route. At the second waypoint, the aircraft has not passed
any threat and the survivability is therefore 100%. The uncertainty in threat
position has not affected the survivability in this case and hence, both the stan-
dard deviation and the entropy is zero. By the third waypoint, the aircraft has
passed the first threat and the survivability has decreased. Due to the uncer-
tainty in position of the first threat, there is an uncertainty in the survivability
value. This is indicated as the spread of the distribution and in the non-zero
standard deviation and entropy.

When the aircraft reaches the fourth waypoint, it has passed the second
threat. This threat has a relatively low intensity and a large intersection with
the route and as discussed in Section 5.2.3, these kinds of threat only have a
small influence of the uncertainty. It can be seen in the plot that the second
threat shifts the survivability distribution to the left, i.e., the survivability is
decreased when the second threat is passed. On the other hand, the shape of
the distribution has only slightly been modified, which confirms that this threat
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Figure 5.9: Histograms of the results from Monte Carlo simulations of the survivability
for the waypoints along the route. The estimated standard deviation and entropy are
also displayed. The first and the last waypoints (W1 and W6) have been omitted since
these results are equal to the results for waypoint 2 and waypoint 5 respectively.

only has a small influence on the uncertainty. This is also reflected in the two
uncertainty measures that have only slightly increased.

At the fifth waypoint, the aircraft has passed the third threat, which has re-
sulted in a survivability distribution with two hills. This distribution has spread
out compared to the fourth waypoint and both the standard deviation and the
entropy have increased significantly. The third threat is located so that the in-
tersection between the threat area and the route is small. When the position of
the threat is uncertain, this means that the threat area will only intersect with
the route in a part of the simulations, but not in all of them. However, when the
route intersects with the threat area, this will notably decrease the survivability
since the intensity is high for this threat. This is the reason for the two hills in
the distribution.

Comparision of Uncertainty Measures

The simulation results depicted in Figure 5.8 and 5.9 show that the uncer-
tainties in position influence the uncertainty in survivability and that this is
reflected in both the estimated standard deviation and entropy. In Figure 5.10
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the proposed uncertainty measures are depicted for the different waypoints and
different values of uncertainty in position. Both measures are increased when
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Figure 5.10: Standard deviation and entropy for all waypoints along the route and dif-
ferent values of the position uncertainty of the threats. Both measures reflect that the
uncertainty in survivability is increased when the aircraft flies along the route (higher
waypoint number). The highest position uncertainty results in the highest standard de-
viation. The entropy on the other hand, is larger for position uncertainty of 5 km and
15 km than position uncertainty 40 km for all waypoints after the third.

the position uncertainty is increased from 0.1 km to 5 km or 15 km. They also
increase when the aircraft flies along the route since the position uncertainty
from more threats affect the survivability later in the route. This indicates that
both measures can be used for describing the uncertainty in survivability.

However, if the position uncertainty is increased from 15 km to 40 km,
the measures are more equivocal. The largest position uncertainty results in
the largest standard deviation but not the largest entropy. An understanding of
this behavior can be given from Figure 5.11, which compares the histograms
at the last waypoint (W6) for the position uncertainty of 15 km and 40 km
respectively. The standard deviation is smaller in the case with smaller position
uncertainty (red line), while the entropy is smaller in the case with larger po-
sition uncertainty (blue filled histogram). The histogram has a few peaks and
especially a large peak at 100% in the case where the entropy is small. In the
other case, the distribution is more gathered around the mean value, which is
described by the smaller standard deviation. The standard deviation and the
entropy therefore focus on different aspects of the uncertainty.
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Figure 5.11: Histograms of the results from Monte Carlo simulations of the survivability
for the route. The mean survivability and estimated standard deviation and entropy are
also displayed. The standard deviation is smaller for the case with position uncertainty
of 15 km (red), but the entropy is smaller for the case with position uncertainty of 40
km (blue).

Decreasing Uncertainty

When the uncertainty in survivability is large, it would be desirable to gain
more information to decrease the uncertainty. This can be achieved by directing
the sensors on the aircraft against the threat that one wishes more information
about or send a surveillance patrol to the area before the mission. It is desirable
to gather information about the threat that has the largest impact on the un-
certainty in the survivability. This experiment investigates if it is possible to use
the uncertainty measures to indicate which threat that has the largest influence
on the uncertainty in survivability.

Figure 5.12 shows the uncertainty measures for the case when one of the
threat’s position uncertainties has been reduced. If one considers the surviv-
ability for the third and fourth waypoint (W3 and W4), it is most desirable to
reduce the position uncertainty for the first threat. However, when considering
the whole route, both the standard deviation and the entropy indicate that it is
more desirable to reduce the uncertainty of the third threat.

Figure 5.13 shows the distribution of survivability at the last waypoint
(W6). It is clear from both the distribution and the uncertainty measures that
the reduction of position uncertainty for threat 2 only has a small influence on
the uncertainty in survivability. This is not surprising, since threat 2 only has a
small influence on the uncertainty in the survivability of the total route. On the
other hand, the reduction of position uncertainties for both threat 1 and threat
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Figure 5.12: Standard deviation and entropy for the waypoints along the route where the
uncertainty in position for one of the threats has been reduced from 5 km to 1 km (std).
The case when all threats have the higher uncertainty is also displayed for comparison.

3 largely influence the uncertainty in survivability, resulting in other shapes
of the distributions in Figure 5.13. The reduction of position uncertainty for
threat 3 even changes the distribution from having two peaks to only one peak.
From the distributions it seems to be most desirable to reduce the position un-
certainty for threat 3, which is also indicated in both the entropy and standard
deviation. This result indicates that it is possible to use the uncertainty mea-
sures for indicating which threat that has the highest impact on the uncertainty
in survivability.
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Figure 5.13: Histograms of the results from Monte Carlo simulations of the survivability
for the route, where the position uncertainty for one of the threats has been reduced
respectively. The case with no reduction is also displayed for comparison.



5.3. SCENARIO WITH MULTIPLE THREATS 91

5.3.3 Route with no Threat-Intersection

The survivability in the two previous scenarios is low and it is not likely that a
pilot would actually fly these routes under normal conditions. According to one
of the fighter pilots interviewed in Paper IV, the pilots do not take any risk if
not necessary. This experiment investigates the survivability in a scenario where
the route is planned so that the threats are avoided. However, the route is close
to the threats and if the position of the threats are not correct, this route might
as well intersect with the threat area and the survivability might be lower. The
scenario is depicted in Figure 5.14.
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Figure 5.14: The figure shows a scenario where the route does not intersect with any
threat areas, but where the threats are located close to the route.

Figure 5.15 shows histograms8 for the survivability at the last waypoint, for
different magnitudes of the position uncertainty. When the position uncertainty
is small, the threats are not likely to be positioned so that the threat area inter-
sects with the route and the survivability is therefore high.9 In the cases when

8The histograms have been scaled so that 1 on the y-axis represents 100 simulations. Note that
the plots have been zoomed and that the bins in the histograms can be higher than indicated. The
total density is 1 in all the distributions. The figure aims to illustrate the shapes of the distributions,
not the actual maximum value.

9In the simulations with standard deviation 0.1 km, the survivability is always 100%. However,
since the position uncertainty is Gaussian, there is a small probability that at least one threat is
positioned so that the route intersects with the threat area. The probability for this case is too
small to be seen in the simulations.
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Figure 5.15: Histograms of the results from Monte Carlo simulations of the survivability
at the last waypoint with position drawn from a two-dimensional Gaussian distribution
with expected value as the position in the scenario in Figure 5.14 and different standard
deviations. The estimated standard deviation and entropy are also displayed.

the uncertainty is larger, the distribution is wider and both the entropy and the
standard deviation are increased. Thus, both the standard deviation and the
entropy seem to reflect the uncertainty also in this scenario.

Figure 5.16 shows the simulation results of the survivability for the way-
points along the route. The survivability at the second waypoint is 100%, since
this waypoint is too far away from the threat areas. Before arriving at the third
waypoint, the aircraft must fly close to the first threat and the position un-
certainty for this threat results in an uncertainty for the survivability. At the
fourth and fifth waypoint, the aircraft has passed near two additional threats
and the survivability distribution is spread out. This is also indicated in both
the standard deviation and the entropy.
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Figure 5.16: Histograms of the results from Monte Carlo simulations of the survivability
for the waypoints along the route. The estimated standard deviation and entropy are
also displayed. The first and last waypoints have been omitted. Note that the plots
have been zoomed and that the bins in the histograms can be higher than indicated.
The total density is 1 in all distributions. The figure aims to illustrate the shapes of the
distributions, not the actual maximum value.
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5.3.4 Discussion – Multiple Threat Scenarios

The multiple threat scenarios used in this section have illustrated how the po-
sition uncertainty from several threats influences the uncertainty in survivabil-
ity. The simulations have also investigated how the uncertainty in survivability
changes over the route.

When the position uncertainty for the threats is increased, this results in
wider distributions for the survivability. This is in accordance with the simula-
tions in the single threat scenario. The spread of the histograms is reflected in
both of the suggested uncertainty measures, entropy and standard deviations.
The uncertainty measures thus reflect that larger uncertainty in threat position
results in larger uncertainty in survivability. Furthermore, the histograms are
wider and the uncertainty measures are larger for waypoints later in the route
than in the beginning of the route. This is due to the fact that more threats
influence the survivability and additional position uncertainties affect the sur-
vivability distribution.

Shapes of Histograms and Decision Making

The histograms for the scenarios with multiple threats may have more hills
and valleys than the histograms from the single threat scenario. This is clearly
showed when the position uncertainty is large, see for example Figure 5.8.
When the position uncertainty of a threat is large, it might not be certain
whether the route intersects the threat area or not. If there are several threats
that might or might not intersect with the route, the resulting histograms get
complex shapes that are not easy to imaging without simulations.

The histograms with complex shapes can also be difficult to interpret and
use for decision making. Consider the case illustrated in the bottom subplot in
Figure 5.8. Should the pilot fly this route or select another route that is safer?
Even though this question cannot be easily answered from the histogram, the
histogram clearly shows that the uncertainty is large. The histograms therefore
give an indication about when the uncertainty is too large for decision making.
Since both of the uncertainty measures also indicate that the uncertainty is
large, these measures can be used for describing the uncertainty in survivability.
When the uncertainty measures are too large, it might be wise to not show
recommendations from the tactical decision support system for the fighter pilot,
but instead state that the survivability is too uncertain.

When the survivability is too uncertain for decision making it would be de-
sirable to gather more information. If the information gathering resources are
sparse, one would like to know which threat’s position uncertainty that has the
largest influence on the uncertainty in survivability, so that one can focus on
gathering more information about this threat. The histograms in Figure 5.13
showed that in this particular scenario it would be most desirable to decrease
the uncertainty for threat 3. This was also indicated in both uncertainty mea-
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sures. Thus when the uncertainty is large, one can simulate what would happen
if the uncertainty is decreased for each threat and select the threat that has the
highest influence on the survivability. In this sense, the uncertainty measures
can be used as a base for sensor management and information gathering. This
will be discussed further in Section 7.3.4.

Uncertainty Measures

The suggested uncertainty measures reflect the uncertainty in the histograms in
a reasonable way. The absolute values of the measures are not interesting, but
rather the fact that large values correspond to cases with large uncertainty and
small values correspond to cases with small uncertainty. The uncertainty mea-
sures are aggregations of the information in the histograms and they can there-
fore not include the same amount of information. Two different histograms can
therefore give the same entropy or the same standard deviation, see for instance
Figure 5.17.
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Figure 5.17: Two histograms with the same entropy but different standard deviations.
It is reasonable to assume that the pilot would act in the same way if the survivability
is 49% or 51% as in the top case, but act differently if the survivability is 30% or
70% as in the bottom case. The bottom histogram can therefore be considered more
uncertain than the top subplot and that the standard deviation therefore seems to be a
more suitable uncertainty measure in this application.

The uncertainty measures describe different characteristics of the distribu-
tions. The standard deviation focuses on the deviation from the mean value,
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while the entropy focuses on how well the distribution is gathered to a few val-
ues or spread out to all possible values. The uncertainty measures can therefore
diverge in some cases, as in Figure 5.11. In this application, the standard de-
viation seems to be a more suitable measure than the entropy, since it is more
desirable to have a distribution that is gathered around the mean than a distri-
bution that is gathered around several values. Consider the two cases illustrated
in Figure 5.17, where the entropy is equally large, but the standard deviation
is much larger in the bottom subplot than in the top subplot. The survivability
is well gathered around the mean value in the top subplot and it can be stated
that the survivability lies between 49% and 51%. In the bottom subplot it can
be stated that the survivability is either 30% or 70%. However, this is not very
informative, since the pilot is likely to value a route differently if the survivabil-
ity is 30% than if it is 70%, but considering two routes with survivability of
49% or 51% almost equally dangerous.10

5.4 Summary

This chapter has described simulation experiments that aimed at investigating
the influence of input uncertainty to the survivability model. The scenarios were
selected to illustrate important characteristics of the survivability distribution,
rather than being realistic. The following main conclusions were drawn from
the simulations:

• The survivability distribution is in many scenarios a mixed distribution,
which include both continuous and discrete parts. Furthermore, in the
scenarios with multiple threats, the survivability distribution could have
multiple hills and valleys. This makes the histograms difficult to interpret
when the uncertainty is large.

• It was suggested that an alternative way of presenting the information re-
garding the survivability distribution would be to present the probability
for high survivability and low surivivability respectively. This representa-
tion reveals information regarding both the survivability and the uncer-
tainty in the estimate, without going into details. A feasible route should
have a large probability for high survivability and low or zero probability
for low survivability.

• The sensitivity in the survivability distribution regarding uncertainty in
threat position, depends on the type of threat. If the threat has a large in-
tensity and/or a small intersection with the route, the position uncertainty

10It should be noted that the entropy may be preferred over standard deviation in other problem
areas. If the distributions in Figure 5.17 for instance represent the probability that a patient is
suffering from a specific disease indexed from 1-100, it can be argued that two distributions are
equally informative. Aoki et al. [2] argue that the entropy can be a better uncertainty measure for
target tracking, since it might be more desirable to have a distribution pointing out two possible
positions of the target, than a Gaussian distribution with a large width.
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for this threat has a large impact on the uncertainty in the survivability
distribution. If the position information is uncertain, it is therefore desir-
able to determine the intensity and threat area of the threat.

• The histograms could form a ground for decision making regarding where
the pilot should fly. The histograms for a number of routes could be com-
pared and the best one should be selected. This requires a way for com-
paring and ranking histograms. How should the system or pilot choose
between a route where the survivability is high but the uncertainty in
survivability is large and another route with a slightly smaller but less
uncertain survivability?

• The histograms reveal information regarding the uncertainty in the situa-
tion analysis and could be used as a component in a sensor management
system. However, it would be desirable to have an uncertainty measure
that describes the uncertainty in the distributions, since it is cumbersome
to compare many histograms.

• Two uncertainty measures were investigated, the standard deviation and
the entropy. Both measures reflected the uncertainty in the histograms in
a reasonable way. The uncertainty measures capture different aspects of
the uncertainty and in this application the standard deviation seems to be
a more suitable measure than the entropy, see the discussion in Section
5.3.4.





Chapter 6
Summary and Conclusions

“Flying is learning how to throw yourself at the ground and miss.”

Douglas Adams

The long-term purpose that motivates this research work is the following:

Long-Term Purpose Develop a tactical decision support system that can en-
hance a fighter pilot’s combat survivability

The long-term purpose of the research motivates the research aim for this thesis,
see Section 1.3:

Aim Provide a model of situation analysis with respect to combat survival for
a fighter aircraft

This chapter summarizes the work described in the thesis and presents the re-
sults with respect to the objectives identified in Section 1.3. The chapter ends
with a summary of the main conclusions, see Section 6.6. Areas for future work
is discussed in Chapter 7.

6.1 Problem Analysis

Chapter 3 describes an analysis of the problem area in accordance with the first
research objective:

O1 Describe important characteristics of the problem area

A preliminary definition of the problem area used in this thesis is:

Decision support systems that aid fighter pilots to handle combat survival.

This objective was addressed with a combination of research methods, such
as literature review, interviews with fighter pilots and analysis. Different parts
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of this work have previously been described in Paper III, Paper IV, Paper V
and Paper VI but the thesis also includes new material. Three interesting per-
spectives of the problem area have been identified: situation analysis, combat
survival and uncertainty representation. The main results within these three
perspectives are presented below.

6.1.1 Situation Analysis

The situation analysis of an agent is connected to the agent’s goals. Schulte’s
goal model [82] describes that the pilot has three concurring goals, combat
survival, flight safety and mission accomplishment, see Section 2.1.1. Paper V
suggested that the fighter pilot would be aided by a situation adaptive system
in order to handle these goals and balance these objectives, see Section 3.1.2.

A situational adapting system is a system that is able to respond to
changes in the environment, as given by the situation analysis.

In order to implement such system, it would be useful to have a subsystem that
is able to perform situation analysis. Otherwise, the pilot must adapt the system
himself according to his situation analysis.

6.1.2 Combat Survival

This thesis has focused on combat survival, which is one of the goals in Schulte’s
goal model [82]. Two important components of combat survival are threat
evaluation and the evaluation of actions from a combat survival perspective.

Threat Evaluation

The aim of threat evaluation is to assess how much danger an enemy poses to
the aircraft. Section 3.1.3 argued that the pilot’s available resources for han-
dling a threat should be taken into consideration in the threat evaluation. Fur-
thermore, when the pilots are flying together within a team, it can be interesting
to evaluate the threats with respect to all members in the team and take the team
members’ actions into account.

The idea of displaying the threat level for the pilot was not supported in the
literature, see Section 3.2. Furthermore a fighter pilot that was asked whether
this was an interesting idea, did not see the benefit of the presentation of a
threat value.1 However, the literature review found that a threat evaluation can
be an important component in a TDSS for instance by recommending the pi-
lot to perform different actions to mitigate the threats depending on the threat
level [21], schedule countermeasures based on threat evaluation [26] or within
a team transmit the track information that corresponds to the most danger-
ous track [93]. It was also concluded that in some tactical decision support

1personal communication, anonymous fighter pilot, Linköping 2011-04-18
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functions, it is not sufficient to only consider the most dangerous threat. For
instance route-planning requires that the route avoid all threats and not only
the most dangerous one.

Section 3.4 concluded that threat evaluation is difficult, due to the large
uncertainties in the inference of evidence. The interviews with fighter pilots de-
scribed in Section 3.1.4 also support this conclusion. The pilots thought that it
would be difficult to construct a system that evaluates the threats in the same
way as the pilot does, since the pilot has access to information that the air-
craft cannot have. Section 3.3.1 identified a few design approaches that can be
used for addressing this difficulty. Liebhaber et al. [58] performed a thorough
investigation of how human experts evaluate threats in practice, while Corade-
schi et al. [18] designed a system that enabled the human experts to define the
behavior of the simulated opponents.

Evaluation of Actions

Section 3.4 suggested that the TDSS should aid the pilot to assess the risk that
the aircraft will be shot down in the near future. This risk depends on the pilot’s
action, which motivated the following definition:

The Survivability during the next t minutes of an action A is the
chance that the aircraft will not be hit, given that it performs A.

The following arguments for focus on evaluating actions instead of evaluating
threats can be identified:

• The pilot cannot affect the present situation, but only future situations.
In order to select the best action, the possible actions (or a subset of the
possible actions) must first be evaluated.

• If an action affects the situation regarding more than one threat, such
as maneuvering, it is not sufficient to only consider the most dangerous
threat.

• The interviewed fighter pilots thought that it would be difficult to design
a threat evaluation system, since the system cannot know where the pilot
intends to fly, see Section 3.1.4. If the system instead evaluates different
possible actions, the system does not need to know which of them the
pilot intends to execute.

• The evaluation of feasible actions takes the available resources into ac-
count in a natural way, since actions that require more resources than
available should not be considered.



102 CHAPTER 6. SUMMARY AND CONCLUSIONS

6.1.3 Uncertainty Representation

The prediction of the survivability of an action will be uncertain due to both
uncertainties regarding the present situation as well as uncertainties regarding
the opponents’ future actions. The uncertainty in the outcome therefore needs
to be described and represented.

Section 3.1.1 argued that a recommendation from a tactical support sys-
tem should be accompanied with a confidence level, describing the uncertainty
in the recommendation. The confidence level could also be used by a sensor
management system, as depicted in Figure 3.1.

6.2 Detailed Problem Description

The research aim is too large for a licentiate thesis and it is therefore necessary
to identify a smaller and more specific research problem. This motivates the
second objective:

O2 Specify and delimit the problem area to find a manageable research prob-
lem

This objective has been addressed by analyzing the outcome of O1 and by
delimiting the problem area into a research problem that is manageable for a
licentiate thesis, see Section 3.4. The result is the following problem description.

How to model surivivability for a fighter aircraft, where uncertainty in
terms of both measurement precision and inference is described.

The following delimitations are applied:

• The possible actions are described as routes.

• The threats are located on the ground.

• The missile avoidance problem is not addressed.

• A single fighter aircraft is considered.

• Human-machine interaction is not investigated.

6.3 Modeling Combat Survivability

In order to address the specified problem in O2, the following objective was
identified.

O3 Suggest a model for combat survival and analyze its characteristics

This model was described in Chapter 4 and has previously been presented in
Paper I and also used in the experiments presented in Paper II.
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6.3.1 Survivability Model

When analyzing the survivability of a route, it can be recognized that the risk
that the aircraft will be hit at two different time intervals is not independent, see
Section 4.1.1. In order to address this dependency, the following survivability
model is suggested:

Definition 6.1. Let tstart and tend be the starting point and end point of a route.
The survivability of the route is then given by:

Survivability = R(tend) = P (Thit > tend) = exp

(
−
∫ tend

tstart

λ(u)du

)
(6.1)

λ(t) is called the intensity function and is defined as

λ(t) = lim
∆t→0

P (Thit < t+ ∆t|Thit > t)

∆t
(6.2)

Note that λ(t) is actually a function of the route, so that λ(t) = λ(route(t))
where route(t) describes the position and velocity the aircraft is suppose to
have at point t on the route.

6.3.2 Threat Model

The survivability model requires that the threats along the route can be modeled
in terms of λ(route(t)). The investigations in this thesis utilized a basic threat
model, where λ(route(t)) was set to a constant λk when the route intersects
with the threat area of threat k and zero outside this area. It was also suggested
(see Section 4.2.3) that λk for a specific threat system k could be described as

λk = ptrackρfire|trackphit

ptrack is the probability that the threat tracks the aircraft, ρfire|track describes
the threat’s rate of fire and phit|fire describes the probability that a launched
missile hit the aircraft.

Developing a more realistic and complex threat model is left as future work
and will be discussed in Section 7.1.

6.3.3 Properties of the Survivability Model

The following properties of the model is discussed in Section 4.3.

• Utility. The aim of the survivability model is to be a is to be a component
in a tactical decision support system, which can aid a fighter pilot with
for instance, route-planning, countermeasure management or highlight
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important information. The need of realism in the survivability model
depends on the functionalities of the TDSS. It is difficult to evaluate the
utility of the model, without first designing a TDSS and evaluate whether
the system increases the pilot’s chances of surviving the combat. This will
be further discussed in Section 7.3.

• Implementable.The survivability model has been implemented together
with the basic threat model, in order to perform simulations on a com-
puter. This proves that the model is possible to implement. Definition
6.1 shows that different kinds of ground-based threats can be modeled
within the survivability model, as long as the intensity λ(route(t)) can
be described. However, if the description of λ is too complex, it can be
difficult to evaluate the line integral analytically and numerical approxi-
mations will be needed.

• Non-additive risk. The risk over the route is non-additive, which can
complicate the interpretation of the survivability. However, if one wants
to maximize the survivability, it is possible to formulate the optimization
problem as maximizing ln(R(t)) instead, which gives a linear optimiza-
tion problem with the same solution, see Section 4.3.4.

• Uncertainty Representations.The survivability model is a stochastic model
that describes the probability of survival, i.e., the survivability. This corre-
sponds to inference uncertainty. However, when the information regard-
ing the locations and capacity of the threats are uncertain (i.e., measure-
ment precision uncertainty), the survivability will be uncertain2. This is
discussed in the next section.

6.4 Sensitivity to Uncertainty in the Input

The survivability model bases its calculations on information regarding the
threats located on or near the route. This information will in practice be un-
certain (measurement precision uncertainty), and this uncertainty will influence
the survivability calculations. The fourth objective addresses this problem:

O4 Investigate the influence of uncertainty in input to the model

Chapter 5 describes simulations where the uncertainty in input is represented
by describing the input as a random vector and the survivability as a random
variable. The simulation results are used to create histograms that estimate the
probability distribution for the survivability. The major part of these simula-
tions have previously been described in Paper I and Paper II.

2Inference uncertainty corresponds to level 3 and measurement precision corresponds to level 1
in the classification of uncertainty presented by Skeels et al. [84], see Section 2.4.
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The main results from the simulations are:

• The survivability distribution is in many scenarios a mixed distribution,
which include both continuous and discrete parts. Furthermore, in scenar-
ios with multiple threats, the survivability distribution may have complex
shapes, such as multiple hills and valleys. This makes the histograms dif-
ficult to interpret. If the survivability should be presented for a fighter
pilot during flight, it is important to design a suitable human-machine
interface, since the histograms are likely not suited for presentation.

• If the threat has a large intensity and/or a small intersection with the
route, the position uncertainty for this threat has a large impact on the
uncertainty in the survivability distribution. When both the position and
the type of a threat are uncertain, these two kinds of uncertainties inter-
fere.

• The aim of the survivability model is to be a component in a TDSS and
such a system should be able to manage the uncertainty in the survivabil-
ity. If the TDSS compare different possible routes or other actions and
these actions generate different histograms, the TDSS needs to be able to
compare different histograms in order to select the best action.

• The histograms describe both the survivability of the given route as well
as the uncertainty in the survivability. They could be used as a component
in a TDSS that focuses on sensor management or information collection.
It is desirable to gather the kind of information that reduces the uncer-
tainty in the survivability.

6.5 Uncertainty Measures

Paper VI argued that a TDSS should attach a confidence level to its recommen-
dations and also that the TDSS could control the sensors in order to achieve
the information needed for improving the confidence, see Section 3.1.1. Hence,
an uncertainty measure could be used both as a confidence level and for sensor
management. This motivates the last objective:

O5 Discuss and compare different uncertainty measures for representing the
influence of uncertainty in input

Several different uncertainty representations have been suggested and discussed
in this thesis. They are summarized together with their main advantages and
disadvantages below.
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Worst case - Best Case scenario

It was suggested in Section 4.3 that one way to represent the uncertainty in
survivability is to calculate the maximum (best case scenario) and minimum
survivability (worst case scenario).

+ Easy to calculate.

- Uninformative if the difference between maximum and minimum is large.

- The worst case may be very unlikely to occur.

Probability density distribution of the Survivability

The uncertainty in input can be represented by describing the input as random
variables. The survivability will then also be described as a random variable.
Monte Carlo Simulations can be used for estimating the probability density
distribution of the survivability by a histogram, see Chapter 5.

+ Considers all possible cases and also reflects the likelihood of the different
cases, as opposed to the worst case/best case representation.

+ Provides a rich representation of the uncertainty that can be used for
analysis of the model’s behavior.

- Difficult to interpret when it includes multiple maxima and minima.

- If the outputs from the survivability should be used by another system
aiding the pilot with for instance route planning or sensor management,
a more compact representation is desirable.

High survivability / Low survivability

In Section 5.2, the histograms are used for calculating the probability of high
survivability (survivability > 95%) and low survivability (survivability < 50%)
respectively. A route is good if the probability for high survivability is close to
one and the probability for low survivability is zero.

+ Represents both the survivability and the uncertainty in only two mea-
sures.

+ Can be useful when displaying the survivability for the pilot.

- Difficult to interpret when both values are large or both values are small.

- Requires that the designer can specify the thresholds.
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Standard deviation and Entropy

Section 5.3.1 describes how the standard deviation and entropy can be esti-
mated based on the histograms for the probability distribution of the surviv-
ability.

+ Summarizes the probability density function into a single value, which is
easier to analyze than the entire distribution.

+ Captures the uncertainty in the survivability reasonable well, in the sim-
ulations presented in Section 5.3.2.

+ Can point out which information that is needed in order to decrease the
uncertainty in survivability, see the simulations in Section 5.3.2. This in-
dicates that they can be used in a TDSS for sensor management and in-
formation collection.

- The actual values can be difficult to interpret.

The standard deviation and the entropy describe different characteristics of the
uncertainty. The standard deviation describes how gathered the distribution is
around the mean value, while the entropy describes how the probability density
is distributed to a few or many values. It was argued in Section 5.3.4 that the
standard deviation is to prefer.

The issue of estimating the standard deviation and entropy without the need
of Monte Carlo simulations is not addressed in this thesis, but is left for future
work, see the discussion in Section 7.4.2.

6.6 Main Conclusions

Situation analysis is connected with the goals of the agent and this thesis work
focuses on one of the fighter pilot’s goals, namely combat survival. The problem
analysis concluded that two important aspects of combat survival are threat
evaluation and evaluation of actions. Threat evaluation, where a number is
assigned to each threat for representing how much danger it poses, can be useful
in a TDSS that recommends actions that only affect one threat. However, it was
concluded that threat evaluation is a difficult task due to the weakly modeled
constraints and that the aircraft cannot know what the pilot intends to do. The
focus of the thesis work therefore shifted to predict the outcome of possible
actions that the pilot can perform, where the outcome is described in terms of
survivability. Advantages of evaluating actions instead of threats are that the
TDSS can suggest the actions with the best predicted outcome, that the aircraft
does not need to know what the pilot intends to do and that the resources of
the aircraft is taken into account. The prediction of survivability is uncertain
both since it depends on the actions of the threats and since the locations and
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capabilities of the threats may be uncertain. It has here been argued that it is
important to represent this uncertainty.

The problem analysis concluded with the research problem that was ad-
dressed in the second part on the thesis:

How to model survivability for a fighter aircraft, where uncertainty in
terms of both measurement precision and inference is described.

The survivability model described in Chapter 4 is suggested as a solution
to this research problem. The model represents the inference uncertainty, since
it describes the probability of survival instead of the survival itself. Further-
more, the model is implementable and able to incorporate different threat de-
scriptions. Several different ways of representing the uncertainty in survivability
that stems from uncertainty in measurement precision are suggested. The his-
tograms, which estimate of the probability density functions of survivability,
give a rich description of the uncertainty and are used in this thesis for analyz-
ing the model’s behavior. If the results from the model should be displayed for
the pilot, the representation of worst-case/best-case scenario or probability for
high survivability and low survivability can be utilized. However, further re-
search regarding which approach that should be recommended is needed, since
human-machine interaction has not been investigated in this thesis. If the out-
puts from the model should support another system that aids the pilot with
for instance route planning or sensor management, the standard deviation or
entropy are two promising candidates. They are more compact descriptions of
the uncertainty than the estimates of the total pdf, but more descriptive than
the representations suggested for presentation. Section 5.3.4 argued that the
standard deviation is to prefer, but further investigations are needed to confirm
this.

Hence, the suggested survivability model is a solution to the research prob-
lem. Chapter 7 discusses how the model can be incorporated into a tactical
decision support system.



Chapter 7
Future Work

“For my part I know nothing with any certainty, but the sight of the stars makes
me dream.”

Vincent van Gogh

This chapter describes directions for future work. The survivability model de-
pends on models of the threats in the surroundings and the chapter starts with
suggesting a design approach for a more realistic threat model (see Section 7.1).
The extension of the model to include airborne threats is discussed in Section
7.2 and a few aspects that need to be taken into account are presented. The aim
of the survivability model is to form the foundation for a tactical decision sup-
port system (TDSS). The design and evaluation of such a system is discussed in
Section 7.3. A number of possible services that a TDSS could provide are also
suggested. Uncertainty has been a theme trough the whole thesis and ideas for
future work regarding uncertainty is given in Section 7.4. Section 7.5 discusses
how the work can be contribute in two adjacent domains. Finally Section 7.6
summarizes the chapter by presenting a roadmap of future work.

7.1 Threat Model

The survivability model presented in Section 4.1 requires that the intensity func-
tion λ(t) can be described for all time instances at the route. This means that
the threats along the route needs to be described in terms of λ. In some cases, it
might not be known whether there exist threats in an area and if so, how many.
Then it can desirable to have a λ > 0 for all points of the route in the hostile
area.

The basic threat model presented in Section 4.2.2 describes each threat with
a constant λ and a threat area. This model might be too simple for being useful
in practice. Instead it can be desirable to describe the intensity as a function of
the distance between the threat and the aircraft, the relative speed and course
between the aircraft and the threat, the threat’s behavior etc. It could also be
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desirable to model the threat with a continuous intensity function, instead of
the piece-wise constant function suggested. The advantage with a continuous
threat model would be that a small deviation in the route would only cause a
small change in the survivability.

7.1.1 Design of Threat Model

In order to design a model of the threats, it is necessary to gain more infor-
mation of the important parameters in the model. This can be achieved by
combining expert knowledge from different domains. Expert knowledge can
be found both in a literature review and by interviewing domain experts.

The discussion regarding the intensity in Section 4.2.3 suggested the follow-
ing description:

λ = ptrack · ρfire|track · phit|fire (7.1)

This indicates that the following areas are interesting to investigate further.

• Fighter aircraft. Interviews with fighter pilots could reveal further knowl-
edge of how they evaluate threats and which parameters they focus on.
The interviews reported in Paper IV briefly addressed this question, but
further investigations are needed. It could also be interesting to further
investigate the factors that describe the pilot’s possibilities to maneuver
away from a missile, such as the aircraft’s speed, altitude and counter-
measures. In situations where the pilot can outmaneuver an incoming
missile, the survivability should be increased. The investigations regard-
ing missile avoidance by Moore & Garcia [63, 64] can be an interesting
starting point.

• Air defense system. It was concluded in Section 4.2.3 that it is difficult to
estimate the parameter ρfire|track which describes the rate of which the
air defense system fires against the aircraft if the aircraft is tracked. This
parameter describes the decision making of the human commander at the
air defense system and is likely to depend on many factors. Interviews
with personnel working with air defense could give valuable insights re-
garding how this parameter could be modeled.

• Guidance systems. The threats cannot fire against the aircraft, unless the
aircraft is detected and tracked by the threat’s guidance system. It is there-
fore interesting to model the detection range and tracking performance of
the guidance system. If the guidance system is radar, the probability for
detection depends on the aircraft’s radar cross section. Norsell [68] in-
vestigated optimal aircraft trajectories that minimized the aircraft’s radar
cross section against the threat’s radar system and it would be interesting
to capture this property in the threat model.
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• Missile systems. The risk that a missile hits the aircraft depends on the
missile’s characteristics. Sonawane & Mahulikar [86] presented a model
of aircraft susceptibility to IR guided missiles. A literature search is needed
for finding similar models for radar guided missiles.

A great challenge is to develop a model that captures all these areas without
being too complex. The model is assumed to be used in a TDSS in a future
fighter aircraft. It is therefore important to ask domain experts to estimate how
the technology development will influence the threats technological capabilities
in the future.

7.1.2 Evaluation of the Threat Model

Two important aspects of the model are the model’s ability to reflect important
characteristic of the threats systems and the model’s robustness against uncer-
tainty in input. The evaluation about these two aspects is discussed below.1

Validation of the Threat Model

In order to validate if the model captures the important characteristics of the
threats, the model can be shown to domain experts. The discussion regarding
the design of the model showed that several aspects of the threat need to be
captured in the model, such as the performance of the guidance system, the
decision making of the air defense commander and the pilot’s ability to maneu-
ver away from an incoming missile. It is therefore appropriate to validate the
model together with experts from different areas, in order to cover all impor-
tant aspects of the model.

A challenge is to describe and present the model in a pedagogic way, so that
the experts understand the model and its purposes.

Investigating the Threat Model’s Sensitivity to Uncertainty

The simulations presented in Chapter 5 revealed that the uncertainty in input
influences the uncertainty in the survivability and that the shapes of the sur-
vivability distribution may be complex. If the survivability model is extended
to include more complex descriptions of the threats, the influence of input un-
certainty is likely to be even more difficult to imagine without simulations. It
would therefore be interesting to simulate the influence of uncertainty for the
extended threat models, in order to investigate the impact of model complex-
ity on the survivability uncertainty. In situations where the input information
is uncertain, the gain of more detailed threat models might be lost, since the
model can be too sensitive to input uncertainty. Instead simple threat models
can result in a system that is more robust.

1The evaluation of if the model can be a useful part of a TDSS is discussed in Section 7.3.
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7.2 Airborne Threats

The interviewed fighter pilots in Section 3.1.4 pointed out that there is a large
difference between threats in the air and on the ground. Threats on the ground
can be considered static and it is possible to avoid them by keeping the distance
between the threat and the aircraft sufficiently large. Airborne threats on the
other hand, can maneuver and fly as fast as the own aircraft. It is therefore
not possible to avoid them by simply planning the route around them. Another
difference is that information regarding the positions of airborne threats ages
much faster. It is also difficult to predict future positions of the threats, since
they have high maneuverability and are likely to use this.

Extending the survivability model to also incorporate airborne threats re-
quires a number of modifications. The methodology for design and evaluation
of the threat model described above is still valid, but the model needs to take
more aspects into account. Three important aspects are briefly discussed below.

7.2.1 Time Span of Survivability Calculations

The time span of the survivability calculations should be shorter in case of flying
threats. It is not relevant to calculate the survivability for an entire route, since it
is not possible to know where the threats will be located. Instead, the interesting
time span must be short and the possible maneuverability of the threat and the
own aircraft should be taken into account. In scenarios where the threats are far
away, it can be relevant to assume that the threats will continue to fly against
the own aircraft (since if it maneuvers away, it will not be able to threaten the
aircraft). In scenarios where the enemies are close, both the own aircraft and
the enemies are likely to constantly maneuver in order to gain favorable relative
positions. It is therefore difficult to predict the future positions of the threats.

7.2.2 Information Need

The maneuverability of the threats increases the importance of seeing the threats
at all times, since the information regarding the threats positions ages fast. This
can be achieved by using own sensors, by sharing information inside the team
of fighters.2 Thus, the control of the sensors in the own aircraft and in the team
is an important issue. This puts constraints on the maneuvering of the aircraft,
since the aircraft sensors’ field of view is limited. Turning away from an enemy
might result in that the track is lost.

2The information can also be received from a command and control station with sensor sys-
tems that cover the entire scene. However, this information might not be available or the update
frequency too slow.
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7.2.3 Memory of Previous Positions

It is not only the enemy aircraft that are dangerous, but even more the missiles
fired from the aircraft. If a hostile aircraft has fired a missile and then turned
away, the missile will approach the own aircraft, even though the hostile air-
craft is not threatening the own aircraft at the moment. The missiles are smaller
than the hostile aircraft and more difficult to detect unless they are close. It is
therefore important to remember the previous positions of the airborne threats,
in order to predict possible missile positions.

7.3 Tactical Decision Support Systems

The situation analysis studied in this thesis is meant to be a part of tactical
decision support functions that can aid the fighter pilot during flight. The most
important evaluation criterion of the survivability model is therefore the utility
of the model in a system that aids the pilot. A TDSS can aid the fighter pilot
in different ways. In a study by Helldin & Falkman [42], fighter pilots agreed
upon that a decision support system in a future fighter aircraft could aid the
pilot by generating suggestions of appropriate actions to perform with respect
to the current threat situation. Their study also identified that important tasks
to automate would be gathering of information as well as the analysis of the
information.

Different approaches for designing and evaluating tactical decision support
systems are discussed in Section 3.3. A first step can be to investigate which
services a TDSS that can be useful for a fighter pilot. This can be investigated
together with fighter pilots, i.e., the indented users of the system, but also to-
gether with other domain experts such as system developers, teachers of fighter
pilots and experts that analyses and develops tactics. A proof-of-concept pro-
totype can be developed in order to visualize and concretize the suggested func-
tionalities. The development of such a prototype is also likely to reveal other
implementation issues that need to be addressed in the design of a TDSS.

This section suggests a number of TDSS functionalities that can be devel-
oped based on the survivability model and discusses some issues that needs to
be addressed in order to implement these functionalities.

7.3.1 Presentation of Information

The most direct way to use the survivability model would be to present the
calculated survivability together with the route on the displays in the fighter
aircraft. This requires a thorough investigation of how the survivability should
be presented and in which situations. When the pilot is inside friendly territory,
for instance, when starting or landing the aircraft, it might not be relevant to
display the survivability. Another important aspect when it comes to presenting
the survivability is how to handle the uncertainty in survivability. Several differ-
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ent representations of uncertainty in survivability have been suggested in this
thesis, see Section 6.5. Further investigations are needed in order to evaluate
whether these representations can be used for presentation.

The survivability could also affect the presentations in a more indirect way.
Section 3.1.2 suggested that a situational adapting system could aid the fighter
pilot during flight by adapting the presented information according to the situ-
ation analysis. The survivability model could be a component in such a system.
For instance, threats that have a high (negative) influence on the survivability
could be highlighted, while threats with a smaller influence on the survivability
could be presented in a less distinctive way. However, this approach needs to be
investigated further, since threats that are close to the route can be important
even though they do not affect the survivability, since they limit the pilot’s ma-
neuvering space. A threat that is located outside the route is not dangerous as
long as the pilot can follow the intended route, but if the pilot needs to change
the route, it is important that the aircraft does not maneuver inside the threat
area.

7.3.2 Mission Planning and Re-planning

Before a mission, the fighter pilot plans which route to fly. The route should en-
able the mission to be accomplished, which can include arriving at a waypoint
at a specific time or approaching a target from a suitable direction. In a plan-
ning system the pilot could test several routes and let the system calculate their
survivability or let the system perform the route planning automatically. Route
planning algorithms have extensively been investigated within the literature of
unmanned aerial vehicles, see for instance [79, 38, 96].The advantages of using
the survivability model suggested in this thesis, is that instead of only finding
the least risky route, it is possible to also estimate the survivability of this route.

The goal is to find a route that enables the pilot to accomplish the mis-
sion without being shot down. The route-planning therefore needs to consider
many factors such as the weather, fuel level, survivability etc. It might not be
possible to take a route that avoids all threats, since the fuel might not be
sufficient. On the other hand, taking the shortest route might be too danger-
ous. Route-planning can therefore be considered as a multi-objective optimiza-
tion problem, where several objectives need to be weighted against each other.
Multi-objective optimization has been applied to mission planning in air oper-
ations for instance by Rosenberg et al. [74] their approach can likely serve as
inspiration.

During the mission, the pilot might not be able to follow the intended route,
for instance because a new threat is detected that the pilot was not aware of
when planning the route. A TDSS can then aid the pilot to find a new route that
avoids the new threat and thereafter returns to the original route. This is also a
multi-objective optimization problem, since the same factors as above (or some
of them) need to be taken into account. However, re-planning is much more
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time critical than mission planning, since the new route must be calculated fast,
and it might therefore be necessary to find a more approximate solution.

7.3.3 Warnings and Recommendations of Actions

It is not likely that the positions of all threats in the area are known before a
mission. Instead the fighter pilot needs to constantly assess the situation in order
to find new threats that he was not aware of. When a new threat is detected,
the TDSS could aid the pilot to evaluate this threat by calculating its impact
on the survivability. If the threat significantly decreases the survivability, the
system could generate a warning to notify the pilot of the change in the situation
and suggest a new direction or an alternative route with higher survivability. If
the system constantly evaluates a number of directions, one or several new
direction can be suggested when the survivability of the present direction is too
low.

Randleff [73] suggested a model of the threats’ ability to detect and hit
the aircraft, which toke the impact of the pilot’s use of countermeasures into
account. Incorporating this into the survivability calculations could form a base
for advising the pilot when to use countermeasures. If the survivability for a
route is low, but the pilot must approach the threat in order to accomplish
the mission, the system could suggest when and which countermeasures that
should be applied or automatically release the countermeasures. Since chaff
and flares are disposable countermeasures, releasing resources in the beginning
of the mission means that there will be fewer resources left for handling other
threats later in the mission. A TDSS could therefore be used for planning when
the resources should be used. Norsell [68] investigated how to calculate a path
for the aircraft that minimizes the radar cross section against a threat radar
system, as discussed in Section 7.1. If this can be incorporated in the threat
model, the TDSS could support the pilot fly in such as way that risk of detection
is decreased.

A TDSS that suggests the best action(s), such as steering directions and the
use of countermeasures, should be able to compare the outcome of different
actions. This is complicated in the case of uncertainty in survivability. For in-
stance, when suggesting an alternative route, the system must be able to com-
pare a route with a high survivability and a large uncertainty, with a route that
has a slightly smaller survivability but with only a small uncertainty. Further-
more, the uncertainty in the recommendation should be indicated to the pilot
as discussed in Section 3.1.1.

7.3.4 Sensor Management

Xiong & Svensson [98, p. 163] described sensor management as “a system
or process that seeks to manage or coordinate the usage of a suite of sensors
or measurement devices in a dynamic uncertain environment, to improve the
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performance of data fusion and ultimately that of perception”. Bier et al. [8]
argued that a sensor management system can enhance the attack capabilities of
an attack aircraft by for instance decreasing pilot workload, increasing pilot sit-
uation awareness and reduce redundant sensor usage. Surveys of the problems
and approaches for sensor management are given in [98, 65].

According to Ng & Ng [65], there is an increased awareness of the im-
portance of sensor management research to go beyond scheduling and also
study how resource allocation can be optimized in accordance with the specific
mission goals. As argued by Malhotra [62], approaches that focus on gaining
as much information as possible at each particular time can be myopic. In-
stead the value of the information should be taken into account. This requires
a performance index that values the possible information that can be gath-
ered. The aim of the sensor management is then to optimize the sensor usage
against this performance index, which can include probability of target detec-
tion, track/identification accuracy, probability of loose-of-track, probability of
survival, probability of target kill etc [98]. Section 5.3 studied two uncertainty
measures and it was suggested that they could be used as performance index for
a sensor management system. However, a number of issues remain that need to
be addressed in the design of a sensor management system in a fighter aircraft:

Undetected Threats. A sensor management system cannot only focus on keep-
ing track of the detected threats in the area, but must also search for unde-
tected threats. It is therefore a trade-off between gather more information
regarding the detected threats and searching for undetected threats. If the
threats can move fast, such as hostile fighters, it is important to regu-
larly update their positions, since the information ages fast, as discussed
in Section 7.2.

Multi-Objective Sensor Management. Schulte’s goal model [82] describes that
the fighter pilot has three objectives when flying the aircraft, namely flight
safety, mission accomplishment and combat survival, see Section 2.1.1.
These objectives need to be reflected in a sensor management system.
The system cannot only focus on minimizing the uncertainty in surviv-
ability, but must also provide the pilot with information for flight safety
and mission accomplishment. Information requests regarding other ob-
jectives must therefore be handled and prioritized against the objective
of minimizing uncertainty in survivability. Thus, sensor management as
well as route-planning can be described as multi-objective optimization
problems, see the discussion in Section 7.3.2.

Information Need versus Emission Control. An active sensor, such as radar, emits
energy which might be detected by threats. Ng & Ng [65] pointed out
that there might be appropriate to restrict the sensor usage to achieve
low probability of intercept and to increase survivability. In particular,
if the threats are equipped with radar warning system, it is desirable to
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minimize the energy emission from the aircraft. However, this conflicts
the aim of gaining more information. An important issue is therefore to
find a balance between gathering information and remain undetected. The
weight of these two objectives may change over the mission.

Team of Fighter Aircraft. Fighter pilots usually operate within teams of several
aircraft. This enables them to share data and information among the air-
craft. Extending the sensor management problem to a team of aircraft
offers the opportunity to distribute the sensor measurement among the
aircraft in the team. Inspiration can come from the study by Virtanen et
al. [93] regarding team optimal signaling strategies. The determination of
which sensor track that should be transmitted on the data link was based
on how threatening the opponents were to the members of the own team.
An interesting extension would be to prioritize the information that is
transmitted both on how dangerous a threat is, but also how much it
influences the uncertainty in the pilot’s situation analysis, which can be
described by the uncertainty measure of the survivability.

7.4 Uncertainty Represenations

The management and representation of uncertainty has been a theme in the
thesis. The problem analysis, described in Chapter 3, identified that the sug-
gestions from a TDSS will be uncertain and that the fighter pilot needs to be
made aware of this uncertainty. The survivability model presented in Chapter
4 aims to describe the uncertainty regarding if the aircraft will be able to fly a
given route unharmed and Chapter 5 investigated the uncertainty regarding the
positions and capabilities of the threats. However, there are still many issues
regarding uncertainty that are interested for future work.

7.4.1 Uncertainty Descriptions in Situation Analysis

The survivability model presented in Chapter 4 is a stochastic model, aiming
at describing inference uncertainty3. The survivability is expressed in terms of
chance, and a natural starting point to describe the survivability is to use proba-
bility theory. However, knowing that 97 out of 100 aircraft will survive a given
route is not helpful if you are sitting in one of the 3 aircraft that will not make
it. It can therefore be difficult to interpret the survivability.

An approach would be to discard the probability approach, and consider
the survivability more as a subjective measure of how dangerous a given ac-
tion is, as assessed by a domain expert. In that case, it is reasonable to ques-
tion whether probability theory is the best uncertainty management method. It
might be more reasonable to describe the uncertainty in experts’ inferences of

3The inference uncertainty represents uncertainty at level 3 in the classification by Skeels et al.
[84], see Section 2.4.
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the survivability by other uncertainty representations such as fuzzy logic, ev-
idence theory or imprecise probability. The reason for this is that it might be
difficult for a human domain expert to give a specific number for the probabil-
ity.

Section 7.1 discussed how domain expert knowledge can be used for design-
ing a more realistic threat model. An investigation with domain expert can also
answer the question whether they are comfortable with describing the model in
terms of probabilities, i.e., whether their knowledge can be used for describing
the intensity λ. If the investigation shows that this is difficult, other uncertainty
management methods could be considered.

7.4.2 Confidence Levels of the Situation Analysis

Paper VI argued that the output from a TDSS should be associated with a con-
fidence level that describes the uncertainty in the output. This thesis work has
suggested several ways of representing the uncertainty and discussed their ad-
vantages and disadvantages, see Section 6.5. However, which uncertainty rep-
resentation that can be used as confidence level could depend on which TDSS
functionality it should accomplish. If the confidence level should be presented
for the fighter pilot, an investigation with end-users would reveal whether they
find the confident level useful and whether they prefer one uncertainty repre-
sentation before the other. If the confidence level should be utilized for sensor
management as discussed in Section 7.3.4, the uncertainty representation that
results in the best sensor management system would be to prefer.This thesis fo-
cused on confidence levels connected to the situation analysis, more precisely to
the survivability. However, another way to look at the uncertainty is to study
the appropriate actions or plans of the agent. In a system that suggests actions
for the pilot to take or a system that performs action automatically such as a
UAV or simulated fighter pilot agent, one could shift focus from the situation
analysis to consider actions instead. Consider the simple case when the type of
a threat is not known, but two different types of threats are possible. If the pilot
will act the same, regardless of which of the two types that is the true case, then
gaining the information of the threats type will not affect the pilot’s decision.
When considering the actions of the pilot, there is no uncertainty in this case.
The same point of view can be applied to more complex scenarios. Instead of
evaluating the uncertainty in the situation, it would be interesting to evaluate
the uncertainty in the pilot’s action space. A sensor management system would
then aim at collecting the information that could reduce the uncertainty in the
pilot’s action space.

Real-time Calculations of Confidence Levels

The discussion in Section 4.3.5 concluded that it was difficult to analytically
describe the uncertainty in the survivability when the input is represented as
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random variables. The approach used in this thesis has therefore been to use
Monte Carlo simulation to approximate the distribution of the survivability.
The simulation results were used to estimate the standard deviation and the
entropy. If one of these measures should be used as a confidence level in a
TDSS, it is required that the confidence level can be calculated in real-time, so
that the confidence level can aid the fighter pilot during flight. However, Monte
Carlo simulations demand much computational power and it is assumed that
it will not be possible to perform these simulations in the aircraft’s onboard
computer together with all other computations that are needed. It is therefore
necessary to find a way to approximate these measures without the need of
Monte Carlo simulations.

7.5 Generalization to Other Domains

The literature review described in Section 3.2 identified two adjacent research
areas which study similar research problems, namely the area of unmanned
(combat) aerial vehicle (UAVs/UCAVs) and computer generated forces. It could
be fruitful to study the literature in these areas further. It is also possible that
the results from this thesis can contribute also in these areas.

The main difference between a UAV and a manned fighter aircraft is that
there is no pilot inside the UAV, but the operator controls the vehicle from a
station located on the ground. The operator can give high-level commands to
the UAV, but usually the operator does not have the same situation awareness
as a pilot in a manned aircraft and the UAV therefore needs to include more
automation than a manned aircraft. Many of the suggested TDSS functions
above, such as route-planning, countermeasures management, and sensor man-
agement can be useful also in a UAV. Instead of suggesting actions for the pilot
to take, the UAV would have to be able to execute them automatically. A great
challenge in the design of UAV systems is the determination of which actions
that the UAV is authorized to perform autonomously and which actions that
requires permission from the operator.

In simulators it can be useful with simulated agents that act similar to real
fighter pilots. Dompke [24, p. 7-2] defines computer-generated forces as: “A
generic term used to refer to computer representations of entities in simula-
tions which attempts to model human behaviour sufficiently so that the forces
will take some actions automatically (without requiring man-in-the-loop in-
teraction)”. Computer-generated forces can be used as opponents in simula-
tors used for training and education of fighter pilots and can also be used as
opponents in simulators for development and evaluation of different tactics.
Finally, computer-generated forces can also be used for entertainment in com-
puter games.

Designing computer-generated force in the form of fighter aircraft resem-
bles the design of automation for unmanned combat aerial vehicles. The con-
sequences of malfunction are less severe, meaning that it is possible to try less
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well-tested algorithms than in a UAV or in a manned aircraft. It is also pos-
sible to make simplifications, such as ignoring the limitations of sensors and
actuators, unless these are important for the purpose of the simulation.

7.6 Summary and a Roadmap for Future Work

This chapter identified a number of possible ideas for future work. This section
concludes the thesis with suggesting a roadmap for future work, which summa-
rizes the ideas given in this chapter. The roadmap is schmematically illustrated
in Figure 7.1.

Figure 7.1: A schematic roadmap describing how a TDSS can be designed based on the
suggested survivability model.

The long-term purpose that motivates this research is to develop a tactical
decision support system (TDSS) that can enhance fighter pilot’s combat surviv-
ability. A first step in the design of a TDSS would be to determine which services
the system should provide. Several possible services are suggested and discussed
in Section 7.3, such as information presentation, route-planning, countermea-
sure management and sensor management. This decision can be guided by an
investigation regarding the end-users’ and other domain experts’ opinion of the
usability of the services.

When one or several services are selected, the second step is to investigate if
the threat model needs to be extended, see Section 7.1. For instance, a model of
the effect of countermeasures is needed if the TDSS should suggest countermea-
sure. If the TDSS should be able to aid the pilot in air-to-air combat, a model
of airborne threat model is needed, see Section 7.2. The development of the
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model will reveal whether a stochastic model is suitable or if other uncertainty
management methods should be regarded, as discussed in Section 7.4.1.

During the design of the TDSS its robustness against uncertainty in input
should be investigated. If the system is too sensitive against uncertainty in input,
it might be better to apply a simpler model if this yields a more robust system.
This thesis argues that recommendations from a TDSS should be accompanied
with a confidence level, and several uncertainty representations are suggested
for serving as confidence level, see Section 6.5. It should be investigated whether
these measures are suitable as confidence levels, see the discussion in Section
7.4.2.

The TDSS needs to be tested by fighter pilots in realistic scenarios, in order
to evaluate whether the TDSS can aid the pilots during flight. This evaluation
is likely to generate valuable insights of how the system can be improved. Fur-
thermore, including fighter pilots in the evaluation phase is likely to increase
the pilot’s understanding and acceptance of the system. If the TDSS enhances
the pilot’s combat survivability, then the purpose is fulfilled.
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Appendix A
Probability and Stochastic
Processes

Probability theory is used for modeling experiments in which the outcome can-
not be known for certain. Instead the possible outcomes of an experiment are
assigned a number describing its probability. The foundation of probability is
Kolmogorov’s three axioms:

Definition A.1 (Kolmogorov’s axiom). Let Ω denote the sample space of an
experiment, and let A denote an event, i.e., a set of outcomes of an experiment.
P (.) is a function that maps events in the sample space to real numbers such
that

Axiom 1 0 ≤ P (A) ≥ 1, for any event A

Axiom 2 P (Ω) = 1

Axiom 3 For two mutually exclusive events A and B (i.e.,A ∩B = ∅),

P (A ∪B) = P (A) + P (B)

This appendix presents the background material regarding probability and
stochastic processes that will be used in Chapter 4 and 5. The presentation
is based on [99] and [10].

A.1 Random Variables

Random variables are used to model experiments which include randomness.

Definition A.2. A random variable X is a function X : Ω→ R

X is called a discrete random variable if the range of X is a countable set. By
contrast a continuous random variable can take any real number in an inter-
val a ≤ x ≤ b. In the model that presented in Chapter 4, both discrete and
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continuous variables can be found. A discrete random variable X can describe
the state of the aircraft at a given time. This variable has two possible values
{alive, dead} and is therefore a discrete variable. Another variable could be
T , the time when the aircraft is shot down. This variable can take all positive
values and is therefore a continuous variable.

A.1.1 Cumulative distribution function (cdf)

Random variables can be described with their associated cumulative distribu-
tion functions (cdf).

Definition A.3. The cumulative distribution function (cdf) of a random vari-
able X is a function FX : R→ [0, 1] defined as

FX(x) = P (X ≤ x)

A continuous random variable has a continuous cdf and a discrete random
variable has a piece-wise constant cdf.

A.1.2 Probability mass/density function (pmf/pdf)

A discrete random variable can also be described with its probability mass func-
tion (pmf).

Definition A.4. The probability mass function (pmf) for a discrete random
variable X, pX : R→ [0, 1] is defined as

pX(x) = P (X = x)

The cdf for a discrete random variable can be calculated from the pmf using
the following expression:

FX(x) =
∑
k≤x

pX(k)

It is not possible to define a pmf for continuous random variables. Instead the
probability density function is defined as:

Definition A.5. The probability density function (pdf) for a continuous ran-
dom variable X, fX : R→ [0,∞] is defined such that

FX(x) =

∫ x

−∞
fX(u)du
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A.1.3 Mixed Variables

In some situations it is desirable to model a random variable as a combination
of a discrete and continuous variable. These variables are called mixed variables
and defined as follows:

Definition A.6. A mixed random variable has a pdf fX(x) that contains both
impulses and nonzero finite values.

The (unit) impulse function is defined as

δ(x) = lim
ε→0

dε(x) where dε(x) =

{
1
ε − ε

2 ≤ x ≤
ε
2

0 otherwise

An example of a mixed random variable is the time that a car has to wait when
arriving at a traffic light. There is a non-zero probability that the waiting time
is 0 seconds, since the traffic light can be green when the car arrives. Otherwise,
the waiting time is the time until the traffic light changes from red to green1.

Chapter 5 investigates the random variable survivability that describes the
probability that the aircraft can fly a given route in a scenario with threats. The
simulations show that survivability is a mixed variable, if the positions of the
threats are described with continouos random variables.

A.1.4 Functions of Random Variables

Let Y = g(X) be a function of a random variable, then Y is also a random
variable. If X is a discrete random variable, Y will also be discrete and the
probability mass function for Y can be calculated by:

pY (y) =
∑

x:g(x)=y

pX(x)

When Y is a continuous variable, the following two-step procedure can be used
for calculating the probability density function.

1. Find the cdf FY (y) = P (Y ≤ y).

2. Compute the pdf by calculating the derivate fY (y) = dFY (y)
dy .

If the function g is increasing and the inverse g−1 exists and is differentiable:

FY (y) = P (g(X) ≤ y) = P (X ≤ g−1(y)) = FX(g−1(y))

and

fY (y) = fX(g−1(y))

∣∣∣∣dg−1(y)

dy

∣∣∣∣
1An more detailed desription of this example is given in [10, p. 73].



136 APPENDIX A. PROBABILITY AND STOCHASTIC PROCESSES

A.2 Random Vectors

A vector X = [X1 . . . Xn]T of n random variables Xi is called a random vector.
For a random vector, the joint cumulative density distribution can be defined as

FX1...Xn(x1 . . . xn) = P (∩ni=1Xi ≤ xi)

For a discrete random variable, the joint mass function is defined as:

pX(x1 . . . xN ) = ∩Ni=1P (Xi = xi)

The joint density function for a continuous random variable must fulfil:

FX(x1 . . . xN ) =

∫ x1

−∞
. . .

∫ xN

−∞
fX(u1 . . . uN )du1 . . . duN

A.2.1 Marginalization

The joint mass/density function can be used for calculating the mass/density
function of the components in the random vectors. LetX and Y be two random
variables, then

PX(x) =
∑
y

pX,Y (x, y)

and

fX(x) =

∫ ∞
−∞

fX,Y (x, y)dy

This calculation is known as marginalization and can be generalized to N -
dimensional random vectors.2

A.3 Expected Value, Variance and Standard
Deviation

Definition A.7. The expected value of a random variable X is defined as:

E(X) =

{ ∑
x xpX(x) X is discrete∫∞
−∞ xfX(x)dx X is continouos

The expected value of a function of a random variable Y = g(X), can be
calculated based on the pmf/pdf of X as:

E(Y ) =

{ ∑
x g(x)pX(x) X is discrete∫∞
−∞ g(x)fX(x)dx X is continouos

2Marginalization is stated as Theorem 4.3 (discrete variables) and Theorem 4.8 (continuous
variables) in [99] together with a proof in the continuous case.
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Note that in general E(g(X)) 6= g(E(X))
The standard deviation and the variance describe the spread of a random

variable. They are defined as:

Definition A.8. The variance of a random variable X is given as:

V (X) = E((X − E(X))2) = E(X2)− (E(X))2

The standard deviation of X is:

σX =
√

(V (X))

A.4 Stochastic Processes

Stochastic processes are used for modeling random phenomena that depend on,
for instance, time.

Definition A.9. A stochastic process {X(t), t ∈ Γ} is a family of random vari-
ables that are indexed with respect to Γ, where Γ = Z or Γ = R.

The stochastic process at a given time t, describes a random variable. In Chapter
4 a stochastic process is used for describing whether the aircraft has been hit
by enemy fire at time t. When the aircraft starts the mission at time t = 0, it
will not be hit. This can be described as P (X(0) = ’not hit’) = 1. After a time
t > 0, P (X(t > 0) = ’not hit’) = p ≤ 1. Note that for a fixt t, X(t) equals the
discrete random variable S described above.





Appendix B
Lifetime Processes and
Survival Functions

This appendix describes the theory of lifetime processes and derive the rela-
tionship between the survival function R(t) and the intensity function λ(t). In
the theory of stochastic processes, lifetime processes can be used for describ-
ing the expected life time of technical components as well as the expected life
time of humans or animals. The description in this appendix is build on [10,
chap.12-13] and [6].

A lifetime process is a stochastic process {X(t), t ≤ 0}, with two states 0
(“life”) and 1 (“death”). The process starts in 0 and after a time Y (lifetime) it
changes to state 1. The process do not change after this. A defintion of lifetime
processes is given by:

Definition B.1. A lifetime process is a stochastic process {X(t), t ≤ 0} with
two states 0 and 1, such that X(0) = 0 and

P [X(t+ h) = 1|X(t) = 0] = λ(t)h+ o(h)

λ(t) is called the intensity function.
The lifetime Y is a stochastic variable, describing the time at which the

process will change from 0 to 1. The distribution of Y is given by the following
theorem.

Theorem B.1. The lifetime Y has the cumulative density function

P (Y ≤ t) = FY (t) = 1− exp(−
∫ t

0

λ(u)du)

and probability density function

fY (t) = λ(t)exp(−
∫ t

0

λ(u)du)
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The survival function is given by

RY (t) = P (Y > t) = 1− FY (t) = exp(−
∫ t

0

λ(u)du)

Proof. Using the following notation: Pi(t) = P (X(t) = i), i = 1, 2

P0(t+ h) = P [X(t+ h) = 0] = P [X(t+ h) = 0|X(t) = 0]P [X(t) = 0]

= (1− P [X(t+ h) = 1|X(t) = 0])P [X(t) = 0]

= (1− λ(t)h+ o(h))P (X(t) = 0) = (1− λ(t)h+ o(h))P0(t)

This gives that

P0(t+ h)− P0(t)

h
=

(1− λ(t)h+ o(h))P0(t)− P0(t)

h
= −λ(t)P0(t) + o(1)

Take limes and let h→ 0
P ′0(t) = −λ(t)P0(t)

In order to solve this differential equation, multiply with the integrating factor
exp(

∫ t
0
λ(u)du)

P ′0(t) exp(

∫ t

0

λ(u)du) + λ(t)P0(t) exp(

∫ t

0

λ(u)du) = 0⇔

d

dt

(
P0(t) exp(

∫ t

0

λ(u)du)

)
= 0⇔ P0(t) exp(

∫ t

0

λ(u)du) = C ⇔

P0(t) = C exp(−
∫ t

0

λ(u)du)

The lifetime process always starts in 0, meaning that P0(0) = 1 and C = 1.
Note that P0(t) = RY (t). Thus,

RY (t) = exp(−
∫ t

0

λ(u)du)

FY (t) = 1−RY (t) = 1− exp(−
∫ t

0

λ(u)du)

fY (t) = F ′Y (t) = λ(t) exp(intt0λ(u)du

An alternative way of deriving the relation between λ(t) and R(t) is given
in [6]. Consider the conditional probability P [t < Y < t + h|Y > t], which
describes the probability that the process changes in the time interval t + h,
given that no change has happened at time t. This can be written as

P [t < Y < t+ h|Y > t] =
P [t < Y < t+ h]

P (Y > t)
=
FY (t+ h)− FY (t)

RY (t)
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Dividing with h and take limes as h→ 0.

FY (t+ h)− FY (t)

hRY (t)
=

1

RY (t)
lim

FY (t+ h)− FY (t)

h
=

fY (t)

RY (t)
= λ(t)

Thus,

λ(t) = lim
h→0

P (t < Y < t+ h)|Y > t)

h

This is the definition that is used in the thesis, see Section 4.1.1





Appendix C
Line-Circle Intersections

The algorithm for calculating the intersection is summarized in Algorithm C.1.

Algorithm C.1 Calculate the intersection intersect between a line segment and
a circle
Require: P1(x1, y1), P2(x2, y2) end points of line segment, Pc(xc, yc) center-

point of circle, R circle radius
1: u⇐ (xc−x1)(x2−x1)+(yc−y1)(y2−y1)

(x2−x1)2+(y2−y1)2

2: xcpa ⇐ x1 + u · (x2 − x1)
3: ycpa ⇐ y1 + u · (y2 − y1)

4: D ⇐
√

(xcpa − xc)2 + (ycpa − yc)2

5: if ‖ Pc−P1 ‖> R and ‖ Pc−P2 ‖> R then {Both endpoints outside circle}
6: if u ∈ [0, 1] and D < R then {Line intersects with circle}
7: intersect⇐ 2 ·

√
R2 −D2

8: else
9: intersect⇐ 0

10: end if
11: else if ‖ Pc − P1 ‖≤ R and ‖ Pc − P2 ‖≤ R then {Both endpoints inside

circle}
12: intersect⇐‖ P2 − P1 ‖
13: else {One endpoint inside circle}
14: intersect ⇐ intersection_one_endpoint_inside_cirle {See Algorithm

C.2}
15: end if
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Algorithm C.2 Calculate the intersection intersect between a line segment and
a circle, when exactly one endpoint is located inside cirle
Require: P1(x1, y1), P2(x2, y2) end points of line segment, Pc(xc, yc) center-

point of circle, R circle radius, u,D, xcpa, ycpa calculated in Algorithm C.1
1: x⇐

√
R2 −D2

2: if ‖ Pc − P1 ‖< R then {P1 inside circle}
3: sect⇐

√
(x1− xcpa)2 + (y1− ycpa)2

4: else {P2 inside circle}
5: sect⇐

√
(x2− xcpa)2 + (y2− ycpa)2

6: end if
7: if u ∈ [0, 1] then {PI between P1 and P2}
8: intersect⇐ x+ sect
9: else

10: intersect⇐ x− sect
11: end if


