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Abstract
Tina Erlandsson (2014): A Combat Survivability Model for Evaluating Air
Mission Routes in Future Decision Support Systems. Örebro Studies in
Technology 59.

A fighter pilot flying in hostile environments needs to handle multiple 
dependent objectives, such as accomplishing the mission task, maintaining 
flight safety and avoiding enemy fire. A decision support system that 
can aid the pilot in assessing the survivability of different mission routes 
would be a useful tool for both the planning and the execution of the 
mission. A vital component in such a system is a model that describes 
how the enemy’s air defense systems affect the survivability of a route. 
The thesis proposes and analyzes a survivability model, which estimates 
the probability that the aircraft can fly a route unharmed. The model is 
able to capture dependencies over time, for example, that the enemy 
must track the aircraft before firing a weapon. Three different versions 
of the model are presented, each describing the enemy’s systems in different 
ways.

The thesis investigates how the survivability model can be used to analyze, 
compare and optimize mission routes. A compact measure is proposed 
for automatic route evaluation; the expected cost. It is shown that 
the expected cost can incorporate multiple dependent objectives, such as 
survivability, route length, and that the aircraft must be unharmed when 
performing the mission task. A route planner, which optimizes the route 
between two points with respect to these objectives, is also demonstrated.
The model’s sensitivity to input uncertainty is analyzed and it is suggested 
that this uncertainty should be incorporated in the evaluation of 
the routes.

The thesis concludes that the proposed survivability model enables 
domain experts to incorporate knowledge regarding different kinds of 
enemy systems, that the model can be used to evaluate routes regarding 
multiple objectives, and that the model can capture uncertainty with 
regard to the enemy’s positions and capabilities. The proposed model 
therefore shows promise in becoming a vital component in future decision 
support systems. Future challenges to achieve this are also outlined.

Keywords: fighter aircraft, situation analysis, combat survival, decision
support, uncertainty, air defense systems, Markov models.

Tina Erlandsson, Institutionen för naturvetenskap och teknik
Örebro University, SE-701 82 Örebro, Sweden, tina.erlandsson@saabgroup.com
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Sammanfattning

En stridspilot som ska utföra ett uppdrag inom fientligt luftrum riskerar att bli
träffad av vapen avfyrade från fientliga luftvärn. Piloten behöver därför plane-
ra sitt uppdrag så att dess syfte kan uppfyllas utan att flygplanet eller piloten
kommer till skada. Dessvärre är information om fiendens positioner och för-
mågor osäker, eftersom fienden ofta flyttar sina system och hemlighåller deras
prestanda. När piloten får uppdaterad information om fienden behöver han
därför analysera situationen på nytt för att avgöra om den planerade rutten är
lämplig att flyga eller behöver förändras. Ett beslutsstödssystem som värderar
olika rutter ur ett överlevnadsperspektiv skulle kunna hjälpa piloten både vid
planering av uppdraget och under flygning. En viktig komponent i ett sådant
system är en modell som beskriver hur fientliga system påverkar hur farlig en
rutt är att flyga.

Avhandlingen föreslår en modell som beräknar survivability, dvs sannolik-
heten för att flygplanet kan flyga en rutt utan att träffas av fiendens vapen. Mo-
dellen har förmågan att beskriva beteenden som utvecklas över tid, till exempel
att fienden först måste upptäcka flygplanet innan ett vapen kan avfyras. Tre
olika versioner av modellen presenteras och analyseras. Två-tillståndsmodellen
beskriver fiendens system som hotområden med tillhörande hotintensiteter. I
denna modell kan flygplanet vara antingen i tillståndet “oskatt” eller i till-
ståndet “träffat”. De övriga modellerna innehåller fem respektive åtta tillstånd
och beskriver de fientliga systemen som sensorsystem och vapensystem. Dessa
modeller innehåller fler parameter än två-tillståndsmodellen, men parametrar-
na överrensstämmer bättre med sättet som domänexperter beskriver systemen.
Åtta-tillståndsmodellen tar även hänsyn till i vilken mån flygplanet hotar fien-
dens skyddsobjekt.

Avhandlingen undersöker även hur modellen kan användas för att analy-
sera, jämföra och optimera rutter. Vid manuell analys kan modellen användas
för att visualisera vilka delar av rutten som är farliga och vilka faktorer som
påverkar survivability. Modellen kan även utökas för att beräkna en förväntad
kostnad för rutten. Den förväntade kostnaden kan kombinera flera beroende
mål, såsom hög survivability, kort ruttlängd och kort tid under vilken fien-
dens sensorer kan upptäcka flygplanet. En ruttplanerare har utvecklats för att
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beräkna den optimala rutten mellan två punkter med avseende på förväntad
kostnad. Dessutom visas hur survibilitymodellen kan kombineras med en enkel
uppdragsmodell. Detta gör det möjligt att modellera det faktum att flygplanet
måste vara oskatt när uppdragets uppgift ska utföras.

Indata till modellen består av positioner och typ av fiendesystem. Model-
lens känslighet för osäkerhet i dessa indata analyseras. Värderingen av rutter
som passerar nära gränsen för ett fiendeområde är mest känsliga för osäker-
het angående områdets position, speciellt om hotintensiteterna förändras mar-
kant vid gränsen. För att väga in denna osäkerhet vid värderingen av rutter
föreslås att man kombinerar väntevärdet och standardavvikelsen för anting-
en survivability eller förväntad kostnad. Dessa kan skattas med Monte Carlo
simuleringar, vilket kräver att modellen körs många gånger. Unscented trans-
form är en approximativ metod för att skatta dessa storheter och som kräver
färre beräkningar. Resultatet från simuleringar av ett antal scenarier tyder på
att unscentend transform är ett lämpligt alternativ till Monte Carlo simulering-
ar i situationer då beräkningskraften är begränsad och osäkerheterna i indata
inte är alltför stora.

Slutsatsen är att den föreslagna survivability modellen ger domänexperter
möjlighet att beskriva olika typer av fientliga system, att den kan användas för
att värdera rutter med avseende på flera beroende mål och att den kan beskriva
osäkerhet angående fiendens förmågor och positioner. Avhandlingen avslutas
med att beskriva framtida utmaningar som behöver hanteras för att använda
modellen som en komponent i ett beslutsstödssystem.

Figur 1: Ordmolnet visar de mest förekommande orden i titel och abstrakt för Paper
I-VI. Det har skapats med wordle.net
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Chapter 1
Introduction

“Before beginning a Hunt, it is wise to ask someone what you are looking for
before you begin looking for it.”

– Winnie the Pooh (Pooh’s Little Instruction Book inspired by A. A. Milne)

An air mission order has been received; the fighter pilot should locate target X
within the operational area and identify which defense systems the enemy has
positioned close to the target. Information from previous missions describes
where enemy air defense systems can be expected along the way to the target
area. However, the enemy frequently relocates its systems and the information
might be out-of-date. The pilot begins to plan the mission with the available
information in order to decide which route he1 should fly and what equipment
he should bring. He should locate the target, identify the defense systems and
thereafter return to the base unharmed. This implies that multiple objectives
need to be considered. A decision support system suggests a couple of routes
that all enable him to fly to the operational area and home again given the
amount of fuel and with a sufficiently high survivability, i.e., probability of
returning unharmed. He analyzes the suggestions and selects one mission route
to fly as well as two alternative routes.

Soon after the aircraft has taken off, the pilot receives updated informa-
tion regarding the enemy’s locations. The decision support system analyzes the
situation and warns the pilot that the route is slightly more dangerous than
was anticipated when the mission was planned. The selected route is still better
than the alternative routes and the pilot decides to continue the mission without
changes. When the aircraft approaches the operational area, its sensors detect
a new enemy system close to the planned route and the pilot is warned that
the route is highly dangerous. He decides to approach the area from another
direction and can soon locate the target and gather information regarding its

1In this thesis, the fighter pilot is referred to as “he” for convenience, even though there are both
male and female fighter pilots.
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2 CHAPTER 1. INTRODUCTION

protection. The mission task has been accomplished and the pilot should re-
turn to the base. During the flight, updated information regarding the enemy’s
systems has been frequently received. The decision support system suggests a
route based on this information and the pilot can land unharmed before the
aircraft runs out of fuel. The information that the aircraft has procured during
the flight will be used to plan new missions.

The above scenario is simplified in several ways, but still provides an insight
into the difficult tasks of planning and performing air missions2. A decision
support system of the kind outlined above could aid the pilot with these tasks.
The long-term aim motivating this research is therefore:

Long-Term Aim: Develop a decision support system for the purpose of enhanc-
ing the aircraft’s combat survivability.

Combat survivability here means the probability of flying unharmed with re-
spect to the enemy’s defense system. Hereafter, the shorter term survivability
will be used. Enhancing survivability is challenging since the pilot is facing an
opponent who intends to harm the aircraft or at least to hinder the pilot from
accomplishing the mission task. Furthermore, the enemy aims to keep informa-
tion regarding his intentions, capabilities and locations secret. This information
will therefore be uncertain and the pilot needs to deal with this uncertainty and
be prepared to re-plan or abort the mission when updated information is re-
ceived.

1.1 Problem Analysis and Research Question

A fighter pilot has different ways to increase the chances of surviving the com-
bat, for instance, planning the route to minimize the exposure to the enemy’s
weapons, deluding the enemy’s sensor systems with countermeasures, or weapon
deployment. A decision support system could aid the pilot to analyze the sit-
uation with respect to the enemy’s systems and decide how they should be
handled. This section analyzes the problem3 of designing a system of the kind
outlined in the research aim and formulates the research question.

1.1.1 Evaluation of Actions

In the literature, different support systems to aid the pilot with these tasks have
been suggested. Two different approaches can be identified. The first approach
evaluates each enemy system independently and suggests actions against the
most dangerous one(s) if necessary. These actions can be weapon deployment,

2One of the simplifications is that pilots do not usually fly the missions alone, but work and fly
together in teams. The organization is also more complex, which puts constraints on what the pilot
may do and which decisions that must be confirmed higher up in the hierarchy.

3The problem analysis presented below is built on the analyses presented in Paper III and Pa-
per d.
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evasive maneuvers against missiles or countermeasures against enemy sensors
or missiles, see e.g., [24, 67, 21]. The second approach is more pro-active and
evaluates how different actions will affect the future situation with respect to all
enemy systems. The actions are typically described in terms of routes possibly
complemented with countermeasures that should be activated during parts of
the route, see e.g., [77, 71, 11, 49, 58, 74]. The second approach is selected in
this work and the actions are described as routes consisting of waypoints.

The enemy possesses sensors that detect the aircraft and track its position.
This information is used by the enemy in order to fire weapons against the
aircraft. The risk that a weapon hits the aircraft therefore depends on whether
the enemy’s sensors have had time to track it with sufficiently high accuracy.
Hence, the survivability for one part of the route depends on earlier parts of the
route. An advantage with evaluating routes is that it is possible to capture these
kinds of dependencies. It is also possible to represent dependencies between the
enemy’s systems, such that the enemy’s sensors communicate.

1.1.2 Domain Knowledge

The evaluation of routes requires an assessment of how much threat the en-
emy’s systems pose to the aircraft. This assessment is far from trivial and re-
quires domain knowledge about the enemy’s capabilities and intentions. The
approach used in this work is to design a model that enables domain experts to
incorporate their knowledge regarding the enemy. This requires that the model
is expressive enough to capture typical behaviors. As commented above, the
enemy possesses both sensors and weapons that work together. Even though
there are some models in the literature that describe both the enemy’s sensors
and weapons, see e.g., [11, 102], these models do not capture the dependency
between the systems. There are also models that combine the risk of getting
detected and the risk of getting hit at a position, see e.g., [101, 49, 58], but
consider these risk to be independent of the earlier parts of the route. None of
these models is fully able to capture the enemy behavior outlined above.

The model should also be transparent to the experts, so that they under-
stand how to transform their knowledge into values for the model’s parameters
and how the parameters influence the behavior of the model. A transparent
model can aid the experts to interpret the outcome and detect inconsistencies
in the parameter selection. Furthermore, the model should be easy to update,
since new knowledge can be achieved and because the enemy might develop
new systems and new tactics.

1.1.3 Uncertainty Representation

The evaluation of actions will be based on information that is, by nature, un-
certain, partly because the enemy aims to keep its locations, capabilities and in-
tentions secret. In a study regarding threat evaluation systems in future fighter
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aircraft by Helldin and Falkman [48], fighter pilots argued that it is important
for them to receive indications of the reliability of the outputs. The importance
of representing uncertainty in threat evaluation systems has also been stressed
in other military domains, see e.g., [98, 80].

The possible strategies for handling uncertain information depend on the
kinds of information. Directing the sensors towards an enemy location or re-
questing information from other intelligence sources can be suitable strategies
for reducing uncertainty regarding the present situation. The enemy’s future
actions, for instance, if a weapon is to be fired, are predicted based on assess-
ments of the enemy’s intentions. Uncertainty regarding this prediction can not
be reduced with the use of sensors. On the other hand, it is possible to affect
the enemy’s future actions, for instance, by flying further away from an enemy
location. It is therefore useful with uncertainty representations that describe
and separate these kinds of uncertainties.

1.1.4 Research Question

The discussion above concludes that a vital component in the decision support
system presented in the aim is a model that:

• allows domain experts to incorporate their knowledge about the enemy’s
capabilities and intentions,

• allows for the evaluation of actions from a combat survival perspective,

• represents uncertainty regarding the enemy’s systems and future actions.

The overall problem of how to design the decision support system has, in this
thesis, been broken down to address a single research question:

Research Question: How to model the survivability of a route?

In order to answer this question, the three perspectives identified above are
considered.

1.1.5 Delimitations

A few delimitations of the work are worth pointing out. First of all, the focus of
this work has been decision support for fighter pilots. Even though much inspi-
ration has been taken from the literature regarding unmanned aerial vehicles4,
UAVs, and computer-generated forces, most of the interviews and discussions
with domain experts have focused on manned aircraft.

4UAVs are sometimes referred to as unmanned aerial systems, UASs, to stress the fact that the
vehicle is part of a system including the operation station and the pilot on the ground. Another
name is remotely piloted vehicles, RPVs, which further stresses that the vehicle has a pilot, even
though the pilot is not onboard the vehicle. However, the term UAV is used in this work, since it is
used in much of the literature.
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The enemy’s systems are assumed to be located on the ground or at sea,
i.e., no hostile fighter aircraft are considered. Furthermore, the enemy’s systems
are assumed to be stationary during the time the aircraft flies the mission. This
assumption is motivated by the fact that fighter aircraft usually fly much faster
than systems on the ground can move.

The decision support system is assumed to support the pilot pro-actively, by
aiding the pilot to analyze the situation and plan where to fly. This work does
not include decision support that helps the pilot to evade missiles that have been
fired against the aircraft. It is assumed that the pilot is trained to handle these
kinds of situations and that he has access to other kinds of support systems for
this.

It is assumed that the pilot operates alone, but can receive data and com-
mands from other aircraft or commanders. It can be agued that in the worst-
case scenario, the pilot has to fly alone, if the communication has broken down
or the other team members are shot down. However, pilots usually fly together
in teams, but this perspective has been omitted from this work.

1.2 Methodology

The research described in this thesis can be classified as design science and is
based on pragmatism. Design is concerned with how things ought to be, as op-
posed to natural sciences, which are concerned with how things are [89]. The
purpose of design science is to create and evaluate artifacts intended to solve
identified problems [52]. Lee and Nickerson [61] argued that design researchers
should consider the philosophy of pragmatism as the basis of the research, since
the interest of pragmatism not only includes truthfulness, but also usefulness
and moral rightness. Pragmatism focuses on the research problem and all avail-
able methods can be used to analyze the problem and finding solutions. This
gives the researcher the freedom to select the methods and techniques that are
best suited [20, chap. 1]. By combining different methods, a deep understanding
of the research problem can be gained and the drawbacks of one method can be
compensated by another method. The research methodology used in this the-
sis is to combine different methods, such as literature review, implementations,
demonstrations, and discussions with domain experts.

The work has been conducted in an iterative manner. Initial ideas regard-
ing what the model should capture and how it should be used were inspired
by interviews with fighter pilots and literature studies. These ideas have been
implemented, compared with other approaches in the literature, and discussed
with domain experts. These analyses have generated new ideas which have been
implemented and analyzed in the next iteration. This approach resembles the
three cycles for design science described in [51]. It should be emphasized that
the model developed in the last iteration is not necessarily better than the model
from the first iteration. Instead, the different solutions are suitable in different
situations. The thesis therefore includes discussions in which the different so-
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lutions are compared with each other and other approaches suggested in the
literature.

1.3 Contributions of the Work

The main contributions of this work are summarized below:

C1 Identification of demands for the survivability model expressed in the re-
search question and the decision support system outlined in the research
aim.

In order to model the survivability of a route, important characteristics of the
enemy’s systems and behaviors are identified. Furthermore, the potential usage
of the model for evaluation routes as part of a decision support system is an-
alyzed. The analysis of the model’s properties and its usage is guided by these
demands, for example, when constructing illustrative scenarios for demonstra-
tion.

C2 A model describing the survivability of an air mission route, having the
identified characteristics.

A model that describes the survivability of a route is developed and imple-
mented. Contrary to previous work, the model is able to describe situations
that evolve over time and to capture important dependencies. Examples of such
dependencies are that the enemy must track the aircraft before firing a weapon
and that the aircraft must be unharmed when performing the mission task. The
model is expressive enough to enable domain experts to describe different typ-
ical enemy behaviors and can be adapted depending on how much knowledge
that is available about the enemy.

C3 Methods for evaluating routes that integrate multiple dependent objectives.

The problem of using the survivability model for route evaluation is studied.
It is demonstrated how visualizations of the outputs from the model can be
used to identify dangerous parts of the route. Two different measures that sum-
marize the route into a single value are proposed for automatic route evalua-
tion. The survivability measure describes the probability that the aircraft can
fly unharmed and can be calculated by the model without modifications. The
expected cost measure includes multiple objectives, such as route length, the
risk of getting detected by the enemy, as well as the probability of successfully
performing the mission task. Contrary to previous approaches suggested in the
literature, the dependencies between these objectives are taken into account.
Furthermore, a route planner that calculates the optimal route based on these
objectives is implemented. It is shown that only a few parameters are needed,
in order to capture different preferences regarding typical objectives.
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C4 Investigations of how uncertainty in input influences the survivability model
and the route evaluation.

The survivability model utilizes information regarding the locations and types
of the enemy’s systems. This information is typically uncertain. It is shown that
the model’s sensitivity towards input uncertainty depends on how the enemy’s
systems are modeled as well as the distance between the route and the enemy
system.

Monte Carlo simulations are used to demonstrate that the mean and stan-
dard deviation of the survivability or expected cost can be used to evaluate
routes for the case with uncertain input. The mean and standard deviation
are also estimated by the unscented transform [57], which is an approximate
method that is less computationally demanding than the Monte Carlo simula-
tions. The results from these two methods are compared with simulations.

C5 Analysis of the model’s usefulness.

The strengths and weaknesses of the survivability model are identified, based
on analysis, demonstrations, and simulations. The model is also compared with
other approaches suggested in the literature. The model’s usage for route eval-
uation is analyzed and demonstrated. Furthermore, how to specify different
parameters, in order to achieve different required behaviors, is described and
illustrated with simulations.

1.4 Thesis Outline

This first chapter introduces and motivates the research question as well as
summarizes the contributions of the work. Chapter 2 presents background in-
formation regarding the fighter aircraft domain and information fusion. It also
presents related work. Chapter 3 presents the survivability model and discusses
how it can incorporate domain knowledge. Chapter 4 analyzes and demon-
strates how the model should be used to evaluate routes. Chapter 5 investigates
how the model and evaluation methods are affected, if the input to the model
is uncertain. Reflections regarding the research aim and methods used in this
work are given in Chapter 6. Chapter 7 presents brief summaries of the ap-
pended papers, as well as the motivation and the contributions for each paper.
Chapter 8 concludes the first part of the thesis by presenting conclusions and
future challenges. The second part of the thesis includes the appended papers.





Chapter 2
Background

“Fire is catching! And if we burn, you burn with us!”

– Katniss Everdeen (Mockingjay by Suzanne Collins)

This chapter describes the fighter aircraft domain, including the pilot’s goal,
combat survival, and air defense systems. Important concepts regarding infor-
mation fusion , such as situation analysis, threat assessment, and uncertainty,
are also introduced. Finally, related work regarding route planning in hostile
environments is presented.

2.1 Fighter Pilot Domain

A fighter pilot operates in environments where many decisions need to be made
quickly and where the stakes are high [2]. Decision support systems of different
kinds can aid the pilot when planning, executing and evaluating the mission.
During the years, a number of large research programs have studied decision
support for fighter pilots, e.g., Pilot Associate [5, 82], CoPilote Electronique
[56], Cognitive Cockpit [15], Tactical Mission Management System [88, 87]
and the Pilot Oriented Workload Evaluation and Redistribution project [50].
These programs aimed at designing crew assistant systems that would aid the
pilot in all phases of the mission. An ideal crew assistant should fuse informa-
tion from different sources to present a consistent view of the situation, give
advice and autonomously perform tasks when instructed [50]. The survivabil-
ity model developed in this work could be a component in such a crew assistant
system.

This section starts with classifying the pilot’s different classes of goals and
thereafter focuses on one of these goals; combat survival. It describes different
ways of handling enemy systems and presents air defense systems. Finally, the
information sources that can provide information about the enemy’s air defense
systems are briefly described.

9



10 CHAPTER 2. BACKGROUND

2.1.1 Schulte’s goal model

Schulte’s goal model [87] depicted in Figure 2.1, describes three classes of goals
for the pilot: flight safety, combat survival, and mission accomplishment. Flight

Figure 2.1: Schulte’s goal model [87] describes the three classes of goals for the mis-
sion: flight safety, combat survival, and mission accomplishment. Figure adopted from
Paper h.

safety includes consideration to altitude, weather, fuel level, and other aircraft
in the airspace. Combat survival implies avoiding getting shot down by enemies
in the air and on the ground, see further Section 2.1.2. Mission accomplishment
implies that the pilot should perform the mission task(s). These tasks depend
on the nature of the mission, such as reconnaissance in an operational area,
attacking targets on the ground, or defending the airspace against hostile air
forces.

During a mission, these three objectives might be in conflict with each other.
For example, in order to perform the mission task, the pilot is often required to
fly close to the enemy’s defense systems. Paper h considers these three goals as
three perspectives of the situational picture, of which the pilot must simultane-
ously be aware. Even though this work focuses on the combat survival, the aim
is not to maximize the survivability. Instead, the aim is to enable the pilot to
perform the mission tasks with high probability of returning unharmed. How-
ever, both combat survival and flight safety can be considered as prerequisites
for mission accomplishment, since the aircraft must be unharmed when per-
forming the task. The goal classes are therefore not independent. Furthermore,
returning unharmed implies that the aircraft and pilot can soon perform new
missions.
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2.1.2 Combat Survival

An important part of combat survival is to be aware of the locations and capa-
bilities of the enemy’s systems. In this thesis, the term enemy is used to represent
the hostile opponent in the conflict. The enemy possesses a number of sensors,
weapons, and command and control systems, which are all referred to here as
enemy systems. In the literature, the term threat can also describe an enemy unit
and is used in, e.g., Paper I. However, threat may also refer to the amount of
danger posed by an enemy unit, see Section 2.2.3. The term threat is therefore
not used here, in order to avoid confusion.

There are different ways that the pilot can avoid enemy fire1. When the
enemy unit is a hostile fighter, the enemy flight path can be used to classify its
type [44], its type of mission [4], as well as its behavior [22]. Air-to-air combat
can be modeled as a game during which both players try to maneuver into
a good firing position, while denying the opponent to do the same [18, 93].
Furthermore, by assuming that both players have these two goals, the optimal
flight path can be calculated [9, 96]. A similar approach can be used if the
enemy system is a missile, with the exception that the aim of the missile is to
hit the aircraft and the aim of the aircraft is to evade the missile [60, 66, 67].

Air defense systems, which are considered in this work, are much slower
than fighter aircraft and are here regarded as static. Assessing the enemy’s in-
tention by studying dynamic behavior, such as a flight path, is therefore not
fruitful. On the other hand, when the enemy systems are static, it is possible
to minimize the exposure to them by flying outside their weapon ranges. An
enemy system may hinder the continuation of the mission and can be danger-
ous in the near future, even though it is not dangerous in the present situation.
The pilot therefore needs to consider all enemy systems when deciding where
to fly. Route planning in hostile environments has been thoroughly studied in
the literature and is described further in Section 2.3. During flight, the pilot
might detect unknown enemy systems or systems that have been moved. The
pilot then has to re-plan the route or, in the worst case, abort the mission.

The use of countermeasures is another way to handle enemy systems, both
on the ground and in the air. The purpose of this is to delude the enemy’s sensors
and the guidance system of the hostile missiles. It is also possible to use signal
seeking missiles in order to suppress the enemy’s air defense system. Decision
support systems that aid the pilot to apply countermeasures and plan the use of
signal seeking missiles have been studied by e.g., [24, 77, 71, 21], but are not
included in this work.

This work studies a survivability model that should be used for route eval-
uation in a decision support system. The route evaluation can support the pilot
in different ways during the mission, as indicated in the motivating scenario in
Chapter 1. When the pilot is planning where to fly, the model can be used for

1More information can be found in Paper g that reports finding from an interview study with
two fighter pilots with focus on threat evaluation and team.
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analyzing the route in order to identify its critical parts. It can also be useful to
compare several possible mission routes, so that the best one can be selected.
During flight, the pilot might receive updated information regarding the enemy
systems. The decision support system can then aid the pilot by re-evaluating
the route with this new information and notifying the pilot if the survivability
of the route is significantly worse than expected. Furthermore, automatic route
planning requires a way of evaluating routes, in order to identify the best one.
Inspiration for the design of such a decision support system can come from the
work of Theunissen et al. [94]. They developed a system that should aid a UAV
operator to assess the risk of a route and understand how changes to the route
could reduce this risk. In display mode, the route, the terrain mask, and relevant
enemy systems were visualized. The system estimated the aircraft survivability
in evaluation mode and automatically generated trajectories in advisory mode.

2.1.3 Air Defense Systems

The task of the air defense is usually the defense of valuable assets, such as air-
fields, harbors, and critical infrastructures. This is accomplished by detecting,
identifying, and engaging hostile aircraft threatening the assets. These assets are
usually interesting targets for the fighter pilot and the aircraft is often required
to come near the air defense system in order to accomplish the mission.

An air defense system includes sensors, weapon systems, command and con-
trol (C2) systems, and human operator stations. The sensors are usually radar
systems, even though other sensors can be utilized, such as thermal or opti-
cal sensors [54]. The weapon systems can be anti-aircraft-artillery (AAA) or
surface-to-air missiles (SAM). Many air defense systems are designed for high
mobility, meaning they can be moved to a new location and set up in a short pe-
riod of time. Information about the system’s location ages fast and information
about known locations is typically uncertain, since the system may have been
moved. When a weapon has been fired, the enemy assesses the damage and de-
cides whether or not to fire another weapon. However, this damage assessment
cannot be performed immediately, since it takes some time for the weapon to
reach its target.

The system usually includes decision support systems that aid the operators
to identify hostile aircraft, prioritize them and suggest weapon assignments, in
order to neutralize or deter the hostile aircraft. Many factors influence this de-
cision, for example, the commander’s assessment of how important it is to deter
the aircraft, i.e., the aircraft’s degree of danger is assessed from the ground com-
mander’s point of view. This process is referred to as threat evaluation, see also
Section 2.2.3. Even though the threat evaluation process is typically secret, the
literature offers some insights into which parameters and methods that can be
used, see e.g., [85, 54, 69]. For instance, different kinds of parameters that de-
scribe the proximity between the aircraft and the asset have been suggested, cf.
[55]. This indicates that the proximity between the aircraft route and the assets
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affects the enemy’s threat evaluation process. An introduction to air defense
systems can be found in, for example, [54, 80] and references therein.

2.1.4 Information Sources and Sensor Management

Sensors on the aircraft detect and track entities in the surroundings, such as
aircraft, ships, trucks, etc. The sensors typically provide kinematic information
regarding the objects and possibly also information regarding identity or type.
A team of fighters can share sensor data and other information over a data link.
This enables them to use their sensors to search different regions of the airspace.
Furthermore, the fighter aircraft can receive information from a command and
control station that can transmit information collected by others in the area.
The sensor data is complemented with intelligence regarding expected enemy
systems. This information indicates the capabilities of the enemy systems, such
as the detection ranges of different sensors and the fire range of weapon sys-
tems. If other missions have recently been carried out in the area, there might
also be information regarding the positions of some enemy systems.

The sensors can either be controlled manually or with the aid of a sensor
management system. Bier et al. [12] argued that automatic sensor management
can enhance the pilot’s situation awareness as well as reduce the redundant
usage of sensors. The goal of sensor management is to co-ordinate the sensor
usage [68, 103]. This can be expressed as a multi-objective problem, where
several performance indices should be optimized, such as the probability of tar-
get detection, the track/identification accuracy, and the probability of survival.
It should be noted that sensor management cannot increase the survivability
per se, but can reduce the uncertainty in the pilot’s analysis of the situation.
This enables the pilot to make well-informed decisions and perform actions to
increase the chances of flying unharmed.

2.2 Information Fusion

The purpose of information fusion is to combine different pieces of informa-
tion, in order to achieve a better understanding of the world than a separate
piece could provide [42]. The pieces of information can originate from sensor
measurements, data bases, or human intelligence. This section briefly describes
a few important concepts within the information fusion domain and uses them
to frame and analyze the research question.

2.2.1 Situation Analysis and Situation Awareness

A fighter pilot need to be aware of many factors in order to make well-informed
decisions, for instance, weather, status of the own aircraft, as well as locations
of enemy systems and targets. The pilot analyzes the situation and interpret
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how the entities’ actions might impact his goals. The purpose of situation anal-
ysis is to create and maintain situation awareness [83]. A general definition of
situation awareness is given by Endsley [26, p. 36]:

“Situation awareness is the perception of the elements in the envi-
ronment within a volume of time and space, the comprehension of
their meaning, and the projection of their status in the near future.”

A domain-specific definition of situation awareness for fighter pilots is given by
Waag and Bell [97, p. 247]:

“a pilot’s continuous perception of self and aircraft in relation to
the dynamic environment of flights, threats, and mission, and the
ability to forecast, then execute tasks based on that perception.”

From these definitions, it can be concluded that situation awareness requires
the perception of the elements in the environment and their relationships. It
is important that the decision maker can project the situation into the (near)
future and make decisions based on the perception. According to Endsley [27],
situation awareness includes an understanding of the situation with respect to
the goals of the decision maker. In the fighter pilot domain, this implies ana-
lyzing and predicting the situation with respect to the three goals: flight safety,
mission accomplishment, and combat survival, see Section 2.1.1.

2.2.2 High-Level Fusion

The JDL-model is used as a common ground of reference for designers and de-
velopers of different information fusion systems. The model has been criticized
and revised over the years and a number of different versions exist, see e.g.,
[13, 14]. This thesis has adopted the version described by Hall and Llinas [42],
which consists of the following levels:

Source Pre-Processing aims at processing data, so that it can be used by the
other levels. Source pre-processing is sometimes referred to as Level 0.

Level 1: Object Refinement aims at combining data associated with an individ-
ual object, for instance, estimating type or position of the object.

Level 2: Situation Refinement aims at describing the current relationships be-
tween the objects in the environment.

Level 3: Threat Refinement aims at projecting the current situation into the fu-
ture. This includes inferring the intention and opportunities of the objects.

Level 4: Process Refinement aims at controlling the data acquisition resources.
This level is sometimes referred to as a meta-process, since the purpose is
to refine the information fusion processes at the other levels.
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Levels 2-4 are jointly referred to as high-level fusion, contrary to level 1
which is referred to as low-level fusion. The differences between low-level and
high-level fusion have been extensively discussed, see e.g., [14]. It has also been
pointed out that the concepts have been interpreted differently by different re-
searchers, [78]. According to Blasch et al. [14], high-level fusion focuses on
abstract information, such as behaviors, threats, goals, and intentions. Low-
level fusion, on the other hand, concerns numerical data, for instance positions,
velocities and identities. The research in this thesis can be considered as high-
level fusion. It concerns the relationships between the aircraft and the enemy’s
air defense systems. Furthermore, it considers the pilot’s goals (to survive and
accomplish the mission), as well as the enemy’s intention (to protect the assets),
and uses this knowledge to project the situation into the future.

2.2.3 Threat and Threat Assessment

One important part of the pilot’s situation analysis is to evaluate how threaten-
ing the enemy systems are to the aircraft and the continuation of the mission.
Roy et al. [84, p. 329] defined threat as “an expression of intention to inflict
evil, injury or damage”. Threat evaluation describes the relationship between
two objects, namely, the opponent and the asset2. From the pilot’s perspective,
the aircraft is the asset and the enemy is the opponent. If the pilot is flying
in teams, other team members can also be considered as assets that should be
protected. On the other hand, from the air defense perspective, the aircraft is
the opponent and the assets are on the ground, see section 2.1.3. According
to Johansson and Falkman [55], threat evaluation is often based on capability,
intent, and opportunity. Capability describes the opponent’s ability to inflict
damage and intent describes its determination to do so. Opportunity describes
the opponent’s possibility to carry out the intent. The enemy’s opportunity to
hit the aircraft changes over time, for example, when the aircraft enters or exits
an enemy weapon’s range.

Threat assessment is the analysis of the enemy’s intensions and capabili-
ties [64] and can be considered as a part of level 3 in the JDL model. Even
though the concepts of threat assessment and threat evaluation are closely re-
lated, there is an important distinction between them. Threat evaluation fo-
cuses on the threat posed by a single object, while threat assessment considers
an entire situation. However, capability, intent, and opportunity are also use-
ful concepts in threat assessment. The intentions and opportunities for an air
defense system depend on the aircraft’s actions, for instance, which route the
aircraft flies. The aircraft can only get hit if it flies within the range of the
enemy’s weapons. Furthermore, the enemy’s decision to engage the aircraft de-
pends on how dangerous the aircraft is to the enemy’s assets, see Section 2.1.3.

2Paper f presents a literature review regarding threat evaluation systems in military contexts
with focus on the fighter aircraft domain.
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It is therefore suitable to perform threat assessment of a mission route, rather
than predict a general future situation. The survivability model developed in
this work therefore describes the survivability of a given route, see Chapter 3.

According to Steinberg [92], threat assessment is complicated due to weak
spatio-temporal and ontological constraints on relevant evidence, as well as
weakly-modeled causality. For instance, models of the enemy’s intent are typ-
ically less complete than e.g., physical models used to predict the movement
of a ship. Different approaches to handle this problem can be identified in the
literature. The SPEW-project implemented simple rules, such as assigning a low
threat level for “far away search radar” and a high threat level for “incoming
missile” [24]. Liebhaber and Feher [63] investigated how human experts in the
navy air defense domain perform threat assessment in practice and designed
a rule-based system based on the same parameters the experts used. However,
one of their findings was that the experts evaluated the threats differently. It
could therefore be difficult to design a system that works in the same way as
a human expert. Another approach was used by Coradeschi et al. [19], who
designed a system in which the human experts could express their knowledge
by describing the behavior of simulated air combat agents. The approach used
in this work is to design a model that enables domain experts to incorporate
their knowledge regarding the enemy. Paper a identifies two demands for such
an approach:

• The model should be able to capture the behaviors of the enemy’s systems.

• It should be easy to update the model to include new knowledge regarding
the enemy’s systems.

2.2.4 Uncertainty

Uncertainty is a common theme within the information fusion research and
Bossé et al. [16, p. 1] argue that “the goal of fusion systems is to reduce uncer-
tainty”. It is common to distinguish between aleatory and epistemic uncertainty,
see e.g., [70]. Aleatory uncertainty is also referred to as variability, irreducible
uncertainty, or stochastic uncertainty and is the kind of uncertainty that comes
from the variability of a phenomenon. Epistemic uncertainty is also known as
reducible uncertainty, subjective uncertainty, or state-of-knowledge uncertainty.
This uncertainty is not due to the variability of a phenomenon, but the infor-
mation regarding the phenomenon is insufficient. This kind of uncertainty can
be reduced, or even eliminated, if more information is received.

In the fighter aircraft domain, there are several different kinds of uncer-
tainty. The measurement uncertainties in the form of errors in sensor measure-
ments and imprecision in information from intelligence sources will induce un-
certainty into the situation analysis. The measurement uncertainty is epistemic,
since better sensor measurements or more intelligence information would re-
duce this uncertainty. However, the situation analysis would be uncertain, even
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if the sensor measurements were perfect, since the situation analysis projects
the situation into the future. This uncertainty is here considered as aleatory,
since it is not possible to know exactly what will happen beforehand.

In a study regarding threat evaluation systems in future fighter aircraft by
Helldin and Falkman [48], fighter pilots argued that it is important for them
to receive indications of the reliability of the outputs. Waldenström et al. [98]
interviewed commanders in the navy and concluded that they include uncer-
tainty regarding number, type and behavior of enemy units when they assess
the threat in a tactical situation. This supports the idea that it is important to
represent uncertainty in threat assessment. Paper II argues that the strategies for
dealing with different kinds of uncertainties differ. Gathering more information
will hopefully reduce the epistemic uncertainty, but will (in most cases) not ac-
tually affect the situation. On the other hand, when the fighter pilot decides
how to act in order to change the situation, he is likely to take the epistemic
uncertainty into account, by being more cautious if the epistemic uncertainty
is large. According to Skeels et al. [90], it is difficult to adequately transform
uncertainty from one level to the other. Even though the uncertainty in mea-
surements might be well described, it is not clear how this uncertainty affects
the uncertainty at the inference level. The approach taken in this work is to
separate these kinds of uncertainty and study how the epistemic uncertainty
affects the aleatory uncertainty, see Chapter 5.

2.3 Related Work – Route Planning in Hostile Areas

Route planning in hostile environments has been studied in the literature for
both manned and unmanned aircraft. The literature is vast and the approaches
can be classified in many dimensions. For instance, the routes can either be
constructed by selecting a number of segments in a network, by moving way-
points in one or several dimensions, or by calculating a sequence of control
commands to get the aircraft to fly the route. Route planning is often formu-
lated as an optimization problem, such as calculating e.g., the shortest or safest
route. Different optimization techniques have been used, see for instance the
reviews [65, 76]. However, this section reviews how the enemy’s systems have
been modeled, different approaches for evaluating routes as well as how uncer-
tainty has been incorporated. This division corresponds to the three properties
for the survivability model described in the research question, see Section 1.1.4.

2.3.1 Models of Enemy Systems

Route planning in environments with no, or few, enemy systems can be ap-
proached by treating the enemy’s systems as no-fly zones. The air can be di-
vided into obstacle space and free space, and the aim of the route planning is
to find the shortest path within the free space, see e.g., [41]. Similar approaches
include to minimize the time within these threat zones, [81], or the distance
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between the path and the centre of the threat zones [40]. In the cases when
the enemy’s systems represent sensors, there are also approaches that include
terrain and the aircraft’s radar cross section, and aim to minimize the time dur-
ing which the aircraft is visible, see e.g., [94, 95]. Others have been inspired
by the radar equation and described the threat exposure as proportional to 1

r4 ,
where r is the distance between the aircraft and an enemy radar station, see
e.g., [7, 106, 73, 104].

The approaches above all used deterministic descriptions of the relation-
ship between the aircraft and the enemy’s systems. However, the information
regarding the enemy’s intentions and capabilities is typically uncertain and sev-
eral probabilistic modeling approaches have therefore been suggested. Dogan
[23] utilized a probability density function to describe the probability that the
aircraft would get detected, hit or shot down at a position. Pfeiffer et al. [74]
calculated the probability that a UAV could fly a route undetected or detected
at most k times. Detection could either be interpreted as a fatal attack, in which
case no detection is desirable, or as detection by enemy sensors, in which case
k > 1 can be acceptable. Kabamba et al. [59] argued that the UAV must be
tracked by radar for a certain amount of time before a weapon can be fired and
also during the time it takes for the missile to reach the UAV. They therefore
modeled the probability that the enemy radar is able to continuously track a
UAV during a sufficiently long period of time. Other references have focused
on the enemy’s weapons and the risk of getting hit. Berger et al. [10] associated
each subpart of the route with a probability of getting hit or detected. Win-
strand [101] and Hall [43] used a similar approach, but combined the proba-
bility that a weapon is fired with the conditional probability that the weapon
hits if it is fired. Randleff [77] suggested an approach where each position was
associated with a threat lethality affected by the pilot’s use of countermeasures.
Ögren and Winstrand [71] used simulations with surface-to-air missile mod-
els. Theunissen et al. [94] suggested a weapon state diagram for calculating the
probability that a weapon hits the aircraft, by identifying the underlying events
and their probabilities.

The enemy possesses both sensors and weapons, which together affect the
probability of flying the mission unharmed, see Section 2.1.3. It is therefore
suitable with models that consider both the probability of detection and the
probability of getting hit. Xinzeng et al. [102] and Besada-Portas et al. [11] sug-
gested probabilistic models for radar and weapon systems, but handled these
threats as independent of each other and also independent of earlier parts of the
route. In their models, it is not possible to represent that the sensors must track
the aircraft before a weapon can be fired. Several references have described
the risk at a position as the combination of the probability that the aircraft is
tracked and the conditional probability that the aircraft gets hit if it is tracked,
see [49, 58]. It is assumed that these probabilities at one position are indepen-
dent of where the aircraft has previously flown. In an integrated air defense
system, several sensors are searching the airspace and share information with
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each other and with the weapon systems. Furthermore, as commented above, it
takes some time between the sensors first detect the aircraft and until the enemy
has sufficient accurate position information to fire a weapon. The probability
that the aircraft will get hit inside the range of the weapon therefore depends
on how long time it has previously been within the range of the sensors. The
references identified in the literature review are not able to capture this depen-
dency.

The enemy’s decision to fire a weapon is guided by the enemy’s threat evalu-
ation of the aircraft, i.e., the enemy’s assessment of how dangerous the aircraft
is to the enemy’s assets, see Section 2.1.3. However, the thesis author has not
been able to find any models in the literature that incorporate the enemy’s threat
evaluation.

2.3.2 Multi-Objective Route Evaluation

A system that is able to aid the pilot to evaluate the mission route from a sur-
vivability perspective can aid the pilot to plan the mission route and analyze the
impact of newly detected enemy systems during flight as described in Section
2.1.2. However, the pilot cannot only focus on survivability, but needs to con-
sider multiple objectives. It is therefore useful to evaluate a route with respect
to multiple objectives.

The literature suggests several approaches for planning routes with mul-
tiple objectives, such as threat exposure, route length, and altitude. A com-
mon approach is to associate each objective with a cost function and minimize
the weighted sum of the costs, see e.g., [95, 40, 104]. The weights associated
with each cost function represent the preferences between the objectives. In
case there are constraints that may not be violated, the combined cost function
should be such that routes violating the constraints (infeasible routes) are as-
sociated with higher cost than feasible routes [81, 73, 106]. These constraints
are, for instance, that the aircraft should avoid ground collisions, fuel limita-
tions and that it should be possible to fly the path. There are also references
that have used Pareto dominance approaches, see e.g., [11, 107]. These ap-
proaches suggest several routes, such that no route dominates any other route
with respect to all objectives.

The pilot flies the route in order to perform a mission task. It is therefore in-
teresting to combine the objective of combat survival and mission accomplish-
ment. Bao et al. [6] used a cost function where the mission effectiveness was
divided with the sum of route length and threat exposure. This cost function
favors short routes with high mission effectiveness and low threat exposure.
However, it does not distinguish between the cases when the aircraft is exposed
to the enemy’s systems before or after the mission task has been completed.

All these approaches consider the objectives to be independent of each other.
It is therefore not possible to model the dependency between getting tracked
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and getting hit, as well as the fact that the aircraft must be unharmed when
performing the mission task.

2.3.3 Uncertainty and Route Planning

Route planning is typically based on uncertain information regarding the en-
emy’s capabilities, intentions, and locations. Deterministic models based on
e.g., the time the aircraft is visible [94, 95] and the radar equation [7, 73]
do not describe the uncertainty regarding the enemy’s capabilities. Li et al.[62]
used fuzzy logic to describe the threat level of an enemy system. However, many
of the models identified in Section 2.3.1 are probabilistic and described the
probability of getting detected or hit, e.g., [74, 49]. An advantage with these
quantities is that they are bounded between 0 and 1 regardless of the route’s
length, since they are defined as probabilities. It is therefore easy to compare
routes of different lengths. This work models the survivability of a route with
Markov models, since they describe probabilities and are able to capture de-
pendencies over time.

Information regarding the locations of the enemy’s systems is typically un-
certain, because the enemy camouflages its systems and frequently relocates
them, see Section 2.1.3. The simplest approach to handle this uncertainty is to
ignore it and plan the route with the available information. This approach can
be complemented with re-planning, in order to handle the enemy systems that
are detected during flight, also known as pop-up threats. Ruz et al. [86] sug-
gested another approach that combined a route that avoided all known enemy
areas with alternative routes that avoided pop-up threats based on their prob-
ability of appearance. An alternative approach to handle the input uncertainty
is to construct a probability map, where each position of the map is associated
with the probability that an enemy system occurs at that position. The proba-
bility map can either be assumed to be known, see e.g., [10, 77], or constructed
on the basis of surveillance information see e.g., [49, 58]. The risk or surviv-
ability of a route is thereafter calculated by combining the probability that an
enemy system is present with the probability that such a system would harm
the aircraft. It is therefore possible to model that an enemy system could be
active with some probability. On the other hand, this approach does not sepa-
rate uncertainty regarding the enemy’s locations and actions. It is therefore not
possible to determine whether more information would reduce the uncertainty,
as discussed in Section 2.2.4.



Chapter 3
Survivability Model

“Try again. Fail again. Fail better.”

Samuel Beckett

The research question states: How to model the survivability of a route?
This chapter describes the survivability model that has been developed in order
to address this question. The model should enable domain experts to express
their knowledge regarding the enemy’s system. It is therefore important that the
model is understandable to the experts and that the parameters can be inter-
preted. Furthermore, the model should be able to capture the typical behaviors
of the enemy’s system. These aspects are discussed at the end of the chapter.

3.1 Survivability Model

The survivability model should describe the probability that the aircraft can fly
a route unharmed, see 1.1.4. Three different versions of the survivability model
have been developed during this work. They are denoted below according to
the number of states they include. However, the important difference between
the models is their different ways of representing the enemy’s systems.

3.1.1 Two-State Model

The motivation for the two-state model1 is the observation that the aircraft
can only get hit (for the first time) at time t, if it is unharmed before. The
probability of getting hit at two different time points is therefore dependent.
This dependency needs to be captured in the model, if the survivability is to be
interpreted as a probability.

1The two-state model is first presented in Paper I for the case with constant threat intensities. It
is also used for the investigations in Paper II, Paper d, Paper e. Paper III further develops the model
by including linear and quadratic threat intensity functions.

21
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The two-state survivability model includes two states: Unharmed and Hit,
see Figure 3.1. The survivability is given as:

S(t) = exp

✓
−
Z t

0

λUH(u)du

◆
, (3.1)

where λUH(t) is the transition intensity from Unharmed to Hit. Formally, it is
defined as:

λUH(t) = lim

∆t!0

P (hit at time t+∆t|not hit at t)
∆t

. (3.2)

λUH(t) depends on the aircraft’s position at time t in relation to the enemy’s
systems. In this work, the enemy’s systems are described as circular threat areas
that are considered to function independently of each other. The threat areas are
associated with an intensity function, λUH(pos). When the aircraft flies along
the route, it will enter and exit different threat areas. λUH(t) depends on which
threat area the aircraft flies within at time t. The survivability continuously
decreases when the aircraft flies in an area with λUH 6= 0, but decreases faster
in the beginning. This behavior is due to the fact that the survivability model
incorporates the dependencies of getting hit at two different times.

Three different threat models are studied in this work, see Figure 3.1. The

Figure 3.1: The two-state model consists of two states: Unharmed and Hit. The intensity
UH(t) varies when the aircraft flies along the route. The enemy’s systems are described
with threat areas that are associated with constant, linear or quadratic intensity func-
tions. Map from ©OpenStreetMap contributors [1].
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constant threat model has a constant intensity within the entire threat area.
The linear and quadratic threat models describe the threat intensity such that
it decreases linear or quadratic with respect to the distance to the center of the
threat area. These three threat models all have the advantage that the surviv-
ability in equation (3.1) can be evaluated analytically. Furthermore, they only
require that two parameters are specified, the radius of the threat area and the
intensity at the center, λ0. The constant threat model has the advantage that
λ0 can be interpreted as the inverse of the mean-time-before hit, see Section
3.2.2. However, λUH(t) changes abruptly when the aircraft passes the border
of such a threat area. This makes the model sensitive to modeling errors of the
radius and λ0, as well as uncertainty regarding the positions of the areas. Fur-
thermore, if the pilot is not able to follow the route perfectly, there might be
a large difference between the survivability of the planned route and the flown
route. The linear and quadratic threat models are described with continuous
intensity functions. A small change of the route only results in a small change
of the survivability in these models. This makes the survivability estimates more
robust towards modeling errors, deviations from the planned route, and input
uncertainty, see also Chapter 5. The literature indicates that models that depend
on the distance are appropriate. For instance, the threat exposure to radar has
been modeled as proportional to 1

r4 , where r is the distance between the air-
craft and radar, [7, 106]. The probability of getting hit has been modeled with
smooth step functions [43, 101]. On the other hand, it might be difficult to
interpret the meaning of λ0 in the linear and quadratic threat models.

The threat intensity for a position should capture the enemy’s capability
to harm the aircraft, see further Section 2.1.3. Paper I suggests that the threat
intensity at each position should be described as:

λUH(pos) = pTrack · λFire|Track · pHit|Fire (3.3)

pTrack is the probability that the enemy’s system detects and tracks the air-
craft with sufficiently good quality to guide the weapon. pHit|Fire describes the
probability that a weapon hits the aircraft, given that it has been fired. This
parameter is sometimes referred to as pkill for a weapon. λFire|Track describes
the probability that the enemy decides to fire a weapon per time unit.
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3.1.2 Five-State Model

The enemy’s air defense systems consist of both sensor and weapon systems,
see Section 2.1.3. The five-state model2 has been developed to incorporate both
the risk of getting hit and the risks of getting detected and tracked. Contrary to
the two-state model, the five-state model does not describe the enemy’s systems
as independent units, since information and decisions are distributed between
them. It is based on a continuous-time Markov model with five states denoted
Undetected, Detected, Tracked, Engaged and Hit, see Figure 3.2.

Figure 3.2: The five-state model has five states: Undetected, Detected, Tracked, Engaged
and Hit, denoted by their initial letter in the figure. The transition intensities depend on
whether the aircraft is in a weapon area (bottom), a sensor area (middle), or outside any
area (top). Possible transitions within each area are illustrated with arrows.

The enemy’s systems are described as sensor areas and weapon areas and
each area is associated with a number of transition intensities λij > 0 for the

2The initial ideas to the five-state model are presented in Paper c based on discussions with
domain experts. An implementation and demonstration of the model is given in Paper b. Paper a
includes discussions about the interpretation of the states, the factors that influence the transition
intensities and the potential usage of the model as a component of a decision support system. These
discussions are inspired by several meetings with domain experts of different kinds. The five-state
model is extended to include overlapping sensor and weapon areas in Paper IV. Furthermore, the
model is utilized to investigate route planning in Paper V.
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possible transitions. For instance, λUD in a sensor area describes the conditional
probability that the sensor will detect the aircraft within a time unit, given that
it was previously undetected.

Let p(t) be the vector describing the state probabilities at time t, i.e., pj =

P [X(t) = j]. Then:

˙

p(t) = ⇤

T
(t)p(t), (3.4)

where

⇤ij(t) =

8
><

>:

λij(t), i 6= j

−⌫i(t) = −
X

j 6=i

λij(t), i = j. (3.5)

In order to solve equation (3.4), it is assumed that the rate matrix ⇤ is piece-
wise constant and only changes at the time points t0, t1, t2 . . . when the aircraft
enters or leaves an area. The solution to (3.4) can then be expressed recursively
as:

p(tn) = e⇤
T
n−1·(tn−tn−1)

p(tn−1), (3.6)

where ⇤n−1 is the constant rate matrix between tn−1 and tn.
The transition intensities for areas that are covered by multiple sensors

and/or weapons are modeled by combining the intensities for the single areas.
The following assumptions are made regarding the enemy’s systems:3

• The weapons receive information from the sensor.

• The sensors work together and the aircraft is regarded as being detected
by the enemy as soon as it is has been detected by one of the sensors.
Furthermore, the probability that the enemy loses track of the aircraft is
lower if the area is covered by multiple sensors.

• The enemy’s decision to engage the aircraft is independent of whether the
aircraft is within one or several weapon areas.

Contrary to other approaches suggested in the literature, the five-state model
has the ability to capture that the enemy must detect and track the aircraft
before firing a weapon against it and that the enemy’s defense systems can share
information.

3These assumptions are inspired by discussions with domain experts reported in Paper a. The
motivation and implementation of these assumptions are given in Paper IV. The discussion therein
can serve as inspiration for implementing other assumptions if applicable.
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3.1.3 Eight-State Model

The five-state survivability model describes both the sensors and weapons with
a continuous-time Markov model. However, due to the different nature of sen-
sors and weapons, it might be better to describe them in different ways. Sensors
are constantly searching the airspace, but weapons are not constantly fired. Fur-
thermore, if a weapon is fired, it is interesting to model whether the weapon
hits or misses the aircraft, rather than describing the time instance when the
weapon hits its target. The eight-state model4 is based on the assumption that
the following conditions should be fulfilled before the enemy can fire a weapon:

• The aircraft should be tracked with sufficiently good quality to guide a
weapon.

• The aircraft should have been identified as hostile, i.e., the enemy must
make sure that the aircraft is not civilian or belongs to the own forces.

• The aircraft should be within the enemy’s weapon range.

• The enemy should consider the aircraft as an important target, i.e., the
aircraft should pose a threat to one or several of the enemy’s valuable
assets, see Section 2.1.3.

The eight-state survivability model consists of two connected sub-models,
see Figure 3.3. The tracking model has four states: Undetected, Detected, Tracked,
and Identified. It is a continuous-time Markov model and the state probabili-
ties are calculated with equation (3.6). The fire model is a discrete-time Markov
model with the states Unharmed, Fire, Hit, and Miss. The state probabilities,
pFM , are calculated recursively as:

pFM (tk) =

0

BB@

1− pfire(tk) 0 0 0

pfire(tk) 0 0 0

0 pkill(tk) 1 0

0 1− pkill(tk) 0 1

1

CCApFM (tk−1) (3.7)

pkill describes the probability that a fired weapon hits the aircraft. pfire de-
scribes the probability that the enemy fires a weapon during the sample time
and is given as:

pfire(t) =

(
pI(t) · TV (t), if aircraft is inside weapon range
0, otherwise.

(3.8)

pI(t) denotes the probability that the tracking model is in state Identified, which
implies that the aircraft is tracked and identified according to the first two bullet
points above. TV denotes the threat value and describes how much danger the

4The eight-state model is presented in Paper VI.
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Figure 3.3: The eight-state model consists of two sub-models. The enemy’s sensor areas
are associated with the tracking model (top), which describe the enemy’s knowledge of
the aircraft. The fire model (bottom) describes the enemy’s decision to fire a weapon and
is associated with the enemy’s weapon areas and assets. The sub-models are connected,
since the probability that the enemy fires a weapon against the aircraft depends on the
probability that the aircraft is tracked and identified.
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aircraft poses to the enemy’s assets, see Section 2.1.3. In this work, it depends
on the distance to the closest asset. It can be argued that the enemy’s oppor-
tunity to hit the aircraft depends on the relative velocity between the aircraft
and the weapon’s launch position, see Paper a. The weapon areas are modeled
as ellipses aligned with the aircraft’s velocity vector to capture this. The dam-
age assessment is modeled to occur when the aircraft leaves a weapon area. All
probability mass for the state Miss is then transferred to the state Unharmed.
This implies that each weapon area is assumed to only fire once.

3.2 Discussion

The survivability model should enable domain experts to express their knowl-
edge regarding the enemy’s system. This requires that the experts understand
the model and how the parameters should be interpreted. Furthermore, the
model must capture the typical behaviors of the enemy’s systems. This section
discusses these aspects of the model. How to use the model to evaluate routes
is discussed in Chapter 4.

3.2.1 Understanding the Survivability Model

The survivability model calculates the probability of flying a route unharmed.
However, the pilot is not obligated to actually follow the route. In particular, if
an incoming missile is detected, the pilot should take actions in order to avoid
the missile, such as evasive maneuvers and countermeasures. There is also the
opportunity to abort the mission if it seems to be too dangerous. The chance
that the aircraft returns unharmed or with limited damage is therefore typi-
cally higher than the estimated survivability. It should also be noted that the
model only considers the known enemy systems. However, if the enemy pos-
sesses more systems than those known, the route might be more dangerous than
indicated. When interpreting the output from the survivability model, these two
aspects should be kept in mind.

The two-state survivability model is inspired by maintenance engineering
[8]. The survivability function can be interpreted in terms of the reliability func-
tion, which describes the probability that a component is functioning at time t.
The intensity function λUH(t) has its counterpart in the failure rate or hazard
function in maintenance. The two-state model can also be seen as a continuous-
time Markov model, which makes the extension to the five-state and eight-state
model intuitive. Markov models are used to describe stochastic processes in a
number of domains, e.g., target tracking and classification [79], life and sick-
ness insurance [3], and medical decision making [17, 91]. The technique is well
documented and inspiration can be gained from many different areas. When
discussing the model with domain experts, one can use analogies from other
domains to explain, for instance, the transition intensities. The graphical rep-
resentations are also useful as a pedagogical tool for discussing the model, see
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e.g., Figure 3.2. However, there is also a risk that the complexity of the model
is overlooked and that the output from the model is misinterpreted.

3.2.2 Parameter Selection

The survivability model requires that the threat areas, or sensor and weapon
areas, can be associated with transition intensities λij . There are (at least) two
alternative interpretations that can be useful for modeling these. When consid-
ering the transition intensity between the states Undetected and Detected, λUD,
a frequency interpretation can be useful. Consider a sensor with scanning time
Tscan and the probability pdetection for detecting the aircraft in one scan. λUD

can then be set to:

λUD  pdetection
Tscan

. (3.9)

The second interpretation of the transition intensities is to utilize the fact that
if λij is constant, then ⌧ij =

1
λij

is the mean-time-before-transition. This is due
to the relation between Markov processes and Poisson processes, see e.g., [105,
chap 12]. The expected time between a sensor first detects the aircraft and until
it has a high quality track of the aircraft can be used to specify:

λDT  1

⌧DT
. (3.10)

Sensors work in a continuous manner and describing them in terms of λij or
⌧ij therefore seems appropriate. However, it might be more intuitive to describe
weapons in terms of the probability that a fired weapon hits the aircraft, pkill =
phit|fire. This is done in the two-state model and the eight-state model.

The enemy’s decision to fire a weapon is difficult to model, since it depends
on many unknown factors. The enemy’s commander frequently evaluates the
situation, but not independently of the previous evaluation. In the analogy to
Tscan above, one could assume that the enemy commander evaluates the situ-
ation with the frequency 1

Teval
and could consider the probability that he/she

engages the aircraft in one time frame. However, one then assumes that the
evaluations in two time frames are independent, i.e., that the commander does
not have a memory. The eight-state model presents a partial solution to this
problem. It has a state to describe that a weapon has been fired. It is assumed
that the commander will not fire another weapon until the damage has been as-
sessed. However, if the commander decides not to fire, the model has no means
to remember this. Even though it would be desirable with a more realistic model
of the enemy’s decision making, such a model would probably require a lot of
information that is possibly not accessible.

Finally, it should be emphasized that the required accuracy for the estimates
of the parameters depends on the usage of the model. For instance, if the model
is used to compare routes, the exact values are of less importance than the
relationship between them. This is discussed in more detail in Section 4.4.
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3.2.3 Shapes of Enemy Areas

The survivability model expressed as equation (3.1) or equation (3.4) is gen-
eral in the sense that different area shapes and intensity functions can be used.
However, it is not always possible to express the solution analytically. The sur-
vivability model has only been implemented with 2D circular enemy areas, but
it is possible to use other shapes as long as the intersections between the routes
and the areas can be calculated. Pfeiffer et al. [74] used nested polygons in a
model similar to the two-state model. It would be possible to use that approach
for all versions of the survivability model. It is also possible to include altitude
and use 3D areas as, for instance, semi-spheres, cones, or cylinders.

More complex shapes or intensity functions can be used, provided the equa-
tions (3.1) or (3.4) can be solved. An alternative approach is to transform
the model into a discrete-time Markov model. For instance, dynamic weapon
ranges can be described in the fire sub-model of the eight-state model, since it
is a discrete-time model. This provides more flexibility to describe the enemy
areas in different ways. However, it might increase the computational time of
the model.

3.2.4 Capturing Enemy Behavior

Three different versions of the survivability model are presented above. They
differ in the ways they represent the enemy’s systems. The two-state model
considers them to be independent threat areas. This model can describe the sit-
uation when the enemy has co-located its sensors and weapons, such that each
sensor-weapon pair works independently of the others. It could also be a suit-
able model in scenarios where the enemy is assumed to have good surveillance
capabilities and the aircraft is tracked everywhere inside the hostile environ-
ment. In such situations, there is no point in avoiding detection. The threat
areas would then represent the enemy’s weapon system. Finally, the threat ar-
eas can represent the enemy’s sensors to describe situations where there is no
knowledge about the enemy’s weapons. A limitation with such an approach is
that the model cannot describe that the enemy could lose track of the aircraft.

The two-state model describes the enemy’s system with a threat intensity
λUH(pos), which combines the probability of getting tracked and getting hit at
a position. A similar idea can be found in the literature, where each position or
subpart of the route is described with the probability of surviving, psur, see e.g.,
[43, 101, 49, 58, 10]. This can be seen as a discrete-time version of the two-
state survivability model, where λUH is replaced with the probability 1− psur.
Pfeiffer et al. [74] utilized a Poisson model to calculate the probability that the
aircraft was detected (or hit) at most k times. For the case of k = 0, their model
coincides with the two-state survivability model. However, they do not offer
any guidance regarding how to describe the intensity.
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The five-state model describes the enemy’s systems as sensor and weapon
areas that communicate with each other. The probability that the aircraft gets
hit depends on the probability that the enemy is tracking the aircraft. Hence, the
momentary risk of getting hit depends on the earlier parts of the route. The five-
state model could also be used to model the situation described above, where
the enemy has co-located sensors and weapons and where the systems work
independently of each other. This is done by overlaying a sensor and weapon
areas and assigning high values for the transition intensities when the aircraft
is outside any area. The idea of describing the enemy’s sensor and weapon
systems in different ways can be found in the literature as well. Both Xinzeng
et al. [102] and Besada-Portas et al. [11] presented different threat models for
sensors and weapons. However, they described these threats as independent of
each other and also independent of earlier parts of the route. In their models, it
is not possible to represent the relationship between getting tracked and getting
hit.

The eight-state model includes enemy sensors, weapons, and assets. This is
the most flexible version of the model. The description of pfire includes the four
conditions described in Section 3.1.3. However, each one of these conditions
can be removed or changed and new ones can be included, with only slight
modifications to the description of the others. The model has been inspired by
discussions with domain experts, see Paper a, as well as literature regarding air
defense systems, see further Section 2.1.3. To the best knowledge of this thesis
author, models including the enemy’s threat evaluation process have previously
not been suggested in the literature.





Chapter 4
Route Evaluation

“Prediction is very difficult, especially if it’s about the future.”

Niels Bohr

The survivability model should be used as a component in a decision sup-
port system for evaluating routes. This chapter first discusses how a visualiza-
tion of the state probabilities can be used to manually analyze a route in order
to identify its dangerous parts and the factors influencing the survivability. In
automatic route planning and situation analysis, there is a need for a compact
measure that summarizes the route. The expected cost is proposed as such a
measure. It is shown that the expected cost can combine multiple objectives,
such as short route length, high survivability, and short time during which the
aircraft is tracked. An automatic route planner that calculates the route with
the lowest expected cost is also demonstrated. Furthermore, it is shown how
to extend the survivability model to include the probability of performing the
mission task. The chapter ends with a discussion of some issues regarding the
inclusion of the route evaluation in a decision support system.

4.1 Visualization of State Probabilities

The survivability models describe the probabilities of being in the different
states when the aircraft flies along the route. When the pilot is planning the
mission, the state probabilities can be used to analyze different possible routes
from the combat survival perspective1. Consider the scenario2 depicted in Fig-
ure 4.1. The pilot should fly from the first waypoint (WP1) to the final waypoint
(WP4). The figure illustrates one route that will enable the pilot to accomplish
this.

1Paper III, Paper a and Paper b show visualizations of the state probabilities for different sce-
narios with the five-state survivability model. Paper VI demonstrates the state probabilities for a
scenario with the eight-state model.

2This scenario is also used in Paper V. See the paper for details about the numerical values for
the rate matrices.
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Figure 4.1: A scenario with a mission route consisting of four waypoints, WP1–WP4.
The red solid circles represent the enemy’s weapon areas and the orange dashed circles
represent the enemy’s sensor areas.

Figure 4.2: The state probabilities along the route in Figure 4.1 for the five-state surviv-
ability model. The survivability at the end of the route (S) is also displayed.
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Figure 4.2 shows approximations3 of the state probabilities for the route
in Figure 4.1, where the five-state model has been used. The state probabili-
ties for Detected and Tracked increase when the aircraft enters the first sensor
area. When the aircraft leaves the sensor area, the enemy is likely to predict
the aircraft’s path. The state probability for Tracked therefore only decreases
slightly between the sensor areas. This shows that the model is able to cap-
ture the assumption that the sensors communicate and share information. The
route intersects a weapon area between WP2 and WP3. The state probability
for Tracked is high and the state probabilities for Engaged and Hit increase
fast. At the end of the route, the aircraft needs to enter yet another weapon
area. The state probability for Tracked is lower than for the first weapon area
and the state probability for Hit increases more slowly. This illustrates that the
model is able to capture the dependency between the risk of getting tracked and
getting hit.

Visualizing the state probabilities as in Figure 4.2 gives the pilot a rich de-
scription of the situation and what to expect during the route. It can be used
to compare different routes and analyze how the route should be modified in
order to increase the survivability. Even though all versions of the survivability
model could be used, the five-state model and the eight-state model have the
advantages of being more detailed and showing the factors that influence the
survivability.

4.2 Automatic Route Evaluation

The survivability model could also be used for the automatic evaluation of
routes. During flight, the decision support system could aid the pilot to ana-
lyze how the enemy’s systems affect the survivability of the route and possibly
generate warnings if the situation drastically worsens. The survivability model
could also be part of a route planner that calculates the best route. However,
automatic route planning requires that the route can be summarized into a sin-
gle value. This section discusses two such measures: survivability and expected
cost4. A route planner is also demonstrated.

4.2.1 Survivability

The survivability is defined as the probability of flying unharmed. This can
be interpreted in all versions of the survivability model as the probability that

3The figure has been created by dividing the route into small segments, i.e., adding more way-
points along the route. It has been noted that the calculations of the state probabilities change
slightly with the number of segments. It is presumed that this behavior is due to rounding errors
and approximations for calculating the matrix exponential. However, this behavior has not been
investigated further.

4Paper b compares three different ways of evaluating routes: state probabilities, survivability
and probabilities for reaching the states. The expected cost is proposed and demonstrated for route
evaluation in Paper IV. Paper V uses the expected cost for automatic route planning.
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the aircraft is not in the state Hit at the end of the route. The survivability is
bounded between 0 and 1 for all routes, which is desirable if one wants to spec-
ify a lower threshold for acceptable survivability. However, the survivability is
indiscriminant in low-risk scenarios where all suitable routes avoid the weapon
areas and have 100 % survivability. It might be suitable to incorporate more
states than Hit in the evaluation of routes in these situations. For instance, it
could be important to minimize the time the enemy is tracking the aircraft,
since this could reveal information regarding the aircraft’s capabilities and the
intentions of the mission as well as future missions.

4.2.2 Expected Cost

The states and transitions in the survivability model can be assigned different
costs. When the process is in state i, the cost bi should be paid at each time
unit. Furthermore, when the process transfers from the state i to j, the cost
cij should be paid. This work only uses constant cost parameters, for more
complex cost functions see e.g., [3, 53]. The accumulated cost at time t depends
on the outcome of the process and is a random variable with an expected value,
v(t), which is here denoted the expected cost.A differential equation for v(t) can
be derived by considering the change during a small time interval ∆.

v(t+∆)− v(t) =
X

i

pi(t) (1− ⌫i(t)∆) bi∆+

X

i

pi(t)
X

j 6=i

λij(t)∆ (cij + biO(∆) + bjO(∆)) .

Rearrange the terms and let ∆! 0.
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X

i
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0
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X
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The expected cost can be calculated by augmenting the differential equations in
the survivability model with an extra state. Let x =

�
p1 · · · pN v

�T
. Then:

˙

x(t) = Ax(t), (4.2)

where A is a matrix with the structure:
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✓
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⇠T 0

◆
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⇤ is described in equation (3.5), 0 is a vector with zeros and ⇠ is a vector with
the elements:

⇠i = bi +
X

j 6=i

λij(t)cij .



4.2. AUTOMATIC ROUTE EVALUATION 37

The solution can be expressed in analogy with (3.6) as:

x(tn) = eAn−1·(tn−tn−1)
x(tn−1). (4.4)

The expected cost is a flexible measure in the sense that the pilot has great
freedom in selecting the cost parameters to reflect the preferences of the mis-
sion. However, there are many cost parameters, bi:s and cij :s, and it might be
difficult to predict the behavior of the evaluation if one changes them all. It is
therefore shown in Paper V that only a few parameters are needed in order to
combine three typical objectives for the five-state survivability model;

Survivability The cost of losing an aircraft, cHit should be assigned to the tran-
sition to the state Hit, i.e., cEH = cHit.

Route Length The cost of being in the air for one time unit, bLength, should be
assigned to bi for all states. In this work, the aircraft flies with constant
velocity and the route length is proportional to the time it takes to fly the
route.

Information Denial The cost of being tracked by the enemy for one time unit,
bInfo, should be added to bi for the states Tracked, Engaged, and Hit.

4.2.3 Multi-Objective Route Planning

A route planner5 based on particle swarm optimization (PSO) [75] has been
implemented, to find the route with the minimum expected cost. PSO is used
because the optimization considers the entire route, it has few tuning param-
eters, and it has previously been used for route planning, see e.g., [40, 73, 6].
Furthermore, it has performed well for different kinds of optimization prob-
lems compared to other evolutionary methods [25]. However, PSO is a heuristic
method and there is no guarantee that the optimization finds the optimal route.
Initial investigations revealed that the route planner often suggested different
routes when it was run several times with the same initial conditions. The rea-
son is that the algorithm includes a random search component. Furthermore,
different initializations also result in different solutions. The route planner is
therefore run with four different initializations and five times per initialization.

Figure 4.3 shows the results from the route planner for the same scenario as
in Figure 4.1. The route planner should find the route, from the start point to
the final point, with highest survivability and shortest route length. It identifies
different routes that avoid the weapon areas as much as possible.

5The route planner is further described and investigated in Paper V. See the paper for imple-
mentation details and numerical values for the tuning and cost parameters.
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Figure 4.3: The route planner should find a route from the start point to the final point
with maximum survivability and minimum route length. The route planner is run 20
times and identifies different routes. The best route is marked as black and its surviv-
ability (S) is displayed.

Figure 4.4: The route planner should find the route that minimizes the time the aircraft
is tracked as well as maximizes survivability and minimizes route length. The best route
is marked as black and its survivability (S) is displayed.
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At the beginning, the best route (marked with black) is almost a straight
line, since the route length should be minimized. However, before reaching the
final point, the route takes a detour out of the sensor area. This behavior mini-
mizes the probability that the aircraft is detected and tracked when it enters the
weapon area with the final point. The survivability is therefore higher than it
would be if the aircraft had followed the shortest path through the sensor area.
Similar behaviors can also be seen in many of the other routes. The survivabil-
ity of the best route is 99.6 %. Hence, the route planner is able to find a shorter
and safer route than the route shown in Figure 4.1.

Figure 4.4 shows the same scenario as in Figure 4.3. However, in this case,
the route planner should minimize the time the aircraft is tracked, as well as
minimize the route length and maximize the survivability. The routes tend to
avoid the sensor areas at the beginning, since the route planner should minimize
the time the aircraft is tracked. The routes do not include any detours out of
the sensor area close to the final point, as in Figure 4.3, and the survivability of
the best route is slightly lower. Such a detour would increase the total time the
aircraft is tracked. It can be noted that many of the routes follow the border of
sensor areas, in order to avoid overlapping sensor areas. This is in accordance
with the assumption that the sensors work together and that overlapping sensor
areas are more dangerous than single sensor areas, see Section 3.1.2.

4.3 Combining Survivability and Mission
Accomplishment

The aircraft should not only survive, but also perform tasks in order to accom-
plish the mission, as described in Schulte’s goal model [87], see Section 2.1.1.
A simple mission task model is to use a Markov model with two states: 0 rep-
resenting that the task has not yet been performed and M representing that the
task has been fulfilled. The expected time required to perform the task when
the aircraft is within a mission area is used to model the transition intensity, i.e.,
λ0M =

1
⌧0M

. The aircraft must be unharmed when the task is performed. It is
therefore motivated to combine the survivability model with the mission tasks
model6, see Figure 4.5. The mission task model and the survivability model can
be assumed to be independent and the same transition intensities as in the sep-
arate models can be used. Even though this independence assumption can be
questioned, it has the advantage that no new parameters are introduced, which
is desirable in order to keep the model as clean as possible. Note that there are
no transitions away from H0, since the aircraft cannot perform the mission if
it is hit.

6Paper V presents the combination of the five-state survivability model and the mission task
model. The two-state model can be combined with the mission task model in the same way. How
to combine the eight-state model with the mission task model is still an open question.
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Figure 4.5: The five-state survivability model is combined with a mission task model.
The states are denoted according to the states in the five-state model (U,D,T,E, and H)
and the states in the mission task model (0 and M ). The same transition intensities as
in the individual models are used, since it is assumed that the transitions within the
separate models are independent. However, there are no transitions away from H0,
since the aircraft cannot perform the mission if it is hit.

The expected cost can be extended to include rewards for performing the
mission task. Two different reward policies are investigated in this work. Im-
mediate reward implies that the mission is accomplished as soon as the mission
task has been performed. For instance, this can be a mission where the air-
craft needs to deliver a load at a specific location. This is modeled by assigning
a negative cost, ciM , for all horizontal transitions in Figure 4.5. The immedi-
ate reward policy favors routes which avoid weapon areas before reaching the
mission area. In other kinds of missions, the aircraft must both perform the
task and thereafter fly unharmed to a mission point, in order to accomplish the
mission. This is modeled by delayed reward. An example is a reconnaissance
mission during which the aircraft should first locate a target and thereafter fly
to a point where the information can be reported back to the commander. The
delayed reward policy favors routes with high survivability for the entire route.
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4.4 Discussion

A decision support system of the kind outlined in Chapter 1 can be used to
evaluate routes during different phases of the mission. When the pilot is plan-
ning the mission, visualizations of state probabilities can be used to analyze
different routes and identify dangerous parts, see Section 4.1. During flight, the
survivability model can support the pilot’s situation analysis by presenting the
survivability, or the expected cost, of the planned route, and warn the pilot if
these quantities drastically change. Such a system could either evaluate the en-
tire route or a subpart of the route. The latter is preferable if the information
regarding the enemy’s systems is highly uncertain, since this uncertainty affects
the prediction of survivability, see also Chapter 5. Automatic route planning
would be useful, both during the planning phase of the mission as well as for
re-planning during flight.

These different support applications impose different demands on the sur-
vivability model and the design of the decision support system. Some of these
perspectives are discussed below.

4.4.1 Multi-Objective Route Evaluation

The route could either be evaluated with the survivability or the expected cost.
The survivability calculated by the five-state model or the eight-state model
incorporates the dependency between getting tracked and getting hit. This is il-
lustrated in Figure 4.3, where the optimal route takes a detour in order to mini-
mize the probability of being tracked when entering the weapon area. However,
the survivability is an indiscriminative measure in low risk missions, since all
feasible routes could have 100 % survivability. The expected cost measure can
take all states into account. The cost parameters bi:s and cij :s can be selected
to describe the pilot’s preferences regarding which states to avoid. However,
it might be difficult to select suitable values if one uses all cost parameters.
Section 4.2.2 shows that only a few cost parameters are required, in order to
combine three typical objectives. Furthermore, by combining the survivability
model with a mission task model, as in Section 4.3, the expected cost can also
incorporate rewards for accomplishing the mission. The approaches for multi-
objective route planning identified in the literature consider the objectives to
be independent of each other, see Section 2.3.2. The advantage with using the
survivability model presented in this work is that these dependencies are taken
into account.

The calculations of the expected cost expressed in equation (4.4) assume
that the threat intensities are piece-wise constant. However, the route length
can be calculated without the survivability model. It is therefore possible to
combine the objectives of minimum route length and maximum survivability
without extending the survivability model to include the expected cost. In par-
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ticular, this is an attractive alternative if one uses the two-state survivability
model with linear or quadratic threat intensities, see Section 3.1.1.

4.4.2 Selection of Intensity and Cost Parameters

In order to use the survivability model as part of a decision support system,
both the intensity parameters in the model as well as the cost parameters for the
expected cost must be selected. The interpretation of the intensity parameters
is discussed in Section 3.2.2, while Section 4.2.2 shows how to select the cost
parameters, in order to combine different objectives. However, the importance
of selecting the correct value of the parameters depends on the intended usage
of the model. The route planner described in Section 4.2.3 uses the expected
cost for comparing routes. This implies that the exact values of the intensity
parameters are of less importance than the ratio between them. For instance,
the optimal route avoids all but the last weapon area in the demonstration in
Figure 4.3. A larger value for λEH would not change this behavior, since it
would be even more desirable to avoid the weapon areas. The visualization of
the state probabilities in Figure 4.2 shows which parts of the route are danger-
ous and the factors that influence the survivability. When analyzing the route,
the exact values for the state probabilities are of less importance than their
trends. This implies that the exact values of the intensity parameters are not
crucial, as long as the behavior of the state probabilities reflects the risks along
the route. The survivability model could also be used in a system that alerts the
pilot if the survivability for the planned route is below a threshold. The behav-
ior of such a system is highly dependent on the intensity parameters in relation
to the threshold.

4.4.3 Simplifications for the Route Planner

The route planner needs to evaluate a lot of routes, in order to find the one
with the minimum cost. In situations when the computational resources are
scarce, it would be desirable to simplify the route planner and make it less
computationally demanding. The route planner is run several times with differ-
ent initializations. For future work, it is desirable to investigate improvements
of the optimization algorithm that might remove the need of running the opti-
mization multiple times. One can also question whether it is necessary to find
the optimal route, or if all routes suggested by the route planner are sufficiently
good. The pilot is not likely to follow the route perfectly, since he needs to focus
on accomplishing the mission task. In that case, it could be sufficient to only
run the optimization once.

The number of states in the survivability model affects the computational
time. It could therefore be motivated to investigate whether some states in the
five-state model or the eight-state model could be removed in order to reduce
the complexity. Another opportunity is to use the two-state model. Note that
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if the route is segmented for a number of time points, t0, t1, · · · , tn, the surviv-
ability for the two-state model, expressed by equation (3.1), implies that:

S(tn) = exp

✓
−
Z tn

0

λUH(u)du

◆
=

exp

✓
−
Z t1

0

λUH(u)du−
Z t2

t1

λUH(u)du− · · ·−
Z tn

tn−1

λUH(u)du

◆

This is attractive from the route planning perspective, since it is possible to
optimize each subpart of the route, instead of the entire route. However, the
reason for this is that the two-state model is not able to capture the dependency
over time between getting tracked and getting hit.





Chapter 5
Effects of Input Uncertainty

“All things are so very uncertain, and that’s exactly what makes me feel reas-
sured.”

– Too-Ticky (Moominland Midwinter by Tove Jansson)

The survivability model describes the uncertainty regarding the enemy’s fu-
ture actions, by describing the probability that the aircraft will be, e.g., tracked
or hit. The inputs to the survivability model are the positions of the enemy’s
systems as well as their types. The type information is used to associate the en-
emy system with the right radius and transition intensities. However, this kind
of information is often uncertain, partly because the enemy aims to keep it se-
cret. The enemy camouflages its systems and re-locates them frequently. This
chapter briefly presents the investigations of the model’s sensitivity to input un-
certainty. It also discusses how this uncertainty should be taken into account
when the model is used to evaluate routes in a decision support system.

5.1 Model Sensitivity to Input Uncertainty

In this work, the inputs to the survivability model are represented as random
variables, in order to represent their uncertainty. Let X denote the input to the
model. The output from the model is a function of the input and therefore also
a random variable. Its distribution depends on the geometry of the scenario as
well as the distribution of X.

5.1.1 Two-State Model

The output of the two-state survivability model is the survivability, S. If X is
a discrete random variable, S is also a discrete variable. This is typically the
case if X represents the type of the enemy’s systems. On the other hand, if X
represents the locations of the enemy’s systems, X is usually continuous. S is
then a mixed variable with both continuous and discrete parts. Consider the

45
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simplest case with a single threat system and a route that is a straight line.
There is a non-zero probability of 100 % survivability, which represents the
probability that the route does not intersect the threat area. The survivability
cannot be less than smin, which is the survivability for the case when the route
passes through the center of the threat area. S is a continuous random variable
between smin and 1. In the case where both the position and type of an enemy
system is uncertain, X includes both discrete and continuous variables. S is
then a mixed variable and the distribution is a combination of the distributions
corresponding to the different types of threat. See Paper I for an example.

The distribution of S is represented by the probability density function
fS(s).1 fS(s) depend on the geometry between the threats and the route as
well as the distribution of X. Consider once again a single-threat scenario with
a straight and infinitely long route. Due to the geometry of the problem, the
only relevant position uncertainty is in the direction perpendicular to the route,
here denoted as x. Figure 5.1 shows fS(s) for this scenario where X is modeled
as Gaussian distributed. The survivability is calculated with constant threat
intensity (top) and quadratic threat intensity (bottom). The distributions are
spread out between smin and 1. Note that for the same λ0, smin is smaller
for the constant threat intensity than for the quadratic threat intensity, since
λ(pos) decreases with respect to distance from the center of the threat area in
the quadratic case. The probability for S = 1 is the same for both threat inten-
sity models. This represents the case when there is no intersection between the
route and the threat area. When the nominal route passes through the center of
the threat area, i.e., µx = 0, most of the probability mass is gathered close to
smin for both the constant and the quadratic threat intensity model. The other
geometries result in distributions with significantly different shapes for the two
intensity models. fS(s) for the constant threat model has two distinct modes.
The combination of a straight line route and a circular threat area results in
that the intersection between the route and the threat area is either zero or
quite large in most geometries. It is therefore unlikely that the survivability is
slightly less than 100 %, i.e., between 95 % and 99 %. The quadratic threat
intensity results in more geometries with survivability between 95 % and 99 %.
This corresponds to geometries where the route intersects the threat area close
to the border. Hence, the two-state survivability model is, in general, more sen-
sitive to position uncertainty when the constant intensity function is used than
when the quadratic intensity function is used.

In a multi-threat scenario, uncertainty regarding all threat areas affects the
distribution of S. The survivability is affected by more threat areas at the end
of the route than at the beginning. If the information regarding the threats is
uncertain, the uncertainty in the estimation of survivability increases along the
route. Figure 5.1 shows that the distribution is often multimodal in a single-

1The analytical expression for fS(s) can be derived for simple scenarios, see Paper III. How-
ever, in complex scenarios, it is more feasible to approximate the distribution with Monte Carlo
simulations (MC), see Paper I, Paper II, Paper III, Paper IV, Paper d and Paper e for examples.
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Figure 5.1: Probability density function fS(s) for a single-threat scenario with a straight
and infinitely long route. The perpendicular distance between the route and the center
of the threat area is described as a Gaussian distributed random variable with mean
µx and standard deviation 0.25R, where R is the radius of the threat area. The sur-
vivability is calculated with the two-state model and constant threat intensity (top) or
quadratic threat intensity (bottom), see Section 3.1.1. The probability for S = 1 is given
in numbers and is the same for both threat intensity models.

threat scenario with Gaussian distributed position uncertainty. In a scenario
with multiple threats, the distribution typically has even more modes, because
the uncertainties from the threat areas interfere. Examples of this can be found
in Paper II and Paper III.

5.1.2 Five-State Model and Eight-State Model

The five-state survivability model can be used to calculate the state probabilities
and the expected cost. The estimates of the expected cost are influenced by un-
certainty regarding both the sensor areas and the weapon areas. The sensitivity
in these estimates also depends on the cost parameters. Paper IV investigates the
effects of Gaussian distributed position uncertainty for a specific scenario. It is
shown that the estimates are more sensitive to position uncertainty regarding
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the weapon areas than the sensor areas in that scenario. The reason is twofold.
The sensor areas are much larger than the weapon areas and the route has long
intersections with the sensor areas. Position uncertainty regarding the sensor
areas therefore has small effects on the intersections. Secondly, the cost param-
eters are selected such that there are high costs associated with being engaged
and getting hit. Uncertainty regarding the positions of the weapon areas has
considerable influence on the uncertainty for the probabilities of the states En-
gaged and Hit. It therefore significantly affects the expected cost. The effects
of input uncertainty in the eight-state model can be investigated with the same
methods, but this has not been done in this work.

Section 5.1.1 concludes that the two-state model is less sensitive to position
uncertainty when the quadratic threat intensity is used than when the con-
stant threat intensity is used. The five-state and eight-state models have only
been implemented with constant rate matrices. However, these results indicate
that it would be desirable with rate matrices that change less abruptly in situa-
tions with much position uncertainty also for these versions of the survivability
model.

5.2 Representing Uncertainty in Route Evaluation

The distribution of S provides a rich description of how the input uncertainty
affects the estimates of survivability. However, fS(s) is cumbersome to analyze
and more compact representations are desirable. Two such measures are the
mean, µS , and the standard deviation, σS . µS describes how good the route is
and σS describes how reliable the assessment of the route is. However, these
measures should be interpreted with care. µS describes the average situation. It
is mentioned in Section 5.1 that the distribution is often multimodal, because
the survivability is influenced by many enemy systems. In these cases, µS might
be an unlikely value of S. The case with the single-threat scenario and the two-
state model with constant threat intensity can, once again, be used for analysis.
If the route passes outside the threat area, S = 100 % if the position of the
threat area is certain. When there is uncertainty regarding the threat area, µS

will be lower than 100 %. However, if the route intersects the threat area, µS

will, in most cases, increase if the position uncertainty increases, see Paper I for
an example. If one evaluates the route based on µS only, the route would be
assessed to be safer when the position uncertainty is larger. This seems to be
an unintuitive interpretation. Paper II therefore suggests that the routes should
be evaluated on the basis of µS − kσS for some k > 0. When σS is small, this
evaluation would be close to µS , which is reasonable, since the distribution
is narrow. However, if σS is larger, this evaluation would punish routes that
are close to the enemy’s systems with uncertain positions. If the route is eval-
uated with the five-state survivability model, one could combine the mean and
standard deviation of the expected cost in the same way, i.e., µC + kσC .
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µS and σS can be calculated with Monte Carlo simulations. Another tech-
nique to approximate µS and σS is to utilize the unscented transform [57, 99].
The unscented transform is less computationally complex than Monte Carlo
simulations and does not require an analytical expression for the function de-
scribing how S depends on X. The estimates from the unscented transform are
compared with estimates from Monte Carlo simulations for scenarios with mul-
tiple threat areas in Paper II. The results show that the estimates are similar for
small and medium uncertainty in input. Even though the unscented transform
needs to be tested in more scenarios, as well as for the five-state and eight-state
survivability models, the results indicate that it is an appropriate alternative to
Monte Carlo simulations.

5.3 Discussion

The uncertainty in input influences the outputs of the survivability model and,
consequently, the reliability and usefulness of a decision support system based
on the model. This uncertainty can be handled in different ways depending on
the support functionality.

5.3.1 Supporting Situation Analysis

The survivability model can be used to assess the danger associated with a route
and to analyze how the situation will evolve. fS(s) provides a rich description
of how input uncertainty influences the estimates of survivability. It could be
used for manual analysis of the mission route, although it might be difficult to
interpret. Note that fS(s) changes over the route. Plotting fS(s), as in Figure
5.1, needs to be done for all time points of interest along the route. If one wants
to study how the uncertainty evolves, it is useful with more compacts measures,
such as the mean and the standard deviation.

During flight, new enemy systems might be detected by the aircraft’s sen-
sors or by other information sources in the area. It is suggested in Paper II to
evaluate routes with µS − kσS . A decision support system could present this
value for the pilot or generate a warning if this measure drastically decreases.
However, the first position estimates of a newly detected enemy system are of-
ten uncertain, before the sensors are able to locate the system. µS − kσS is
a conservative evaluation of the route, but also sensitive to input uncertainty.
Therefore, it might not be a good idea to use this measure in situations with
input information that changes often.

An alternative could be to use σS to assess the reliability of µS . If σS is small,
µS is reliable and can be presented for the pilot or used to generate warnings.
On the other hand, if σS is large, µS is not reliable. It might then be suitable
to suppress the presentation of µS , since this value is questionable. On the
other hand, it might still be valuable to make the pilot aware that σS is large,
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since this indicates that more information is needed and should be requested if
possible. The same argumentation applies for the expected cost.

5.3.2 Route Planning

The most straightforward approach to handle input uncertainty in route plan-
ning is to simply ignore it. The route is planned with the best available in-
formation and re-planned if updated information is received. This is a com-
mon approach in the literature regarding route planning, see Section 2.3.3. The
demonstrations in Figure 4.3 and Figure 4.4 shows that the route planner often
positions the waypoints on the borders of the sensor areas and weapon areas,
since this is the shortest path that avoids these areas. However, if the positions
of the areas are uncertain, this behavior could be problematic. A simple remedy
could be to add safety margins on the range of the areas.

An alternative approach suggested in the literature is to construct a prob-
ability map, where each position of the map is associated with the probability
that an enemy system occupies that position, see Section 2.3.3. The risk or
survivability of a route is thereafter calculated by combining the probability
that an enemy system is present with the probability that such a system would
harm the aircraft. This is another way of calculating the mean of survivability,
than the Monte Carlo simulations or unscented transform used in this work.
However, the approach with probability maps considers the average situation.
Evaluating the routes with µS − kµS or µC + kµC would result in a more
conservative route planner with larger detours around enemy systems with un-
certainty position information.

5.3.3 Sensor Management

Bier et al. [12] argued that automatic sensor management can enhance the pi-
lot’s situation awareness and, at the same time, reduce the redundant usage of
sensors. Contrary to the route planning problem, sensor management cannot
increase the survivability per se, but can reduce the uncertainty regarding the
information. This improves the quality of the evaluation of the route and the
pilot can make more well-informed decisions. However, the usage of the ac-
tive sensor can actually decrease the survivability, since this usage can increase
the risk that the enemy detects the aircraft. It is therefore a trade-off between
obtaining more information and remaining undetected.

Initial studies indicate that the gain in gathering more information about
an enemy system could be expressed as the reduction in standard deviation for
the survivability, see Paper d and Paper e. Sensor management is an example of
where it is more important to obtain a fast estimate of the standard deviation
than to obtain an accurate estimate. This indicates that the unscented transform
could be a suitable approach. However, more investigations are needed in order
to finally confirm this.



Chapter 6
Reflections on Research Aim
and Methods

“Imagination is more important than knowledge. For knowledge is limited,
whereas imagination embraces the entire world, stimulating progress, giving
birth to evolution.”

Albert Einstein

According to Simon, design is “courses of action aimed at changing existing
situations into preferred ones” [89, p. 67]. Sweden is a country that has not
been at war for almost two centuries. One can certainly question whether the
motivating scenario in Chapter 1 is a better situation than the present. Spon-
taneously, the answer is no. However, there are also situations that are much
worse. Can the system outlined in the research aim prevent such situations?

The defense domain has much in common with the security and safety do-
main. It is about anticipating adverse situations, such as accidents, crime or
catastrophes. One wants to prevent these situations from happening or restrict
the damage they cause. An illustrative example is seat belts in cars. Even though
most people do not experience car crashes, they use the seat belt to be comfort-
able about driving cars (and dare to be passengers in cars driven by others).
Obviously, it is important that the seat belt works, so that in the event of an
accident, the damage is limited. However, the fact that the car is equipped with
seat belts does not imply that the driver will intentionally drive into another car.
Analogously, the purpose of national defense should not be to start a war, but
to disencourage others from attacking the country and defending the country if
necessary. The defense is only one part in this ambition. For instance, there are
international laws stating under which conditions a country is allowed to go to
war, such as just cause, last resort, and proportionality, see [72]. As stated by
Clausewitz “war is the continuation of politics by other means” [100].

In the unfortunate case that the air force is needed to defend the country,
the pilots should be able to perform their missions. The intention behind the re-
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search aim is that a decision support system would increase the pilots’ chances
of surviving such missions. Furthermore, if the pilots can focus more on the mis-
sion task and less on avoiding the enemy, this is likely to increase their chances
of hitting the intended targets without hitting anything else, i.e., avoiding col-
lateral damage. However, there are at least two ethical issues worth considering.
Firstly, will a country be more inclined to attack more targets than necessary if
the risks are lower? Secondly, will the pilots overestimate their chances of sur-
vival and take unnecessary risks? Regarding both these issues, it is important
to remember that the system only provides the pilots with support for making
decisions. The actual vulnerability of the aircraft (and the pilot) is not affected.
The system can therefore aid the pilots to avoid dangerous situations, but it is
of limited use if such situations occur.

Leaving the ethical issues aside, there are also methodological issues with
designing the system. This chapter presents reflections about the different meth-
ods used in this work.

6.1 Assumptions and Requirements

How can we design a system for a situation that we have not experienced and
that we do not want to experience? What are the requirements of such a sys-
tem? The easy answer is that we do not know. There is no data available and
no guru that can tell us. We therefore need to be careful in the selection of
methods. This work has combined information from literature with knowledge
from different domain experts, in order to identify requirements for the system
and assumptions regarding the enemy’s capabilities and behaviors. Each ver-
sion of the survivability model has been developed with the aim to include a
few clearly stated assumptions.

6.1.1 Different Kinds of Assumptions

The difficulty of making realistic assumptions about the future depends on the
kind of assumptions. The physical laws are not likely to change, even though
our knowledge might increase. It is reasonable to assume that future technol-
ogy will provide sensors and weapons with longer ranges and higher mobility.
However, it is here assumed that these quantities will be limited, also in the
future, and that it is reasonable to describe sensors and weapons with areas
and ranges. Technology trends can also be utilized to predict the future. The
increased use of cell phones, satellites, and the internet, implies that all sides in
a conflict will have access to more information, more reliable communication,
and faster computers than in previous wars. On the other hand, the history
can also provide examples of technological revolutions that totally changed the
expected situation.

Another kind of assumptions regards the enemy’s decisions and actions.
Even though the laws of physics are of little use in predicting the enemy’s ac-
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tions, these actions are not random. On the contrary, the enemy has intentions
and goals with regard to ending the war in favorable circumstances. For in-
stance, in this work it is assumed that the enemy is trying to keep informa-
tion regarding capabilities and locations secret, since this is a rational thing
to do. Furthermore, the eight-state model includes the assumption that the en-
emy tries to protect some assets. It is also assumed that the enemy sometimes
places sensors so that their ranges overlap, in order to ensure sensor coverage of
all important spaces. It can sometimes be assumed that the opponent follows
international agreements, such as the Geneva Convention, in order to avoid
reprisals from the international community. These laws are interpreted in the
form of rules of engagement.

The approach used in this work has been to make assumptions based on
the literature and domain knowledge and, as far as possible, state these as-
sumptions clearly.

6.1.2 Information from Literature

The literature regarding military systems often reports about research programs
and demonstrators, for instance the Pilot Associate program [5] or the POWER
program [50], see also Section 2.1. However, this kind of literature does not
usually state the assumptions very clearly. This might be due to page limitations,
unspoken assumptions that are obvious to the writer, confidential information,
or a wish to not reveal weaknesses. When reading such literature, the reader
has to interpret the assumption based on what is written in the publication
(and what is not written), for instance, by studying the scenarios and simula-
tions described. This interpretation is guided by the reader’s prior knowledge.
However, ones knowledge develops and extends over time as more experience
is gained. It is therefore important to go back to the most related works and
read them again, in order to discover misunderstandings and issues that were
overlooked the first time. This has been done during the work.

6.1.3 Knowledge from the Domain

Domain knowledge has been gathered during interviews with fighter pilots and
discussions with domain experts, see Paper a, Paper c and Paper g. The experts
have shared knowledge regarding, e.g., operation analysis, air defense systems,
decision support for fighter pilots and automation for unmanned aerial vehi-
cles. The thesis author has also had the opportunity to listen to presentations
regarding the domain and participated in educational visits to the air force. The
information acquired in these settings must be handled with care. Firstly, the
information may be confidential or secret and therefore cannot be published or
shared. Secondly, all domains have their own nomenclature and there is always
the risk of misunderstandings. Thirdly, the information regards the present sit-
uation or predictions about the future. When participating in a discussion, it
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is not always easy to separate information from ideas. Engineers love to solve
problems and while engaged in discussions about fascinating solutions, they
might reveal more information than they intended.

These issues have been handled by using general assumptions, for example,
that the enemy has both sensors and weapons. It has also been stated that
these assumptions have been made by the thesis author. If these assumptions
are wrong or unrealistic, nobody else can be blamed. A potential problem with
this approach is the risk of stealing ideas from others. The inspiration for the
model has, in many cases, arisen from discussions with others. The ideas have
been refined and extended during a long period of time and it is difficuly to
identify where they originally came from. As far as possible, those it concerns
have been given the opportunity to read and comment on the publications in
advance of the submission.

6.2 Implementing the Model

When the assumptions regarding the enemy’s systems have been identified, the
next question is how these assumptions can be transferred into a model. Fur-
thermore, in order to build a decision support system, the model must be imple-
mentable. For instance, the system of differential equations in (3.4) is a math-
ematical description of how the state probabilities will evolve. However, it is
not possible to solve this equation analytically for an arbitrary ⇤(t) and the
approach selected in this work1 is to only consider piece-wise constant ⇤(t). In
this sense, the implementation constrains the model. New assumptions regard-
ing the enemy’s systems that do not stem from the domain need to be made.
These new assumptions need to be discussed with domain experts in order to
value their realism. For instance, the two-state model assumes that the enemy’s
systems work independently of each other. When this model was discussed with
domain experts, it was realized that the enemy’s systems can usually communi-
cate with each other, see further Paper c. This new assumption has been incor-
porated in the five-state and eight-state models.

6.3 Simulations and Demonstrations

The survivability model has been simulated for different illustrative scenarios.
These simulations are used to validate that the model captures the assumptions
for which it is designed. The model is described in terms of equations (and al-
gorithms) that cover all possible situations and one could argue that no new
knowledge can be gained from simulating the model in a simulated environ-
ment. However, the simulations visualize the model in another way than the
equations. For instance, Figure 4.3 shows that the route planner favors routes

1An alternative approach could be to approximate the solution by, for instance, use discrete-time
Markov models as discussed in Section 3.2.3.
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that take a detour outside sensor areas before approaching the weapon area.
This behavior can be anticipated by studying the algorithms and is confirmed
by the simulations. The simulations have also been a tool for the investigations
regarding input uncertainty. The analytical expression for the survivability dis-
tribution is derived in Paper III, but this equation is difficult to interpret, even
though it only considers the simple case with a single threat area. Monte Carlo
simulations have therefore been used to investigate more complex scenarios.
One could also question whether it is possible to draw general conclusions
based on simulations of only a few scenarios. Returning to the behavior with
detours, it is possible to state that this behavior appears in at least one scenario,
but not in the scenario in Figure 4.4. However, by combining the knowledge
of the equations with the result of the simulations, these behaviors can be ex-
plained and how the model would work for other scenarios can be anticipated
as well.

The simulations also serve the purpose of demonstrating the survivability
model, as well as the expected cost, in a more intuitive way than the equations.
This is used when discussing the concepts with domain experts and to illustrate
and describe results in publications. The selection of scenarios becomes crucial
in these cases, since it is often not practical to show more than one or a few. It
is then important to select a scenario that clearly illustrates the properties one
wants to emphasize, without misleading the reader.

The main contribution of this work is to show suitable ways to model the
survivability of the route and how this model can be used to evaluate routes.
Furthermore, the strengths and weaknesses of these concepts are analyzed and
demonstrated. This analysis is, of course, guided by assumptions about the en-
emy as well as how the system should be used. In order for others to be able
to validate the contribution of the work, the assumptions have been stated. As
far as possible, the motivations for the assumptions have also been presented.
This work can therefore serve as inspiration for others who are interested in de-
signing systems that share some of the main properties with this model, such as
situations that evolve over time, uncertainty, and multiple dependent objectives.





Chapter 7
Summary of Appended Papers

“ ’The Guide says there is an art to flying’, said Ford, ’or rather a knack. The
knack lies in learning how to throw yourself at the ground and miss.’ ”

Douglas Adams (Life, the Universe and Everything)

This chapter introduces the appended papers and describes the motivations for
and conclusions of each paper. Table1 7.1 summarizes the contributions of the
papers with respect to C2-C4 presented in Section 1.3. C1 and C5 are covered
by all papers. The table can serve as a reading guide to the papers.

Table 7.1: Contributions in the appended papers

Paper C2 Survivability Model C3 Route Evalua-
tion

C4 Input Uncertainty

I Two-state model with
constant threat intensity.

Survivability. MC: position and
type.

II Two-state model with
constant threat intensity.

Survivability. UT and MC: position.

III Two-state model with
constant, linear and
quadratic threat intensity.

Survivability. AE and MC: position.

IV Five-state model. Expected cost and
state probabilities.

MC: position.

V Five-state model and
combined model.

Expected cost. –

VI Eight-state model. Survivability and
state probabilities.

–

1The following abbreviations are used. MC: Monte Carlo simulations, UT: unscented transform,
AE: analytical expression
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7.1 Paper I

Motivation and Aim: The aim of Paper I is to model the survivability, i.e.,
the probability of flying a route unharmed. The estimation of survivability is
affected by input uncertainty regarding the positions and types of the enemy’s
systems. This is also investigated.

Contributions and Conclusions: The paper presents the two-state model,
which is the initial version of the survivability model. The enemy’s systems are
modeled as independent circular threat areas associated with constant threat
intensities λUH . It is suggested that the threat intensity should depend on the
probability that the aircraft is tracked, the rate of the probability that the en-
emy fires a weapon and the probability that a fired weapon hits the aircraft. The
conclusion is that the survivability model is able to capture the dependency be-
tween getting hit at different time points. The survivability is bounded between
0 and 1, which implies that it can be interpreted as a probability. Monte Carlo
simulations are used to study the distribution of survivability, when there is
uncertainty regarding the positions, or both position and type of the enemy’s
systems. A discussion is also presented about how the model can be used as a
component in a decision support system for a fighter aircraft. It is concluded
that the need of more complex models depends on both the intended use of the
model as well as the uncertainty in input.

7.2 Paper II

Motivation and Aim: A situation analysis system is a system that aids an oper-
ator to analyze the situation and make correct decisions. Paper II argues that
there is a need to represent both aleatory and epistemic uncertainty in such sys-
tems. The unscented transform (UT) is a technique for estimating the mean and
standard deviation of a distribution. It does not require calculating the derivates
as in linearization approaches and is less computationally demanding than the
Monte Carlo (MC) simulations used in Paper I. The paper therefore investigates
whether UT can be used, instead of MC, to represent the uncertainties.

Contributions and Conclusions: The two-state survivability model present-
ed in Paper I is used as an example of a situation analysis system. Simulations
of a scenario with multiple enemy systems with uncertain position information
are used to compare estimates from UT with estimates from MC simulations.
The comparison shows that the estimates of mean and standard deviation are
similar, unless the uncertainties are large. When evaluating different choices
of detours around a threat area, the results from UT and MC show similar
shapes. This indicates that a decision support system based on UT for suggest-
ing changes of the route would generate similar suggestions as a system based
on MC. It is concluded that UT is a promising approach for such a system.
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7.3 Paper III

Motivation and Aim: Paper I presents the two-state survivability model with
constant threat intensity, which changes abruptly at the border of the threat
area. Paper III extends the survivability model to incorporate other descrip-
tions of the threat intensities. It also investigates the model’s sensitivity to input
uncertainty.

Contributions and Conclusions: The paper identifies three desirable proper-
ties for a survivability model in a decision support system: it should allow for
the evaluation of actions; it should enable domain experts to incorporate their
knowledge; and it should represent uncertainties both with regard to the loca-
tions of the enemy’s systems as well as their future actions. The paper studies the
two-state model with threat intensities that are constant or decrease linearly or
quadratically with respect to the distance to the center of the threat area. The
constant threat intensity can be interpreted as the inverse of the mean-time-
before-hit, but is sensitive to modeling errors. The linear and quadratic threat
intensities are more difficult to interpret, but are less sensitive to deviations
from the planned route as well as uncertainty regarding the threat areas’ ranges
and locations.

The analytical expression for the survivability’s probability density func-
tion, fS(s), is derived for the constant and quadratic threat intensities in the
special case of a single threat area and an infinitely long route. Monte Carlo
simulations are used for a more complex scenario with multiple threats. fS(s)
describes both the uncertainty regarding the present situation as well as the
future actions of the enemy’s systems. However, fS(s) can be cumbersome to
analyze and the paper discusses alternative uncertainty representations that can
be derived from it.

The paper concludes that the proposed survivability model has the three
suggested properties and could, with some development, constitute an impor-
tant part of a decision support system for future fighter aircraft.

7.4 Paper IV

Motivation and Aim: The enemy’s air defense systems consist of both sensor
and weapon systems that can communicate with each other. It is therefore
desirable that a survivability model can capture this. When using the model
for comparing routes, it is useful with a compact measure. The survivability
is a suitable measure for route evaluation in high risk missions with accurate
knowledge of the enemy’s system. However, in other kinds of missions, the
evaluation of the route should also incorporate the risk of getting tracked by
the enemy’s sensors.

Contributions and Conclusions: Paper IV presents the five-state survivabil-
ity model, which represents the enemy’s systems as sensor and weapon areas.
Each area is associated with transition intensities for describing the enemy’s
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capabilities. Simulations demonstrate that the model can capture 1) that the
aircraft must be tracked before it can get hit and 2) that the enemy’s systems
can share information. The two-state model presented in Paper I and Paper III
is not able to capture these behaviors.

The expected cost is suggested and demonstrated as a measure for route
evaluation. It is calculated by associating cost parameters to the states and the
transitions in the survivability model. It is argued that the expected cost is a
suitable measure for evaluating routes, because it 1) summarizes the route into
a single value, 2) takes the pilot’s risk preferences into account, and 3) can
be used in both low risk and high risk missions. Monte Carlo simulations are
performed to investigate how position uncertainties regarding the sensor and
weapon areas influence the expected cost of the route. It is concluded that the
mean of the expected cost indicates how dangerous the route is. The standard
deviation describes how sensitive this evaluation is to position uncertainties
regarding the enemy’s systems.

7.5 Paper V

Motivation and Aim: Route planning in hostile environments requires that mul-
tiple objectives are taken into account, such as the survivability and the prob-
ability of accomplishing the mission task. The objectives are not independent,
since the aircraft must be tracked before it can get hit and the aircraft must
be unharmed when the mission task is performed. An automatic route plan-
ner could aid the pilot by calculating the optimal route with respect to these
objectives.

Contributions and Conclusions: Paper V utilizes the five-state survivability
model from Paper IV to calculate the expected cost for routes in missions where
the aircraft must fly unharmed to a mission point. It is analyzed how the cost
parameters should be selected in order to combine the objectives of high surviv-
ability, short route length, and short time during which the aircraft is tracked
by the enemy. The paper also demonstrates how the survivability model can be
combined with a mission task model.

A route planner is proposed that utilizes particle swarm optimization to
find the route with minimum expected cost. Simulations of illustrative scenarios
show that the route planner considers the dependency between getting tracked
and getting hit. The route planner also takes into account that the aircraft must
be unharmed when it reaches the mission areas and performs the mission task.
It is shown that only a few cost parameters are needed, in order to incorporate
different objectives and also to adjust the relative weight between them. The
conclusion is that the concept is useful for planning a variety of missions in
hostile environments.
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7.6 Paper VI

Motivation and Aim: The enemy’s decision to fire a weapon against the air-
craft depends on many factors, for instance, the enemy’s knowledge about the
aircraft, the enemy’s intentions, and the probability that a fired weapon will
hit its target. Once a weapon is fired, the enemy will assess the damage before
firing again. The five-state survivability model in Paper IV models the enemy’s
decision process with transition intensities. However, it is difficult to capture
all these factors with intensity parameters. Furthermore, it can be argued that
the weapon areas are not necessarily circular, as in the five-state model.

Contributions and Conclusions: Paper VI proposes the eight-state surviv-
ability model, which describes the sensors and weapons separately, due to their
different nature. The probability that the enemy fires a weapon depends on 1)
the probability that the enemy is tracking the aircraft, 2) the probability that
the enemy has identified the aircraft, 3) whether or not the aircraft is within the
range of the enemy’s weapons, and 4) that the enemy considers the aircraft to
be a threat to the enemy’s assets. The enemy’s threat evaluation of the aircraft
is estimated as well as the enemy’s damage assessment process. The model is
modular and enables different descriptions of the weapon’s ranges and threat
evaluation processes to be incorporated. It is concluded that the eight-state
model enables a deeper analysis of the factors influencing the survivability of
the route than the two-state model and five-state model.





Chapter 8
Conclusions and Future
Challenges

“Alice: Would you tell me, please, which way I ought to go from here?
The Cheshire Cat: That depends a good deal on where you want to get to.
Alice: I don’t much care where.
The Cheshire Cat: Then it doesn’t much matter which way you go.
Alice: . . . So long as I get somewhere.
The Cheshire Cat: Oh, you’re sure to do that, if only you walk long enough.”

Lewis Carroll (Alice in Wonderland)

A fighter pilot flying in hostile environments is exposed to the risk of getting
hit by fire from enemy systems on the ground. When planning and executing
the mission, multiple dependent objectives need to be considered, such as ac-
complishing the mission task, avoiding enemy systems, and flight safety. This
work focuses on the combat survival objective, which implies that the pilot
should fly the mission unharmed. This objective is complicated by the fact that
the enemy is an opponent that intends to prevent the pilot from fulfilling the
mission. Furthermore, the enemy aims to keep information regarding capabili-
ties and locations secret, for instance, by camouflaging systems and relocating
them frequently. The aim motivating this research is therefore:

Long-Term Aim: Develop a decision support system for the purpose of enhanc-
ing the aircraft’s combat survivability.

It is concluded in Section 1.1.4 that a vital component in such a system is a
model that 1) allows domain experts to incorporate their knowledge about
the enemy’s capabilities and intentions, 2) allows for the evaluation of actions
from a combat survival perspective, and 3) represents uncertainty regarding the
enemy’s systems and future actions. The research question is therefore:

Research Question: How to model the survivability of a route?
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This chapter presents the conclusions regarding the research question with
respect to these three perspectives. Finally, future challenges for developing the
system described in the research aim are outlined.

8.1 Representing Enemy Systems and Behaviors

The survivability model presented in Chapter 3 is based on a Markov model.
It can describe situations that evolve over time as well as represent uncertainty
regarding the enemy’s capabilities and future actions. It is therefore possible to
capture dependencies over time, such as that the enemy must track the aircraft
before firing a weapon. The graphical representation of the model makes it
easier to understand than, for example, a model described by equations. This is
important since the model needs to incorporate domain knowledge regarding
the enemy’s systems and must therefore be comprehensible to domain experts.

Three different versions of the survivability model have been developed. The
two-state model is simplest, in the sense that each enemy system is represented
with a threat area and a single intensity parameter. The five-state model and
the eight-state model have been developed with the aim to better capture the
way that domain experts describe air defense systems. They include both sensor
and weapon areas and model that the enemy’s systems can communicate and
collaborate. In practice, the selection of model depends on both the assumed
enemy behavior and the available knowledge about the enemy. The analyses
and discussions in Section 3.2 offer guidance about how to interpret the pa-
rameters in the model, as well as how to modify the model to describe other
situations. It is concluded that the model has the ability to capture the assumed
behaviors of the enemy. It includes the enemy’s capabilities, such as detection
probability for the sensors, hit probability for weapons and communication be-
tween enemy systems. The enemy’s intentions are modeled with probability for
fire and proximity to the enemy’s assets. Furthermore, the different versions of
the survivability model offer domain experts a suitable means to describe the
survivability of a route in several different situations.

8.2 Route Evaluation

The survivability model should allow for evaluating actions as part of a deci-
sion support system. The actions that are evaluated in this work are described
as routes that the pilot should follow, see Chapter 4. Visualizing the state prob-
abilities shows the dependencies between the states and can be used to analyze
routes as well as gain insights regarding the model, see Section 4.1. There is
also a need for more compact measures to be used in automatic route plan-
ning, or situation analysis during flight. The survivability is a natural measure
for route evaluation, but is indiscriminative in low-risk missions. The expected
cost is a more expressive measure, which can consider both the risk of getting
tracked and the risk of getting hit. The risk preferences regarding the mission
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can be incorporated by adjusting the different parameters for the expected cost.
It is shown that only a few parameters are needed in order to combine multiple
dependent objectives, such as high survivability, short route length, and short
time during which the enemy tracks the aircraft. A route planner has been
implemented to find the route with minimum expected cost. The survivability
model can be combined with a mission task model to capture the fact that the
aircraft must be unharmed when performing the mission task. When this com-
bined model is used for route evaluation, both the survivability and probability
of mission accomplishment are included. It is concluded that the survivability
model can be used for route evaluation to support situation analysis and route
planning.

8.3 Uncertainty Representation

The survivability model captures the uncertainty regarding the enemy’s capa-
bilities and future actions by describing, e.g., the probability that the aircraft
is tracked or hit. However, the locations and type of the enemy’s system might
also be uncertain and this uncertainty affects the output from the model, see
Chapter 5. The constant threat intensity often leads to a survivability distribu-
tion with distinct modes, in particular if the route passes close to the border of
a threat area. This is due to the abrupt changes in intensity at the border, which
implies that a small deviation of a threat area’s location may result in a signif-
icant change to the survivability of the route. In general, the quadratic threat
intensity results in smoother distributions. Hence, the quadratic intensity is less
sensitive to input uncertainty regarding position. This result indicates that it is
desirable to model the transition intensities as smooth functions in situations
when the input uncertainty cannot be ignored.

The reliability of the route evaluation is affected by the input uncertainty.
In some situations, the best thing to do is to ignore this uncertainty, plan with
the best available information, and be prepared to take action when the infor-
mation is updated. In other situations, it is suitable to present this uncertainty
and analyze how it influences the evaluation of the route. It is suggested that
the mean and standard deviation of the survivability or expected cost should
be used. The mean indicates how good the route is and the standard devia-
tion indicates how reliable this assessment is. These quantities can be estimated
with Monte Carlo simulations, but this technique requires that the model is
run many times. The unscented transform is a less computationally demanding
technique. Initial studies indicate that the unscented transform can approxi-
mate these two measures sufficiently well, unless the input uncertainty is too
large. The unscented transform therefore seems to be a suitable alternative to
Monte Carlo simulations, in situations where the computational resources are
limited.
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8.4 Answering the Research Question

The survivability model presented in this work 1) allows domain experts to
incorporate their knowledge about the enemy’s capabilities and intentions, 2)
allows for the evaluation of actions from a combat survival perspective, and 3)
represents uncertainty regarding the enemy’s systems and future actions. The
demonstrations and analyses show that the model is useful in missions with
ground-based air defense systems and where the pilot must accept some risk
in order to accomplish the mission task. Furthermore, the model requires that
information regarding the enemy systems is available and that this information
is sufficiently reliable. It is concluded that the survivability model presented in
this work is suitable to model the survivability of a route in these situations.

8.5 Future Challenges and Further Developments

The long-term aim motivating this research is to develop decision support sys-
tems that enhance combat survivability. The survivability model could consti-
tute a vital part of such a system. This section outlines some of the challenges
that remain to realize the system and identifies possible further developments
of the model.

8.5.1 Decision Support Applications

The survivability model can be part of several different decision support func-
tions, such as supporting the manual analysis of a route, situation analysis dur-
ing flight, or automatic route planning. In order to develop a decision support,
a first step would be to further analyze these and other potential applications.
Such an analysis would evaluate the need of the different applications, as well
as further identify which demands they impose on the support system.

8.5.2 Interaction with the Decision Support

A prerequisite for the decision support to enhance combat survival is that the
users trust the system and understand its outputs as well as its limitations. It is
therefore important to investigate how the user should interact with the system
and how the system’s human-machine interface should be designed. Section
5.3 discusses how the effects of input uncertainty could be represented. Further
investigations are needed in order to identify in which situations the uncertainty
should be displayed for the pilot and how it should be done.

The survivability model requires domain knowledge about the enemy’s sys-
tems in terms of transition intensities or probabilities. Furthermore, when plan-
ning a mission with multiple objectives, the cost parameters need to be selected
to capture the preferences regarding these objectives. In order to provide this
information and transform it into parameters, the domain experts must be able
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to assess how the parameters affect the behavior of the system. As discussed in
Section 4.4, the required accuracy for these parameters depends on the decision
support application. Studying how to aid the experts to set these parameters in
order to achieve the desired behavior of the system, is therefore motivated.

The introduction of new support applications might also affect the ways
that pilots conduct their missions and which tactics they use. Even though this
work has assumed that pilots operate alone, this is usually not the case. Instead,
pilots fly together in teams and are parts of larger organizations. They therefore
have to follow specific procedures and rules, such as flight corridors which they
must stay within to avoid disturbing other aircraft. For future work, investigat-
ing how to fit a decision support system into that context is motivated.

8.5.3 Concept Validation

During the development of a decision support system, the concept needs to be
tested and validated. The demonstrations of the model show that it captures
the assumed enemy behaviors. However, it is also important to validate these
assumptions. A first step could be to use simple prototypes and allow the in-
tended users to test them and provide feedback. For example, Figure 4.3 shows
that the route planner suggests routes with detours out of the sensor area. This
is an example of a behavior that needs to be validated with end users.

The long-term aim is that the decision support system should enhance com-
bat survivability. A next step in the concept validation could be to implement
the prototype in an air combat simulator. It would then be possible to let pilots
fly missions both with and without the decision support system and to eval-
uate whether or not the system enables them to fly more missions unharmed.
However, the design of such an evaluation study is not trivial, since the out-
come depends on several aspects, such as the evaluation scenario, the pilots’
understanding of the system and the human-machine-interface. Ideally, the sys-
tem should enable the pilot to focus less on survival and instead concentrate
on accomplishing the mission task. A potential risk is that the system has the
opposite effect, i.e., it increases survivability but decreases mission effective-
ness. It is therefore important to also evaluate the system’s effect on mission
accomplishment.

8.5.4 Extensions of the Model

This work considers enemy systems on the ground, which are assumed to be
static. A first extension of the model would be to consider moving ground-
based or sea-based enemy systems, for instance, ships. Even though these kinds
of systems are typically slower than a fighter aircraft, the aircraft sometimes has
to stay long periods of time in the same operational area and the enemy systems
might not remain in the same places. This implies that the future positions of
sensor and weapon areas need to be predicted on the basis of their movements.
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Hostile fighter aircraft are even more dynamic. Even though the states in the
survivability model are also likely to be applicable in this case, the static sensor
and weapon ranges are not. Future work could investigate whether it is possi-
ble to modify these areas in order to model hostile fighters. Furthermore, the
trajectories of hostile fighters could reveal information about the opponent’s
intentions, which would be interesting to incorporate in the model.

Another extension is to consider routes in four dimensions, i.e., to include
altitude and time. This implies that the survivability model needs to handle
enemy volumes in 3D and that a speed component should be added to the
route. This could be a first step towards using the model for planning and
supporting missions with multiple aircraft, since such missions often include
synchronization aspects. For example, the mission might require that the pilots
should simultaneously attack several targets.

The pilot cannot focus exclusively on combat survival, but also needs to
accomplish the mission and safely fly the aircraft. The mission task model in
Section 4.3 is intentionally simple, since the purpose has been to demonstrate
the concept of combining the survivability model with a mission task model.
Future work includes combining the survivability model with extended mis-
sion task models, in order to aid the pilot to plan and execute more complex
missions.

Even though this work focuses on manned aircraft, it is expected that it can
serve as inspiration for the development of decision support for UAV operators.
As discussed in Paper a, UAVs are often smaller and slower than manned air-
craft, even though this must not be the case. This implies that they are harder to
detect, but might be easier to hit due to limited maneuverability. They can spend
longer periods of time in the operational area, given that they have enough fuel
and might be used for other kinds of missions than manned aircraft. It is there-
fore motivated to investigate how the model should be modified to incorporate
the typical capabilities and missions for UAVs.
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