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Introduction

Testing and troubleshooting of today’s electro-
nic products and subassemblies in a manufacturing
situation is a challenge. Final test and trouble-
shooting using conventional test points, probes and
bed-of-nails techniques are becoming harder, and
are in many cases not even possible.

Functional testing using normal connectors is a
common way to implement final testing. This
method however often has many limitations in a
practical troubleshooting situation.

Software aided BIST (Built In Self Test) can of
course be of great help, but many hardware related
defects can not be detected in this way. Further, in
many electronic products, BIST is not possible at
all, due to lack of software controlled functions.

Boundary Scan (JTAG) is yet another alter-
native, but is limited to digital electronics today and
commonly only covers chips with JTAG capa-
bilities.

A new way to test and/or troubleshoot a device
is to employ Connectionless Test (CT). The idea is
to estimate electric parameters (e.g. voltages and
currents) in the Device Under Test (DUT) by
analyzing the surrounding electromagnetic fields
during different modes of operation. The idea is
related to EMC engineering, but instead of trying to
eliminate the electromagnetic field, information is
extracted from it. Our present research is based on
the model shown in figure 1.
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Abstract

Today’s electronic products and subassemblies are highly integrated, miniaturized devices having complex
functionality. Final test and troubleshooting using conventional test points, probes and bed-of-nails techniques
are becoming harder, and are in many cases not even possible. Further, due to increasing production volumes,
the time needed for testing is a critical factor.

An alternative way to test a device is to employ Connectionless Test (CT). The idea is to measure the
electromagnetic (EM) field surrounding the Device Under Test (DUT) during different modes of operation.
Using the CAD data for the DUT, an Electromagnetic signature can be created from the measured EM data.

The obtained signature is matched to earlier signatures stored in an adaptive database that is being updated
continuously. The database not only contains signatures from “known good” devices, but also signatures
obtained from some typical failure types. In this way, the DUT can be classified as working properly, suffering
from a previously known type of failure or having a “new”, hitherto unknown malfunction.

Since the electromagnetic signature also contains spatial information, it is an interesting tool in the
troubleshooting process. Besides the type of failure, an estimate of the location of the problem may be extracted
from the signature.

Initial practical tests have shown that the CT method outlined above works for both “analog” as well as
“digital” electronic products having medium complexity.



The model

The Device Under Test is excited using
signals through the normal connectors, and refe-
rence signals may be obtained via the same inter-
face. The unknown currents and voltages in the
DUT create, according to Maxwell´s Equations, a
composite and highly complex time varying elect-
romagnetic field surrounding the DUT.

Using scanning EMC probes or other proper
antenna or probe configurations, the EM field is
measured at different locations and converted into
data samples stored in a computer. The sampling
rate must of course be chosen properly according to
the Shannon Sampling Theorem and the bandwidth
required. Since many digital systems emit lots of
harmonics, the risk for aliasing is great, hence
efficient anti-aliasing filters are needed.

Further, since we are dealing with near-field
measurements, measuring the EM field is not tri-
vial. There is a variety of ways of obtaining the
samples. We have found (so far) that a good
approach seems to be to measure the magnetic field
strength vector (3 dimensions) in a plane above the
DUT,
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In the examples shown later in this paper,
samples have been taken in a xy-grid consisting of
150 points.

The sampled data are then processed non-
coherently or coherently. Non-coherent processing
mainly consists of performing a spectral analysis,
locating a set of significant frequency components
and presenting the magnitude of these.
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A common configuration is to examine app-
roximately three significant frequencies and to per-
form the analysis on the x, y and z components of
the measured magnetic field vector. A typical size
for a scan of a board will hence be nine xy-matrices,
each containing approximately 150 points. The
matrices are
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Figure 1. The CT model using EM fields



Hence, the non-coherent processing mainly
takes place in the frequency domain. Coherent
processing on the other hand is performed in the
time domain, and makes use of the reference
signals r obtained from the board connectors.

A straight forward way to perform coherent
processing is to cross-correlate the measured and
the reference signals and to present the maximum
cross-correlation (over tau) in each xy-position
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From the processed samples of the electromag-
netic field, features are then extracted. These fea-
tures are matched to geometrical data obtained from
CAD files for the DUT. In this way, a specific
feature of the electromagnetic field may be
associated with a specific electronic component in
the DUT. This process is presently quite rudi-
mentary and performed manually, but software is
under development.

Finally, the Electromagnetic signature obtained
is subject to classification and evaluation. The
signature is matched to earlier signatures stored in
an adaptive database. Further, the database is
updated continuously in such a way the system will
learn not only the typical signature of a properly
working DUT (“known good board”), but will also
learn some common fault types. In this way, the
DUT can be classified as working properly, suffe-
ring from a previously known type of failure or
having a “new”, hitherto unknown malfunction.

Different adaptive classification methods are
being tested, and so far some Artificial Neural
Networks (ANN) have performed the best.

Since the electromagnetic features are geome-
trically associated with specific components or
areas in the DUT, the system can not only spot a
failing product, it can even show a probable loca-

tion of the fault (same idea as the old ”current
sniffer”).

Some examples

In figure 2, an example of field signature maps
is shown. The maps are obtained from a correct,
and two faulty PC boards (PCM encoder circuit).
The shade of gray represents the intensity of the
EM field at a given frequency. In this case non-
coherent processing is used and plots for only one
frequency and the z-direction is shown.

In the map to the left, a clock signal generator
chip situated upper left, generates a strong field.
Further, it can be seen that the clock signal is
distributed to three other chips on the PC board.
This is the map of a properly working PC board.

The middle map shows that only the clock
oscillator chip is working and no clock signal is
distributed to other parts of the PC board. In this
case, this is due to bad soldering of the output pin
of the oscillator chip.

In the right map, no clock signal is present at
all. This may be due to a faulty clock oscillator chip
or the chip may be missing.

Figure 3 shows another example. In this case
we are dealing with simple bus line structure. In the
left case, the system is working properly, but in the
right case there is a short circuit between the lines.
In this case we are even able to tell the location of
the fault, which will reduce the troubleshooting
time.

Equipment

In these laboratory experiments a standard
EMC scanner table from Detectus (see figure 4) has
been used. It is basically a xyz table, controlled by a
PC via an IEEE-488 bus. A scanning probe system

Figure 2. Plot of field signatures for an example PC board



like this works fine for research and trouble-
shooting, but is too slow for production test. In such
a case an array consisting of many probes is prefer-
able. It may even be integrated into the manu-
facturing process flow, for instance a row of probes
mounted over a conveyor, transporting powered
boards.

Further, a H-field probe, ETS 7405-903 has
been used, connected to an HP 8591E Spectrum
analyzer, controlled over an IEEE-488 bus. This is
almost a standard set up for EMC work.

Discussion

The idea of connectionless test is used in other
situations. Testing for instance Bluetooth modules
or miniaturized transponders, where radio electro-
nics and antennas are closely integrated, the only
possibility is testing over the air-interface.

The most obvious advantage with CT is, of
course, that no connections need to be done to the
DUT. Another interesting property is that spatial
localization of the fault may be possible, reducing

the time needed for troubleshooting. The possibility
to integrate testing in the manufacturing process
flow is also mentioned above.

Initial practical tests have shown that the CT
method outlined above works for both “analog” as
well as “digital” electronic products having medium
complexity. It seems to be well suited for testing of
products in the area of RF electronics. In this case
we know quite well what frequency components to
expect in the EM field. It may also be easy to
diagnose the fault only by the absence of a specific
frequency component.

The aim of our present research in the area is to
improve the method and to find the limitations in
e.g. failure coverage and spatial resolution. Efforts
are made improving the processing of the measured
magnetic field vector (new software is on its way)
and to improve the EM probes. Extracting data
from CAD files and making the “mechanical”
matching process automatic is also on the wish list.

Further, finding good, adaptive classification
methods are important issues. Besides pure cor-
relation techniques, so far only a few ANNs (Arti-
ficial Neural Networks) have been tested, MLFF
(Multi Layer Feed Forward) and SOLF (Self
Organizing Feature Maps). As expected, the MLFF
type networks seem to perform better than SOLF in
this application. More measured EM data need to
be collected, to find out the typical deviation of the
signatures for individual DUT:s from the prototype
signature expected. In collaboration with the School
of Engineering, Jonkoping University, attempts are
also made to match the measured EM field data to
simulated data.

Another interesting area being studied, is how
to integrate the method in the manufacturing pro-
cess flow to reduce the total time required for test-
ing.

Figure 4. EMC scanner

Figure 3. Plot of field signature around simple transmission line



Some experiments are also going on, trying to
detect what part of a given piece of software that is
being executed in a micro controller chip.
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