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ABSTRACT

Failures are natural and unavoidable events in any form of interac-
tion, especially in human-robot interactions (HRI). Throughout the
literature, the definition and classification of failures are diverse,
depending on the source and application domain. However, the
tolerance to the aftereffect of these failures is low in teleopera-
tion due to its unstructured application domains. One such type
of failure is called human induced interaction failure. This is an
interesting and often overlooked failure type, due to the perspective
that robots are designed always to obey the instructions given by
the human operators. Regardless of the degree of automation that
the robot is equipped with. But what if the instructions provided
are faulty, dangerous, or misleading. This paper addresses the above
mentioned research gap. It introduces a framework based on the
concept of Intelligent Disobedience (ID), derived from guide dog
training methods, to manage human induced interaction failures in
teleoperation scenarios.
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1 INTRODUCTION

Human-robot co-existence in everyday space is steadily increasing
in robot teleoperation, for robots that are teleoperated in profes-
sional as well as personal contexts [15]. An emerging characteristic
of these teleoperated robot platforms is equipping the robot with
semi-autonomous features such as grasping an object [8], navi-
gating to a specific way point [14], where certain tasks can be
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Figure 1: Classification of Interaction Failures

performed autonomously by the robot even in teleoperated mode.
Like in all human-robot interaction scenarios, failures are a natural
and undeniable part of the interaction. Teleoperated HRI contexts
are no exception.

Throughout the literature, there are several definitions of fail-
ure; in this paper, we adopt the definition given by Brooks as "a
degraded state of ability which causes the behavior or service be-
ing performed by the system to deviate from the ideal, normal or
correct functionality” [3]. Failures are often denoted by other terms
such as errors and faults, but faults lead to errors which then, in
turn, leads to a failure [10]. A good example to understand the chain
of events leading to a failure is a tool-picking robot failing to pick
up a tool/object (failure) as a result of an error in the perception
system (error) due to poor illumination (fault).

Failures in HRI are broadly classified based on the type (technical,
physical, etc.,) [9], severity [11], recoverability [17], and interaction
errors [5]. Yet, dealing with failures is largely centered around the
prediction and mitigation of physical failures (effectors, sensors,
software, and hardware). In this paper, we focus on a branch of
failure that is less explored, termed interaction failures, by adopting
the classification paradigm proposed in [10]. In their paper, the
authors classify interaction failures into three types: social norm vi-
olations (behaviors that neglect common rules of operation), sudden
changes in the environment or other agents, and human errors such
as mistakes (conscious errors), slips (unconscious errors), memory
lapses (loss of attention or memory), deliberate violations (wrongful
intention) as shown in Figure 1.

Unlike physical failures, interaction failures are challenging to
detect directly as they will not display external symptoms (e.g.:
loose attachment of wheels in a robot) or alarms (e.g.: warning
lights for sensor malfunction). The existing approaches to manag-
ing failures in HRI focus on communicating failures by designing
visual indicators such as displaying emojis with an explanation
when an error occurs [18] or by using audio and speech signals
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to grab the user’s attention [4]. While, approaches for mitigating
failures include a complete halt of action, asking for help from
the human handler, recovering by itself, etc. ([20], [2], [16]). The
above-mentioned methods are modular, do not provide solutions
for preventing interaction failures, and do not account for methods
to address human induced interaction failures.

In this paper, we propose a holistic approach to manage human
induced interaction failures while teleoperating a robot by adopting
the concept of Intelligent Disobedience (ID) and thus propose a
novel architecture defining the stages involved in implementing ID.

2 INTELLIGENT DISOBEDIENCE

Culturally, disobedience is an act to be punished, and obedience is
an act that should be rewarded. This perspective is widely reflected
in designing robotic behaviour, where most of the human-robot
collaboration is designed to be a master—slave relationship. The
aspect that this type of dynamics fails to account for is that humans
tend to commit mistakes. In a teleoperation context, these mistakes
might lead to disastrous outcomes depending on the application.

The concept of Intelligent Disobedience is derived from the prac-
tice of training a guide dog. Guide dogs are used to help visually
impaired people navigate and perform daily tasks with ease. They
are extremely obedient to their handlers and are aware of the gen-
eral norms of the real world. One of such essential training given
to these guide dogs is for them to behave intelligently disobedient
[6]. which can be explained with an example. Let us assume that
the handler proceeds to cross the road and that the signal is green
for pedestrians. In this scenario, there might be multiple parallel
crossing roads and other bystanders involved in the situation. Now,
if a cyclist appears to come in the opposite direction towards the
handler with increased speed, aiming to cross the road as well, the
dog must disobey and refuse to move forward even if the handler
insists that the dog do so. Instead, the dog would navigate the han-
dler outside of the direction of the cyclist, while avoiding bumping
into other bystanders in the environment. This kind of behaviour
is termed as Intelligent Disobedience (doing right when what you
are instructed is wrong/dangerous).

This way of intelligently making informed decisions would be a
technical skill that could be transferred to a robot to create an effec-
tive coordinated relationship and avoid human induced interaction
failures during teleoperation.

The concept of ID is discussed mainly in the creation of assistive
robots, which is an attempt to replace the service dog with a robot
and was first proposed by Tachi and Komoriya in the context of ob-
stacle avoidance [19]. Pilot studies with NaO robots in the context
of robot reasoning have been shown in this study [1], where the
NaO robot is asked to jump a table and it refuses to do so. How-
ever, the same concept cannot be extended to other scenarios, as
the robot lacks explicit knowledge to make informed judgments.
Another area where ID has recently been applied is with handheld
robots that use gaze detection for intention recognition [12]. First,
the author explored the idea of using rebellion and disobedience as
useful tools to correct user actions. Furthermore, the paper inves-
tigates the effectiveness of collaboration and examines how users
react when the robot corrects their actions. The author concluded
that participants rated feeling frustrated when the robot rebelled
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Figure 2: Illustrates the different stages of the proposed
framework and the dotted lines represent the similarities
between each stage defined in the proposed framework in
contrast with the other two models

and nudged the user towards the correct action. These studies have
partially implemented ID with task knowledge alone and lack gen-
eralization to other scenarios within the same task. To the best of
our knowledge, there is no literature available on the application
of ID in the teleoperation domain for managing human induced
interaction failures.

3 PROPOSED ARCHITECTURE

Implementing ID for a teleoperating task needs to address two im-
portant questions, when is the right time to disobey, and what is
the right task to do after disobeying. The inspiration for our frame-
work was drawn from two works, first, [13] who have proposed a
framework for ID in the context of the seeing eye robot. The author
has defined the different stages of ID as the global objectives (over-
all goals), local objectives (current goal of the handler), followed
by plan recognition (understanding of the method intended to do
a task), consistency check (checking if there is a conflict or not),
and finally mediation (making decisions about the next steps of
mitigation).

The other study is by [7] where the ID architecture is proposed in
the context of Al rebellion agents. The behavior of agents is divided
into prerebellion (changes in the environment and other agents
are monitored), rebellion deliberation (set of conditions to decide
whether to trigger rebellion behavior or not), rebellion execution,
and finally post-rebellion (the agent responds to the reaction of its
decision from other agents).

In this section, we propose our framework in human induced
interaction failure management for teleoperation tasks and explain
the different stages involved with suitable examples. Lastly, in Fig-
ure 2, we point out the similarities and differences of our framework
compared to the work done by Aha et al., and Peter Stone et al.
mentioned above.
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3.1 Framework

Using the example of ID behavior in guide dogs, we reverse en-
gineered how the dog was able to decide and answer two vital
questions as when to disobey and what to do after disobeying the
handler’s instructions, and divided the entire process into three
stages as follows.

(1) Identification of failure trigger: Identify whether the action
initiated by the user will lead to failure, given the local and
global objectives, by reasoning on the available knowledge.

(2) Communication of feedback: Explaining to the user about
the different processes of the system

(3) Mitigation of failure: Mediating the failure with an alterna-
tive course of action

3.1.1 Identification of failure trigger. The first step in managing
failure is to identify the trigger/instruction that will lead to failure,
and unlike physical failures, human failures are difficult to identify.
The general approach towards identifying the failure is either to
make the system learn the correct/ideal way of operation or to make
the system learn the patterns of possible mistakes that a user might
perform. Both of these methods are computationally expensive as
each person might have different ways of working for the same
task and cannot be generalized for other tasks. In our framework,
the system predicts whether the given instruction by the human
operator will lead to a failure event or not by reasoning if there is a
conflict between the given current control sequence (local objective)
and the predefined knowledge. Here, predefined knowledge consists
of general norms of operation (e.g.: the speed of the robot must be
low while turning or always keep a minimum distance between
other objects in the scene, etc.) and global objectives (e.g.: reaching
a location x or not harming the human, etc.) in the prioritized order.
The idea is to check whether the local objective is to be disobeyed
or not such that the global objective is satisfied depending on the
general norms and environmental information.

3.1.2  Communication feedback. When the robot does not behave
or operate the way that is intended, it leaves the operator with
feelings of frustration or anger as the operator is unaware of the
reason behind the actions of the robot. This action can range from
slight delays to a complete halt of the process, depending on its
processing time. Thus, updating the operator about the process
the robot is currently doing is vital. This feedback improves the
explainability of the system and reduces the negative perspectives
the operator might acquire towards the system. In the teleoperation
case, the only way of communicating back to the remote operator is
by using notifications, in the form of visual and/or auditory signals,
to grasp the operator’s attention to the background process. In our
framework, the feedback is the message that the given instruction
by the operator is identified as a failure and is communicated back
to the operator.

3.1.3  Mitigation of failures. The final stage is to effectively mitigate
the failure. This stage makes use of other abilities that the robot
can execute. The mitigation strategy could range from complete
inaction to finding alternative ways to complete the task so that the
global objective is not compromised. Knowledge about the abilities
of the robot (e.g. steering in the direction where there are fewer
obstacles present, etc.) and knowledge about the environment (e.g.
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location of objects in the scene of operation) is made available
to the system, which helps in finding the alternative course of
action. Feedback to the operator on the choice made to mitigate the
failure is essential to prevent further conflicts and avoid unwanted
assistance of the system to the user, which will result in degrading
the perspective and trust towards the system by the operator.

3.2 Example use cases
To explain the functioning of the framework mentioned above in
practical use cases, some hypothetical scenarios which correspond
to different types of human induced interaction failure mentioned
in Section 1 are detailed below.

Lapses: While teleoperating an unmanned aircraft, the user/operator

is navigating the plane and suddenly gets distracted due to the "tun-
nel effect” (caused by driving in long stretches of path, which results
in losing attention to the surrounding environment), and thus loses
sight of the monitors and turns the joystick to a wrong direction
that is opposite to the target location.

Deliberate violations: While tele-manipulating a pressure re-
lease valve in a nuclear power station, the user/ operator tries to
open the valve above the threshold voluntarily, which could lead
to a disastrous outcome.

Slips: During the task of delivering medicines remotely in hos-
pitals, the operator accidentally (unintentionally) chooses to move
forward while attempting to pick up the medicine package. Eventu-
ally, this results in damaging the medicine package located in front
of the robot.

Mistakes: During an underwater teleoperation task for explor-
ing and identifying artifacts, the operator comes close to an object.
When the operator should slow down the speed, in order to avoid
stirring the sea bed and fogging up the camera feedback, he/she
chooses to intentionally approach the object at a higher speed
(choosing a wrong method of operation).

The above-mentioned hypothetical failures are resulted due to
the errors induced by humans, which could be prevented with the
proposed framework. Here, failure is first identified by detecting
the conflict between local and global objectives depending on the
knowledge of the social norms of operation and the environment.
The feedback will then be communicated to the operator and, finally,
the decision on which tool to use to mitigate the failure. The above
workflow is illustrated in Figure 3 as a generalized framework for
any teleoperation scenario.

4 DISCUSSION AND FUTURE WORKS

"To err is human" and depending on the instance, the aftermath of
the errors could be serious, especially in teleoperation applications.
Factoring human errors and finding ways to manage them is a new
and growing field of interest in HRI. Failure management systems
have been existing in many forms such as assistance control (e.g.:
lane keeping), and household (shared control vacuum cleaners)
in automation. What differentiates the above control mechanisms
from the proposed ID method is that the other control paradigms
do not have external knowledge (global objectives, environmental
conditions, or social norms of operation). They simply satisfy a
particular condition without taking into account the overall picture.
Systematizing this framework in terms of implementation as to
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Figure 3: (a) Illustrates the general working of teleoperation
where the operator is located in the control room and sends
the control sequences through a communication medium
to the robot, operating in the remote environment which
is equipped with ID (Intelligent Disobedience) module (b)
Elaborates the working of the proposed ID module where
the three stages of ID are highlighted.

what methods can be utilized and how to practically implement this
method with a proof-of-concept will be our future work. This poses
challenges such as the global objectives and the general norms of
operation having to be well defined. That will be an extensive task.

We aim to design this system to be human-centric i.e. the final
control to override the system decision is given to the human, which
helps the system to perform better in unstructured environments.
However, it poses difficulty in managing deliberate human errors.
Various questions, such as how fast the detection of failure should
occur and how misclassification or non-classification of failures can
be handled, are crucial to be analyzed further. We also acknowledge
the ethical issues that surround this design, such as accountability,
who takes responsibility for the decisions generated by this auto-
mated system, and to what extent we could rely on the automation
systems to make decisions, which are difficult questions to answer
with any given automation system. Posing these questions can help
to design safe, reliable, and explainable systems for dealing with
human induced interaction failures.
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